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FireEye Inc., is pleased submit the following in response to the Federal Communications Commission’s (FCC) request for public comments regarding the E-Rate’s proposed Eligible Services List (ESL) for 2017 (WC Docket No. 13-184).
Overview. The E-Rate program was established in recognition of the importance of expanding American’s access to the internet and telecommunications. That access, however, must also include adequate security and privacy protections. At the heart of our concern is the unduly limiting use of the term “firewall” listed under Category 2 Eligible Broadband Internal Connections. As proposed, the ESL only allows schools and libraries to implement outdated and insufficient protections that, from our extensive experience in responding to many of this country’s most significant cyberattacks, do not stop breaches. 
Public institutions, such as schools and libraries, have an obligation to protect citizens’ personally identifiable information. In terms of cybersecurity, this requires modern security controls that provide a defense-in-depth approach where firewalls are only one component. As proposed, the ESL does not allow schools and libraries to establish protections that are industry-standard in virtually all other sectors. As a result, these important institutions are needlessly vulnerable to cyberattacks. 
Compounding matters is the fact that schools and libraries face a growing number of increasingly sophisticated and dynamic threats. Additionally, cybercriminals have continued to expand the range of networks and systems they are targeting. 
To keep pace with these constantly evolving threats and targets, the E-Rate program must adopt an approach that is equally dynamic and adaptive. Given this, we request that the ESL be more closely aligned with the National Institute of Standards and Technology’s (NIST) Framework for Improving Critical Infrastructure Cybersecurity (Framework). In particular, this should include the use of elements such as non-signature based defenses and detonation chambers.  
By allowing schools and libraries to use E-Rate funds to bring their security in line with today’s best practices, the FCC has a tremendous opportunity to improve protections afforded to some of this country’s most important institutions. There are a number of elements that support our position. These include the growing targeting of educational institutions; a changed and changing threat landscape since the ESL was modernized in 2014; and a growing body of best practices for cybersecurity. We outline our case below. 
Educational systems are increasingly being targeted by cybercriminals. As the number of cybercriminal groups continue to grow so too have the number and range of targets, including against educational institutions. In fact, our research shows that attacks against education have increased and now represent a significant and growing percentage of overall attacks as compared to all sectors.[endnoteRef:1] We only  [1:  M Trend 2016, FireEye, Inc., February 2016, 6.] 




expect this trend to continue, especially considering the fact that most schools’ cybersecurity posture is deficient making them attractive and easy targets.  
Additionally, our research also shows that there has been an overall increase in the bulk theft of personally identifiable information (PII). Whereas previously cybercriminals mainly targeted financial information (e.g., banking and credit card information), they now target collection of PII as an end in itself. According to our M Trends 2016 report, “the volume of PII stolen indicated that the objective was the mass collection of PII data, not just that of specific individuals.”[endnoteRef:2]  [2:  Ibid.] 

This is significant for the E-Rate program given the PII that schools and libraries have within their various networks. Just by virtue of the sheer amount of PII within these institutions’ control makes them high value targets for attacks. 
Traditional firewalls do not stop targeted attacks. While firewalls can be a component of an effective layered defense strategy, cyber criminals have developed technologies to bypass those measures. Traditional firewalls are predicated on known specific threats or “signatures,” meaning they only protect systems against threats that have already been identified elsewhere. What this means is that traditional firewalls are inherently limited in their ability to combat threats that organizations face today, in particular unique, targeted malware, the exploitation of previously unknown vulnerabilities (zero-day exploits), and advanced persistent threat (APT) groups. 
At FireEye, we have seen an increase in the use of non-signature based malware in successful attacks across all sectors. In fact, in 100 percent of the breaches to which FireEye responded, the victim organization’s firewalls and anti-virus protections were “up to date.” What this means in terms of the ESL is that limiting cybersecurity protections to only firewalls ignores the ever-changing threats critical institutions face thereby leaving them vulnerable to attack, including from data theft and ransomware. 
Allowing schools and libraries to use the ESL to implement more dynamic and effective cyber defenses is essential to helping them defend against the growing threats they face. 
The National Institute of Standards and Technology’s (NIST) Framework for Improving Critical Infrastructure Cybersecurity (Framework) includes as best practices non-signature based defenses and detonation chambers. The NIST Framework is the outcome of Presidential Executive Order 13636, “Improving Critical Infrastructure Cybersecurity.” The Framework is a voluntary set of industry standards and best practices designed to help organizations manage cybersecurity risks in the face of dynamic and sophisticated threats. The Framework includes multiple components that organizations can utilize to better assess and improve their overall cybersecurity defenses. 
Two areas in particular are germane to E-Rate. First, 800.53 SI-3 Malicious Code Protection, focuses on the need for non-signature based detection. It reads:
(7) MALICIOUS CODE PROTECTION | NONSIGNATURE-BASED DETECTION
The information system implements nonsignature-based malicious code detection mechanisms.


Supplemental Guidance: Nonsignature-based detection mechanisms include, for example, the use of heuristics to detect, analyze, and describe the characteristics or behavior of malicious code and to provide safeguards against malicious code for which signatures do not yet exist or for which existing signatures may not be effective. This includes polymorphic malicious code (i.e., code that changes signatures when it replicates). This control enhancement does not preclude the use of signature-based detection mechanisms.[endnoteRef:3]  [3:  Framework for Improving Critical Infrastructure Cybersecurity (Version 1.0), National Institute of Standards and Technology, February 12, 2014, page 33. http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf, https://web.nvd.nist.gov/view/800-53/Rev4/control?controlName=SI-3 (Accessed July 3, 2016).] 

Second, SC-44 Detonation Chambers, focuses on identifying inbound malicious content through email. It reads:
SC-44 Detonation Chambers
Control:  The organization employs a detonation chamber capability within [Assignment: organization-defined information system, system component or location] 
Supplemental guidance: Detonation chambers, also known as dynamic execution environments, allow organizations to open email attachments, execute untrusted applications, and/or execute Universal Resource Locator (URL) requests in the safety of an isolated environment. These protected and isolated execution environments provide a means of determining whether the associated attachments/applications contain malware. While related to the concept of deception nets, the control is not intended to maintain a long-term environment in which adversaries can operate and their actions can be observed. Rather, it is intended to quickly identify malware and reduce the likelihood of malware spreading to user environments of operation.[endnoteRef:4] [4:  Ibid, http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
and https://web.nvd.nist.gov/view/800-53/Rev4/control?controlName=SC-44 (accessed July 3, 2016).] 

Taken together, these capabilities would allow schools and libraries to better manage their cybersecurity risks and will greatly enhance their ability to identify and prevent malicious code from being introduced into their networks. Firewalls alone cannot provide these types of protections. 
Summary. The NIST Framework is becoming recognized as the seminal resource for organizations looking to better manage cybersecurity risks. It is being widely implemented by federal agencies and a range of other organizations. And although we only call out two key controls above, there are other aspects that are also essential to helping institutions better manage their cybersecurity risks, for example incident response planning. 
The FCC has a tremendous opportunity now to not only continue to expand internet access to these essential institutions but to do it in a responsible and balanced manner that values the security and privacy protections of the citizens it serves. Toward that end, the E-Rate program would be greatly enhanced if the language regarding cybersecurity listed under Category Two read: 
Cybersecurity protections as outlined in the NIST Framework for Improving Critical Infrastructure Cybersecurity, including non-signature based detection and detonation chambers.
This change will allow schools and libraries to implement security practices in a way that is more risk 


[bookmark: _GoBack]focused and in line with industry best practices. By adopting the Framework, the FCC also will join leading organizations in helping to ensure effective cybersecurity for the nation. 
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