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| support the proposed rules requiring opt-in consent for ISPs to use the data that transits their
systems for advertising. As a privacy scholar typically involved with FTC issues, rather than FCC
issues, perhaps | may offer useful background. While co-chairing the Do Not Track standards
process we debated opt-in v. opt-out at great length. | am particularly distressed by claims that
the FCC would cause confusion by requiring opt-in consent for ISPs while the FTC does not
require opt-in consent for “edge” companies.’ To follow that line of argument to its logical
conclusion, that suggests privacy ought never be improved, as any improvement could cause
confusion. This is, of course, nonsense. Our current regulations — and often lack thereof — are
supposed to set a privacy floor from which companies innovate to create more privacy, not a
privacy ceiling that companies are not to exceed. That has been the FTC's claim all along,
complete with hopes that companies would offer more privacy than required;? it is odd to see
arguments to the contrary.

Harmonization

The FTC, FCC, and DHS all agree on starting with the Fair Information Practice Principles (FIPs)
as a bedrock of privacy thinking. Similarly, the Council of Europe, the OECD, the European

Union Data Protective Directive, and the newer European Union Data Protection Regulation are
all based around the FIPs. Even the most minimal set of FIPs include notice, choice, access,
integrity, and enforcement. | encourage the FCC to continue using FIPs as a tool to guide privacy
decisions.
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The EU privacy approach generally requires opt-in consent for most forms of data collection,
processing, and data use beyond what the user has requested. Under the General Data
Protection Regulation, companies must obtain meaningful consent for additional data
processing, with users therefore opting in to targeted advertising. If we are going to discuss
harmonizing policies, the FCC would do well to note the growing data practices rift between EU
and US laws leading to the collapse of Safe Harbor data transfer provisions.® The FCC’s
proposed rule is aligned with the Article 29 Working Party guidance for meaningful opt-in
consent, which explicitly rejects opt-out in favor of informed consent and an affirmative opt-in
to collect data,* and is also consistent with the EU practice of holding ISPs to higher data privacy
standards than publishers. Should the FCC back away from requiring an opt-in informed
consent for data collection and re-use, it is hard to imagine how EU citizens in the US could ever
have their human rights respected. Recall that those rights attach to the person, regardless of
location. Further, the US is also signatory to human rights documents requiring privacy for our
own citizens.” In my home state of California, privacy is enshrined in our Constitution as part of
Article 1, Section 1. If we are to have harmonization as a goal, there are many options to
discuss. As the joke goes, the great thing about standards is that there are so very many to
choose from.

Prior History

Until relatively recently, common carriers had a good deal. In exchange for not looking in on
user data, they avoided intermediary liability and could not be held legally responsible for the
data transiting their network. | am at a loss as to why ISPs should be able to access user data at
all, even with consent, for purposes other than network management. While | support the
proposed rules for opt-in consent as better than opt-out, | think it is a mistake to offer any use
of user data to ISPs for advertising, under any conditions. | consider it a policy failure that we
are even having this debate at all. The answer should simply be no, no user data for advertising
or any other purpose. Wiretap laws are in place with good reason.

ISPs have been attempting to profit from user data for years. In 2008, ISPs partnered with
NebuAd to offer “enhanced” ads based on user data with an opt-out system.® NebuAd shut
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down in the face of lawsuits, public outcry, and Congressional concern. ISPs have already heard
from Congress that there was to be no data user data collection for ads,” yet here we are again.

Failures of Opt-Out Systems
As mentioned, the NebuAd-ISP partnership allowed users to opt out. However, there were
several notable problems with their approach including:

e Many ISPs provided limited information to users, at best informing users that terms and
conditions had changed without explaining the scale and scope of privacy change. Some
ISPs reportedly did not notify users at all.® It turns out to be very difficult to get
companies to clearly explain their invisible practices when profits are enhanced by
users’ lack of knowledge. One ISP even described targeted ads as an “enhanced online
experience” similar to “faster Internet speeds.”’

¢ While users might reasonably have expected an opt out to stop data from reaching
NebuAd, it did not. User data was collected and transferred to NebuAd even with an opt
out. An opt out meant the display of targeted ads was suppressed.® This does not meet
users’ privacy preferences for an opt out of data collection, not merely use.

¢ NebuAd implemented their opt out program by setting an opt out cookie. Of course, as
soon as users cleared their cookies — as we advise users do for privacy — then the opt
out setting was cleared too.

e The total percentage of users to opt out was about 1%.** As established below, this is
dramatically lower than the percentage of users who prefer not to have data collected
and used for targeted advertising. A majority of users who wanted to opt out did not,
and their privacy preferences were violated by their ISPs.

The data are already in: opt outs for targeted ads for ISPs did not protect user privacy, and did
not accord with user preferences for privacy.

One might argue that NebuAd is but one example. As it happens, we have dozens of examples
of companies offering opt outs for targeted ads on websites, again via cookies with all of the
problems inherent in that approach. Their record is no less dismal. A study found only 11% of
users understood that targeted ad opt outs meant data could still be collected and used though
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targeted ads could not appear, which is the same percentage of users who thought the opt out
itself was actually a scam.™

Failures of Self-Regulation

There are a few key ways in which ISPs differ from other edge companies collecting data. First,
due to how very little competition there is in the broadband market, the principle of choice is
intrinsically challenging. If a consumer has only a broadband duopoly, it is unlikely that either of
the ISPs will voluntarily elect to monetize less user data. Market pressure will create a race to
the bottom. Internet users can choose to forgo Google and Facebook while being part of digital
life (if barely,) but cannot do away with an Internet provider by very definition.

Second, the FCC has the benefit of acting in 2016 after seeing how very poorly the FTC's self-
regulatory approach has served the health of the Internet and society as a whole over the last
three decades. The FTC has been consumers’ best friend for online privacy, yet users find the
state of online privacy to be fairly miserable:

* 91% of adults agree or strongly agree that consumers have lost control of how personal
information is collected and used by companies, with only 1% strongly disagreeing.*?

*  While ISPs were not part of their survey, Pew Research found Americans have low
confidence in their records remaining private. For email providers, landline, and mobile
telephone providers, at most 6% of adults were very confident their records would
remain private. Coming in last out of 11 categories, only 1% of adults were very
confident that online advertisers would keep their records private.'*

* In a study of web advertisement, about 20% of participants wanted the benefits of
targeted advertising, but 64% found the idea invasive. Data collection can cause a
chilling effect, with 40% self-reporting they would change their online behavior if they
knew advertisers were collecting data and only 15% saying they would not change their
online behavior in response to advertisers collecting data.’

With privacy hard to come by, users often become cynical. As one journalist concluded while
reporting on NebuAd, “Online advertising is a $11 billion (and growing) business, and it's been
fairly apparent that the FTC's priority is protecting revenue streams, not consumers.”*® It is hard
for companies, and governments, to regain user trust once it is damaged.
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With users burdened to opt-out of data collection from edge providers, we are currently locked
in an “arms race” between citizens trying to protect their privacy with tools like ad blockers,’
and companies trying to collect data no matter how many times citizens signal they do not
want to be tracked online.*® This set of measures and counter-measures is a symptom of a deep
market failure, complete with examples of a “lemons market” where products die because
there is no longer any way to reliably signal a company will respect privacy. As trust evaporates,
new entrants suffer, including societally enhancing projects around medical data and the
Internet of Things, resulting in decreased innovation and decreased Internet use. Chilling
effects are real and measurable, with lower online engagement as a result of privacy
concerns.™® Meanwhile, the ad market is in decline.?’ Lack of privacy regulation has caused real
and lasting harms on all sides of the market for Internet stakeholders, and works well for very
nearly no one.

Encryption is not a Cure

One argument against the FCC’s proposal is that a trend to more encryption means ISPs
accessing user data without consent is not a problem.?! | find this line of argument inexplicable.
Encryption covers a lot of possible approaches and it is not clear just what form of encryption is
envisioned. All three approaches to encryption below are expensive, require specialized
knowledge, or don’t significantly affect user privacy:

1. Users can prefer encrypted websites, but users have no control over which sites do and
do not offer encryption. Many publishers do not offer encryption, in part because most
ads are not encrypted. Browser security measures discourage use of encrypted sites
that include unencrypted ad content. Further, even if the traffic to individual website
pages itself is encrypted, ISPs can track the visits to the websites. It is not clear how
encryption would help at all in this case.

2. Users could purchase additional third-party VPN services to encrypt all traffic from their
devices (typically costing an additional $80-5120 per year per device,) plus need to learn
how to set up, configure, and use those VPN services. This is a non-trivial investment.

3. Users could purchase and attempt configure a small-office router (typically $100-$200)
to create a site-to-site VPN, allowing the user to force all traffic for all devices through
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the VPN service (again, typically $80-5120 per year). Unfortunately, there are currently
no available out-of-the-box solutions, so a user attempting this would also need to
understand router and network configuration at a level not common outside the
networking industry.?

All of these options require users to take meaningful steps, to learn new ways of using the
internet, and potentially to pay substantially more. None of them are known to most users in
the first place. Further, ISPs would have incentive to decrease rates of adoption for encryption
on websites if they were part of the advertising ecosystem, in order to avoid mixed content
warnings. One would rather see ISPs have incentive to promote encryption and security, not
undermine both.

On a personal note, my small, local ISP is notably good on privacy. They could provide faster
Internet access but that requires transiting a national ISP that has privacy practices | find
unacceptable. My household has invested dozens of hours into research and configuration to
try to ameliorate issues because we have diminished trust in the national ISP. My household is
more technically oriented that most and we are actively struggling with this as a problem. If
your threat model includes your ISP, there are no good, usable, consumer-focused solutions on
the market at this time.

Most Consumers Do Not Want Targeted Ads

There are also arguments that users want their ISPs to serve ads based on their data. It is likely
true that a small percentage of users would prefer to have more relevant ads from their ISPs, as
a small percentage of users prefer targeted ads on websites. The majority of users, however,
very likely would not. This topic has been studied for nearly a decade, with persistent and
stable results that most Americans would prefer not to be profiled and shown targeted ads:

* 57% of respondents are “not comfortable” with browsing history-based behavioral
advertising, “even when that information cannot be tied to their names or any other
personal information.”?

*  66% of adults do not want tailored advertising, which increased to 86% when
participants were asked about three common techniques used in web advertising.?*

* Furthermore, the question at hand is not just about advertising but about ISPs
monitoring users’ traffic in new ways. 88% of Americans feel it is important that they
not have someone watch or listen to them without their permission, with only 9%

2 As one example configuration file please see <https://forums.sonic.net/viewtopic.php?f=13&t=3531#p26003>.
To quote the author who generously shared a portion of his 500+ line configuration file, “good luck.”
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believing it is not important.?® Even if ISPs never made a dime from user data, users
would still have concerns about a system that collects, classifies, and persists.

Why, then, should we ask the majority of users to jump through the hoops of opting out, when
avoiding targeted ads is most users’ preference? From an efficiency perspective it makes no sense
to ask the majority of users to figure out how to opt out while privileging the small subset of users
who actively want ISPs to target ads. Were companies engineering for efficiency, they would
build an opt-in database and only maintain data for the smaller subset of users who want to join
their new advertising services. An opt-in system is simply more sensible.

The final, and primary, distinction between ISPs and edge providers is that the FCC regulates
ISPs. The FCC has the clear authority and obligation to do better than requiring users to opt-out
for privacy, and certainly ought not be hamstrung by proven mistakes of the past.

Thank you for your time, and for your work on behalf of the American people.
Aleecia M. McDonald

Non-resident Fellow
Stanford Center for Internet & Society

2 Mary Madden and Lee Rainie, “Americans’ Attitudes About Privacy, Security and Surveillance,”
<http://www.pewinternet.org/2015/05/20/americans-attitudes-about-privacy-security-and-surveillance/> (May
20, 2015.)



