Showt ime/The Movie Chanrel plans to sell Showtime and The

Movie Channel on a direct retail basis nationwide to
individual owners of private backyard earth stations
through a toll-free 800 telephone number, at what we
believe will be a competitive price. ,

0 Showtime/The Movie Channel does not intend to grant
contractual exclusivity to any party that may be authorizéd
to distribute its programming services to the backyard TVRO
market.

o Showtime/The Movie Channel has placed advectisements in
several satellite television publications for the last
several months to familiarize viewers with its programming
services and to increase public awareness of its plans to
scramble. Once we have finalized and announced'bur TWVRO
marketing plans, we plan to place further advertisements in
these publications, and also to run on-air announcements on
Showtime and The Movie Channel, in order to facilitate the
ability of TVRO owners to subscribe to our services.

We estimate that the costs of scramoling the Showtime and The
Movie Chamnel satellite services as of the anticipated date of
full-time scrambling in May 1986 will total approximately $9
million. This includes the costs of affiliate decoders, uplink
equipment, the development of a back office, computer resources,
advertising, and other expenses. Obviously, we would not incur such
substantial expenses if we were not convinced of the need to
scramble our signals to protect their integrity and help secure them

from unauthorized commeccial operations, and if we did not believe
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that our services can be effectively marketed to private backyard'
earth station owners.

MTV Networks also intends to scramble the satellite signals of
its progamming services as soon as all affiliates have purchasad and"
installed decoder boxes and there is a sufficient quantity of
consumer decoders available. MTV also plans to use the M/A-COM
VideoCipher II decoder and the M/A-COM DBS Control Center.

while scrambling will make a significant contribution to the
effort to curb satellite signal piracy by unauthorized commercial
operations, it will not be a panacea.  Unfortunately, we anticipate
that there may be a continhing commercial piracy problem even after
scrambling is implemented. It is possible, for example, that
certain people will purchase decoder boxes ostensibly to use‘in
their own backyard for private viewing, but will in fact put the
decoder oox in a hotel, bar, apartment complex or other commercial
property. In developing our scrambling plans, therefore, we have
taken care to try to develop a system which will enable us to keep
track of the location and the use of all the decoders that are
authorized to receive our services. We will also endeavor to notify
and educate all persons who subscribe to 6ur programming services as
to their legal obligations. We believe that a person who uses a
consumer decoder box to intercept scrambled satellite signals for an
unauthorized commercial purpose is subject to both civil and
criminal penalties under the 1984 Cable Act applicable to willful
violations for purposes of direct or indirect commercial advantage

or private financial gain.
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In addition to the above, we have a few specific comments
concerning the legislation before this Subcommittee. H.R. 1769,
sponsored by Representative Gregg, would impose a two-year federal
moratorium on scrambling of satellite cable programming. Rather
than make the marketplace more competitive, we feel that enactment
of this legislation would inhibit the competitive forces that are:
developing in the marketplace. As of now, only two satellite cable
programming services-~HBO and Cinemax--are scrambled full-time. In
addition to the services offered by Showtime/The Movie Channel and
MTV Networks, several other cable programming services have
announced plans to scramble their signals within the next year.

The satellite TVRO industry is still in a very early stage of

/development., We believe that as it grows and develops, it is likely
that competitive forces will come into play that will offer
( ' consumers a wide range of options. In addition, it is our hope that

as the marketplace matures and the number of decoders manufactured

increases, the unit price of each decoder will decline

‘ significantly. These developments would be curtailed if a two-year

moratorium on scrambling were imposed. Moreover, such a moratorium

would severely hamper the ability of satéllite cable programmers and
operators to combat the problem of commercial signal piracy detailed
above,

H.R. 1840, sponsored by Representative Tauzin, would give the
Federal Communications Commission the authority to establish prices,
terms and conditions for backyard TVRO owners' access to scrambled
satellite programming. The provisions of this bill are similar to

provisions included in legislation introduced in the last Congress
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that, as part of the compromise resulting in the passage of the
Cable Communications Policy Act, were ultimately not included in the
final bill enacted in 1984.

We continue to believe, as we indicated two years ago, that
there is no need to legislate a compulsory licensing procedure for
scrambled programming administered by the FCC, and that the private
marketplace will work well if given a chance to function. In
addition, there would be a hornet's nest of problems in seeking to
implement any compulsory licensing procedure to be administered by
the federal government. For example, the FCC would encounter the
following problems, among many others, in attempting to implement
such a licensing mechanism:

0 The costs of acquiring programming vary considerably among
program suppliers and program services and vary fufther due
to such factors as program exclusivity (for example,

Showt ime/The Movie Channel has a five-year exclusive
agreement with Paramount Pictures for national pay
television rights to Paramount motion pictures). If one
programming service's costs are higher than another's, it
would be impossible to set rates that yielded comparable
profit margins without pricing one searvice higher than.
another and thus putting it at a competitive disadvantage
with consumers., The marketplace is the best way to sort
this out.

0 At the cable system level, rates charged to cable
subscribers vary among different cable operators, among

different systems of a multiple service operator, and even
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within the same system under different tiers of service. '

It would be virtually impossible for a government agency to
set rates for sales of programming to fVRO owners that were
easy to administer and yet competitive and equitable in
relation.to those of other means of distribution. Again,
the marketplace is the appropriate mechanism fof.dealing
with this.

o] Forcing satellite program services to sell at prescribed'
rates to backyard dish owners would compromise their
ability to carry on their normal business with cable
operators, SMATV operators, and their other distributors.

0 A compulsory licensing procedure may diminish the ability
of programming services to deny authorization to decoder
boxes which may be used for unauthorized commerciél
purposes.

In addition, the FCC has deregulated pay cable, STV and MDS
rates, and Congress deregulated casic cable rates beginning in 1987
in the Cable Communications Policy Act of 1984. FCC regulation of
satellite cable programming, a competitive technology,'would fly in
the face of the ongoing government effort to deregulate the
communications marketplace.

In light of these strong concerns, we believe it is important
for the marketplace to be given a chance to work in the
post-scrambling environment, as was contemplated when the 1984 cable
legislation was enacted.

Thne Showtime/The Movie Channel executives who attended the

recent SPACE convention found tnat the majority of TVRO dealers with

-20-



whom they spoke recognized the reasoné for scrambling satellite
cable programming services and agreed that it was appropriate for
TVRO owners to pay to receive scrambled satellite programming. Many
of these dealers, however, reported that they were frustrated by a
small minority of dish dealers who may have oversold their customers
initially by claiming that satellite cable programming could be
received for free, without pointing out that thase services that
decided to incur the cost of scrambling wﬁuld have the right to
charge license fees to receive their programming in the future. We
believe that these hearings can serve a major purpose in helping to
educate the public and the industry as to the facts and in helping
to build a viable marketplace for sales to home TVRO owners.

In conclusion, the backyard earth station market is still in a
very early stage of development. We do not yet know exacfly what
sort of a market it will turn out to be, but we at Viacom hope it
will be a major market. One year ago, a major concern on Caoitdl
Hill was that there be a compatible technology for the descrambling
of satellite cable programming services, so that an individual

owning a backyard earth station would have to purchase or lease only

one decoder in order to receive a wide range of services. At this

point, several programmers have independently announced that they
will use a single scrambling technology. ‘We believe this is one
indication that the private markétolace will develop in a fair and
efficient mamner as the industry matures, so as to serve the best
interests of consumers while at the same time protecting the
integrity of the programmers' signals. We would like to work with

you to accomplish these ends.
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TESTIMONY OF
JACK VALENTI
PRESIDENT
MOTION PICTURE ASSOCIATION OF AMERICA, INC.
ON SATELLITE EARTH STATIONS
BEFORE THE HOUSE SUBCOMMITTEE ON TELECOMMUNICATIONS,
CONSUMER PROTECTION AND FINANCE

June 12, 1986



Mr. Chairman, and Members of the Subcommittee:

My name is Jack Valenti.

I am President and Chief Executive Officer of the Motion
Picturé Association of America, Inc. (MPAA). MPAA's members are
among the leading producers and distributors of motion pictures
and television programs in the United States. The member
companies of MPAA are:

Columbia Pictures Industries, Inc.

Walt Disney Productions

De Laurentiis Entertainment Group, Inc.

MGM Entertainment Company

Orion Pictures Corporation

Paramount Pictures Corporation

Twentieth Century Fox Film Corporation

United Artists Corporation

Universal City Studios, Inc.

Warner Bros. Inc.
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We at MPAA support and advocate these principles in the

satellite earth station environment:

1. Copyrighted programs should be accessible to all in this
nation who want and choose to receive them. No one should be

denied a choice.

2. Marketplace prices for programs should be paid by owners
of satellite earth stations, without government imposing pricing

in any form.

3. The marketplace should be nourished by competition and
not dominated by any one group or small band of powerful

corporations.

That is what we believe in. That is what we support. And
that is what we judge to be fair and equitable.

Given the blur and confusion of controversy over TVROs, it
is not without some irony that we find that, ultimately, what
owners of TVROs want and what owners of copyrighted programs want
are one and the same,

Consumers want access to our copyrighted material.
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COMPETITION AMONG PROVIDERS TO TVRO OWNERS

Scrambling has permitted program services to secure their
signals, and to market them to TVRO owners no matter where. they
may live, at marketplace prices.

Market rates will be determined, of course, by free and open
competition. Consumers will benefit from vigorous price competi-
tion among those satellite-delivered programming services that
have chosen to extend their market to include TVRO owners.

Efforts to serve TVRO owners have come a long way in the
last 18 months, since the passage of Section 705. We already see
real evidence of aggressive price competition.

Last fall, Time Inc.'s Home Box Office announced that it
would market HBO and its companion movie service, Cinemax, di-
rectly to earth station owners for $12.95 per month per service,
or $19.95 for HBO and Cinemax in combination.

Shortly after HBO/Cinemax made public its rates for private
TVRO service, Showtime/The Movie Channel (its smaller competitor)
announced rates some 15 percent lower.

All of these services are available directly from the
program services, or, in many parts of the country, through

intermediary providers.
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As a result of this competition, we find that TVRO owners
can obtain access to those satellite-delivered cable program
services that have already scrambled at prices that are highly
competitive with what cable subscribefs pay for the same service.

There are other favorable developments in this new market-
place:

-- Every sateliite-delivered cable program service that has
announced scrambling plans has also announced it will market its
service to TVRO owners.

~- Numerous companies have announced their intention to
provide convenient packages of programs to earth station owners.

-- A single signal decoder system (the M/A-Com VideoCipher
II) is emerging as a de facto industry standard. This limits the
amount of new equipment the TVRO owner needs to receive these
signals.

-- Multiple companies are manufacturing and marketing signal
decoders, and many earth station manufacturers propose to incor-
porate decoders into their new equipment, at low priées.

All of this augurs well for ?VRO owners. We share the
interest of members of Congress that this form of competition

should continue to expand.
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COMPETITION AMONG DELIVERY SYSTEMS

Competition between media increases the divetéity of ideas,
and maximizes consumer choices. To this end, our national
communications policies discourage concentration of control over
the media by a few entities, in order to protect the public
interest in competition both nationally and locally.

For example, a TV station owner may not exercise control
over the operation of cable television systems in the same area
where he holds a TV license. And we limit the total number of TV
stations any one entity may control nationwide.

By the same token, we should be wary that cable system
operators not unduly restrict or control the availability of
satellite-delivered services to consumers in local markets. This
would be an unwelcome extension of the already alarming power
which now resides in too few hands.

In 1982, the two largest cable multiple system operators
(MSOs) served 12.9% of all cable subscribers. In 1986, the top
two MSOs will serve 21.1% of all cable subscribers. Some
estimates indicate the top five MSOs now serve about 45% of all

cable subscribers. That share is projected to increase to 70% by

1990.

Let us understand, with awful clarity, what this means.

<\
._4
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A cable system is a geographic monopoly. There is only one

cable system to a neighborhood or a portion of a city. If you,
as a cable subscriber, don't like the programming or the service
or the treatment you receive from your cable system, you have no
alternative. Yéu either cancel your subscription, or you hold

your tongue and your anger, because you have no place to go, no

competitor who will give you what you want.

Meanwhile, the cable system is the sole arbiter of what the
community sees on its TV set. »

This kind of imperial authority is totally unlike that of
any other communications medium -- unlike newspapers, TV sta-

tions, even networks. It is absolute and free of the nagging

torment of competitors. (Competitors are such a bore -- how nice
it must be to have none.)

Now, let us multiply this power. If two or three corpora-
tions control 50, 60 or 70 percent of all cable subscribers, that

means three entities literally tell the American public what they

will or will not see on cable. As of this moment, garmented with
such concentrated power, the big MSOs have not been shy in throw-

ing their weight around.

Cable must not be permitted to stifle the growth of its most
promising new competitors. Local cable systems should be fully

subject to competition from TVROs, MMDS, and even direct, head-
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Any new system must, now or soon, lead to a marketplace
design that is not a compulsory license, and any interim,
transitional measures must be viewed as a process leading away
from artificial pricing and toward a free marketplace. There
must also be a "sunset" provision for this interim system,
allowing for a free marketplace to emerge and operate.

In our view, Section 705 of the Communications Act has made
-possible a legitimate TVRO industry; it creates no impediments to
a free marketplace. By contrast, Section 111 of the Copyright
Act does impede the TVRO industry from competing with cable. For
that reason, the latter law is an appropriate matter for

Congressional review.

What Should Congress Do At This Time?

Mr. Chairman, I would like to conclude with some brief com-
‘ments on what Congress should and should not do at this juncture.

There are several legislativé proposals pending before this
Committee which would interfere in various ways with the develop-

ment of the TVRO marketplace. None of these should be enacted.
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I RECOGNIZE THAT SEVERAL ISSUES HAVE ARISEN SURROUNDING SCRAMBLING
SINCE FULL-TIME SCRAMBLING BEGAN ON JANAURY 15, 1986, AMONG THESE ARE: THE
AVA ILABILITY OF DECODERS: THE PRICES CHARGED‘TVRO USERS BY PROGRAM
'DISTRIBUTORS -FOR SERVICE, ESPECIALLY AS THEY RELATE TO THE PRICES PAID BY
THOSE RECEIVING. THE SAME SERVICE FROM A CABLE SYSTEM IN THE SAME COMMUNITY:
THE MARKETING SCHEMES BEING UTILIZED BY PROGRAMMERS: AND THE AVAILABILITY OF
NETWORK FEEDS TO TVRO USERS. BILLS HAYE BEEN INTRODUCED BOTH IN THE HOUSE
AND THE SENATE THAT ADDRESS THESE ISSUES. SEVERAL OF THESE BILLS WOULD
MANDATE A COMMISSION ROLE IN RESOLVING THESE ISSUES AND | WOULD LIKE TO
TAKE THIS OPPORTUNITY TO COMMENT ON THE ROLE THAT VARIOUS BILLS WOULD, IF
ENACTED, ASSIGN TO THE COMMISSION,

CHIEFLY, CURRENTLY PENDING LEGISLATION WOULD REQUIRE THE COMMISSION TO

. ESTABLISH A UNIFORM SCRAMBLING FORMAT OR -INVOLVE IT IN SETTING THE RATES

AND OTHER VIEWING TERMS ON A MARKET—BYTMARKET BASIS IF THE CONSUMER AND

PROGRAM SUPHLIER ARE UNABLE TO REACH AN AGREEMENT WITHIN A SHORT TIME FRAME.

OTHER LEGISLATIVE PROPOSALS WOULD REQUIRE THE COMMISSION TO MONITOR THE -
PRICE AND AVAILABILITY OF SCRAMBLED PROGRAMMING OR TO EXPEDITE THE

PROCESSING OF TV. TRANSLATOR STAT(ON APPLICATIONS UNDER CERTAIN

CIRCUMSTANCES . - )

WITH RESPECT TO A REQUIREMENT FOR THE COMMISSION TO ESTABLISH A UNIF(RM
SCRAMBLING STANDARD, IT APPEARS TO ME THAT THE MARKETPLACE -_IS“IDEALLY SUlTED

co me e e ea—— Y

TO MAKING SUCH SELECTIONS AND HAS., IN LARGE MEASURFT' ALREADY_ ESTABLISHED THE
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WA Com "VIDEOCIPHER II" As THE UNIFORM scRA:vBLlNG FORMAT, THERE IS LITTLE

Ty B

REASON TO BELIEVE THAT THIS WILL CEASE TO BE THE CASE. PROVIDERS ()F
SCRAMBLED PROGRAM SERVICES HAVE EVERY INCENTIVE TO SEU_ THEIR SERV ICE TO
DISH ANTENNA USERS, SUCH USERS CONSTITUTE A LARGE AND REASONABLY AFFLUENT
ADD IT IONAL MARKET FOR THEIR PRODUCT . ACC(RDING 10 PlBLISHED REPORTS AT LEAST

6% PERCENT OF WRO SYSTEM OWNERS HAVE AN ANNUAL GROSS HOUSEHOLD INCOVIE ABOVE

$25,M5 AND THE AVERAGE TVRO OWNER HAS AN ANNUAL HOUSEHOLD INCOME OF

$39.50), PROGRAMMERS HAVE A POWERFUL MOTIVE TO cmose A SCRANBLING SYSTEM
THAT GIVES THEM ACCESS TO THIS POTENTIAL FOR MILLIONS OF ADDITIONAL
SUBSCR IBERS WITHOUT NEEDING THE GOVERNMENT TO MAKE THAT DECISION FOR THEM,

THE REGULATION OF RATES IS A SECOND AREA IN WHICH. PROPOSED LEGISLATION |
WOULD [INVOLVE THE COMMISSION WHILE | SHARE THE CONCERN THAT A WIDE CHOICE
OF VIDEO SERVICES REMA IN AVAILABLE T0 THE PNERICAN PUBLIC, | DO NOT BELIEVE
THAT INV&VEMENT OF THE COIVMISSION IN SETTING THE PRICE TO BE PAID BY THE
CONSUMER FOR SUCH SERVICES IS NECESSARY OR DESIRARLE. IT IS UNNECESSARY
BECAUSE THE MARKET 1S BY FAR -THE BEST JUDGE OF WHAT PAY TV SERVICES SHOULD

COST THE CONSUMER. IF THE COST FOR A SERVICE IS PRICED OUT OF LINE WITH

IMILAR SERVICES OR WITH ITS VALUE TO THE CUSTOMER THE PROGRAMMER WILL HAVE "

T0 IMPROVE ITS OFFERING., LOWER ITS PRICES., OR FACE THE SEVERE DISCIPLINE

OF THE MARKETPLACE -= BUSINESS FAILURE IT IS UNDESIRABLE FROM MY

PERSPECTIVE BECAUSE THE COMMISSION HAS ONLY LIMITED RESOURCES AND HAS
NEITHER THE RESOURCES NOR THE EXPERTISE TO DETERMINE WHAT A "REASONABLE"
CHARGE WOULD BE FUR EACH DIFFERENT PROGRAM SERVICE IN EACH DIFFERENT MARKET.,



PUNISH INTENT IONAL INTERFERENCé WITH SATELLITE COMMUNICATIONS. THE
COMMISSION STRONGLY SUPPORTS THESE EFFORTS AND WOULD BE HAPPY TO PROVIDE
WHATEVER ASSISTANCE CONGRESS WOULD FIND HELPFUL WITH RESPECT TO SUCH
LEGISLATION.

IN SUM., MOST OF THE ISSUES PRESENTED BY SCRAMBLING SEEM TO BE
SUSCEPTIBLE TO MARKET-ORIENTED SOLUTIONS. |NJEED; IN MANY WAYS IT APPEARS
THAT THE MARKET IS WORKING;‘ALREADY: "A MERE FIVE MONTHS SINCE SCRAMBLING
BEGAN. FROM TESTIMONY GIVEN:THIS PAST MARCH AT YOUR HEARING ON THE
SCRAMBLING ISSUE AND FROM ARTICLES IN THE TRADE PRESS IT APPEARS THAT IN
’LARGE MEASURE A SINGLE SCRAMBLING STANDARD HAS EMERGED; DECODERS ARE

BECOMING W IDELY AVAlLABLE: PROGRAMMERS ARE SETTING UP PROGRAM PACKAGES AND
'MARKETING STRUCTURES: AND, OVERALL. THE SKYS ARE NOT GOING DARK OR EVEN DlM.

T e e e e v —
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CERTAINLY, IF THERE ARE CREDIBLE ALLEGATIONS OF UNLAWFUL RESTRAINTS OF TRADE
IN THIS AREA THEY SHOULD BE EXAMINED BY COMPETENT BODIES INCLUDING CONGRESS .
THE DEPARTMENT "OF JUSTICE, AND THE FERERAL TRADE COMMISSION, HOWEVER, |
BELIEVE THAT THE COMMISSION'S PRINCIPAL INVOLVEMENT SHOULD BE DIRECTED TO
AUTHORIZING NEW TRANSLATOR AND LOW-POWER TV STATIONS AND TO LOCATING AND
IDENTIFYING THE PERPETRATORS OF SATELLITE INTERFERENCE INCIDENTS WHEN THEY
OCCLR.

| WOULD NOW BE HAPPY TO ANSWER ANY QUESTIONS THAT YOU MAY HAVE,
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Issues tn Orbit/by Jill MacNeice

FCC ON SCRAMBLING:
‘NO ACTION NEEDED' . /T

Ve

f dish owners were looking

for the Federal Commu-

nications Commission to
rescue them from the stormy seas
of scrambling, they were sadly
mistaken. The FCC's long-awaited
study of satellite signal scrambling
concludes that there is “no need
for immediate government inter-
vention.” The commission unan-

imously adoptéd thHe report,
conducted at the requesT?)'fHC(Tﬁ{

gress and in conjunction with the
National Telecommunications and

Information Agency, at its :_Eebru-

—_ %12 meeting. Now it’s up fo Con-
gr

ss to act.

“This is an excellent report,
indicating . . . that mechanisms
are, in fact, evolving in a reasona-
bly competitive manner,”’ said
FCC commissioner Dennis Pat-
rick, who has been designated by
the White House to replace Mark
Fowler as chairman when Fowler
steps down this spring. Patrick
hailed the commission’s decision
as one that “‘will, in the long term,

The FCC tells Congress the market is
working, leaving dish owners in the cold.

be very pro-consumer.” It was an
ironic statement, since Patrick has
shown himself to be as market-
place-oriented as the man he is
about to replace. This means there
will be no helping hand from your
friendly government agency—no
life rafts in the form of rate regula-
tion or protection, no decoder stan-
dards set, no fair-play rules
suggested, not even an admon-
ishing finger pointed at the cable
industry, which, many feel, has
manipulated scrambling to its own
advantage.

It remains to be seen what the
fine print of the 99-page report,
which will not be made public for
several weeks, will reveal. (The
document has some 250 footnotes,

staffers say.) But the study, as dis-
cussed at the meeting, out-
[ined the following scenario: 1) %Sc

marketplace for scrambled si

1S a new one; 2) nonetheless, thére

Are signs of growing competition;

’Deunis Patrick replaces FCC Chairman Mark Fowler this spring.

\

3) the VideoCipher Il descram-

“bling system, on its own, has
~become ¥ g Tt standard. s0”
ere i1s no need to codify one;
mmv&rm
being adequately fought; and 5) the
broadcast networks have the right
to scramble their affiliate feeds if
they want and should not be re-
quired to sell them to dish owners
in signal-poor areas.

Furthermore, the commission
has denied a request by the Satel-
lite Television Viewing Rights Co-
alition (STVRC) for a ‘‘full
evidentiary hearing'’ on the scram-
bling issue. In filing the request,
STVRC also asked that the FCC
include in the record information
from the Justice Department’s
investigation of anti-competitive
practices in the pay-TV industry.
The FCC has concluded that ‘‘no
action is warranted with respect to
superstation signals.”

One consolation, however
slight, is that the FCC has said it
will monitor the development of
the home market for scrambled
satellite signals with quarterly
internal reports, and will make a
formal report to Congress on the
subject in one year. Dish owners,
however, should not get ‘their
hopes up. The report is likely to
have no more teeth than the cur-
rent scrambling study.

Supporters of the distressed
home satellite dish industry were
clearly less than thrilled by the
FCC’s inaction. They were not,
however, surprised. ““The commis-
sioners had made up their minds
ahead of time,” said one insider.
“They started from the philosophy
that they did not want to get
involved, and they found reasons
to justify that.” ’

Dish allies on Capitol Hill were
equally miffed. ‘‘We did not expect
much in the way of solid analysis
and reasonable conclusions, and
we were not disappointed. It was
the predictable conclusion made
by folks who had made up their
minds before the investigation
ever began,” said Roy Neel, aide to
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ngyD A WAY TO MODIFY THE VIDEOCIFHER, FOR AFERIOD OF ONE MO JI
THE HOMORABLE EDWARD J. MARKEY
CHAIRMAN

SURCOMMITTEE ON TELECUMUNICQTIUN & FINANCE -
HOUSE OF REPRESENTATIVES .
H2-316-HOUSE ANNEX II . ..
WASHINGTON, D.C. 0515

DEAR CHAIRMAN MARKEY s L h |
DURING THE COURSE OF THE SUBCOMMITTEE HEARINGS ON JULY
1987, ON_THE SUBJECT OF SCRAMBLING OF SATELLITE VIDED
SYGNALS' TO THE HOME. DISH MARKET, RERRESENTATIVE T10M. TADKE
ASKED THAT THE ANSWERS TO CERTAIN GUESTIONS BE SUBMITTED
FOR THE RECORD. :

ATTACHED ARE QUESTIDNS QSKED'BY}REPRESENTQTIVE:TQUKE

- WHICH WERE DIRECTED TO GENERAL INSTRUMENT CORFORATION

AND OUR ANSWERS.

SINCERELY,
! J. LAWERENCE DUNHAM

Attachment
ce: REPRESENTATIVE: TOM TRUKE w/ attachment

QUESTIONS SUBMITTED BY CDNG. "TAUKE
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DECODERS HAVE EEEN /COMPROMISED BY "PRIATE" DECODING
INTEGRATED CIRCUIT/ CHIPS. PLEASE EXFLRIN “"COMPROMISING. "
WHAT IS THE CURRENT BLAK MARKET PRICE FOR THE CHIRS?

HOW MANY DECDDERS HAVE BEEN COMPROMISED AND WHAT IS

THE PROCEDURE TO /IDENTIFY AND CANCEL OR _NULLIFY

THOSE THAT HAVE BEEN MODIFIED? WHAT IS THE POSSIBILITY
OF ERROR IN IDENTIFYING A NORMAL UNIT AS ONE THAT HAS
BEEN MODIFIED? ARE THERE ANY AFPFEAL PRDCEDURES°

A. THE VIDEOCIPHER (r) 11 SYSTEM H_S_NDI_EEEN_QDMPRDMISED
THERE WAS A TEMPORARY BREQ OF SECURITY, BUT WE HAVE —
Sg ?ﬁgﬂéngEPMpREHENSIVE PROGRAM TO ASSURE THE INTEGRITY

WHAT WAS R{gQCKED WAS THE MANAGEMENT OF THE PROGRAM

1. 1 UNDERSTQND/#HQT A LARGE NUMEBER OF WIDEODCIPHER (vr) II
c

MEY WITHIN #ME PF TJE OMTEGRATED CIRCUITS. THE
AUDIO PORTLON OF VIDEOCIFHER () II IS DIBITALLY FPROCESSED
AND ENCRYPTED USING THE DATA ENCRYPTION STANDAR

QLBDRITHMM THIS ALGORITHM HAS EEEN CERTIFIED

BY THE U/S. GOVERNMENT AS BEING ESSENTIALLY UNBREAKABLE.
LntE_1u7i3 SOME ENTERFRISING TECHNICAL EGH

)] : " F| R .
- Fou WAY TO MODIFY THE VIDEOCIFHER, FDR‘ﬁﬁég{UD OF ONE MONTH ENDING

e
¢
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MARCH 15, 1987, WHERE N&“REPQIRED FOR FREE ANY DECODERS
THAT WERE ILLEGALLY MODIFIED. WE EXPECT THAT THE

VIDEOCIRFHER (r) II SYSBTEM SECURITY WILL CONTINUE

T0 BE SUBJECTED TO ATTACKS, AND WE WILL CONTINUE TO BE .
SURJECTED TO ATTACKS, AND WE WILL CONTINUE TO RESFOND

WITH BN AFPROPRIATE COMBINATION OF LEGAL TECHNOLOGICAL
MEASURES. WE OCCASIONALLY HEAR THAT MODIFIES CHIPS

OR MODIFIED DECODERS HAVE BEEN SOLD FOR PRICES IN THE

RANGE OF #250. 00—%$900, 00. SINCE THIS I8 AN ILLEGAL = /o
ABMSRKETPLQLE " INFORMQTIDN (ON'PRICES IS NOT RELI-

WE HAVE NO WAY OF KNOWING FOR CERTAIN HOW MANY DECODERS

HAVE BEEN COMPROMISED, BUT. WE BELIEVE THRT 1T DOES NDT

EXCEED 30,000 BECAUSE WE CAN ACCOUNT FOR VIRTUALLY

ALL OF THE DESCRAMBLERS THAT WE HAVE SHIPPED EXCEPT FOR

T R IHESE N HE MODIFTED [HE DESCRAMELER |
_D&SLSN-IQBP ELUDE ILLEGAC-MODIF IED | Dsgﬁﬂﬁﬁﬂtﬁﬁs.

IN ADDIT 4§a

ARE LDNTINUIN TO INVESTI&QTE AND HORPE TO S00ON CONTINU

UUE ECTRI C_COUNTERMEASURES AGAINST nDDITIUN%E“TEEE%?'
TWHILE THIS an SEEN LIKRE A RGE NUMBER, WE HAVE ALREADY
TURNED OFF AROUT 1&, 000 OF THE TLLEGALLY-MODIFIED DESCRAMELERS.

SPECIFIC DESCRQMBLER ADDRESSES OF MODIFIES DESCRAMBLERS
WERE DEBTAINING WHEN U.S. MARSHALS EXECUTED SEIZURE ORDERS
AT THE PREMISES OF SDME OF THESE MANUFACTURERS AND
FROMOTERS. USING ELECTRONIC COUNTERMEASURES IN FEBRUARY
AND IN MAY, SOME 12,000 OF THESE DESCRAMELERS HAVE BEEN
DEACTIVATED. OTHER' DESCRAMELERS WERE DEACTIVATED EASED

ON OTHER INFORMATION. MOST OF THE ILLEGALLY-MODIFIED UNITS
WERE BLACKED OUT OR RECEIVED SFECIFIC MESSAGES WHEN WE
INSTITUED ELECTRONIC COUNTERMEASURES. WE ARE NOT WILLING

TO DISCLOSE OUR SOURCES OF INFORMATION OR THE PRDCEDURES

WE USE TO DERCTIVATE THESE MODIFIED DESCRQMBLERE. \

WHEN A DESCRAMEBLER 1S DEACTIVATED, THE OWNER HAS NO WQY‘
0OF KNOWING WHETHER WE HAVE DEACTIVATED IT OR IT HAS SIMPLY
STOPPFED WORKING DUE TO FAILURE OF A :COMPONENT, THE UOWNER
WHO KNOWS HIS DESCRAMBELER HAS BEEN MODIFIED IS LIKELY TO
ASSUME THAT WE HAVE DEACTIVATED IT. IF WE MISTAKENLY |
DEACTIVATED A UNIT THAT WAS NOT ILLEGALLY MODIFIED, THE
OWNER IS8 LIKELY TO ASSUME THAT IT WAS CAUSED EY COMFON-
ENT FAILURE, AND WOULD INVOKE THE WARRENTEE TO HAVE -

IT REPAIRED AT NO COST.

OF THE ROUGHLY 12,000 DESCRAMELERS THAT HAVE BEEN TURNED \
OFF, WE HAVE BEEN ABLE TO DETERMINE THAT 44 WERE NOT

ILLLBQLLY MODIFIED. CONSIDERING THAT THERE WERE ABOUT

120, 000 AUTHORIZED CUSTOMERS AT THE TIME THE ELECTRONIC

COUNTERMEASURES BEGAN, THIS IS A RATIO OF 0,04% OF THE

AUTHORIZED SUBSCRIEBERS. IN FACT, ONLY SOME OF THE 44

UNITS WERE IN USE BY HOME SUBSCRIBERS. IN FAC ' '
THE REMAINDER WERE SENT IN FOR REPAIR BY DEALERS \

CABLE TV OPERATORS OR COMMERCIAL ' ENTITIES. CONSUMER
SUBRSCRIBERS WILL BE SHIPPING EXFENSES THEY INCURRED.



2. WHAT ARE THE PROCEDURES FOR AN INDIVIDUAL WISHING TO - . - ,
S8ELL HIS VC-I1I DECODER TO ANOTHER PERSON? ANAT IF . - L
THE NEW OWNER DISCOVERS THQT THE UNIT HAS BEEN COMRROMISED? ‘
A
=]

. _THE VIDEQCIPHER(r) II P PROEERTY THAT MAY BE :
UGHT AND SOLD FREELY. TﬁgREEg%gNﬁﬁ‘pRUCEDURED OR" nppnoans

NEEDED,

IT I8 HIGHLY UNLIKELY THAT A CONSUMER COULD FURCHARSE AN S
ILLEGALLY-MODIFIED DESCRAMBLER WITHOUT KNOWING THAT : IT»"J«“1y1.z-
WAS MODIFIED. THE SCRAMBLING PROGRAM HAS ‘RECEIVED . - s
WIDESPREAD PUBLICITY IN THE TVRO COMMUNITY pRRTICULQRLYf CoTa
CONCERNING THE SUGBESTED RETAIL PRICE OF LEGITIMATE

DESCRAMBLER, THE MONTHLY SUBSCRIPTION FEES OF FROGRAMMERS,

AND THE AUTHORIZATION pRDCEDURES REOUIRED FOR "TURNING DN s
LEGITIMATE DESCRAMBLERS. C

REGRETTABLY, THERE HAS ALSO BEEN GONSIDERABLE PUBLICITY "f,,
CARRIED OVER SATELLITE CHANNELS, ABOUT ALLEGED DEVICES' TO -
"EEAT THE SCRAMBLING SYSTEM" AND AVOID PRYMENT OF SURSCRIPTION

FEES TO THE PROGRAMMERS. ‘WE . CDNTINUE TO THINK IT+ UNLIKELY Qo ? ﬁf
THAT A CONSUMER WAS UNAWARE OF THIS PUBLICITY AND UNHKNOWINGLY ” U}éﬁﬂkiggw

FURCHARSED A MODIFIED DESCRAMBLER.

NEVERTHELESS, IF ANY CONSUMER CAN ESTABLISH T0 OUR SATIS-
FACTION THAT HE OR SHE I8 IN FACT THE INNOCENT PURCHASER
OF AN TLLEGALLY MODIFIED DESCRAMBLER DESCRAMELER AND 1S
WILLING TO HELF US LOCATE AND PROSECUTE THE FARTY WHOD

B%FSSUBEgREéM, WE ARE FREFARED TO REPAIR THE ' DESCRAMELER

3. WHAT IS THE CURRENT VC-I1 SUPFLY AND DEMAND
§TATUS, AND HOW WILL THIS CHANGE IF DA PROCEEDS

TOWARDE ADOPTING THE VIDEOGIPHER(r) 11 AS_A_FORMAL
OR DE_FACTO STANDARD? ——

———

A. THE_DEMAND FOR CONSUMER DESCRAMBL ING HQS IN-
CREASED SUBSTANTIALLY IN RECENT MONTHS, ‘A8 MOR
FROGRAMMING SERVICES BEGAN SCRAMBLING AND AS MQRKFTPLQCE
UNCERTAINTY AND CONFUSION HAS DECREASED.

AS OF JUNE 1, SOME 294.000 CONSUMERS DESCRAMELERS

HAVE EEEN SHIPFED. SOME 30.000 WERE SHIPFED DURING
APRIL AND DURING MAY, AND SOME 40.000 DURING JUNE.
THERE WERE SOME 176.000 CONSUMER DESCRAMBLERS
AUTHORIZED BY JUNE 1, AND AUTHORIZATIONS HAVE BEEN
RUNNING AT THE RATE OF ABOUT 15- 20, 000 PER MONTH. WE
HAVE ORDERS ON THE BOOKS, FOR DELIVERY AT VARIOUS
TIMES THROUGH THE END OF THE YEAR, FOR AROUT 400.000
DESCRAMELERS, THESE NUMBERS INCLUDE EOTH STAND—-ALONE
UNITS AND DESCRAMELER MODULES FOR DELIVERY TO RECEIVER

MANUFACTURERS.
WE HAVE BEGUN SHIPPING A LIMITED NUMEBER OF DESCRQMBLERS
ISTRIBUTORS FO SI TURNER-

R_THE CANADIAN
EROQDLQSTINB IS5 MORKETING ITS CNN ERVI_E_TD CDNSUMERS IN
CANADA. LATER THIS YEAR, IF CANADIAN FROGRAM SERVICES



CHODSE THE YIDEOCIFHER (v) 11 _SYSTEM, DEMAND IN - -
CANADA WILL INCREASE. -’“S'I "

IN RECOGNITION OF THESE INLREQSING LEVELS OF DEMAND
HAVE TAKEN A NUMBER OF THESE INCREASING LEVELS OF DéMRND
AND TAKEN STEPS STEPS TO ENSURE THAT AN ADERUATE SURPLY
OF DES LRQMBLERS I8 AVAILABLE IN THE MARKETRLACE.

IN APRIL, THE ‘COMPANY COMMITTED $1'MILLION IN CAPITAL IMP-, -
ROVEMENT TO THE PUERTO RICO MANUFACTURING FACILITY, AND ALSO
COMMITTED SEVERAL MILLION DOLLARS TO ' PURCHASE LONG’ LEAD-TIME
PARTS AND CUMPDNENT& FOR VIDEOCIPHER (r) II. UNIT&.x :

IN MAY, WE ANNOUNCED THAT WE PLQN TO . INVEST AN QDDITIDNQL -
$4 MILLION TO WXPAND PRODUCTION CAPACITY. ' THIS INVESTMENT
WILL GIVE US A MANUFACTURING CAPACITY OF MORE THAN 100,000
DESCRAMBLERS PER MONTH BY SEPTEMBER, RND QS MUCH AS 130. 000
FPER MONTH BY EARLU 1988.

OVER THE LAST SEVERAL MUNTHB 'CHANNEL' MQSTER HAS BEEN
MANUFACTURING AND SUPPLYING: 'S WITH 10.000 DESCRAMEL ING
MODULES PER MONTH. CHANNEL ‘MASTER I8 LICENSED AS Q'SECOND
SUOURCE MQNUFQCTURER. : :

AT _THE JULY 1 HEARING, CHANNEL MASTER STATED THAT IT WOULD
INCREASE ITS MANUFACTUING CAPACITY AND IN AUGUST WOULD G
BEGIN DIRECT SALED OF DESCRAMBLER MODULES TO OTHER MANU-
FACTURERS FOR INCORPORATION :IN INTEGRATED RECEIVER/DES-—
CRAMBLERS. CHANNEL MASTER:'SAID THAT 1T WILL BE SELLING
S?E?EBQT THE RATE OF ARDOUT 30,000 PER MONYH BY THE END

EASED ON CURRENT AUTHORIZATION LEVELS AND OUR MODELS 0D THE
MARKETFLACE, OUR CURRENT FROJECTION IS THAT THERE WILL RE
QPPRDXIMQTELY ONE~HALF MILLION CONSUMER DESCRAMBLERS IN
DISTRIBUTION BY SEPTEMEER. WE BELIEVE THAT THESE STEPS

I HAVE OUTLINED WILL PROVIDE ADEQUATE CAPACITY TO MEET THE
EXPECTED DEMAND FOR DESCRAMBLERS. IN PARICULAR FOR CANADA
WE DO NOT EXPECT ANY SUBSTANTIAL DEMAND INCREASES UNTIL THE
SEFTEMBER TIME FRAME, AT WHICH TIME THERE SHOULD EBE AN
ADEQUATE SURPRLY OF DESCRQMBLERS.

4, WHAT ARE THE MORMAL CHARGES AND QRDLEDURES FDR REDQIR
AND MAINTENANCE ON THE VC-II'S?

A. IF THE GENERAL INSTRUMENT VIDEDCIPHER(P) 11 STQND ~ALONE

UNITE STOPS WORKING, THE CONSUMER CALLS OUR REFAIR CENTER

IN NORTH CAROLINA AND RECEIVES QN QUTHDRIZQTIUN NUMBER TO

RETURN THE UNIT v -
FOR REFAIR. HE SHIPS THE UNIT TO OUR REFAIR LENTER.

UFON VISUAL. INSPECTION, IT APPEARS THE UNIT HAS EEEN ILLEéﬁLLY ‘
MODIFIED, THE REFAIR CENTER CALLS THE OWNER, TELLS HIM THAT THE \U(

WARRANTEE HAS EEEN INVALIDATED, AND OFFERS Yo REPAIR THE

UNIT FOR FREPAYMENT OF $295.00. IF THERE ARE NO VISUAL »
INDICATIONS THAT THE UNIT HAS BEEN ILLEGALLY MODIFIED, THE

REFAIR CENTER EITHER REFAIRS THE UNIT OR REFPLACES IT WITH

A FROPERLY WORKING UNIT AND RETURNS .IT'TO THE CUSTOMER AT UD

NO CONST TO THE CUSTOMER.



9. WHAT IS THE MAXIMUM NUMBER OF SUBSCRIBERS THAT CAN BE
HANDLED BY THE ENTIRE SUSTEM INCLUDING THE VC-II AND THE
GENERAL. INSTRUMENT COMPUTER SYSTEM?

A. THE NUMBER OF SURSCRIBER ADDRESSES THAT THE VIDEOCIFHER

11 SUSTEM CAN HANDLE I8 VERY VERY LARGE, FAR GREATER THAN ANY
POSSIBLE NIMBER OF SUBSCRIBERS. HDWEVEh, THERE IS A RELATION-
SHIF BETWEEN THE NUMBER 06 :

SUBSCRIBERS AND THE RATE AT WHICH REAUTHORIZATION MESSAGE
CAN BE SENT. FOR EXAMPLE, WITH TODAY'S LEVEL OF SUBSCRIBERS, .
REAUTHORIZATION MESSAGES bQN BE SENT SEVERAL TIMES PER DAY
TO EACH SUBSCRIBER. WITH MILLION SUEBSCRIBERS, EACH
SUBSCRIBER' S REQUTHDRIZQTIUN MESSAGE CAN BE REPEATED EVERY

c2 HOURS. AS THE LEVEL SUBSCRIBERS INCRERESES, THIS ADDRESSING
RATE WILL DECEASE. AT SOME PDINT, IF WE RETAIN CURRENT
OFERATING PQRQMETERS, THE RATE WOULD BE UNACCEPTABLY
AND THERE WOULD EBE RISK THAT SOME CUSTOMERS WOULD NDT hECEIVE
THEIR RERTHDRIZQTIUN FOR THE NEXT MONTH. WE ARE ALREADY
WORKING ON PLANS _TO INCREAES THE REAUTHORIZATION CAPACITY

OF THE SYSTEM. FOR EXAMPLE, WE WILL REPLACE OUR 9.6 KILOBIT
DATA LINKS WITH 14.4 KILIOEITS LINKS. WE WILL ADD THE
CAPACITY OF THE HORIZONTAL ONLY THE VERTICAL BLANHKING INTERVAL.
THERE ARE ADDITIONAL CHANGES THAT WE CAN IMPLEMENT AS THE
NUMBER OF SUBSCRIBERS GROWS, IN ORDER TO MAKE SURE THAT

THE REAUTHORIZATION RATE WILL REMAIN ADEGUATE.

6. WHAT IS THE MAXIMUM NUMBER OF CHANNELS THAT CAN RBE HANDLED
BY THE VC-I1I?

\
A. THE MAXIMUM NUMBER OF FROGRAM CHANNELS THAT CQN EE )
HANDLED BY THE VIDEOCIPHER (r) II SYSTEM IS 240.
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Protidont .
Cruck Hewit
Chalman TO: - All Members - House Subcommittee on
o s Co. Telecommunications & Finance, Senate

Subcommittee on Communications
Fobeo Catnd '
Hlome Box Okes, e, FROM: Mark C. Ellison, Vice President Government
ot s Coaicrran ~ Affairs and General Counsel - SBCA
OF Armerdoan Comm., Inc.
Pest Chwirvian RE: Videocipher II Descrambling System
H. Taylor Howard
izt The SBCA has been advised that some Menmbers are
Dorsaid Berg receiving calls and letters pertaining to the status of
ol Master . the home satellite television indust¥y and the
Edeard & Pkt introduction of the VideoCipher II Plus scrambling
COMIAT Compertion system (referred to herein as the "Plus"). This report
Cormeon Bestibe Syiorme is written to address that topic. :
Gornead o Cerp. VIDROCIPHER IL AND THR VIDEOCIPHER II PLUS —
Tom Qrioll ’ o
. DESC TO0 BE WORTHLESS?IM

The short answer to that question is NoO. General

irilasenat —  Instrument Corporation (GI), manufactirer of the
0. Todd Hardy VideoCipher system, has stated publicly that they will
PrimeTime 34 not make the higher tier bhits available to existing
Crasies ubbieteid. programming services. Second, we are unaware of any
s desire on the part of programmers in the lower 56 tier
ool l;its to move to higher tler bits, in fact the contrary
Rk Homidg 8 tme. ‘. T .
Bapuih of Havdin County .
Mok Brady As many of you are aware, the home satellite.television
Uriden Com. of Amedca industgy isystmggling with a very *s&rious signal theft
vt : oblem. It is estimated that nearly one ﬁa%f_g_f_,_._@_;u_—\
Cock W, aci ey /’sfmn?her consumer descramblers in~ use have been
Unked Ve, b, illegally modiffed t0 receive programming without
proper authorjzation. The industry is taking many steps
Sall to bring that problem under control. One aspect of that
Vice Prsident - campaign is the introduction of new versions of the
Coreet Coumpa ™ VideoCipher with enhanced technological security. Later
Mark . Blinon this year, GI will introduce the Plus as a part of this
Viea Prevdent effort.
o Mervgting
Jutry Flachatte

All scrambled programming services (there are currently
40) use the VideoCipher XI ("VCII") manufactured by GI.
The VCIXI has 656 ‘"tier bits" for the carriage of
programning services. Tier bits- - are similar to
channels, however, a tler bit can carry more than one
programming service. (For example, CNN and Headline
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