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The VC II
signals.
turned on
stream of

is an addre~able device that can decode satellite
This addressability feature allows the device to be
or off from a remote computer which sends out a data
authorized serial numbers with the satellite signal.

When a VC II is turned on to a scrambled channel. it reads the
data stream. checks for a valid serial number, and if it does
not find one. it bypasses the decoding logic in its memory, and
the channel remains scrambled.

If you knew a serial number that was authorized to receive all
encrypted channels (such as the ones used in the MIA-Com test
lab, or used by certain cable companies), and then could alter
the serial number in your VC II to be the same, your VC II would
de-scramble all the channels for you.

The serial number of the VC II is on one single chip in the VC
II (I can't tell you which one), and can be reprogrammed using
and EPROM burner and a personal computer. In order for you
to alter the serial number on your VC II, you must know three
things: 1) the chip number to be reprogramed, 2) the address in
the chip containing the serial number, 3) and a valid serial to
use.

To get this information you will have to either know someone who
can tell or sell you the information or the chip, or have two VC
lIs. a EPROM burner. a personal computer. and a little time.
With these basic tools you can find the answers to one and two
by using a EPROM burner to compare identical chips from two VC
II's until a difference is found.

As for finding a authorized serial number, if I told you a valid
serial number in this newsletter. MIA-Com would de-authorized ~t
immediately. But. if you think a little bit, I'm sure you will
realize that there are several approaches to obtaining an
authorized serial number.

Nuts 8. Volts Stuff

Long befor·e the Black Box News let ter exi sted, there was Nuts 8.
Volts, a monthly publication which carries a Wide variety of ads
for electronic items including Black Boxes, Descramblers. and De
coders. The follOWing ads are reprinted from the current issue:
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MODEL dOSO

1. V1d10 CH J output connect to TV ?$ ohm input.
2. Connect to VCR or cable output.
J. , to 99 channel display used only 1f tuner i~ added.
4. Locate wire I w-4 directly belUnd veo ll>et.al can. Attach. win

throUBh any SPST °sv1tch to ground location i 0.
S. Prescale tuner input. Uaed only when a UHF/VID' tuner 115 &dded

and the unit 115 used tor & cable doVIl converter.
6~--Syste~ ground
1. Standard hex key board input•. For power 00 jump pIn 2 and pin 3 and pin

tar right Il1de. Uaed onJ.y wen unit ill Ulled &4 cable down converter.

When you ahort. wire w-L to gro.md the HJDEL 0050 will decode.

SIN E \0/ A V E / SUP RES SED SIN K !..DI!.E COD E R

There are two ,type~ of OAK Dub controller decoder boards both unlts'vill decode
~lnevave scramble and or restore the vidl0 sink \(hen it Is auppreaaed each board
'hll.3 a :slnewave decoder, and s1nk re-gen ckt. 'lhat vill work vi th the majority
of the scrambled channela orr the air. from cable or Da~al1ite. The pover

suppl1ell are included and in addition to decoding both unita vill function

all • cable down converter with the simple addition 011 a ine;~enaive uhf/Vhf
tun OIl. The Model 0000 includes a standard I. R. cbannel selector and a specis.l
tag receiver tor tag scrambled 5ylltem. The Model dOdO does not include the l.R.
or tag !Unction but will accept a keyboard l~put to aelect a channel if you
V&llt to use the 0050 all • cable down converter.
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SBCA
ANTI-PIRACY TASK FORCE

Satellite Broadcasting and Communications Association of America

March 15, 1988

Ms. Suzanne Beckler
RTE 4
Macon, MO 63552

Dear Ms. Suzanne Beckler:
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On behalf of the Satellite Broadcasting and Communications
Association and General Instrument, we wftnt to thank you for your
concern about the problem of VideoCipher descrambler piracy in
your area. Be assured that the information that you brought to
our attentiRn regarding modification and selling of tampered
VideoCipher descrambler units will be kept in strictest
confidence between you and the SBCA and General Instrument .

As we're sure you would agree, the illegal practice of modifying
the VideoCipher descrambler unit is the most threatening and
immediate problem faced by the TVRO industry today. The people
who participate in this illegal activity like to characterize
themselves as modern-day Robin Hoods; they are most commonly
referred to as "pirates" in the press and in the industry. The
fact of the matter is that they are not Robin Hoods, they are not
Good Samaritans, they are high tech rip-off artists and con-men
who will take every opportunity to bleed more money from the
pUblic. These people are THIEVES who are engaged in the theft of
satellite signals and they are breaking the law.

General Instrument (GI) is intent upon attacking VideoCipher
descrambler signal theft through every means at its disposal 
legal and technical. Electronic countermeasures (ECM's) are
continuously being developed and implemented to combat illegal
modifications to the VideoCipher descrambling technology. In
addition, the VideoCipher descrambling technolo is constantl
bein u dated and im roved.' 1na y, ere are ega measures

a G as a en 1n e pa t against those engaged in
VideoCipher descrambler tampering. Such legal action is very
effective and General Instrument intends to take additional civil
actions in the future as further deterrent against the illegal
modification to the videoCipher descrambler.

-continued-

300 North Washington Street
Dealer Hotline 1-800-356-3160

• Suite 208 • Alexandria, Virginia 22314
Consumer Hotline 1-800-5334584



Page Two

However, in order to be most effective in putting an end to this
practice of satellite signal theft -- an activity that erodes and
corrupts every facet of the TVRO industry -- the SBCA Anti-Piracy
Task'Force and General Instrument believe satellite signal
thieves must be brought to the attention of the appropriate
federal and state investigative agency so that these thieves are
stopped and prosecuted to the fullest extent of the law. The
"Theft of Service" laws passed by each state prohibit activities
including any modification of the VideoCipher descrambler. In
addition, tampering and selling modified VideoCipher descrambler
units violates numerous federal statutes; the FBI is responsible
for investigating most of the applicable federal laws.

If you haven't contacted your local police department and the
FBI, we urge you to do so. As former law enforcement officials,
we can assure you that the information that you provide to any
law enforcement officer will be kept in absolute confidence.
only through the cooperation and effort of all interests in the
TVRO industry - dealers like yourself, General Instrument,
programmers, and distributors - will satellite signal theft be
stopped.

For your assistance, we have enclosed a Checklist for reporting
to either the FBI or the local police department the activities
of those engaged in satellite signal theft. It includes the
pertinent statutes that are violated and other information that
the investigating Officers and Agents will need. We encourage
you to contact the authorities and provide the necessary
information to initiate a criminal case against these
individuals.

Once again, we appreciate your concern and efforts. If we can be
of any further assistance, please don't hesitate to call us.

\Deml~
Chairman,
SBCA Anti-Piracy Task Force

Enclosure

Sincerely, ~

~(Pv---- rr-
Terrence P. Luddy
Director of Security, GI

P.S. Remember that Dealer Hotline telephone t: 1-800-356-3160



by PETER J. BROWN ./

amounted to little more than subtle al
terations to the transmission ofchannel
keys in the data stream. They can acti
vate a subprogram in a system's
software that ultimately causes the unit
to self-destruct, although this form of
ECM has not yet made Its presence
known in the lYRO industry. GI is not
about to reveal the exact nature of their
ECM arsenal, nor are they going to ad
dress the mechanics of the process that
allows the authorization data stream to
be manipulated for purposes other than
conventional programming.

ECM is an evolutionary actiVity. It is
contrO\.ersial and yet t'le industry has
accep,ed it. with cer,2'~: reservations.

"It is the result of C\J' understandIng
of ho\\ the product \\ as being pirated.
We de:ermlned that [r,e'e were effec
tive \ \ 2.\'S to stop or Ir:,e'rupt viewing
with :nose pirated units." says Kenneth
H. K!~sman. senior vice preSident for
DBS Se'\lces at GI. "The pirates learned
a lor from us. We've learned a lot from
rhe pirates."

Kinsman emphaSizes the fact that
the pirates have certain weaknesses

..
•

" .. '".'

"Piracy is not going to continue to be a very profitable pursuit."

ECMs-are here to stay. Right now they
appear to be unique to the NRO indus
try. Think about it. GJ is the only fl,m in
America that is engaged in an ongoing
ECM campaign. doing in the commer
cial realm what nobody else has even
tried. This is not the type of electronic
jamming which is a highly effective
military tactic, nor is it similar to what
once went on behind the now torn and
tattered Iron Curtain.

It is just another fascinating dlrnen
sion to this business. What other Ime of
work demands thatyou keep abreast of
rampant sunspot activity. slowly di
minishing satellite output power. and
the potential presence of elecrro'l:c
bursts that are discreet enough to dam
age only the property of willful vic:ators
of the law of the land

ECM's have been shrouded li'se
crecy since their presence was 2',
nounced less than a year after SC','~l

bling got underway. Although t"ev
exist in mJny different forms, an,~ they
can be designed to carry out many dif
ferent objectives, thus far in the NRO
Jnti-piracy campaign. ECMs halte

ECMs:

On the surface, ECMs

have a high-tech

image. Underneath

often lies espionage

and counter

espionage. Can 007

be far behind?

10 RETAILER I FEBRUARY 1990

Anti-Piracy Goes High Tech

C AN YOU IMAGINE confronting a
long-term, loyal. and, above all,
legitimate NRO customer with

the startling news that his TVRO hard
ware has been temporarily disabled by
t'le latest errant ECM salvo7 Well, rest as
sured that the chances of this happening
coyou oryour customer are quite slim. At
least that is what sources at General In
strument have indicated. Only a handful
of accidental disconnects have occurred,
according to these same sources; how
ever, that depiction of events to date is
subject to question.

"ECMs are merely components of a
=,rogram," says Dep Kirkland. the
SBCA's Anti-Piracy Task Force coor
jinator, Yes, a very simple program in
\'olving a logical sequence of events.
When a source ofpirated black boxes is
jentifred, a raid is authorized and the
confiscated black boxes are quickly
shipped back to San Diego, There GI
engineers quickly unmask the identity
of the clone key and this allows GI to
~hen eliminate the key in question from
the authorization data stream.

Electronic countermeasures-

~ TECHNOLOGY",--------------------:-
~l
I
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'1Iard. '87& G'nerollns~ment Corp:s chief eledronic mO$f ~ts we~ back on line in a matter of days.
countermeasure expert denies claims that large numbers hia. ,,,;,,:,U'':.la_und' ~..._ a'sser! "'-I any GHn-
of legitimate TVROsubscribers hod their VKleoCrphers ... ,-11'''''.......... ITIUI

turned off duling Grs altempt to deaulhorize alegally ginemdlumolfofmodffieddetOdel\wouIdbeinneffective.

=~p.ct:tyrs.IegU::.VC11 ~::~ =~d:',.. .... 'It& oe"a~~~~~nsUmers complain that large
.numben of older, unmocSfied VC lis experienced audio

~~;;:i' i~·.~.:;;.7: ~I~;~~;.~t,~~ .' ~~enll, deorAhorizatio~ and boffert failures.
sIpt. '17& General \nslruIftent Corp. said i1s1atestround·a;~:~ Gi'V'; P'~d~ Mike·W. said .ha1 0
of electronic counlermeasures against VdeoCipher pi-: massivuleclrollic countermeasure .nst tampered VC
ralesresulledinlhousanclsofiDegaldtcodersbeingdeac.' Jis waslfo~tht fint week of March, 1989, and it was
IivaIed. field repolls oppeored 10 conMn that scores of 'a success. According 10 some repo&; however, few if
a1lered YdeoC~hod been deauIhorized..' ;'.;,onY~*~~X~/ls~ere;~ed." . c ,.

Dec. T1~'~etedroni~ ~oun~ by GI~ : Me '89: Accoiding 10 repom. few of the esfimated 1.1
suIIed in !he Mning off of opproximolely 50 percent of milhonmocfdied VC Us hod betn affecIed by anylype of
she modilied VC lis in she field. Sources indicated Ihot electronic countermeasure insfiMed by GL

and that once identified, these weak
nesses can be incorporated into ap
propriate countermeasures.

ECMs have erJjoyed a somewhat
mystical reputation from the start One
of the first targets ofGl's ECM effort was
the so-called "Three Musketeers" clone,
which is, in fac£, a U-30 chip that re
quired little more than a change of 11
byres. It circulated widely in late 1986
and early 1987. Many legitimate sub
scribers to CNN found themselves in a
less than happy situation. By April of
1937, Gl was issuing subtle apologies
for whatever inconvenience had re
sulted while proclaiming the relative
success of the program. Far less than
one percent of legitimate subscribers
had been dealt a knockout. according
toG/.

And GI had managed to stun the
hacker underground. No doubt about it.
In episode afterepisode. errant or not. the
ECM's impact was definitely felt on the
b!ack box circuit But by the end of the
year, Gf had lost the high ground and
whatever setbacks or obstacles had been
dea:t to the hackers soon vanished. Did
t'1e hackers shape a realfy effective
counrer-ECM-not to be confused with
\\~t is known as an elearonic-counter
counter-measure or ECCM in military cir
cles? Probablynot Was there a deliberate
c:sinformation campaign undertaken to
~it GI into believing that such was the
cese? Perhaps.

OrJe of the more intn9uing per
5-2~.al:ties at GI to surface during this
~_.'Sterious exchange of ECM and
:-.:'...;~ter-ECMwas Ron Karznelson. an
~,--ls;aeljarmy electronic warfare spe
:- 2:st. Katznelson was at:: Ie to say all the
- ~';t things with authonty For example,
'""':: dismissed outright ary connection
::-et\'veen the announced shelving of
\ 'C II in late 1987 and the re-emergence
C·S:a~ok. the encryption s:-'Stem that had
:-eer-: emerging from GI's back room
:=--:; before GI acquired \'ideoCipher
:....:'~ MIA-Com. Was Karznelson the
;::--2 "' behind the ECMs. especially the
~2"~ and very damagin.; ECMs in early
. ~S77 The answer to th2: and other
<-=-~. 2nt questions will r2\'e to wait
:::--e':.?..Jse Katznelson is new out there
:-..,''---ewhere conSUlting. E\'en GI's
s-"""'Ke-sman Mike Walker tlad no idea as
:: --::s whereabouts. At press time one
:-"'''·..r.::e indicated that Ka':2nelson was

working diligently for Scientific Atlanta.
This could not be confirmed.

In March 1988, the Wrestlemania
ECM event put the cap on a busy
quarter but. otherwise, the tide had
changed. Over the next few months,
anti-ECM forces were mounting, 'pro
pelled primarily by widespreadyet vague
reports of lots of angry dish owners
who had been left in the dark. Last Feb
ruary, at an APTF meeting in Denver, the
glory days of ECM at GI came to an end.
The message to GI was "cool it." The
big blasts of the ECM cannon were re
sulting in too much collateral damage.
Too many innocent civilians were being
hurt while the pirates were still breath
ing in the trenches GI resisted at first.
claiming that perhaps five percent of
the legitimates were being affected.
The percentage did not matter. ECMs
had to be scaled back, and even refined
further. Don't misinterpret what hap
pened. ECMs are alive and well, await
ing the world of VLSI chips and the roll
out of VC II Plus.

"VC II Plus inccrporates everything
we have learned ",bout piracy. There are
design features in VC II Plus that could
be activated later:' says Kinsman. "Pi
racy is not going to continue to be a very
profitable pursuit"

He points out ,'"lat the Plus is notjust
a derivative of VC II and that GI has
broken down ar.j analyzed more th""1
1000 illegally autr,xized units that were
confiscated in ra;,:s across the U.S He
does not see EO. ~s as being critical tc
Gl's effortS to res:.:'re security to the iri
justry over the cC~ljng mor.:hs Indeed,
he feels that ECMs have been blown
out of proportion.

Perhaps so. but a fundamental ques-

tion goes as yet unanswered. Where
did GI get the idea that it wa! legal to
engage in ECMs in the first place7 Any
one who argues that GI is acting well
within its right to shut off unauthorized
units via technical or electronic means
ought to explain how such authority
was granted. Right now. the TYRO in
dustry is the only industry being sub
jected to such a technique and it is quite
different from. for example, utility com
panies that use RF signals to activate or
shut off water heaters over a wide area.
This is not an attempt to inject an ele
ment of controversy into a debate about
the effectiveness of ECMs.

As we count down to the dawn of
VC II Plus, there is news of Jim Shelton's
arrival at GI. He is the latest edition of a
growing list ofNetlink defectors. He will
oversee ECM activities at Gl's authoriza
tion center in San Diego along with
other responSibilities. Hopefully, ECMs
will be used on a very infrequent baSIS.
Not to sound alarmist but a massive
ECM misfire is just about the last thing
this industry needs right now. Mr.
Kinsman acknowledged that GI is
under a great deal of political scrutiny
now anyway, so perhaps a very cau
tious approach is in everyone's interest.
With all the staff changes. scheduling
changes, andjust general nervousness
associated with the introduction of the
Plus, GI is generating anxiety in the
midst of a pretty strong year in terms of
TVRO hardware sales. More than a few
people are hoping for GI to stick to a
"no surprises" policy so that the TYRO
industry can reap the benefits of what
might well be the positive side of cable
TV's negative price-related publicity.

Finally, GI will be under incredible

RETAILER I FEBRUARY 1990 11



,t1ology

pressure to produce a winner this round.
While GI has yet to pursue the VLSI op
tion (a move that hackers openlyapplaud
for obvious reasons), such C3 technologi
cal leap forward cannot be too long in
coming. GI is relying upon a technologI
cal head start resulting from new systems
architecture, new processor controls,
new software ("Trojan horse"-type sub
programs will not be present), and new
key management techniques. Combined
into one neat package, it looks impressive
butaccording to one anonymous source,
the Plus has already been broken, facili
tated by Gl's decision to circulate Plus
boards that were not sealed in epoxy dur
ing the recent field test. But how long will
GI go uncompromised? ''Old GI get back
ali the VC II Plus field test units that it sent
ou~7" asked one anonymous source.

The fate of the current VC II owner is
worTh pondering. At existing sales levels,
( will take almost a decade for the
number of VC II Plus units to equal the
rumberofVC lis. legitimate or nor. Ifa ra
:onal swap-our scheme does not evolve

I S00n--a coherent plan where the con
sL~,er's expenditure is at least partially
c:'fset by a subsidy provided by GI and the
;:'o\jrammers-then the pressure to pur
5:Je piracy via electronic sweeps will in
:e·,sify. In turn. this could well place the
,~:cgrityof the whole market inJeopardy.
;r,e longer it takes to establish the security
?'~,"'1 reliability of the VC /I Plus, the longer
:""" cwates have to undermine the
:' ~" evement of that goal. For that reason,
: .\ auld seem to be in GI's Interest to ac
~':' c'ate as much as poss:tie the transi-
: ::" of the industry to the new mode of
:',- ";;J business.

'\ppon Telegraph & Telephone Corp.
';:'~e~tly announced that any hacker that
~:: .. j break its new FEAL-S encoding
s. :>:e,1l by August 31, 199!. would reap a
'e-:. .?rd of $7,000. Easy IT'c~iey or not it
';:',:"::,sents less than five percent of what
"-_~. become available to anyone who
~.~.- ;)enetrate GI's latest ceatlon. That's
"\..-:. much interest lies in \ vhat unfolds
::. e' tile coming months A:id, it is also an
"_: ~aror of the sophistlc~:,an of the en
.'-. ::·.)graphy business as \ve enter the
.~-'s It demands that G: '.eep a very
~ --~-:: eye on Its own pers;)llllel, notJust
:"':' Jctlons or reactions of ne hacker un
_-:-::""~round.

:)omestic and overseas competition
, .: so pressuring GI. externally and in-

ternally. On the external side, the ranks
of encoder vendors and software spe
cialists C3re mushrooming With everyone
from Scientific Atlanta to CYLINK to
perhaps even Toshiba on the list of pos
sible alternatives. In Europe, Rupert
Murdoch took his Sky Channel else
where, incorporating the long-awaited
"smart card" technology in the process.
This isjust one example. Piracy has long
been an international arena. Indeed, it
is no secret that British Columbia,
Canada. ;s a center for this activity.

Inside GI, although not confirmed.
some tension must exist as GI becomes
known as the firm with superior au
thorization center management skills
that have not been headache-free in
the making. Whatever difficulties have
surfaced in that section of the company
they have not come close to the ten
sions and pressures that have surfaced
as part of the VC II hardware and
software development and production
eFFort GI is not awash in red ink. and yet
it would be difficult to say that GI has
suffered as much as the average TVr"O
dealer over the past three years. GI
badly mishandled its golden opportu
nitywith respect to its exclusive hold on
the TVRO market.

Image-related problems aside, GI has
not found It easy to export its technologi
cal edge and that is a situation which will
not be easily resolved. Here again, the In
ternal dimension is worth noting as au
thorization center expertise appears to
face no serious obstacles as GI moves
abroad, while its hardware expertise IS

shackled by rigid regulatory concerns. GI
is not the only US firm that has been cor
tlnually forced to cut back an Its efforts ta
penetrate overseas markets With high
tech products.

In examining some of the ECM-re
lated concerns, It is important not to
overlook the mechanics Involved. Un
fortunately. everyone remains tight -lip
ped so dealers out there are gOing ta
have to trust their instincts if a unit goes
on the blink for no apparent reason
Again, the likelihood that a customer IS

gOing to see a legitimately authorized
unit SUddenly go black from all errant
ECM IS, well, remote We hope.

How did you rate the content at thiS article 7
POOR·210 FAIR·211 GOOD·212
Please circle your selection on the
Reader 5eNice Card in thiS issue.

RETAILER / FEBRUARY 1990 13



~
G.I.~Pays

HBO's V.P.!
By Bill Wardino -

-We recently reported that
~ HBO's Robert Caird, v.p. or direct
broadcast, had to ship his vcn de
coder to General Instrument's re
pair center.. Caird claimed the box

-was IIbrain deadll and would not
functiol1 He also stated he be
lieved his deoode~ had suffered
from an Electronic Counter Mea-

. suz:e (ECM), conducted by G.I..
G.I. uses ECM's to countersig

nal theft (piracy), a situation that
until recently, has permeated the
TV~O industry. The folks at G.I.
admit that occasionally a legal

.VCIl owner is inadvertantly shut
down. But, they have told us, they
have a program in place (previ
ously verifiec;l by us) that provides
.compensation to the consumer
when this occurs.
_ Caird, requesting. no sp'ecial
treatment, sent his decoder to G.I.,

.' where it was repaired and returned
to him at his- expense. Over the
neXt three months (G.I. states ade-:
termination takes almost 90 days),
Caird waited for the final outcome.

~ He occasionally expr'essed dqubt
and impati~nce .
. - According to G.l. executives,

when a consumer's legally' autho
riZed decoder is hit by ECM's, they
send a letter of apology, a check
covering all consumer expenses
(including the dealer's~servicecall),
and offer the consumer a choice of
free'programming as further com
pensation.

In our last report, we won
dered if Caird's story would have a
happy ending? Well, we're pleased
to announce it does! According to.
Caird, Larry Dunham, president of
G.I.'s VideoCipher Division, sent
the HBO exec a letter ad111itting
their error and(G.I.) is footing the
bill.

The good news arrived just
short of three .months ,from .the
date of the original event. IIl'm
happy the program works. I just
with it didn't take so 10ng,1I Caird
remarked. lII'm to14,11 Caird contin
ued, IIthat it's a complicated proce
dure, but it's good to know con
sumers have some protection.1I

~~ -----~
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SIGNAL SECURITY

SPICE SEEKING VIDEO SECURITY SPICE,
the adult programming service on F4,
18, has a big decision to make. Should it
shell out hundreds of thousands of dol
lars to upgrade its cable headends with
commercial VC II Plus decoders; or,
should it use this money to change to a
different scrambling system?

Changing SPICE to the VC II Plus

only secures the audio. Video is still un
scrambled by "chipped" VC II de
coders. It's known that SPICE has been
shopping for a decoding system that
would also secure its video, thereby, not
only increasing subscriptions to SPICE,
but allowing Graff to securely offer PPV
events such as Wrestlemania and the
heavyweight championship fights.

The former TVN system designed by
Leitch/Dak is known to be under consid
eration by SPICE. TVN dropped Leitch
and went to the VC II Plus in January of

this year. ~S'-'"
~...u:n.. ~"~'''- ~~C\ct\
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Co~munications, in a joint venture
.witn via(;om Satellite News Inc., a
SUU~lU!al} Vl " ~ ...~,;:;.~ T·~+A.rn~tional

Inc. The service consists of contin
uous half-hour· long newscasts
modeled on the "wheel" concept of
..III ",:w" ....jio N~ws, weather,
;:'iJi.Jl"tS: LJU.::lHh"i)i) UL_ :C~!~';(; m::-,ic-

. d':no! Un'\-,lU"" U~ 1\~eji'OI ~'jmes unne
each half-hour. In addition to over-
the-air use, All News Channel is
designed to serve as the "back
bone" of local cable news channels.

---l.i .Letter To, the Editor

j

s

Dear Mr. Jackson:
A recent phone call to the

SHCA Task Force dealt me a large
blow. It seems that the SBCA does
11UL WuHl: the stop the modifiQation
and bell of the VCII modules.'

I am a small Satellite Systems
dealer in Central Texas that re-

cently'witnessed the installation of
a modified VCIl unit in my area by
a ,dealer that traveled over 300
miles to 0.0 the installation. After,
the installation was 'completed and
I confirmed the unit was modified I 
called the Task Force :and turned
the dealer in. The lady on the
puuhv was riie,- und took ~11 the in
formation, but after several weeks
I have yet to receive a call bac;:k. \J

I had informed the Task Force ~

that I could arrange to have the~ry;~
dealer relurn for another in'lalla- "
tion and that I know of at least 5
other installation using modified
VCII's in this area installed by this
man. I also told them that I would
assist in any way to help them stop
this dealer.

What makes me mad is that
this man can continue to do instal
lations selling modiffed VeIl's
while I have a difficult time selling
programming and legal VCIl's.
This area is rural country and most
people do not know the difference
between a modified unit and a le-

, gal one. When I tell them of sub
scriptions and monthly payments
this man tells them 'no subscrip
tions needed'.

SBCA Task Force where are
you when we need you?
Sincerely,
Tom Nichols
Bosque Electronic Systems
Dear Mr. Nichols,

Our newspaper runs an Anti
Piracy Hotline number each
month to deal with these kind of
problems. Ifyou think we might be
nfhplll to von call 1-800-992-3488 -

I
),

j

!
I
I
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·1 Cost ofHalting TVSignal Thieves
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areas that are not wired for cable and
arc unlikely to be. The number of dish
owners is expected 10 rf'ach ahout 10
million by the mid-1990's, industry
analysts say. They p.stimate that
about 22 million homes will nrver re
ceive cable television.

2,5

2.0

1.0

0.5

1.5

Number of satellite dish
.owners, in millions.

Satellite Dishes I--
Some Programs Are Free

Some satellite programming, like
network shows and hobbyist, educa
tional and foreign-language pro
grams, costs nothing to receive, and
thus such signals arc not scrambled
to prevent freeloading. But television
programming for which a subscrip
tion fee is charged is scrambled. To
subscribe to a scrambled satellite
channel, a consumer buys and in
stalls a decoder and then calls the
program supplirr to order thr serv
ice. Thr supplier informs Genrral In
strument, which actIvates the cus
tomer's decoder lhrough a signal

'80'81 '83 '85 '87 '89 from a satellite. ..-----.

Source: Satellite Broadcasting est. I General lnst rument's existing sys- I.
Communications Association tem has a monopoly because its tech-

nology was chosen early on by largp. I

programmers like HBO as the best to
Th,'N,·", V"rk Tune,'ll,·' IG.I!I~!1 scramble and unscramble their sig- .

nals. The signals were initially in·
satellite dish owners because people tended for cahle operators but werE
bought the decoders with the expecta- accessible to people with backyard
tion that they would work and that satellite dishes. The programmers
there would be new programming in started scrambling the signals to foil
the future." the increasing number of people with

What is more, "video hackers" who' dishes. More than 40 subscription pro
have found ways to steal satellite pro- ~ gram services use the Genera~ In
gramming say the new devices q struments system. The decoder IS so
scheduled 'to go on sale later thi~'~ well accepted that it is included when
year, are not likely to be any more se- \~ost~atellite dish systems are":;~Id..
cure than the ones they replace. BUI within a year of its introdudion

The dispute comes at a time whf'n in 1986, the existing r;rnrral Instru-
satellite viewing <lnd programming is mrnl decoder, called the Videocipher
expanding rapidly. The more than·2.5 2, was compromised. High-trch ban-
million satellite-dish owners in the dits designed computer chips that
United States have access to more could be fitted inlo the decoders to un·
than 200 channels, from the Christian scramhle signals without paying the
Broadcasting Network to Amerirall programm£>r to activate the drvic-e.
Ecstasy, a hardcore-sex channel.

Many satellite viewers are in rural

By CALVIN SIMS

The sat(~lIilc tclevi!iion indu!itry,
which for years has complained
about the number of Americans
watching without paying, says it has
finally found a way to stop them.

But it wants the cost of its new pre
vention system to be borne by its cus
tomers, and that has started a battle
that could affect the two million
Americans who own satellite dishes.

The dispute centers on a device
soon to be introduced for unscram
bling satellite television signals.

The General Instrument Corpora
tion, the manufacturer of the new
decoder, !iays it is needed to stop hun
dreds of thousands of people from
stealing programming by using ille
gal versions of its existing decoder.

Trade-In on Decoders
The company also says the new de

vice will allow programmers to offer
far more pay television to a greater
number of subscribers. General In
strument wants consumers to pick up
the cost of the new technology, which
is expected to be at least $500, or $129
with the trade-in on an old decoder
with an unexpired warranty.

But consumer advocates say Gen
f>rallnstrument, which has a monop
oly on such decoders, should pay for
replacement decoders because it is
the company's fault that the existing
equipment does not foil theft and be
cause satellite-television program
mers will at !iome point abandon cur
rent subsc-rih£>rs by !iwltching 10 the
npw decoding system.

Thry also arRue that the company
is less interested in preventing piracy
and improving service than in selling
new I'quipment to the owners of exist
ing decodl'rs.

Gene Kimmelman, a spokesman
for the Consumer Federation of
Amerk"a, said, "This is a bad deal for

'age2X
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Viewers. are being
asked to pay for
the new generation
of unscramblers.

(."uIlIIIIIW(/ Fru'll Flrsl Business Puge

Industr:1 experts say at least half the
1.6 million existing Videocipher 2 de
vices al e now receiving satellite sig
nals iIIe ~ally.

'Easlly::ompromised'
Shaur Kenny, the producer of Bore

sight News, a weekly program on the
satellite industry, criticized General
Instrument for continuing to sell the
Videocipher 2 after it realized the de
vice had been compromised. "Gen
eral Instrumcnt has known for years
Ihal its decoder could be easily com
promised but it continued selling the
device," said Mr. Kenny, who was
found guilty of copyright infringe
mcnt for sclling a pirated chip in a
case that is now under appeal.

He also said the company knew
Ihat even people who intended to pi
·rate signals needed a decoder and
would therefore buy one. "The com
pany knew all along how many de
vices were being sold and how many
were being activated," he said.

Video pirates say many satellite
dish dealers have given consumers
the chips needed to unscramble sig
nals for free as an incentive to buy
dish systems.

Given this situation, "it is wrong for
owners of legal equipment to pay for
General Instrument's inability to
produce a device that actually
works," said Roy Neel, staff director
of the consumer subcommittee of the
Senate Commerce, Science and
Transportation Committee.
Legislation Proposed

The subcommittee chairman, Sena
tor Albert Gore, Democrat of Tennes
see, recently introduced legislation
that would require any replacement
or modification of decoders to be done
at no cost to consumers.

General Instrument's Videocipher

own~rs 10 trade in their current
decoders for a Videocipher 2 Plus for
$129. General Instrument said the
new decoder would Increase the num
ber of available scrambled channels
from 56 to 256 and allow the company
to accommodate about 50 million sub
scribers, .tompared with its current
capacity of five million.

f Mike Walker, viee president of Gen
eral Instrument's Videocipher divi-

. . . . h· b d· S o· sion "aid the company would not
dl~lslon, ~hlc IS ase III an. leg~,! allo~ ~xisting programmers to aban
said that liS new decoder,the Vldeocl-( d I' nnels available on the old
pher 2 Plus, IS "99 percent foolproof" \ don de III

d h h d · b· d \ ceo er-
an t at t e new ~VIC;, ~om me "Consumers will still have legal ac-
with the Government s abgl ~sslve e~- cess to all programming that is cur-
f?rts t~ crack down ~n satellite televl- rently llvailable on the Videocipher
sl?n pl~acy, ~ould give program sup- 2" Mr. Walker said.
pliers mcentlve to offer a greater '
variety of programs. 'Make No Sense'

But people who sell the illegal Home Box Office. a leading cable
decoders say Ihat they have already and satellite movie programmer,
figured out how to break into the said it had no plans to offer program-
Videocipher 2 Plus and that by the
end of next year, consumers will have
access to the pay-television pro-
grams as easily as they do now.

Some salellite-dish owners even
participate in an informational net
work that includes newsletters, con
ferences, Videocassettes, satellite
programs and hollines with instruc
tions on how to unscramble coded
transmissions. While these video pi
rates acknowledge that the theft of
satellite programming is illegal, they
are only demonstrating how to steal,
nol telling people to do it.

Widespread Theft
Widespread theft would ruin the

credibility of the satellite television
industry, driVing away pro~ rammers
as well as potential payina custom
ers. General Instrument~ says it
must therefore Iry to make ,ts signals
more secure, but also protect custom
ers using its existing systen ..

So, starling in April, Glmeral In
strument will allow satellite dish

mmg only through the new decoder
"II would make no sense for us \(
move at this time because we woult
be throwing away three years of wor~
in building a subscriber base in the
home satellite subscription market,'
said Alan Levy, H110's director oj
public relations.

But Mr. Kenny said he expected the
majority of the satellite t{'lcvision
programmers to move to channels re
ceived by the new decoder within a
year for added security. Before they
switch to the new system, the pro
grammers must first build a new sub·
scriber base on the Videocipher 2
Plus, he said.

One programmer plans to foot the
bill for the new dc(~oders III order to
retain its subscriber hase. Hurne Dish
SateIlite Network, which oUers adlJ/[
programming through its American
Ecstasy ($240 a yea I") and Tuxedo
($60 a year), plans to prOVide current
subscribers who renew their sub
scriptions with a Videocipher 2 Plus.

Satellite television has become
more popular as the price ofa dish
system has dropped sharply. Earl}'
systems advertised by Neiman-Mar·

(

cus sold for about $36,000 in 1979. A
complete system including decoder
now costs less than $2,500.

While current satellite dish owners
have access to more than 200 chan·
nels, about 50 of these channels, in·
c1uding Home Bux Office, MTV, Dis
ney, Showtime and ESPN, are avail
able legally only through subscrip
tion.

Most premium services are sold as
part of a package deal. For example,
Home Box Office is offering the HBO
and Cinemax movie channels .md 12
other stations, including Cable News
Network, Lifetime and USA Network,
for $234 a year. A typical salellite
television subscriber pays about $280
a year to receive unscrambh..>d pro
gramming.

~ e
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down and you start taking
each situation by itself. and
we're not backing down. it
really does not cloud the
vision." he said. "We're not
going to be derailed."
Moreover. he argued. "All of
the things that have hap
pened are not interrelated.
We're tackling them one by
one.~

1/ As for the specifics.
'rf Meltzer said four now ex

employees of Gl's facility in
Juarez were arrested. along
with two former employees.
and charged with stealing
apprOXimately 1.500 VC II
modules. Meltzer disputed a
report in the Diane de Juarez
newspaper which said 3.000
modules had been stolen

~ over a 14 or 15 month
I\ CONTINUED ON PACE 26
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VideoCipher Division is deal
ing with do not paint an
accurate picture of life In San
Diego.

"The reality is we got
slapped with a lot of things at
the same time. ~ he said. "But
all of the other barometers are
really good. ~ The security of
the VC II Plus. said Meltzer.
and the development of Gl's
DigiCipher video compres
sion/high definition TV sys
tem are prime examples of
VideoCipher Division success
stories.

"The bigger picture. ~ he
said "looks sunny."
~ Meltzer also sought to

downplay many of the con
troversies, saying some were
being over dramatized by
Gl's critics.

"When the emotions die

system. but the merged com
pany will use Sky's technol
ogy. thus delivering a serious.
if not fatal blow to Gl's
E.uroCypher system.
Estimates are the merger will
wind up costing GI $ 10 to
$20 million this year and a
similar amount next year.

eMorale at the San Diego
based division appears to be
at an all time low in the wake
of Forstmann Little's purchase
of GI. A number of people
have lost their jobs and many
employees believe further
lay-olrs are imminent despite
Gl's assurances to the con
trary.

Michael Meltzer, vice pres
ident of sales and marketing
for the VldeoClpher Division.
said that. taken by them
selves, the new matters the

in th:: VC II Plus system
or sc :":te kind of theft or
break':n at a uplink facility
occur.·.=d.

I j • C's largest distributor of
Ifsatell.~ equipment pleaded

guilt} :0 illegally exporting
VC II Jecoders. while four
empl(, jees of another large
dlstrH :or were arrested and
charg 1 with the same viola
tions c•. 1d money laundering.
GI sa~ it will not change its
relatic Ship with the distribu-

~ tors.
eTI recent merger of

Britlst Satellite Broadcasting
(BS8)~d Sky Television (See
Sate// Business News. Nov.
14. E J. p. 1). is almost cer
tain t< esult in a major Rnan
cal ar ~ marketplace set back
for Gi. :: had been supplying
BSB 'V ~h its access control

CONnNUED FROM PACE J

company a licensing fee. GI
has vehemently denied the
allegation and. in its suit.
charged the company with
interfering with its relation
ship with customers.

e GI. in a memo to pro
grammers earlier this month.
requested that all VC II Plus
software at programmer
uplinks be upgraded by early
December in response to "a
potential security threat
directed to TVRO units."
Though the company says its
actions were preemptive and
not in response to any action.
some programmers believe
GI may have found a glitch

61
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VideoCipher Inn:fringea on a
patent it claim it held on
technology to control access
to pay TV programming. The
letter demanded that the PfO- I

grammers enter into negotia
tions with Feature Film
Services about paying a
licensing fee for the use of the
patent.

In its suit. Meltzer said. GJ
said Feature Film's patent is
invalid and unenforceable
and the VideoCipher does
not infringe on such a patent.!
Q asked for the court to issue
a dedaratory ruling uphold
ing its position and then
asked for damages from
Feature Film for interfering
with GJ's relationships with Its

CONTINUED ON PACE 27
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Communications Association.
said he has asked GI for an
full explanation of Its polides
regarding refurbished VC lis
and is awaiting a final reply.

"We have asked GI to con
sider stopping this practice.
We recognize that VC II Plus
is a secure environment and
we want to get there as fast
as possible." he said. "I
believe everyone should get
out of the VC II business.
They shouldn't use them.
they should crush them."

On the patent-related suit.
Meltzer said GI filed a suit in
federal court in New York on
Nov. 13 against Feature Film
Services of Skokie. III. That
company. in letters to more
than 20 programmers earlier
this month. claimed the

rv()O~VY1BE:R.

GI
is ifJegal-for-Nlexicans-to--thari repalrfng VC l1s and
export VC lis to the U.S.• as it retuming' them or replacing
is illegal for U.S. dtizens to legitimate units which ceased
export the units. GI is operation. "Unequivocally. it

/

CONTINUED FROM PACE 25 allowed to ship modules to is a one-to-one [swap]," he
period. and from its Juarez plant said. "We only send out

Tt:e newspap~r i~entifted under a spedal govemment product we repair; It is not
seven men as being Involved waiver. anymore than that.
in the operation. which then According to Meltzer. the But other executives dis-
attempted to smuggle the operation does not represent puted that. saying they have
moc:ules into the U.S. via Las a "nefarious piracy cartel been told GI has been ship-
Cruces. New Mexico. plot" to steal VC lis. "We ping as many 2.000 refur-
Acc~,rding to the newspaper. think we've got it under con- bished VC II modules back
the operation netted lIttle troI at this point." he said. GI into distribution for the last
retL:n since the modules plans to press charges against several months. The execu-
wen~ being sold for $10-$20 . the individuals and com- tlves said some of the mod-
eac:.. Both the Mexican pletely cooper~ted with ules are winding up in new
Jud:_ial Federal Police and the Mexican authorities. he integrated satellite
Stat: Judicial Pollee In added. receiver/decoders.
ChihJahua were involved in On the refurbishing VC II Bob Caird. head of Home

\

re nvestigation. the paper allegation. Meltzer strongly Box Ollke Inc.·s satellite divl-
said disputed any allegation Gl sion and chainnan-elect of

11 .': newspaper also said it was doing anything more the Satellite Broadcasting and !

~.~ ~~ 'S 0-\ r;; j,J-rT£ BUS j YU i:?5.s rv 1= (,0S -
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customers.
At press time, a copy of the

suit or further information on
Feature Films had not been
obtained.

On the uplink~software

upgrade, Meltzer said GI's
move was "extremely pro~

active" and not prompted by
outside forces. "We found
something we weren't real
comfortable with, although
there was no compromise [of
security]." he said. "It is not in
response to anything, but our
usual, on-going, rigorous
attempts to stay ahead of the
curve. "

Programmers said they
questioned Gl's explanation,
if for no other reason than the
urgent nature of its request.

Almost all said they were
cooperating with GI and
expected the upgrades to be
completed shortly.

As for its distributors.
Meltzer said GI will not
change its relationship with
Recreational Sports and
Imports Inc. (RS&'I)-which
recently pleaded guilty to iIle-
I

gaily exporting VC lis
(See Satellite Business News.
Nov. 14, 1990, p. 6)-or
StarCom Distributing, which
recently had four employees
charged with the same
(See Satellite Business News.
Nov. 14, 1990. p. 23).

RS&..I "genuinely sound
repentant," said Meltzer.

"Justice has been served and
they are paying their
penalty," GI cannot comment
on the StarCom case while it
is proceeding, he said.

Meltzer said Gl's decision
to allow another distributor
to sell in StarCom's once
exclusive Texas territory "has
only to do with performance"

and not any legal matter.
GI recently gave D&..H
Distributing Co., its biggest
east coast distributor, permis
sion to sell satellite equip
ment from D&..H·s existing
Dallas office. Gl also allowed
two other distributors, indud~
ing RS&..I to sell in Montana
and Wyoming.•
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reb,m1edelght VC'II modules. Kirtd.and wrote that "failure.· Mclt.rer~.·~on the. that Gt did ship'~; "'small Scanlon didnot~pondto.a
wh;c.h. had· been sent 'hy' to advise authorities of tbe'I'inSignlficant .numbel. of' quantity" of IRDs to car1ada· •. further inquil)'~~/ ...
Echosphere: Gf said It had not - . I·" . .' .

~j/;l.:-~'~
-.,~._~ .. . - "~~y-.;;. ':-. _~ 11: •
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EXHIBIT "r"

• V1o.oCIPhtr PM.lon
Ge~,,1 )"*1,.,,~rt:Co:portlron
~262 LVJ\: L\ovi• .,.rt1
~,.. [),e;7o CA.. ~l\C1
e'~/(5~·'SOO
'AA 6'P,'53~·201~~

..
t'ear vidtoC1pher ~11 CooeWller be. c:r~l.r Module Llcfloeee:

Ae you )crl[)W t~e ~id!oC1Ptl.r ~_!_~·!~~t?!\__~.~ __C~~er:~L.ln_~_~~urnen\:. hilI
be~n ~or~In9dl119intlr to co~let~ the d~ilvn or th. VldeoCiph.r
:r I Flu. erierypt:-lon--"yEi'teiil Imd-(!e.~~.!~J..r_ll\o~ul~.!.._J,rO';id1~g
.nhanc:~cr lIeourlt)' of progra.fT\7tler(' .3.Vll.~r; wnIl. re1\'ltlininQ
b~~kwara. eompati-bl'-witht~ in.t.11.~ b~•• or de.cramblllr. and
~ru>,. At the ea.me time, w. have Vfl.the"cl input ft'oh\ ~...e.rioue
1nd.ustr)' Bources on how to introduoe t.hi. ne\(' produot 1n an
ord.rl)' trlns.H:ion ahd !=>D,ltive N.t1ntr- that will ell~\o( th.
induttry to promote ~nd .Kp~nd the home eatelllt. ~ ~br~.t,

~e hav. gi ,\'"n )'0\3 '''It ri ou, F'f'ogre8 (; tepra...t. during thi,
do~lopment o~·cle. 1n &.nt1ei~lt10f'l of sueC'e'.~f~l cornpl~tioh of
the 1-'roduct design end field ttlt \ot. he.""e ~nelo8.d • ftununar)' ot
the veIl tlut d~eor!pt!on and rcl1o~t r1an. Thee. hi9hliVhte ar~
tr.tended to 8d~ee, the na jot' .i. 'lJ~' rld.e~d b1' pJ"ogrammer6,
licenee~b, di.£'Itr-J..butor. and dtalttl, I.%'l the I'l~ar f\.lture 'We
er.p~ct to J,rovide you "ith furthtr infonnatton (;In .~ch of th~

t.t'lpics t'CI~T\tiot\~d ion this 8~~ar~'. l'\tr\fevel:, ih t"~ lot.eri.m,
pi tt1.t.t'. fc:oe.:-l fr&~ t.o eQnt,~,=t J!'.~ ~tt.h a!l~' T..l~et.t~t'.; }'':''-' h:;=.'.',:,

•-.~.~~~Vh~h~ ~ht!~ i'fU~!._....... ,.. -_._ .. ,.
:: to .. in "Y,tend. 6.tl .i.nv.H..~~!on to e .. C'h of )'ou t-Q ••~d \.\8 four
tec:r.i cbl Q'1Je!l~ione conc&rnin9 t.he J'e<::(H,,:ly .",pdllt.d \ ideo iph.r
II FlU! rt,~dule e.nd 1M inte:-face ,peooif1catJ.ofle. Al"o, plea.D.
~o~ide • current .~ple of eech of your lic.na~d 7RD ~odelB &~

~~ est~d in p~lph PeSienl'@ lette~ Q! Jun~ 22, :989 .0 that the
Vi~OCi?h.t Pi"i 51 C'>Z'l P\f!Y cO:1duc;t. • no charve r'9\.o•• t of your XPJ>
to verify pf'oper oplr.ation ~ith tht new veIl fluB ~odu2.'.

tTl ): u itl tl.dv~noe for your t?ooper.tion in f!t\t;uringo a. I!tr\ooth
r~;l~u[Oof this new product and helplng to br1nv hDn~at 9 rowth

bfle~ In\:o thl, er.ci t 11'l~ lndu$ trr·

",/



. , • .1

(ChQpQrrQl logo)CHAPARRAL
COMMUNICATIONS

'-'e "'ish tee inforrn ~O\.I of. Q t"eeent developMer.t UlQt mQY
.~~.- .....-...~."~' ~~...dv.t:~.lY::·i.Mp.c:f~~;;·bU.im;.;·f~\- voi .~;~_.. o~· '- ~ C'or"pa.... i es;.

involved in' the horne sQtellite TVRO industry.

Cy. F)"idQY, Febru.ary 17th, "~e were i nforll1ed by Gey,eral
InstruMents that G.I. hQS eneountered III dela)' in the
delive)")' of tlR c)"itical cOM~onent th",t will affect the rate
of 'production of VideoCipher II tilodules dm"iY.g the Mat"ch
through July time'peri od.

, G.l. has subsequently plQeed all licensees on
QllocQtion until 3u1y 1989, IIlnd plans to Ma~& up the
short-f.11 in August IIlnd SepteMber. In .d~ition, new
orders will be scheduled for shipMent in 1.te SepteMber.

Please be assured that ChQpQrr.al hQd forwQrd plaeed
orders for modules with G.I., .assuring delivery of
deserQMb1er modules. Although this .alloc.tion will reduce
the tot.al qu.antity, Ch.aparr.al reMMins well positioned to Meet
the needs of your custOMers for IR/D sMtellite receivers.

To Qssure flllir and equitMble treMtM&nt of all
distributors, you mMy help us to minimi%& delivery shortMges
for reeeive)"s by foreeesting to us your requireMents for
receiver units through June '1989. Priority will be given
to distributors who send written purch.se orders with M
sehedule for r&le",se.

We fully understand the·diffieulties that the redueed
volUMe of Modules during the n.~t five Months will hMve on
the industry. We nevertheless reMMin optimistic Qnd e~eited
Qbout the future growth prospeets .nd new technology for
the hOMe eleetronies ~ satellite business and we regret IIlny
inconvenienee this mQY CQuse.

(s1 gnQtllre)
Jos.eph F. Swyt,
President

JFS/elil
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News News News News News
News News News News News
News News News NewsNews
News News News News News
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,Contact: 'I "~"~ ..:')
Cheri.~Hart
Video'Cipher Division
GENERAL INSTRUMENT CORP.
(619) 535-2436

'Kimberly Kasitz
VideoCipher Division
GENERAL INSTRUMENT CORP.
(619) 455-1500, x2273

Harvey Farr
RUDER fINN
(213) 385-5271

VIDEOCIPHER II-PLUS INITIAL PRICING

TO MATCH CURRENT VIDEOCIPHER II

SAN DIEGO, CA (February 2~, 1989) -- In a lette~ ~o all

VideoCipher :1 licensees, General Ins~rumen~ Corpora~i=~'s

VideoCipher Division announced today that the introduc~cry price

of the VideoCipher II-Plus module will be the same as the

current price of the Videocipher II module.

"As part of our com::'nuing progra:n -:'0 keep"You apFrised of

the decisions regarding the introduct:.ion cf videoCipher Plus,"

wrot:.e ~ichael Meltzer, vice president cf marketing and sales fer

the VideoCipher Division, "we are pleased to report to you that

the VideoCipher I!-Plus support module and se=u~i~y car:ridge
1 ; ,

will be introduced this fall at the same price as the current

VideoCipher :1 module.

- more -
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"This 'action is 'designed to facili tate an orderly market
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introduct~ion'and:~ssistyou in planning your business in 1989."
,:. • .•" •••..• cO' C .

Earlier~his month, In response to eVldence;that~slgnal

piracy had takena'~ramatic turnaround, the VideoCipher Division
,- '- ..':.

informed its'li.cense.es that al though the division is still

developing':a direct distribution system for the VideoCipher 11

Plus security cartri~ge, General Instrument will initially sell

the VideoCipher1i-Plus security cartridge with the support

module.

"If stricter security controls become necessary in the

future, the VideoCipher II-Plus direct distribution system will

be implemented," said Meltzer.

VideoCipher II-Plus is an enhanced version of the original

Videocipher II descrambler technology for the horne satellite TV

consumer.

General Instrument is the industry leader in cable TV

electronics, coaxial cable and satellite TV encryption systems.

The company's primary strategies are focused on communications

systems. The company's co~~on stock is listed on the New York,

Midwest, Pacific and London stock 'exchanges.

"1 ~.
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GENERAL INSTRUMENT DESIGNS VIDEOCIPHER EVOLUTION

Would you describe VideoCipher's various efforts to get
more VC II's out of the field and more VC II Pluses into the
field?

Ken (Kinsman, senior vice president of DBS services under
Dunham] is working with the various programcrs and with the
industry as a whole on ways of accelerating the population of
VC II Pluses and. over time. the reduction or VC II's ..1 think
it will be in the interests of the industry to work together in
accomplishing that. It clearly will be done in a consumer
friendly mode; I think that's critical for all parties in the
industry.

When you say 'consumer friendly,' you mean cost to them?

Yes.

LaST January, Gellerallllstmment's

VideoCip!ler Dil'ision eel/sed 111ww!uCfl/re of iTS
~ - -

~Ig IJrokcll VideoCiphcr II c..!!!."'YIJfion ~.fu..~

SI'S/('1/1 {/J/(I hegulllllakillg ollly VC-II NIlS, III lqS<"
May. K !)rilll(' Purlller,\' (/(!Opl('t! Scinl/!/Ic-
litlallta's H-MAC !O scrC:lIlble ils mid-pOll'('/"

sorellile TV ,reJ"I'ice, represenTillg the mIJ/e

indIlSIf'.I"S.f/rsl hrcuk./i·o/ll VideoCi/dler since

/Y86, On June I, GI enTefee! Ihe FCCs
high-d(jlnilioll te!el'isiol1 s{(/l1e!ore! tesTing

proc('ss ll'illI DigiCip!l('J', U syslcJI/ il says

Ivill also cOli/press Wid scrl/fnhle 10 NTSC

rideo signals illfo one smellile Irans/wllder
by 199]" Alld il/ eUl'ly J/I/y, GI (/grce(/ To a $/.6
billioll/JIIyo/l1 hy FOI'SIIIWI/II Litlle & Co,.
due 10 close as cOI'I\' (IS I/cXI \l'eek.

f-li~h Oil (j/,s (/~(,Ildo is JlWill{(/il1il1~
-.!.--- '- '

VideoCiphel"s de facto s/(IlIdal'd S{(/f/(,\'. IJ\' the
e-;;dofl 1111e, llb-;;111 30,OOmis uJlits had'

been olllhol'ized in thefield-ollly (lfraclioll rd'
the 1.2 lIlilliolllegiliJllate VC-If's GI JIl/lst
/'('/J/a('('. TOl1'ard Ihal clId. GllUls Iw!.?ulIl(/lks- -' ---
with ('able pl'ugml/le'rs, suggesting, said vile

(~{the hIlter, Ihat prog':!!!!J!.fS del'ole !..2...% (d' , ICvS
sU!Jscriber rel'elll/('S to olI!.?oilI~ seCUrilv. C~~ v-- ,. . d. e(!CU e.

1. L(/lI'l'ellce Drill/Will, presideII! (~r Ihe e,.C...v-J<'\~~,

VideoCiplIel' DiI'ision, talked Il'illI 0::, c:_:'V·D»~e.. i
BROADCASTING about {his alld oThe/' long
term company plans.

Would it be accurate to describe the central part of GI's plan
as creating a VideoCipher II Plus warranty kitty using GI and
programer revenues?

That is lrue as far liS ongoing sccurily. Pirates arc going to bc
altacking, whatever thc systcm is. That is (he issue lhat thc
sccurity warranty mldresses going forward. The rcaction lUIS

t>ccn gcnerally positive. It took all of us some vcry painful
timcs together to come to the realization that piracy is a ract of
lifc. and it's n cost of doing business. We are doing everything
\\'c can to fulfill what we reel arc our legal and moral obliga
tions on VC II Plus. but going forward, we havc to work with
the induslry ~md just accept that piracy is n fact or life. As far
as the cleanup of the VC II, General Instrument will take lhe
kat! iII that,____________I

&()IfPl!It-~71;J' I1-f.-1 (P f" (991) '
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Is one long-term goal to do a complete VC II recall?

Yes. I predict that there will be n major industry coordinatcd .
VC II upgrade initiated, possibly completed. in Icss Ihan lwo
years.
Have you estimated the cost of the total changeover?

Yes, we have. We've been t,llking in privatc sessions with
programers and others, but I don't think. with Ihc Forstmann
Litlle situation, that I should spcilk publicly on that.
Should programers be hestitant to Invest in a Plus warranty

.1 program with digital video right around the corner? How does
GI plan for that?

We have a clear strategy of providing :111 evolution path for
programers to digital compression. We will he .irrering Video
Cipher II Plus.DigiCipher-cnpable cquipmenl inlhe carly 1992
time frame. There will be IRD's (integralcd receivcr-decodersl
going into the marketphlce Ihat wi!! be t'apablc or receiving
both VC·/I Plus and DigiCipher. Due to the Icchn%gy, it
can't be a perfect compatibility. /l's morc or an AM-FM radio
concept. We will start building a base or digital compression
equipment for programers that have udditiolWI program offer
ings or arc creating new ways of prescnting programing. And
as that base builds up, it will give all programcrs [hc ability 10
switch technologies in some rational. evolutionary Olpproach.
The boltom line is that I don't think anyonc is going to
disenfranchise VC II Plus. I think lhat is going 10 be hcre for a
long time.

lit appears that you've got a couple layers of upgrade already,
in the sense that there are VC II Pluses out there that cannot
accept the proposed security cartridge, and then you will
have VC II Pluses out there that will not be DigiCipherready,
correct?

Yes. but the transition to DigiCipher, I think, should be
dislinguished as separate from the upgrade to VC II Plus,
Iwhich) should be characterized more as a security measure.
The transition to Di~iCipher is more of a transition for addi·
lional benelits to the consumer, such as digital video, (in
cre:\scd\ quality, increased number of channels. I think those
two upgrades are distinct lind separate. One is not even an
upgrmle: it is a migration or future enh:lIlccmcnl, :lIld il is at
the consumer's discretion if he wanls additionnl services and

\ capabilities.
\In DiglClpher, will there be an element of increased security·
over the Plus system? -

There clearly is in the area of video encryption, which will be
more robust, When you go to digital, the video is bits-zeros
:md ones-and, by delinition. is hard encrypted. The access
control system of VideoCiphcr todilY is u digital dOltil strenm
mixed with the audio. Yes. it will be enhanced, but the VC "
Plus conditionnl access system we think will be lin inherent
purt of DigiCipher land) the strongest system out there becau~e

of the experience embodied in that technology.
Sources confirm that [Seattle-based) Northwest Starscan's
dIgital compression system Is already chIpped, How does the
Starscan story affect your NTSC compression hardware mar
keting plans?

First. my observation is that it may indeed be accurate that
Starscan, through Compression Labs Inc, (CLI), is a couple of
months ahead of us in development of the actual chip. I would
disagree that the system itself is ahead of our system-I mean
the tOlal syslem. including the digital compression engine,
which is btlsically what eLI is working on. That engine has to
be murried with It conditional access conlrol system, which, in
addition to the hardware and the chips, has to have the soft-

ware that is prerequisite to mnnaging the business side in nny
DBS service. Then you hnve the transmission side-the mo
dern, uir correction, elc. I'm nol sure where CLl is on thut. but
all of that has to be inlegrnted infO a totnl systcm and a
consumer product. There's II lendency to underestimate the
complexity and the issues or gelling out an encryption system
wilh all of the business supports that make it viable. On the
chips themselves, based on information I've had, I don't doubt
thut they're "head of us by a few months.
According to NBC Cable President Tom Rogers, there Is a
consensus among compression developers that there might
be a five- to eight-year lag in applying NTSC compression
hardware to cable, as opposed to DBS, Do you agree?

GI is clearly focusing on the system having Ihe capability of
being passed through coaxial cable into the home, Olnd having
the samc electronics there that would perform Ihe same func
tion as II satellite receiver. I would say it's not necessarily true
Ihat it will be years behind the satellite implementation. It's
really a question of whether the cable induslry desires that
carability in the same time frame as satellite. It can be done in
Ihe same time frame; there's no doubt about it.
If Starscan or some other competing compression system
gets out there and is being used by any number of consum
ers, are you concerned about ultimate compatibility with Di
giCipher, were that to be adopted by the FCC as the national
HDTV standard!

I guess I'm less worried about th:lt thlln people using the other
tcchnology should be. That's one of the reasons Ihat we
accelerated our HDTV erfort tmd went into the FCC process.
Having the potential or evolving with HDTV should be II vcry
powerful marketing tool to users considering digit;]1 compres
sion. We scc it ns a positive marketing issllc.
When Is FCC testing of DiglClpher likely?

We haven't been advised of a specific date. We're expecting
something in the summer of 1991.
At least two new national satellite services propose the use
of encryption systems other than VC II Plus-Sclentific-At
lanta's B-MAC by K Prime and Leitch's D-Code by TVN Enter
tainment, In the next two or three years, what do YOlf fore
see happening with the industry standard in encryption?

Clearly things arc in a nux that husn't been experienced since
1986. r think the marketplace will choose, nnd obviously our
stratcgic direction is making sure that we have a VC 11 Plus
DigiCipher·eapable system available as soon as possible.
which we anticipate being at the end of 1991 or the first pnrt of
'92. Independent of the reports of Starscan being ahead, I
would predict that DigiCipher will be very close to bcing Ihe
lirst, if not the lirst, to roll out in a full-scalc manner. There
may be· some private application-commercial haruware
before thcn. But as far·as a full system-compressors, scram
blers, uplinks. commercial descl1lmblers, receivers at the
downlink and the consumer product-I'm not sure that Stars
cnn will have the wholc system in place any sooner that
DigiCipher will.
SInce the Forstmann Little & Co, offer to buyout GI, has
there been another offer?

No. As a maller of fact, yesterday afternoon ITuesday, July
24J, GI announced that two entities that had requested finan
cial information had advised us that Ihere would not be an
offer forthcoming. The stock dropped seven-eighths yester
day, and today it is trading at 44v.., which is the level you
would expect with a tender offer in al 44V2. So, basically, the
speculators that ran the stock up have decided that the Forst
mann Little derillooks like it's going to prevail.

L- - __._. .



PRESS R~LF.ASE

DATE: JANUARY 18, 1"1
.'

For' further information contact:
Patrieia Bisant, NETI.,INK Marketing
(303) 220·0739

NETLINK MOVES ON ANl1·PJRACY MEASURES

EnSlewood, CO - NETLINK announced a major push to proactively fight the piracy of
programmi.ng in the home satellite i!)dustry. ''Taking initiative on fighting piracy apd moving
qufekly toward 8 more secure dtstrihution system is Netlink·s primary goal in 1991t" said Rich
Fickle, Execlltive Vice President of Netlink. "PiraCy thre.atens the viability of the industry., .'
and needs to be addressed l'\ggrel>sivl:ly," he added.

V'After JUly 1, 1991, Netlink win no longer authorize prosr~mmlng on. ·new 'virgll1'; .', '
VideoCfpher II modules that have not previously been authorized," said ·Pickle. ·'.'It's .
Important tbat' we send a clear message to this industry that new vell authorizations are
rJnl needed, 1.\t~(' that It"gjHm~ltr. (:u"lOrner~ Imrding these modules ccmH~ fonh now to make
their pn~griltrlrtlius p\lfc:hns<.~s," ht'. :·Hldf".d. loWe encouruge nthel'g with nBS pons to lak~

,imUsr stimces on new veIl authori7.ations."
>;?

v 2. Netlink abo announced that it does not suppOrt any programs initiated by "module
hr()keJ'~11 or sAtellite hardware dislrihutnr!\ thlH wnuld that would jn any way facilitate the
reintroduction of veil modules into the U.S. market from ven Plus upgrade offers.; '''All
veil modules Rhould he taken out of circulation at every opportunity," said Fickle. "There

\\ fs ahsolutely no reason that these modules should ever enter another consumer's hands if
'\' they are received for repair or as part of an upgrade program," Fickle said. ''We' have

always enc~our*Bltd our programming distributou use their ~5t efforu' to discourage piracy,
and we feel that retiring veil modules falls into that category," he added. .

. ..
~. Netlink hIlS offered it's satellite uplink site at Morrison, Colorado, as a b~ta test site for
8 eooptrative. test with Genera.J Instrument on the VideoCipher II PlllS CipherCard. "The
additional level of sIgnal security prc'Mded hy this enhancemenl feature is one we're anxious
10 see tested tlJ1d rolled out succe~sf\lll>,I' said Fickle. . :

4. Netlink wiUsponsor a cooperative effort to increase the ~ffectivenes$ of FBI raids.
Netlink encnurages all programmers to develop a cooperativo marketing program to fall on
the' heels aU FBI raids. ~uch u program is necessary to stem any incentive for consumers
tCl continue receiving programming illegally in the raided ft.reas. .
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