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ccneral lnfltrurn'IA ha., bee:'! rev!,. ....inq ite p~tln. for
intrC"duction ot v~caoCiphe-r lI-Flu. tech:'\olo9l' latl!l.r thi! YE\I\t" ,
~e you kno~ from our 8nnoun~~~ent~ in O~ce~b.r, we h~v,

di 1i (~n~ntly wor~ed to Zl cccrr.m~C1ate cur 1 i ceneed tU.nufncturttor, a'nd
i.llc·..iete t.hnir major oonCOlne r61~ted to thif. irr,p:oved p:oduct,

Jn recent w51!kt, e ntlol ~fItJ q\:i te pOI it i.ve t :'flnd t.a. t'merged
and i~ inflvencin~ i~~cdiate d~ci.ions regBrding VideoCiph~r 11
t hI! Becurity. 'i'h@ tr~nd, of. courl!f" i~ the irnprc:ved l'.cur i ty
cutlook. The ~_7h firmwa~e h~! h~ld up und~: aB~eult by Fir~tee

end "Cnip on ~c!.rci·' ht.rd""u·" .\6 [)r. I'ch~dul.,. In tdtU:ic:.! th"
!O'J!"tr. m!~·T~t!.r of, 19S-e,: flho.,,'~d e d::~rr,~~ic ittFro'.·e rr•6r;t in ;,he
rut.. i.o b~1;wee:-.. OE\-: &utho:,i :,e.~ i Oil6 and ehiprr:ent e m:..~~
In:tzkment. In tece~be~ ~nd Janua~y, ne~ .uthcritat~onl exo••d~d.
Gene~al Inetru~cnt ehipm6nte.

Giver, the !c·.·ofa.ble authod:.ation/~~j1pmeT1ts retio, the
irnp~ct of our unrelen~in9 six-point antJwpiracy pro9rA~ Lnd the
n~"" federal 1 &"" \0."1 th i:, 8sVQr. pen!..l t1 tof., it &ppta1:& the.t th.
'l'VRO e:wiror.:nent if much rr.ore eecur6 tht-n it \olar, ir. S~ptc.:rJ"er

when wo ~ormally Announced our p~ enD tor VJ.deoC!phM" !I-Plu.
introciuet ion. Saeed on current !I\!orr..ation, Wt believQ t.h1 t

more G~cur~ environment should prevail in 1989.

In thi., e\.1~rent Op6f&ting .~v1rc:l~,Qnt, Ge:J')t~kl InltrU:TI.nt
re~&ine c~mr..itt~d to di,tribut!en of the Vid~oC~ph.r l!wPlue
eocurity cartridge to ooneUmet8 ~! 6 roe~ne of onh~ncin9
f\~c\Jr.itr. 1n 19851, the Videc.CiF'her Ph'i£ion \.till in\l~'~, in
e.SI.:e.bliBh1ng the .1flf'restructurt for ci:-ect distribution. Thia
will· include purcha'6 of computtr., ,oflware, and p.r.onn~l
t. t: rd. ni li'-;l •



rnathodEl ,
both the

coupled

'I ,;

HO"",vtr bll.ed on t ht cux rent et,~ur! t r tun-ironment ,;~e intend'
to place our dir.ct diptributiof; planr, on ".~.~nd-b)',~ ··.,.t:~t,~.II, .,a..

j
:

ne"" ..... apon IIv~ill!.b). to fiQt.t, pirec}'·"''When-ntteded ,)f\':Our" ,tand·by,·
direct di.tribution .1ntra.truotur. td.ll'~b~· pr.p..u~d to 90 into
Clpt!ration .'Wit.h~,n . 'l)'o..:.; -daye of '.\ l\ ' •• :-loue (VidflOCiph~r 1..1 ,,:,Plu, 'J;'

.ecu~~t)"oompr~!tliee".'(.l:" ,'.r, ".c",{.: \,' ....:~
1h1" 'd:~'cie1on tn...nll., th~'~';,,:ioli~win9')':'fdr :::'.'~~:-" 1108"8."

rnnnufaeturerD ",henViopoCiph.: l~-Flu. technology 1e introduced
in th~ 5epteJr.ber'time tr.m~ I \ _..~>'>. ..'1,,:,

.~ ,,'
.~/ ,~ , .,

• O!.r(lct dietrlbuti on \('i11 be t eep&bility and' ItHmrit}" .
fee.tur" or the Vide:>Cipher JI-f'lu!l '}'etem andwill~'be

held on .tand-by et.tuI,
., f

tInder the ~y.i'tin9 Licenee and di.tribution
licene~os will r.c~iv~ from G~~t=al !n.l.um~nt

~upport modulo and t.~~ eecurity cartrid;t,
t.ogelllt5::. "

\

:h~ basi~ Vld~oCiph~r IJ·Fl~~ mod~l~/~;curity o8~tridge

I,mains, a8 you were ncti!ied le~t year, ~n enhancem.nt
to our 6~ietinQ technolCl9Y an~ will not requ~r~ a n~w

lic&flee for 4I!xi~tinQ lic~:-lsE!~e.

he l! ,~~ut"ity er.harce!il~nt ftl!h.r~, u:ld~r th~ .. xiltin9
licer.Ji~, Gtlne::el In(!~:-ur:-l~!l~ ,.,ill irr,ple:ilfP:r:t. dir~:::t

clieLribut10n of the ~~~urity cartrid;~ should thG
V!decCipher Div.!eion det·")-lI\.ino .uch c.i!tribution is
neoeull.1")' ,

Be ca us e o'f l? t'"nci-by di.n~C't c:! et r ibvt i on a:"ld the
d~livery to Jic.n~eee of int~~rat.d B~curity cartrid~8~

e.no support If!och.:les, lice:",!~fs rt~j' vieh to inat1tvte
plane tc tedeeign l~ back p!:1el confi9'u:-atione thl't,
w~.11 pfl,::-r.;i t easy coms..,m~:, ir.s";~llation of VideoCiphcr
II-Plu~ eecurity ca~tr1dgee. Bp~c~!icatione/d!mtr.~ion~

fr,r thie rnc~ificet1on ar& not r6~dy. In our tiffort to
ope•• l)' c(lr;-Jr,unice.t~ ""i~h lic.n5ee~, plef&se b. ad\rieed
that Ce:l~rftl In~tr\Jrr..nt intc:lde to irr,Pl~....ent an IflJ)
v!lck panel that will allo\( conr\.lC'lfr"~:-iendl)' int.r!ac~'l"
of vc ll-Phl~ l!('l(:\irit}' ct.rtrid9~" . .

- ' .... /

should din~ct dietci.bution b6cor.',e rt~-::celle.1"Y, licensefl~,.

would p~rch~'. !rom Generel ln8tru~tnt l ~upport ~odule

~nd a c.,rtificp.te, CcmiUM6a would r~ct,enl the
certifioAte for a :ecurity c~~trldp~, llrfady pt!d fer
et t.h~ time of their. I~.D/.ett.:)de.lont d~,crlio.blt;r

pUl·chaee.
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~,(J;irttF .
Michael .H~ltr..:r;;. "
Vice Pr•• ident
Sales and H~rketing

\

.- .....

:<I.."~ .. '- . ;

<;".'

. ....

.. ';.1 , "

, .'.. r "

. ,)
,'. '.J ~.~ '\. :....;

: ~ '- ... '

" , \ ~. .

\... ..

• , :~. j ~)

, \ ",,:

. ~ '~."

)

p.



APPENDIX D

Documents to pages 12-14

RECEIVr- n

fJUL' \9\)\

r-=cC MA\L Plhf'-·{"



-,. - _..... \ - . - ,
'ij

. GI'S espp PROGRAM On April 1, General
Instrument began shipping the VC "
Plus modules covered by their new
Consumer Security Protection Program

.(CSPP). Under the program, during the
first three years of ownership, eligible,
subscribing consumers will be pro
tected against any migration to a newer·
version of VC II Plus technology that
may be required. The new modules are
encased in a maroon frame and have
distinct serial numbers that easily iden- I

tify them as CSPP-protected. f'-&8
~\~~e..tO..t\u-~\.C\qt
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Before t1u~

1~('d{'rl\l Comnllllllclltlolls COlllmlsslon
WtI,hll\gtol\. ().(~_ ZO~!'4

(mN J)ockcl No. 89·78

Il'l the MaliN of

quiry e~tablishes that a standard Is "necessary and in the
puhlic interest," the Commission "shall initiate a Rule
Making to establish such a standard."~ The term "satellite
cable programming" ·Is defined In the Communications
Act as "video programming which is lI'Ansmiued viII sat·
ellite and which is primarily Intended for the direct re
ceipt of ClIble operators for their retransmission to cable
subscribers." :1

2, The Act enumerates the fo!lowlnll; six f/letors that the
Commission should tllke into account in its inquiry:

Inquiry into the Nced for
A Ul1ivcrsf11 Lncl)'ption Stllntlard
for Satcllite ClinIc ProF,rlll1l mi ll~

'('ohle of COlltcnh

Adopted: April 12, 11J90

By the COlnnlission:

I. l"'TIWDvcnON

RI~P()RT

1~c1cllscd: AlwJl 25, 1990

1-4

(1) consumercosls and benefits of My such stan
dard. includin'g consumer investment in equipment
in operation;

(2) incorporation of lechnological enhancements,
inclUding 8dvl\nce~ television formats;

(3) whether any such standard would effectively
prevent present and future unauthorized decryption
of satellite cable programming;
(4) the costs and benefits of any such standard on
olher authorized users of encrypted slltellile cahle
programming, including cable syslems find satcllite
master anten na television systems,

(S) the effect of any such standard on competition
in the manufacture of (\ecrYI>lion equipmcnl, and

(6) the impact of Ihe time delay associalCd with the
Commission procedures necesslIry for cstllblishment
of such standards"

II. ANALVSIS AND COMMENT SllMMAHV S·6H

I. INTltOl)ll(:TlON
1, The C()mmj~si()n unlkltook 11th inquiry pUr~\l3nt to

Conjl,re~sinnl\1 inslrtlelions in the Snlcllilc J1nme Viewer
ACI of 19HR. ' Our ll111ndatc WflS !II l1etermine "(lit nccd
fM II uni"crsnl encryption stflllllanl Ihnl pt~l'mits

decryption of sfltellilc cnhle pro~ramlllirll~ in\('ndl'd for
private viewing," Thc Ad hlsn provides that, if the in·

Consumel C"mls and (knd'ilS
of:l MlInclflllllY Stnndnrd

Advnnccd lelcvisilH\ find Otltl'r

1.nhalll:cnlcllh

Unal1lh()ri~cl' I)cclyptiol\ of Satellite

Cahle I'r(l~rAil1mJllg (I'illlq)
('Ilsh ,1,),1 lh:ndlts of II Slnlldal d

flll Olher Authoril<:d USl:rs

Compu it ion in t 1)(: M,HHif;Kllil C

of I )NTYJllion I ~lIl1jPllll:lLt

Impncl of the Tillll) Delay
AssI)(;iilled with Commissioll

SItIO<lard Sctlinl\ Proccdures
Oth('J' Mattl'l's

Ill. CONCU1SIONS

Appendix: lnstitlltionlll COIl1IlWIlI'; lind
Rqlly Comments in (iclH'n,1 (h\('k~'l No. fl{I,7R

:\1 -38

N-49

so

51-56

oS 7-60

61·M;

69·7S

3. The No/ice in this procccl1ing. and prior Commission
reports, provide background informAtion regarding the
home satellite dish (!lSI» programming nllU'ket.s In its
earlier general investlgrttion of the liS!) markct. thc Com
mi~sion conduded that a mandatory cnt.:ryption standard
would not scrve the puhlic interest. At thflt time, the
Commission found thaI the mnrkcl hnd sclllcd on the
Vidcocipher II (VC 11) sysl.CIl\ as II dt faCIO lltnndard. so
t,;(lJ1i;umers were not rC411ircd to purchase multiplc decod
el, flnd that A mandatory standard would limit the incen
tives for il1novatio!1 in encryption tCl:hnology, The
Commission expressly notcd the ros~ihility that a "qUlin
tLlm leap" in tet~hn()logy could occur. wherchy nn existing
ent.:ryption system was replaced hy one offering suhstan
tially higher quality or lower cos!."

4. In this Inquiry. the Commissiol) \lndcrtook 8 com
prehcnsive reconsideration of the utility of mandatory
Cl)cryption standards. After careful annlysio; of the record,
we conclude that imposition of nHmdalOry encryption
standards at this time would not serve the puhlic interest.
The next scctiot'l of this Reporl contains nul' analysis,
organized by issue and accompanied hya summary of the
comments i" this proceeding. Our conclusions liPpear In
the third and final section of the Report,

II. ANALYSIS AND COMMENT SUMMARV
5. F.ighteen institutions or groups filed formal com·

ments in this proceeding and nine filed reply comments.7

Two of those nine did not file comments. The record also
contains roughly 7S comments from Individuals and 8
one-hour tape of opinions from 8 satellite radio talk show
provided by K-SAT.B No institutional commentcr favors a
mandatory standard lit this time and most of them strong·
I> oppose it. The indiviuUll1 comments generally advocate

.,_..~----_. __._-_...._---------------------
1
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~ new standard would allow other companies to get
IOto the marketplace and create competition that
could do nothing but benefit consumers. Lowering
the price of the decoder would create more con
sumer acceptance ...83

system is ~ possibility, programmers will do. so only,in 53. GIC asserts that, in fact, it licenses Videocipher [[
extreme circumstances and are likely to give the manufac- technology widely. It notes that there are 22 IRD licensees
turer substantial leeway in responding to piracy.17 and that Channel Ma'"5'te'r1s a second source licensee for

49. OIC asserts that it "would be a major benef~~~,!:r_of ._Vide~gpJi~L~!htl~s18The.IRD Iice~sees.do not com-
_~th~e~ction in piracy.18 One ex~lanation for thiS claim pete ~n the provISIon of decodlOg capacity, slOce they use

that we find persuiiSive is that the demand for encryption Identical modules. However, they compete in a limited
services is growing, both here and abroad. GIC'~ p_~.!Jlc.i:_ se~se with respect .to the markup they add to the module
pation in these potentially lucrative~a~~~~Ie.:8~,_p.!!~!l}_-, pnc~ and t~e tooling costs. they ~ncur to insert the mod-

Ihruiilted-StateS'and-in-Brltaln'aii(J !apan.amongmher...__ ule IOto theIr IRD assemblies. It IS also worth noting that
places) would ~e jeOpari:liie<rbyc~.!}ii.rj~1n&...f~i!ur~._to the ~ish owner is not lim~ted in the choice of satellite
denver security In the home sateJIite'11~r:ke_UI}the U.S.7v----' receivers generally by GIC s licensing practices, and we
Thus, whlle-amandafory encryption standard woliid'not ..J assume that there is substantial competition in the overall
reduce piracy, there are significant incentives for private satellite receiver market among the 22 licensees and, per-
parties to take actions to combat it. haps, other providers too.

50. Costs and Benefits of a Standard for Other All- 54. IRD li.£.e.nse,e~~ll.n purchase the VC II modulefro~
thori.z~d Users. ,Onl~ one commenter even mentioned this ..- - eit.!l~~,Q!~~~.~ha~nerMasier:CO,rnpemi9,n·.fj~r.e~is_n~!E.. .
expliCItly, and Its discussion was couched wholly in terms .~~~~,!...he fa.£! ~~~~ <;E.~~nel. M._~~~~!'.. must lli!.. r.@~~U~L.ta.tJl ..~
of consumers.80 Robin Adair, in advocating a standard ,__...£r~e~~~~.!:~.s.li.P..~J!<?.!!! __ 9.I.c.,.I1l-·essence~ then. J::/:lan!l.eI ~
that would apply to all media (cable, at the subscriber's Master can compete with OIC on the value added in- ..,
television receiver, MMDS, HSD, etc.) sUffests that the fabricating modules from those and other components.
re~ulting decoder would be less expensive. Presumably, 55. Two commenters that are themselves involved in
thiS would benefit other authorized users as well as HSD developing alternative encryption systems, NEC Home
cons~mer~. By and large, we believe that the governing Electronics and Payview, focus on another aspect of com-
conslderattons here are the same as in the consumer case, petition. The discussion above relates to competition in
so we conclude that these users, too, would not be well the provision of equipment for one particular encryption
served by a mandatory standard. system. These commenters urge against a standard on the

51. Competition in the Manufacture of Decryption Equip' grounds that it would inhibit competition among systems.
ment. Various commenters complain about what they see Thus, even if it were true that a standard increased com-
as limited competition in the Videocipher II decoder petition in the manufacture of a given system, consumers
market.82 However, no institutional commenter suggests might still benefit more from an environment in which
that a standard per se would increase competition. Some manufacturers of rival systems could easily enter the mar-
individuals assert that a standard would lead to increased ket. As NEC phrases it competition would be better
competition in decoder manufacture and lower decoder served by refusing to establish an encryption standard and
prices. For example, Russell R. Moore argues that by allowing the market to operate freely ... a scrambling

standard mandated by the FCC would make it much
more difficult for new competitors to enter the market
because the standard would prevent them from offering
innovative products to compete against VC II and similar
systems. 89

56. We conclude that the effect of a standard on com-
petition in the manufacture of decoding equipment is

These commenters do not address the question of cost a~biguous.. Moreover, we find~VC IL.~~ip!!1enU~
levels for decoder technology. While claims have been- WIdely available llnd thaLJlothlng_in the record of this
made that a secure decoder could be produced for much .. proceed.~~, provides g:oun~~-su~stion the working~f -
less than the VC II, no evidence or analysis has been,. ~~~~ik~t:-consnfUfion~!h~__'p'rovl~ed!o.~_p_aten..!._s~te~~=._._
presented to support them and they must be considered
mere speculation. 84 GIC notes, quite properly, that the 57. Impact of the Time Delay Associated with Commis-
cost of a decoder depends on the particular characteristics sian Standard Set/ing Procedures. With respect to time
embodied in it and a different encryption technologv than delay there are two issues--the effect and the duration.
VC Il (e.g., VC I) could yield higher decoder prices.AS Commenters who addressed these issues generally agreed

52. Assuming that a standard contains proprietary tech- that the delay associated with a standards setting proceed-
nology, the amount of competition depends on the licens- ing would have a significant effect. Those who attempted
ing practices of the patent holder(s). NRTC and AHSA to estimate the duration of the delay came up with figures
suggest that, directly or indirectly, the Commission should measured in years rather than months.
regulate those practices with respect to OIC and 58. With regard to the duration of delay, GIC presents a
Videocipher. GIC and SBCA contest the Commission's list of 10 "recent FCC technical standards proceedings,"
authority to compel patent Iicensing.86 [ndividuals who for which it claims that the adoption time for standards
support a standard generally do not address the issue of ranged from five to 15 years. GIC estimates that it would
propri7tary technology.87 We take no position on the legal take "three to five years or lonfcer for the Commission to
Issue since we have concluded that a standard would not adopt an encryption standard." 0 HBO suggests that "at a
serve the public interest and that the specific complaints minimum, it would take approximately two years for the
of NRTC and AHSA require no regulatory intervention Commission to conclude an encryption standard proceed-
(s~e infra at paras 61-68). ing."91 Netlink estimates that the process would require

"several years" and observes that, even after the Commis
sion has made its choice, a court challenge is likely.92

7
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adopted the Dow troup's revenue-sharing
ptan}'ht! t6ntingen{ pliyment will consist
of half or the tomblnM FNN-CNBC rev- °

~nue~ 1b8Ve $227 'tnfi1l6tt, 'If any, between
1992arid H194.~'n·,~~:t;<;\·;.~ " '

the OOY,l'tlOuphUtially-bld $90 rnil- ,
lioll itil:eb.hiiirfbtlt· \vh topped by
CNBC's $105 IDillioll U ritonih latet. •

, ,

..... \111 , III,..• illvlllJi, UUIl JI..!I ..... J VI./lIl' "

and sevei'al. state attotnCys general med sep
arateantitrust suits attempting to block
CNBC's takeover of FNN. Previously, a
deadlocked U.S. Federal Trade Commis
sion had refused to take action to block
CNBC's takeover of FNN. Commission
members voted 2-2, with one member ab
staining.

"The question the courts will have to
"

CHANGES: Fox Net, which launched , SWGFEst:tVk6;s I'Slugfest in the
June 6 with an 18-hout programming West'! pay-pet-vieW boXitiglrlatches leatut
schedule for smaller cable systems, can ing Loreto Gamt vs. Edwm kosario for the
be found unencrypted on Galaxy 3 on a WBA Wotld Jr. Welterweight title iiid Jorge: ,
transponder Fox officials hadn't yet deter- Paez vs. Tracy Spann in alightweight bout '
mined at press time. Regular Fox Broad- will be aired live on June 14 ott F3-21 at 9
casting programming will continue its p.m. from Sacramento, Calif. The bOuts
east and west feeds on 1'3/18 and T3/24 wilt be lMiilable to VC nPlus d¢ctxier own
... In case you haven't noticed (and few ers omy, via 1-800-426-1731. ' ,
people have), KUBD, the old movie sta- COURT TV: The Courtroom Televi- ,
tion that takes over late at night from sion NetWork is Slated to launch oil July I
KRMA, has been off the air since the on Satcom FIR (F3), with as many as
abrupt move to F2·18 from FI a couple of three live trials a day" special programs
months ago ... Fight fans hoping to learn and highlights of the week's hottest trials
that the Tyson-Ruddock fight would be nationwide,
made available to the home dish audience vlbEtlClrltER ftttCES: Current
via VideoCipher It Plus will have a long 'retail ~rices for VideoCiphetfuodules are
time to wait: the June 28 fight was can- as follows: Outright plJtchase of a Video
celed so Mike Tyson can go for the heavy- Cipher It Plus with Consumet Security
weight title against Evandet Holyfield' Protection Program (three-year upgrade
later on this year ... Fans of "Mork & warranty), $399, or $419 with built-in Vi-

,Mindy" on Nickelodeon will be happy to deopal -pay-per-view modem; replace-_
note that episodes different from the Nick ment VC ,II Plus or ufltampered VC II
at Nite shows began airing at 4 p.m. on with exch~nge VC II Plus or untampered
June ,3 in place of "You C,an't J:}o That on .yc It,~, an~ VC II PI~s CSP,P,' ":i~ t

Television." '. -# I C;Cf - exchange tintattlpered VC' tt; $199, 51'
, Gt MOVE: As was reported here last $219\Vith' built~irl Yid~op~t. Consumers
week, get ready for Ii move or the Galaxy who \vish_%e~~ha"ge \afupered VC II
I satellite which will begin. on june 21 at 9, ..-nodules'for rye tI Plus CSpp modules
a.m. and end on June 28 at the same time. wm~ay$~49, or $3li9 with built-in Vi-
GI will move one Hegree eastfrorn )34, deop~. these· prices, effective Apr. 8~, . ,
degrees west longitude to 13j degrees.' 1991" do hotlncfude postage and had:-}:
Dish owners with autotune capabilities dlirig; prices and module availability are-1
should adjust their dish locatlon every day' subject ,to change. Call General Instni-'
or so to continue receiving a top-quality roent's customer serviCe number, ~-~:
picture." .: ~ ; 327-2026, in North Carolina for pur:c;hase'"

A fuli rePort wlil be,in next week's Sat- or exchange information. '. ''';'/~'~:,k:,d ;
ellite ]V~ek.'

se~ ..~thern exposure" has at·
ss-~ attehtioh but more vle~ers

ght style and the gentle, affable qUirks
ibiding citizenry. ,It Is no accident that
las peaked and that "Northern Expo
'ime-time sun.
lr "St. Elsewhere" producers Joshua
reaped the benefits of "Peaks'" trail
;Ion while managing to find a quiet and
something that eluded lynch, partner

3 nice place to visit. It was just so mor
, the place "Northern Exposure" calls
lVant to live.
"Peaks," Granted, few will forget the
ey Horne (Sherilyn Fenn); java-and- ,
)oper (Kyle Maclachlan), the kind of
is Tibetan bent) Americans will follow
~r or whatever he was).
lre who could actually relate to, care
Ie? That always helps if you want a se-

Ian (Rob Morrow), the New York medi
ed to relocate to Cicely as payback to
or his education. High-strung, easily
ner, he's no hero figure. But the com
)eople far more likable and believable.
~rsexed young ladies of "Peaks," "Ex
est Maggie O'Connell (Janine Turner),
ep a boyfriend alive. And then there's
who's 44 years younger than her boy
Jllum). a 62-year-old tavern owner.
lemselves.
3C ever expected "Twin Peaks" to work.
Ithusiastic interest from critics, the show
lay night time slot opposite NBC's top
,how suffered. When the '90-'91 season
to Saturday, a night its young audience
didn't work, "Peaks" was shuttled back
IVhich it was yanked again In April.
other hand, came on with little fanfare
retrospect. After a strong performance
ed the more-coniic-than-dramatic hour
3.y night lineup where it has prospered.

. "Twin Peaks," which lri classic soap-
lines, there was no way to get on.
s and world of "Northern Exposure,"
ley can visit when they want.
Peaks" behind after Monday night will
on Exposure" lies ahead. •
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Short Takes
CHANGES: Sports Channel Los the Leu~emill Society of Ametic.a.

Angeles has moved to T3·19 from F3.12 Hondo, originally shOt in 3-D, wilt be-
... Pacific Spotts Network has moved seen on satellite on WWOR, WON and
from T3·19 to T3·17, a temporary loca- lJ<TLA on Wedriesd.ay,)une 26, .at 1p.m. "
tion it will share with Prime Network ... VIOEOCIPHER I'kttEs: One of the, ,
The new In Court channel, which seven retail prices fot VideoCipher mod-'
launches on July I, will be in the clear on ules listed here in the June 9-15 issue of
F3112; Satellite 1V lli'ek will carry its Satellite 1V lli'ek was incorrect. The cor
program information ... QVC's program- rect price for a replacement VC 11 Plus or
ming has replaced the defunct J.C. Peh- untampered VC 11 with exchange VC II
ney shopping network on F3/08; as of Plus or untampered vt II module is
July I, QVC says it will differentiate the l.J.122. not the $79 price stated. This and, I
content on F3/08 from its home Jocation f1lie' others ate prices paid to General In
programs on G3/09 ... The Fox Net 18- stroment for direct purchase by anyone,
hour programming can be found on G3/ whether consumer ot retailet; they do not
02 ... Don'l forget that 01 is still moving include shipping, handling and appiicable
this week to 133 degrees west longitude. sales taxes. As noted earlier, prices and

AURORA UP: Aurora 2, the replace- module availability are subject to change.
ment C-band satellite for Aurora I. was For further information call GI's cUS
successfully launched from Cape tomer service number, 1-704-327-2026.

. Canaveral on May 29 at 6:55 p.m. eastern TYSON-RUDDOCK: The on, then off,
time. It will be located at 139 degrees then on again Mike 1)isoh-Razor Ruddock
west longitude, which will force a move fight in Las Vegas this Friday night, June
of Satcom t I to 137 degrees west very 28, will be available to dish owners with •
soon.. . VideoCipher n Plus modules, but omy on

3-D 'HONDO': Hondo, the classic TVN via Videopal or call-ahead; .Check
John Wayne 1953 western, will have a T3/24 for details. Telecasting bfa'; rilajor
syndicated premiere in the Natural Vision fight of this caliber on VC n Plus IS a
3-D process on more than ISO nationwide breakthrough, not only for the hottie dish
TV stations June 24, 25 and 26. Special industry, but also fot TVN.[fotiY rates are
99-cent glasses will be available in nu- good, look for .other pay-per-view holdouts
merous retail stores, including 7-Eleven, to beCome awilable to vt n Phis:-equipped ,
Burger King, etc. Proceeds Iwill benefit home dish viewers. . B
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t seem too confi-
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give NBC another shot.
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p. Cut to commercial.) •

Howard Rosehbera

nerica
1 inert stump before a video
s carriage was typically stiff,
ritone voice a droning, som
;singer.
temperatures for such fami!
)alestine, Ala.: "I'm sorry to
, he did say that.
guru,of international affairs,

)-anchor of "CBS This Morn
esire" 'to be a weathercaster,
esday's program as an awk
Jular Mark McEwen.
"secret desires," you'll hear

t Affair." And see him act them
, It's that kind of media world.
wanted to do the weather, or

during the Persian Gulf war?
re~ •

munications Association t~UCA) asll.t.:U

members of the House Telecommuhicll
tions Subcomtnittee to exempt satellite
transmissions from a retransmission
consent provIsion that broadcasters are
seeking to attach to a pending cable bill.
The action follows recent approval by the
Senate Commerce Committee of the
retransinission-eonsent scheme in S.12.

[n 8 May 21 tetter to 8ubconuhittee
tliembtts, the SBcA said it was "dis
tressed" that home dish owners could be
affected by retransmission CC)hsent be
cause broadcastets may charge satellite

. carriers a fee tot carriage tights.
Retransmission consent revolves

around the local broadcast carriage obli-

.., .... 1 t I~L., L.~I ...

SBCA said to' include them in a
retransmission-eonsent framework would
be a "misapplication" of the totlcept.
There is no local carriage issue itl the
home satellite broadcast matketplace, the
SBCA said.

Because the 1988 SilteUite Home
Viewer Act creates a license number un
der which satellite carriers pay statutory
tates for carnage of superititions and ~t
work signals, the SlJCA ~id it woUld be
lmfaii to pay twice for the same signal. _
Home dish oWriers als6 cbUld end up pay-
lng higher subscription tates fot the same
programming, the association said. II
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IEDFRAL COMMUNICATIONS COMMISSION

Donna R. Searcy
Secretary

Commenters
American Ilome Satellite A~sociali()n

ESPN
GE Americom
General Instrument Corporation
Jlome Box Office
I[ughes Commun\clItions Galaxy
Motion Picture Association of America
National Basketball As.~ociation/NlIli(lnAI Hockey

League
National Cable Television Associatiol1
Nalional Rur~1 Telecommunications C(\Opctativc
NEC Home Electronics
Netlink
North American Philil)S

Inslilutional Comments and Reply Comments in Gen
eral Docket No.SQ-78

MI. The criteria that AIlSA sugr,l'sts fife subject 10 vllry
ing. interprclntion, !lnil Ihe thint I' lit' in particular s()ems
quilc ol\erous. The )lllteni !>y...tcm is tlc'ilj;.ncd to provide
H'wflnls 10 innovalion llnd Ih(,'s(' tl!llllitiollS wo\l1d likely
lIiscourllf,e providers Irllm slq)pil\~. fOl'Wll1"l1. Moreover, we
1111\,(' condu<ll'Ll thai ml\lkcl i11(".('tll i\,. appelll' to provide
lc:f,itimlltc owners of VC II (It ~'uders with fl(kquate
obsolescence ill.surflnc('. We hflvt' {urlheT cOllchul(~d that
VC II lel~hnoloj!;y is widely nvailablc. In Ihe absence of
Ilny !>howing of the magnitude IIf any benefits (.lowing
from ils propnsfll, lind ill t1dcrcnn: to the sound princi
pillS underlying potent lnw, we lit-dine to (tdnj)1 AilSA's
proposlIl or to address om juri,.tlictilln in cOlln(~<:lion

therewith,

·~~~::;~f;:~p~j~~;f~~i~8{~lWil._;~*~~~i~\i)~:~1~.1U~~;_ .
cvcnt, the costs ()f a standard in terms or limiling innova
tion incentives and possible compromise of anti-piracy
efforts are compelling arguments against II stnntlard. More
over, VC II equipment is, in fact, widely Available and
there appears 10 be substanlial competition in the manu
facture of the satellite receivers of which decoding capac
ity is a part.

73. As the products and technologies of the future, such
as advanced television, DBS, digitAl compression technol·
ogy, and others, come to the home satellite market, there
will undoubledly be demand for new And different receiv-
ing equipment. The demand for and supply of encryption
services will, concomitnntly, evolve. The Vi~~.Q9,lp.~~.J.L•.. ,
s)-stem, widely used today, will notlasf1(wcver, It is

Ill. CONCLtlSJONS prcrl1afu"re· t()'s"!,'eculale (iif'ihe"sysicnY'Oj'sysjem~" of the
69. After ft thorough l"(~l:llni'oidul\tion of Ihe relevant future, let alone the idel1tity or conduct of the relevant

hStll'S. we (·.onclude thai Ihe IHlhlic illle,",'s! wllulll not he manufacturers. Nevertheless, we sec the demand for
,>('rved by II mnJldfllMY encryplilll) stlll1llilrd for sllt('llile encryption services In the lIsn and other mArkers grow-
I tlhle progrnlllminy,. ",W.L~lhl.1JD" stl:<;~~ ...!J:l!1.!. .~\:...t1.!:.£.,".!.!.~L ing over time. I>evelopments with respcct to encryption
;,sserling lhnt the WiD nHlI k~'tplac(' in t,cl\cral ._(~I: th~ technology will ~e·f~11y'~_~i~.rn:nfri()~'C(111Y the C~~m~l~~'"

Indyplion systcm pOltiun (If it in pnrliclllllr. 11l"l' f':!D~'lio!,. .... silln, ~HL.·.~Lk1}.I.~~~dence.t~Ll\b~.~~~.!..I.!Jl'I. I<.~r DQ~;.
i Hilt ..Ill'1 fC~.t!y.lll.l We III c not pas'ii nt. jllllt:nlent Qn t.he ._Jion_by ,()W~.£rli.,9.;.~y ..P~~£II~,~..!~-~.~.~.~I~)~~. uS~~,.~!.lJ!l~ __ ,.
l'u~.il1l'~'i phll.IS of tHC~ its l'I ilks, III lilly 1l111l:I,(:.II.lil,ies .•_".c.m;ryl~~[_~~.!~_l!"~~_:~~!~!~~~~~!~.:._
lilv~)l\etllnthc US\) husinc'i". 'I he {o("us of thiS llHlulry 74. Accordingly, IT IS ORDERED, TIII\T this proceed-
hilS 11('('n on whelher 1\ ni,lIldatcli y (~Ilnyplion standard ing on the need {or a universal ennyptiol1 standard for
would serve the public inleresl IUlll we have ,kdlkd that snlellite cahle programming is TLRMINATLD.
it would not. 75. IT IS FURTHr.R ORDERED, TlII\T lhe SecretAry

70. (lUI' cxaminnlioll of Ille f('l'ord ('OllVinccs ns that SHAl.L rORWARD copies of this Rq)orl to the appro-
the VC II syslem remains the Iff' j;/Oo inliustry stillldAnl; priate Committees and Suh<:ommillces llf the lIouse of
so ,~()nSUmel~ need not JHlIl:hasc: m Ll1tiplellcl:n~!i;:i".~· We Representatives and the Senate.
Itle Cllgni7.anl of vorious t1cvclopn1l'lIts on Ihe horil~.II1 that
1I1..ig..hl IClI.d to th.~jIW\)('l1ctilln of lllternl\liw cnc.~.Yl)tiO.n
S,Y~ll;'J1S. Cilhcl lIlongside uf Ill' Jr.1 plll~C(lfl.hc, Y.~lLiD"."."
H'OO,I.P <:~~,n}~. We dOIHII rule Oul Ihe pos~ihililythal, ll!
~Ilnle point, Ihe" consensus nn e nnyption ~tandlll'~!(.may.

__ I,U:~} <!oVo'ninllw.ny thf\t illlpOSl''i un\lCCeptllhleQll,r~lens

___~~!l,.~me!s. However, thai dny is not lit hand, Ilnd we
tin )\()l wisn to consl rfl in Ihe <1cvdllp men I of new s(:!'vices
find technologics by ndopting {\ slllcllite cable program
Ildng encryption slan<llli (\ III fI linw when one sysl<~rn is S(l
\l'iilcly used by progrlll1\ll1crs.

71. Wc contil,uc to hclic\'c thaI theft of salcllile ser
\k~<" sl.l·c~llell sigllllltliJ IIcy is I he si ng!chi~gcst "I;r~!~,l§i
LlclIlg the Indusl ry. It IS It matter ~.n~c.:r'(\~lsl!\llt MI~,~.rc:to
hring it ulHlei' cunirol could thrcaten the fl!turc of direct
hdil~.I~"~~.!i~n:~mJ~.i.~)!l~. Yhcs(' high stakes· jll(wiLlc· s!";bstan
lial incenlives to industry participllnls. mAnufoclurers,
programmers, delllers, tll111 olhers. \(J comblll pirncy. The
r,t1W VC JI PILI!> dC4;odcr is one »[\I't of the anti· piracy
hailic. While. it is too ('flrly tn say I hftl .Ihc. VC II Plus will,
iI1Jil\;!. ~1.~!lf.)"D~]mniu).!fi~~i<· \\:(. ftj·c c'()i\\i1J1l:crt'11iarlts"
introduction will not. obsolele . 1cf,l\)Iy-aulhorized VC II

.t1C(:oucl"iCMi)j;covcr;·wc (irec(if)vfili.~d lllnrli-C<;WlmhisTon _.
~fa"i1i1ilfiFiiclling pwcceding woulct he protrl\ctcd, WOLlld
diminish Industry IIH;enlivcs (0 comhat pinlcy, and could
l'omprornisc Ihe integrity of the stnntlartl adopled.

72. 'I he record in this pmc('(~IIit1t~ !iug~csts that the effect
I,f p slandard on decoder ellslS find <:ofllpclitioll in the
lllllnufActurc of decoders CIII11'1OI he determined without
"nowledge of certllin key aspects of Ihe technology cho
sell. Decoder costs depend (lU the pflTticu lar char/lcterls
I~CS o! the sta~dard ,:hos(~n. £:~~,l]:I'C1i.t.i(ll~ }1~r.~~1~S .?.~1,the
IicCI1SIJlj!. prac!lces of the (IWIlCrS of pAlcntson frie Ic"c1'i~"
1H1logy. The .security I'eqilitemeni .. Ilssl)ciatcd "wlH1"iFie

_.M.. • ". _... -••...._,~., .. ,. - ...._......,.-...-...._..•.,"
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INTERNATIONAL INC.
P.O. BOX 2275, SIDNEY, BRITISH COLUMB~ vaL 388, CANADA

Offices: 1962 Mills Road Phone: (604) 655-4463 FAX: (604) 655.3906

GOV1of ·tcr

_.~ -- ..- ~

Dear Senator~:Gore:
-, ,,,:' _;... '.1c••~.. ..;;

Attached is information on the mounting legal battle and use of
industrial espionage by Forstmann Little owned General Instrument
corporation to keep a small R&D firm from breaking up GIC's
monopoly of the satellite descrambler market (which marks a $1
billion per year business for GIC).

The enclosed materials will provide background on the issues
surrounding DECTEC International Inc. who has developed an open
architecture, multi-format satellite scrambling technology
designed to break apart the present monopoly and provide
consumers with a choice.

Aside from what is referenced in attached, there are several
issues involved here inclUding the depths to which an aggressive
hi-tech company will go to protect their market position. GI
currently nets an estimated $8 million per month from the sale of
satellite decoders. GI has enjoyed an industry-wide monopoly
since 1986 where, as sole producer of the de facto industry
standard, they have benefited by changing the claims associated
with their product in order to require consumers to purchase
additional products.

DECTEC's product, The Secure Universal Norm is designed to
eliminate product obsolescence. S.U.N. is field programmable and
completely flexible allowing for in-the-field upgrades and the
ability to run several scrambling systems simultaneously (as a
universal, open architecture computer might be able to run Apple
or IBM programs through one machine) .

The S. U. N. mUltiple decoder is based on neWly developed U. S.
technology, and the product's design requires the Use of parts
that are made only within the United states. The S.U.N. product
works such that the logic circuitry and mechanics are permanent
within the box, while the descrambling and video/audio processing
functions are re-configurable.

In essence, the product is a blank canvas which accepts software,



downloaded through a removable smart card, which defines the
product's functions and processes.

This advanced design approach has enabled DECTEC to emulate
functions of the Videocipher II product made by General
Instrument corporation without infringing any rights or patents.
As such, the emergence of the DECTEC product forces GI to play by
the rules of free enterprise where competition encourages
progress, innovation, product reliability and equitable pricing.
(For example, DECTEC's S.U.N. descrambler is priced lower than
the model sold by General Instrument).

still, while consumers, receiver manufacturers, some programmers,
and retailer~ support the OECTEC product, GI is forcinq the
company into a highly volatile state by employing some of the
more aggressive forms of industrial espionage. It is apparent to
many that GI's primary objective is to keep DECTEC from marketing
and selling its product.

However, we are firmly committed to the manufacture; marketing
and sale of our Secure Universal Norm scrambling system in order
to offer the consumer an alternative descrambler, to bring the
programmer a secure means of collecting sUbscription revenue, and
to provide the industry with a universal multi-format system and
a platform for free enterprise and open competition.

While satellite dish owners patiently await a universal mUltiple
decoder and while satellite retailers, distributors, and IRD
manufaturers look forward to an open marketplace characterized by
choice and competition, we realize that we have a great deal of
work ahead of us to clear a path into the free market.

It is to this end that I respectfully submit the enclosed
information and thank you for your time and attention.

with Kind Regards,

John Grayson
CEO, DECTEC Intl. Inc.



INTERNATIONAL INC.
P.O. BOX 2275, SIDNEY, BRITISH COLUMBIA, vaL 3S8, CANADA

Offices: 1962 Mllls Road Phone: (604) 6554463 FAX: (604) 655-3906

OVERVIEW OF ENCLOSED:

UNIVERSAL MULTI-FORMAT DECODER
ENTERS MARKET, THREATENS GI MONOPOLY

As a high tech research and development firm, OECTEC
International Inc. has spent the past three years developing a
reconfigurable universal scrambling system for use in several
satellite applications, including home entertainment, distance
learning, satellite news gathering, and business oonferencing.

DECTEC's primary interest is in offering a universal mUltiple
decoder to the home entertainment satellite market to provide
receiver manufacturers, programmers and consumers a ohoice over
the current system. However, DECTEC has found that the direct-to
home (DTH) market is completely and uniquely closed off.

General Instrument corporation, the owner of the present de facto
scrambling standard, appears to have a considerable amount of
control over the DTH industry and has pursued various tactics
(including discrediting DECTEC through slander and threatening
DECTEC engineers, secretaries, and staff members) in order to
keep the DECTEC product from competing against the VideoCipher
system.

DECTEC's intent is to offer a competitive, compatible scrambling
product which is completely reconfigurable and field
programmable. The Secure Universal Norm scrambling system
(S.U.N.), which is based on recent breakthroughs in U.S.
developed Logic Cell Array technology and advanced "smart card".
design, is capable of emulating several scrambling schemes,
including the VideoCipher manufactured by General Instrument,
without infringing any patents or copyrights.

The universal mUlti-format design allows several encryption
schemes to be prooessed through a single "automatically adjusting
decoder" at a cost per unit below that charged by General
Instrument who produces a static single-system decoder.

Up until now, the scrambling industry has developed such that
when a particular encryption technology is selected, the system
provider becomes the sole manufacturer and supplier of decoders
for the life of the technology. The market becomes locked up and

,



competitors are closed out. To use an analogy, it's as if a
person selecting AT&T for its long distance carrier could only
receive and send AT&T calls through AT&T telephones. One home
might wind up with several telephones in order to receive calls
through MCI, sprint, and so on.

As a universal mUlti-format system operating with off-the-shelf
componentry, the Seoure Universal Norm opens the door for
competition and teohnologioal progress to provide the satellite
industry with a functionally secure and virtually unpiratable
scrambling system.

Here are some advantages of a universal, multiformat system:

1. Consumers will not be required to swap out hardware
when first generation produots are made obsolete and
new models are made available.

2. S.U.N. 's advanced "smart oard" technology allows
independent companies to offer new systems. It gives
broadcasters and programmers the flexibility to chose
between systems and enables them to enhance features of
existing systems without causing the consumer to
purchase additional hardware.

3. The consumer needs only one unit in his home which
can receive and process several scrambling formats
simultaneously.

4. Piracy is virtually eliminated as the software
program running the unit's security function can be
changed in-the-field through replacement smart cards
which are self-encrypted and virtually impenetrable.

5. Repair can be performed by any qualified service
center as all parts are off-the-shelf.

6. Consumer confusion can be virtually eliminated and
technology can progress at a quicker pace.

7. Integrated Receiver Descrambler manufacturers can
make their own decoder modules, controlling supply,
manufacturing, and costs.

DECTEC can immediately and without changing out any consumer or
programmer hardware offer an alternative to General Instrument
Corporation's VCII decoder module which descrambles Videocipher
encrypted signals. The S.U.N. unit only 'decodes services that a
consumer has subscribed to, paid for, and has been authorized to
receive.

The Secure Universal Norm scrambling system has been supported by
most satellite and engineering trade pUblications and it has been
recognized by the FCC. However, as the technology upsets the

-----------------------------------------



status quo by introducing a dynamio approach to oonsumer
electronics product design, DECTEC fears its technologioal
invention and marketplace solution will be squashed by a company
and a conspiracy much larger than itself.

We thank you for your time in reviewing this information and look
forward to further discussions. Should any member of your office
be interested in the details of the technology, or in the
difficulties we' face in going up against Forstmann Little and
General Instrument Corporation, we would be happy to speak with
you over the phone and in person. We are able to provide a
demonstration of the S.U.N. scrambling system at your
convenienoe.



EDITOR'S MESSACE
glehold on the U.S. TVRO/cable encryp
tion/DBS authorization center business
loosen alarmingly if programmers could
choose to use whatever encryption sys
tem they wished at the SUN DBS authori
zation center.

Why should GI be so concerned? Con
sider these words from John Grayson,
who is making an eloquent and clever
public relations push against GI:

"According to Gl's 1990 annual report,
General Instrument has made more than
$800 million from the sale of its
VLSI-based cable/satellite products
which represents 60 percent of total cor
porate revenue. With an operating profit
of $134 million, Gl's cable/satellite prod
ucts account for 90 percent of the com
pany's pre-tax net income. Losing any of
its 100 percent marketshare in the U.s.
satellite market would seriously diminish
Gl's worth. Under competitive market
conditions, Gl's return would be consid
erably less and DecTec projects that
within the first year of SUN's introduc
tion, the product will pick up 20 percent
of Gl's marketshare:'

parting Thoughts
In a recent "Editor's Message" we sug

gested that GI was planning eventually to
convert the U.S. cable/satellite market to
DigiCipher. While some industry
powers-that-be have flatly and vehe
mently rejected such a scenario, we think
it's becoming clearer every month that GI
has no choice but to go that route after it
has exhausted the VideoCipher cow's
cash.

Furthermore, GI has to do everything it
can to hold on to its de facto encryp
tion/DBS authorization center monopoly.
If it doesn't, as John Grayson makes abun
dantly clear, GI starts dying. Forstmann
Little & Co. certainly doesn't want to
watch its $1.6 billion investment diminish
in value, so look for a lot of aggressive
action on the encryption front from GI in
the months to come, all of it designed to
protect Gl's interests, first and foremost.

postscript
No sooner had we written the above

than GI announced its "bold and unpre
cedented Consumer Security Protection
Program:' Coming more than two weeks
after its DigiCard announcement, which
raised hackles all over the TVRO indus
try, it guarantees that, for three years af-

Please turn to page 45

I
t's been slightly more than five years
now that the TVRO industry has en
dured the VideoCipher II albatross it
let be hung around its neck. The

weight has been an ever-growing burden
which slowly, inexorably has been sap
ping the strength of the industry as
piracy has spread and spread and spread.

Several items in the "Industry Watch"
section of this issue speak directly to this
subject, as well as does one that came to
our attention right at press time.

Digicard
The first item is the General Instrument

Corporation VideoCipher Division's latest
round of fixes. GI is trying to get program
mers to help fund a free upgrade of all le
gitimate VC II owners with untampered
modules to second-generation VC II Plus
modules with built-in DigiCard "smart
card" security devices so the compro
mised VC II datastream can be shut off.

This upgrade, of course, will earn GI
millions more dollars for its modules. The
money, of course, ultimately will come, in
the form of higher prices, from those
trusting souls who buy programming le
gally. Once the VC II Plus is compromised,
GI, of course, will make more money
when it upgrades those tens of thousands
of trusting souls who have been stuck
with the first generation VC II Plus module
to the new VC II Plus DigiCard module.

There are many people in the TVRO
industry who have no compunctions
whatsoever about speaking their minds
on the subject of Gl's VideoCipher Divi
sion. What these brave, untrusting souls
say is that, where piracy is concerned,
there's a smoking gun, and that it be
longs to GI. Their logic is so compelling
as to be impregnable: GI profits from sell
ing VideoCipher modules, so it will al
ways keep selling modules, for whatever
reasons it can find.

These brave souls say that GI is
amoral, even apolitical. They say it
doesn't care about anybody's problems
but its own because it profits from aVid·

-------~-----------------
• Thoughts eoCipher module sol~ into piracy as

much as from one that IS turned on by a

th
programmer - through its not-for-profitone DBS Center in the center of the VideoCi·
pher Division's headquarters, of course.

Encrypt-Ion If GI can turn off all the pirates and
thereby force everyone to buy yet an-

Mess other module, it will, they say, because
GI sees nothing wrong with doing so.

These brave souls have not been quite
brave enough to actually do something
about GI until recently. We have learned
that efforts are presently being made to
bring about a thorough investigation of
the whole VideoCipher encryption story,
to determine once and for all whether or
not GI has any culpability in piracy, to de
termine whether or not GI does indeed
hold a smoking gun to the head of the
TVRO industry.

We hope these efforts succeed because
this industry cannot forever wonder
what Gl's role has been in piracy, if any.
More to the point, however, we think this
has to be done before any intelligent de
bate on adoption of an encryption stan
dard can be held. The TYRO industry
would do well to beware of growing pres
sure in Washington to adopt an encryp
tion standard this year.

DeCTec/SUN
The second item is the news that the

field-programmable Secure Universal
Norm (SUN) encryption system created
by DecTec International Inc. in Sidney,
British Columbia, Canada, soon will be
the heart of a DBS authorization center
being built in Canada.

More and more thinking observers are
beginning to look past initial reactions to
SUN as a clever pirate device and to at
tempts to label it the "BlackCipher" and
to label DecTec personnel as "well-known
hacker underground" pirates.

The reason these thinking observers
are looking with growing optimism at
SUN is that it offers a way out of the
present - and potentially future - en
cryption mess. What SUN offers is an
"open architecture, multi-format televi
sion scrambling system:' DecTec presi
dent John Grayson says, "It's like having
a computer system that can run any kind
of software whether it's for a Macintosh
or an IBM machine:'

We don't know whether the SUN actu
ally can do this or not, but the
concept/attempt must be scaring the
hell out of GI, which would see its stran-
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DECTEC FILES INFRINGEMENT CHARGES AGAINST GI; SEEKS
PERMANENT INJUNCTION PROHIBITING GI FROM SELLING

"SMART CARDII OeSCRAMBLERS
\

On June 14, 1991 before the Canadian Federal Court In Toronto, On
tario, DECTEC International Inc. filed charges against General Instrument Corporation
stating General Instrument Illegally appropriated proprietary trade secrets covering
DECTEe's 'smart card' system. The lawsuit also states that General Instrument's
proposed "Renewable Security" system and other 'smart card' based upgrades to Its
Vldeocipher II and PLUS models Infringe DECTEC's technology.

IThe actions of General Instrument and its affiliates In manipulating the
Canadian Federal Court in order to gain access to our technology, clearly violates our
rights and makes 8 mockery of our legal system," states John Grayson, CEO of DEe
TEe Internatlonal..Even after the court ordered GI to return the documents and disket
tas that they had taken from our offices, the disks taken by GI containing sensitive
and proprietary data on the operation of our Secure Universal Norm scrambling sys
tem were not returned and instead handed over to engineers at the Videoclpher
Division In San Olego.·1

lilt Is now time to expose GI's charade of legitimacy." explains Mr
Grayson.

The lawsult says General Instrument obtained DECTEe's technology to
produce and market a 'smart card' update to Its Videocipher II and II PLUS system by
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stealing and Infringing the proprietary technology developed by DECree for the

S.U.N. scrambling system. The lawsuit also claims that over 90% of atl Veils In
Canada are p1rate devices and "GI Is hIghly dependent upon the continual sale of
retrofitted VClls for use by pirates.·

In the filing, DeCreC states that at present, most Canadian program

mers are uslng GI, Sclentifio Atlanta, and Oak Industries systems, with the result that
a subscriber may require three or more separate desorambUng devices attached to
his television system. The SUN descrambling system Is designed to be able to

replace all of these or other new systems with one device.

Aocording to the charges, "GI has attempted to obtain (DECTEC's) tech
nology by various means. It has attempted to reverse engineer the device, thereby ex

tracting Its proprietary Information; it has attempted to obtain the technology from

(DECTEC'S) trade suppliers; and has succeeded in obtaining access to the technol
ogy by having Its employees seize (DECTEC's) computer programs and documents
pursuant to the order of Mr Justice Dube.

"The order of Mr Justice Dube was not only used to obtain (DECTEC's)
teohnology, but also to seize (DECTEC's) inventory of devices in the course of
manufacture so as to cripple their (DECTEC's) ability to sell their devices In competi
tion with those of GI.

"Having thus obtained (DECTEC's) technology. (GI and Its affiliates) will
be able to produce devices of their own which can be sold and distributed In competi

tion with the ... SUN system,"

The lawsuit flied by DECTEC International seeks damages in the amount
of $20 million and asks the Court for a permanent Injunction to restrain General In
strument,"its clients, directors, officers, employees, agents or otherwise from using,

produclng, re-produclng or Infringing" on DECTEC's 'smart card' technology.

DECTEC also demands from GI -a declaration that the V1deoclpher
descrambllng system Is designed to be primarily useful for obtainIng the use of

teleoommunlcatlons servloes without paying the lawful charge therefor."



, .- 3. DECTEe/Counterclaim, 111M 11, 1991

Each year, the satellite broadcasting Industry Buffers from the effect of
unlawful receipt of programming. Such losses represent a serious erosion of
profitability for both system and program owners. DECrEC' International has Intro
duced Its Secure Universal Norm Sorambling System 8S the first functionally seoure
satellite scrambling system In North America.

OECTec Is 8 research and development firm with offices In Sidney
British Columbia. OECTEC specializes In the design and development of sophIstIcated
digItal communications products. DECTEC also offers seourity systems for MMDS,
wIreless cable, and business televIsion.
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DECTEC INTRODUCES NEW UNIVERSAL DECODER

SIDNEY, BRITISH COLUMBIA, CANADA (November 2, 1990) - DEC

TEC International announces its SUN scrambling system. Based on a high-density

complex logic structure, the Secure Universal Norm (SUN) is an industry first. Tapping

into the power of field-programmable gate arrays, the SUN system can be configured

to emulate a variety of existing scrambling technologies and offer for the first time a

compatible, multi-format satellite programming decoder.

Over 500 SUN units have been delivered to a handful of receiver dis

tributors for testing throughout Canada. The units, which have been programmed to

emulate the Videocipher II system are configured in the fixed authorization mode

which means they can tune in non-subscription Videocipher services such as PBS.

Within the next 30 days, DECTEC will begin shipment of its first con

sumer version, VCDN 1.0, into Canada. By year's close, a later version will be avail

able in the United States.

"This is an industry first, II explains John Grayson, president of DECTEC

International. "The Sun system has been under development for four years. Our focus

was to produce an industry standard. A product so versatile and so flexible that it can

be easily reprogrammed overnight to accept one or several encryption schemes.II

The SUN system offers the first open architecture scrambling system.

Aside from offering an interface to existing and future scrambling formats, the SUN
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system can instantaneously switch between several scrambling modes which are
present in a SUN decoder, including its own unique encryption scheme. As well, the

system can operate in several transmission environments.

IIGovernment agencies, the U.S. Congress, and consumers are con

cerned that satellite viewers will be saddled with several decoders on top of their

television set in order to pick up satellite services using incompatible scrambling tech

nologies,- says Grayson. "SUN is the interface. In Canada, for example, we have two
scrambling systems: Oak Orion and Videocipher. At the request of a Canadian

programmer the SUN could be configured into a dual OakNCII system, both with digi

tal. stereo. It would then be possible for a consumer to subscribe to BClV which is
scrambled with the Oak Orion system, and to subscribe to CNN coming over the
Videocipher system. Two scrambling systems. One decoder. II

Grayson continued: "Essentially, we can supply whatever combination of

systems the programmer wants, as long as it is cost effective for the programmer."

Going one step beyond the dedicated microprocessor and highly in

tegrated VLSI firmware used in existing technology, the engineers at DecTec have ap

plied advanced field programmable gate arrays to television encryption. DecTec has

also created the SUN system around "off-the-shelf" devices to reduce the time and
cost involved in custom development.

The SUN system offers the perfect interim technology. As we await

standards in compression, definition, and encryption, SUN makes it possible for in

dustry to move ahead immediately without the concern that new developments will
make current technologies obsolete.

DECTEC is a research and development firm located in Sidney, British
Columbia. Funded through private investors, DECTEC has developed products for

wireless cable and has served as technical consultant to companies worldwide and
agencies within Canada.
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DECTEC ESTABLISHES AUTHORIZATION SYSTEM FOR SUN
DECODERS

NOVEMBER 27, ANAHEIM, CALIFORNIA. DECTEC International Inc.

announces construction of a universal subscriber control facility which will authorize

SUN decoder units and provide satellite programmers with complete control over their

own authorization process.

While the first release of SUN system VCDN 1.0 has been configured to

emulate the Videocipher scrambling system, authorization of the Secure Universal

Norm decoders is handled independent of the present Videocipher network. Where

programmers use the General Instrument DBS Center to flow-through all VCII

authorization commands, the SUN decoders have been designed not to accept VCII

authorizations in order to secure the product from the security flaws inherent in VCII.

Instead SUN decoders must receive their authorization from a separate

system. The authorization system designed by DECTEC for SUN decoders offers

satellite programmers the control necessary to maintain separate and independent
channel integrity. With the SUN system, satellite programmers may authorize sub

scribers through a private in-house authorization facility, or the programmer can use a

centralized DECTEC Universal Teleport™.

"This is where the SUN system proves that it can be customized to
meet a programmers specific requirements," says John Grayson, president of DEC
TEC International. "We spoke with several programmers since we announced the
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SUN system earlier this month, and we found that where some programmers wanted
complete control of their own authorization, others didn't have the staff or facilities to

operate a complete backroom authorization service.II

The DECTEC Universal Teleport™ will be fully operational following an

extensive field testing period scheduled for completion by the close of this year. The

design of the facility is based on giving programmers direct control over their own

scrambling network.

In conventional scrambling environments, a general common working

key is utilized by all programmers. That is, if a single programmer leaks a working

key, all programming services would be compromised. But DECTEC has designed

SUN to provide each programmer with complete and independent control of his own
property: for each and every channel scrambled by the programmer, there is a

separate unique key. The unique key which controls the security of each independent

service is created by the programmer as a randomly generated 16 digit number. Only
the programmer knows the number, and the programmer is able to create a new key

at his own discretion.

Through a DECTEC designed Universal Teleport™, a programmer can

maintain control over his unique key while calling upon the centralized facility to hand

le the authorization process. Whether a programmer chooses to handle the entire

encryption and authorization procedures in-house or pass through authorizations to a

central or shared teleport, the SUN system treats each channel independently as if

each service was a pay per view channel. This approach affords programmers
greater security, maximum control, and the flexibility to offer in-the-clear previews and
relay customer messages on-demand.


