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Coneral Instrument has bean reviawing 4te plane for
introduction of VvideoCipher II-Flue technclogy later this year.
ae you know from our snnountements {n Decermber, we hdve
diligently werked to accommodate cur licensed manvfacturerer and
#lleviste thoir major ooncorn® relsted to thie improved product,

in recent weske, & new and guite positive trend hLas womerged
and is influvencing lmmodiate decielons regsxding VidecCipher II-
Flus aecurity. The trend, of cource, 18 the improved eocurity
cutiook, The "-7" €irmware hat held vz under aspauvlt by pirates
and "Chip on Boerd" hardware s orn tchsdule. in sdddsden, th
fourt: quarter of- 1988 ghowed & drametic improvemsnt in the
ratic between  nev authorisacicns and shipmente by _Gene:
Inssryment. In Cecember and Jenuary, new authcriratione exceeded.
General) Inetrument shipmente,

Givern the fevorable authorization/eXipments retio, the
impect of our unrelenting six-point anti-pirscy progranm nnd the
new federal law with i{tg severe pentltier, it sppeszrs thet the
TVRO environment is mouch more mecure then 4t wap in Septender
when wo Zormally &announced our plena for VideoClipher II-Plug
introduction, Bagsed on current {nformation, we believe this
more gecure environment should prevall in 18885,

In this current opersting envircnment, Genersl Instrument
remaing comnitted to distributien of the VideoCipher IJI-Plus
socurity cartridge to oonsumexs as & meene of onhancing
recurity. In 1989, the VidetCipher Division wi{ll invest in
establighing the anbrasbruvtuxe tor cirect distributien. This
will" include purchase of computers, #software, and personnel
training, ' ' '



nBY

Howsver based cn the current eecurity em’ironment, we 1nte'\d
to place our direct dimstributior plane on "stand- by'*atutus, as &,
new wepjpon svaileble to fight pirecy--when needed.,/{:Our” #tand-by, "~
direct dietribution 1nfraltxuoturo will:.be prepared to go into

operation with!nlz” Y daye cf » seious Vidoocipher 9 84 Plun.“ﬁ&

aecurity oompromxaa.(l S , e IR

?hip' dec!eion meane,.theﬂ“!ollowiqg":dz our licensed
manufacturerns when VideoCipher lI-Plus techno;ogy is introduced
in the S-ptumber ‘time frame! -~ A s‘“\

. Direct distribution will be & cepability and’ nocurity’

festure of the VideoCipher 11-Plup system and will ‘be
held on stand-by statusy o

* Under the existing License and disgtribution methods,
li{cenroos will receive from Generai Instrument both the
support modulo and the security cartridge, coupled
togelher, \

* The basic VideoCipher II-fFlus module/pecurity cartridge
remting, B8 you were nctified ‘aa‘ year, an epnhancensnt
to our oxisting technology and will not require & new
licenee for eaxiesting licensees.

* he & gsecurity enharcenent festire, under the exipting
license, Generzl Ingcirument will implement dirsct
dietribution of the mesurity cartridge should the
Videclipher Division deta~mine such distributdon s
necessary.

. Beceuse of eptanc-by direct cdistribution end the
deiivery to Jicersees 0f integrated security cartridpes
end support modules, licensses ney wish to instituvte
rplans tc redesign IRD back penel conflgurations thet
will permit essy comsumer installstion of VideoClipher
Il-Plue eecurity cartridgee. Bpecificationa/dimensions
for this mcdification are not reedy. In our effort to
openly communicate with licensees, plesse be advised
that Generml Instrument 4ntends to implement an IRD

“back panel thet will allow consumer~? 1endly intertace_;
of VC 11-Plus security cartridges,

T

* . Ehould direct cdistribution -becore ne:ceaary;”licensées

would purchage from Generel Instrurent a support module

end a certiticate Consumers wnuld redeem  the
certificate for a -eCur;ty certridee, alrexdy paid for
tt the time of thelr IRD/atawdalono descrarbler
purchase,
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We view thie: anncunﬂemont ar 8 very pogitivﬂ dcvclopmant.
The . tide. 4 turning “apainst’ pirac} and momentum iv:.gathering in
favor . o! thqneuwho aro workinq herd to 1eqitimntoly build this
1ndustry"*“ﬁﬁ Vi

i)

qhould you have any questicns: :anfding*'étadd;bydﬁdirocf

d!atribution, plearve ca’l me. BT s ‘ ‘
~:,f9 IR IR ' Gt
SLnoeraly. S | | o .
Michaol Heltzcé;/ﬂ C . P.
Vvice Prerident - i B
Saler and Marketing , o : ’
- ‘. “ ", R J‘," : 2 : .:
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GI’S CSPP PROGRAM On April 1, General
Instrument began shipping the VC 1
Plus modules covered by their new
Consumer Security Protection Program |
(CSPP). Under the program, during the
first three years of ownership, eligible,
subscribing consumers will be pro-
tected against any migration to a newer .
version of VC Il Plus technology that
may be required. The new modules are
encased in a maroon frame and have
distinct serial numbers that easily iden-
tify them as CSPP-protected. &

odel\te Retouler S taQ) |
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1 INTRODUCTION
1. The Commission undeitook this inguiry pursuant (o
Congressional instruetions in the Satellite Home Viewer
Act of 1988 Our mandate was to determine "the need
for a universsl  encryption  standard  that  permils
decryption of satellite ¢cable programming intended for
private viewing." The Act also provides that, if the in-

quiry establishes that a standard is "necessary and in the
public interest," the Commission “shall initiatc a Rule
Making to establish such a standard."* The term "satellite
cable programming" is defined in the Communications
Act as "video programming which is transmilted via sat-
cliite and which is primarily intended for the direct re-
ceipt of cable operators for their retransmission to cable
subscribers.” *

2. The Act enumecrates the following six factors that the
Commission should take into account in ils inguiry:

(1) consumer .costs and benefits of any such stan-
dard, including consumer investment in equipment
in operation;

(2) incorporation of technological ernhancements,
including advanced television formats;

(3) whether any such standard would effectively
prevent present and future unauthorlzed decryption
of satellite cable programming;

(4) the costs and benefits of any such standard on
other authorized users of encrypted satellite cahle
programming, including cable systems and satellite
master antennp television systems;

(5) the effect of any such standard on competition
in the manufacture of decryption equipment; and

(6) the impact of the time delay associmied with the
Commission procedures necessary for establishment
of such standards*

3. The Notice in this proceeding, and prior Commission
yeports, provide background information regarding the
home saleilite dish (HSD) programming market.S In its
carlier general investigation of the 11SD market, the Com-
mission concluded that a mandatory encryption standard
would not serve the public interest. At that time, the
Commission found that the markel had setled on the
Videocipher 11 (VC 1I) system as & de facto standard, so
consumers were not required to purchase multiple decod-
ers and that a mandatory standard would limit the incen-
tives for innovation in encryption technology, The
Commission expressly noted the possibility that a "quan-
tum leap” in technology could occur, wherehy an cxisting
encryption systemy was replaced by one offering substan-
tially higher guality or lower cost.’

4. In this inquiry, the Commission undertook a com-
prehensive reconsideration of the utility of mandatory
cncryplion standards, After carcful analysis of the record,
we conclude that imposition of mandatory encryption
standards at this time would not serve the public interest,
The next scction of this Report containg our analysis,
organized by issue and accompanied by a summary of the
comments in this proceeding. Our conclusions appear in
the third and final section of the Report.

11, ANALYSIS AND COMMENT SUMMARY

S. Fighteen institutions or groups filed formal com-
ments in this proceeding and nine filed reply comments.’
Two of those nine did not file comments. The record also
contains roughly 78 comments from individuals and e
one-hour tape of opinions from a satellite radio talk show
provided by K-SAT.* No institutional commenter favors a
mandatory standard st this time and most of them strong-
ly oppose it. The individual comments generally advocate
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53. GIC asserts that, in fact, it licenses Videocipher Il
technology widely. It notes that there are 22 IRD licensees
and that Channel Master is a second source licensee for
Videocipher 11 modules®® The IRD licensees do not com-
pete in the provision of decoding capacity, since they use

system is a_possibility, programmers will do_so only in
extreme circumstances and are likely to give the7 7manufac-
turer substantial leeway in responding to piracy.

49. GIC asserts that it "would be a major beneficiary of

the reduction in piracy.”® One explanation for this claim pete 1 I ey

' tﬁaﬁzmﬁggwe is that the demand for encryption identical modules. However, they compete in a limited
services is growing, both here and abroad. GIC’s partici-_ sense with respect to the markup they add to the module

ation in these potentially lucrative markets (¢g., DBS in__ Pprice and the tooling costs they incur to insert the mod-
1 ! 3 S ule into their IRD assemblies. It is also worth noting that

the dish owner is not limited in the choice of satellite
receivers generally by GIC’s licensing practices, and we
assume that there is substantial competition in the overall
satellite receiver market among the 22 licensees and, per-
haps, other providers too.

54. IRD licensees can purchase the VC II module fro

~&ither GIC or Channel Masiér. Compéition here is limit-

““""ed by the fact that Channel Master must purchase ceriain
—proprietary chips_from” GIC, In_essence, then, Channel

—the~Unied-States and in-Britalni and Japan among other .
places) would be jeopardized by continuing failure_to
deliver security in the home satellite market in the US."

~——"Thus, wiite s mandafory enciyption standard would not
reduce piracy, there are significant incentives for private

parties to take actions to combat it.

50. Costs and Benefits of a Standard for Other Au-
thorized Users. Only one commenter even mentioned this
explicitly, and its discussion was couched wholly in terms
of consumers.®® Robin Adair, in advocating a standard

that would apply to all media (cable, at the subscriber’s
television receiver, MMDS, HSD, elc.) su§Fests that the
resulting decoder would be less expensive.”" Presumably,
this would benefit other authorized users as well as HSD
consumers. By and large, we believe that the governing
considerations here are the same as in the consumer case,
so we conclude that these users, too, would not be well
served by a mandatory standard.

51. Competition in the Manufacture of Decryption Equip-
ment. Various commenters complain about what they see
as limited competition in the Videocipher I decoder
market.®? However, no institutional commenter suggests
that a standard per se would increase competition. Some
individuals assert that a standard would lead to increased
competition in decoder manufacture and lower decoder
prices. For example, Russell R. Moore argues that

A new standard would allow other companies to get
into the marketplace and create competition that
could do nothing but benefit consumers. Lowering
the price of the decoder would create more con-
sumer acceptance . . .5

These commenters do not address the question of cost

Master can compete with GIC on the value added in’
fabricating modules from those and other components.

55. Two commenters that are themselves involved in
developing alternative encryption systems, NEC Home
Electronics and Payview, focus on another aspect of com-
petition, The discussion above relates to competition in
the provision of equipment for one particular encryption
system. These commenters urge against a standard on the
grounds that it would inhibit competition among systems.
Thus, even if it were true that a standard increased com-
petition in the manufacture of a given system, consumers
might still benefit more from an environment in which
manufacturers of rival systems could easily enter the mar-
ket. As NEC phrases. it competition would be better
served by refusing to establish an encryption standard and
by allowing the market to operate freely . . . a scrambling
standard mandated by the FCC would make it much
more difficult for new competitors to enter the market
because the standard would prevent them from offering
innovative products to compete against VC Il and similar
systems.5®

56. We conclude that the effect of a standard on com-
petition in the manufacture of decoding equipment is
ambiguous. Moreover, we find that VC II equipment is

widely available and_that nothing_in_the record of this

levels for decoder technology. While claims have been
made that a secure decoder could be produced for much
less than the VC II, no evidence or analysis has been
presented to support them and they must be considered
mere speculation. 3 GIC notes, quite properly, that the
cost of a decoder depends on the particular characteristics
embodied in it and a different encryption technology than
VC II (e.g., VC I) could yield higher decoder prices.*

52. Assuming that a standard contains proprietary tech-

nology, the amount of competition depends on the licens-
ing practices of the patent holder(s). NRTC and AHSA
suggest that, directly or indirectly, the Commission should
regulate those practices with respect to GIC and
“Videocipher. GIC and SBCA contest the Commission’s
authority to compel patent licensing.®® Individuals who
support a standard generally do not address the issue of
proprietary technology.?” We take no position on the legal
issue since we have conctuded that a standard would not
serve the public interest and that the specific complaints
of NRTC and AHSA require no regulatory intervention
(see infra at paras 61-68).

“—This market.

proceeding provides grounds to question the workings of
ation's_constitufionally provided for patent system ifi™

$7. Impact of the Time Delay Associated with Commis-
sion Standard Setting Procedures. With respect to time
delay there are two issues~the effect and the duration.
Commenters who addressed these issues generally agreed
that the delay associated with a standards setting proceed-
ing would have a significant effect. Those who attempted
to estimate the duration of the delay came up with figures
measured in years rather than months.

58. With regard to the duration of delay, GIC presents a
list of 10 "recent FCC technical standards proceedings,"
for which it claims that the adoption time for standards
ranged from five to 15 years. GIC estimates that it would
take "three to five years or lon§er for the Commission to
adopt an encryption standard."”® HBO suggests that "at a
minimum, it would take approximately two years for the
Commission to conclude an encryption standard proceed-
ing"?" Netlink estimates that the process would require
“several years" and observes that, even after the Commis-
sion has made its choice, a court challenge is likely.??

o st
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reaped the benefits of *“Peaks’” trail-
sion while managing to find a quiet and
something that eluded Lynch, partner
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vant to live.

“Peaks.” Granted, few will forget the
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3C ever expected “Twin Peaks" to work.
thusiastic interest from critics, the show
lay night time slot opposite NBC'’s top-
ihow suffered. When the "80-'91 season
to Saturday, a night its young audience
didn't work, “Peaks” was shuttled back
which it was yanked again in April.

other hand, came on with little fanfare
retrospect. After a strong performance
ad the more-comic-than-dramatic hour
ay night lineup where it has prospered.

- "“Twin Peaks,"” which in classic soap-
lines, there was no way to get on.

s and world of “Northern Exposure,”’
1ey can visit when they want.

Peaks” behind after Monday night will
‘n Exposure” lies ahead. [ -]
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‘Television.”

Y ERVT) \H [WAVEY SUMICD L Ul vy
and several smte attotnéys general filed sep-
arate antitrust suits attempting to block
CNBC'’s takeovet of FNN.  Previously, a
deadlocked U.S. Federal Trade Comnmis--
sion had refused to take action to block
CNBC'’s takeover of FNN. Commission
members voted 2-2, with one member ab-
staining.

“The question the courts will have to

Wowito HIIVEL duy 10F WIC LSt Lt
adopted the Dow group’s revenue-sharing
an. The tontinigent payment will consist
of hdf of the totmbined FNN-CNBC rev- -
einies above $237 million, if any, between
1992and 1994, vz mzigicay - '
The DoW Eroiip initially b1d $90 mil-
lion in Febtudry ‘blit wiis topped by
CNBC'’s $105 fnillion & monili latet. ©&
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Short Takes

CHANGES: Fox Net, which launched
Juné 6 with an 18-hout programming
schedule for smaller cable systems, can
be found unhencrypted on Galaxy 3 on a
transponder Fox officials hadn’t yet deter-
mined at press timé. Regular Fox Broad-
casting programming will continue its

- east and west feeds on T3/18 and T3/24

... In case you haven’t noticed (and few
people have), KUBD, the old movie sta-
tion that takes over late at night from
KRMA, has been off the air since the
abrupt move to F2¢18 from F1 a couple of
months ago ... Fight fans hoping to learn
that the Tyson-Ruddock fight would be
made available to the home dish audience
via VideoCipher II Plus will have a long
time to wait: the June 28 fight was can-
celed so Mike Tyson can go for the heavy-
weight title against Evander Holyfield
later on this year ... Fans of “Mork &

‘Mindy” on Nickelodeon will be happy to

note that episodes different from the Nick
at Nite shows began airing at 4 p.m. on
Juné 3 in place of “You Can’ tgo ‘That on
I9q —
G1 MOVE: As 1 was reported here last
week, get ready for a move of the Galaxy
I satellite which will begin on June 21 4t 9,
a.m. and énd on June 28 at the samé time.
G1 will move one Hegree east from 134
degrees west longitude to 133 degrees.’
Dish owners with autotuné capabilities
should adjust their dish location every day’
or so to continue recenvmg a top-quallty
picture.
A full report wlﬂ be in next week s Sat-
ellite TV Week. - -

SLUGFEST: TVKO s “SIUgfest in the
West™ pay-pér-view boxing atches featut-
ing Loreto Garza vs. Edwin Rosario for the
WBA Woild Jr. Welterweight title and Jorgs *

Paez vs. Tracy Spann in a lightweight bout

will be aired live on June 14 on F3e21 at 9
p.m. from Sacramento, Calif. The bouts
will be available to VC I Plus décoder own-
ers only, vid 1-800-426-1731.

COURT TV: The Courtroom Televi-
sion Network is slated to launch on July 1
on Satcom FI1R (F3), with as many as
three live trials a day, special programs
and highlights of the week’s hottest trials
nationwide, -

VIDEOCIPHER PRICES: Current

retail prices for VideoCiphet tnodules are

as follows: Dutright purchase of a Video-
Cipher Il Plus with Consumef Security
Protection Program (three-year upgrade
warranty), $399, or $419 with built-in Vi-
deopdl pay-per-view modem; replace-
ment VC Il Plus or uhtampered vC 11
with exchange VC II Plus or untampered
yc i, and VC II Plus CSPP with
exchange untariipered VC’ 11;°$199, 6
$219 with built-ini Videopal. Consumers
who Wish to Exchange Yafitpered VC I

.modules -for VC {1 Plus CSPP modules

will pay $349, or $369 with built-in Vi-
deopal. These’ pricés, effective Apr. 8,

1991, do not include postage and had-..- o8

‘

dling; prices and module availability &re. A{

subject to change. Call General Instru--
ment’s customer service number, 1-704-
327-2026, in North Carolina for punchase
or exchange information. : o I
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- In a May 21 letter to subcomrhittee
tiembers, the SBCA said it was “dis-

" carriers a fee for carriage rights.

Howard Rosenberg |

nerica

1 inert stump before a video
s carriage was typically stiff,
ritone voice a droning, som-
isinger.
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>alestine, Ala.: “I'm sorry to
, he did say that.

guru.of international affairs,
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t Affair”’ And see him act them
* It's that kind of media world.

wanted to do the weather, or
during the Persian Gulf war?
ver. |

munications Association (SBCA) asied
membeis of the House Telecommuhica-
tions Subcommittee to exempt satellite
transmissions from a retransmission-
consent provision that broadcasters are
seeking to attach to a pending cable bill.
The action follows recent approval by the
Senate Commerce Committee of the
retransmission-consent scheme in S.12.

tressed” that home dish owners could be
affected by retransmission consent be-
cause broadcdstets may charge satellite

Retransmission consent revolves

SBCA said to ‘include them in a
retransmission-consent framework wouid
be a “misapplication” of the toncept.
There is no local carriage issu¢ ifi the
home satellite broadcast matketplace, the
SBCA said. o _
Because the 1988 Satellite Home
Viewer Act creates a license number un-
der which satellite cdrriers pay statutory .
rates for carriage of supeérstatiohs and net-
work signals, the SBCA said it wolild be

unfair to pay twice for the same signal.
Home dish owners alsd cbuld end up pay- -
ing higher subscription fatés for the same
programming, the association said. -

around the local broadcast carriage obli-

—Dave Hartshorn -

Short

CHANGES: Sports Channel Los
Angeles has moved to T3¢19 from F3ei2
... Pacific Spofts Network has moved
from T3#19 to T3*17, a temporary loca-
tion it will share with Prime Network ...
The new In Court channel, which
launches on July 1, will be in the clear on
F3/12; Satellite TV Week will carry its
program information ... QVC’s program-
ming has replaced the defunct J.C. Peh-
ney shopping network on F3/08; as of
July 1, QVC says it will differentiate the
content on F3/08 from its home location
programs on G3/09 ... The Fox Net 18-
hour programming can be found on G3/
02 ... Don't forget that G1 is still moving
this week to 133 degrees west longitude.

AURORA UP: Aurora 2, the replace-
ment C-band satellite for Aurora 1, was
successfully launched from Cape

" Canaveral on May 29 at 6:55 p.m. eastern
time. It will be located at 139 degrees
west longitude, which will force a move
of Satcom C1 to 137 degrees west very
soon. _

3-D ‘HONDO: Hondo, the classic
John Wayne 1953 western, will have a
syndicated premiere in the Natural Vision
3-D process on more than 150 nationwide
TV stations June 24, 25 and 26. Special
99-cent glasses will be available in nu-
merous retail stores, including 7-Eleven,
Burger King, etc. Proceeds ‘will benefit

Takes =
the Leukemia Society of America.

Hondo, originally shot in 3-D, will be-
seen on satellite on WWOR, WGN and

VIDEOCIPHER PRICES: One of the
seven retail prices for VideoCipher mod-
ules listed here in thé June 9-15 issue of
Satellite TV Week was incorrect. The cor-
rect price for a replacement VC II Plus or
untampered VC 1 with exchange VC 11
Plus or untampered VC II module is
% not the $79 price stated. This and

e others ate prices paid to General In-
) strument for direct purchase by anyone,
whether consumet ot fetailet; they do not
include shipping, handling and applicable
sales taxes. As noted earlier, prices and
module availability are subject to change.
For further information call GI's cus-
tomet service humbet, 1-704-327-2026.

TYSON-RUDDOCK: The on, then off,
then on again Miké Tysoh-Razor Ruddock
fight in Las Vegas this Friday night, June

28, will be available to dish owners with -

VideoCipher I Plus modules, but only on
TVN via Videopal or call-ahead..Check
T3/24 for details. Telecasting of & idjor
fight of this calibet on VC I Plus is a
breakthrough, not only for the home dish

industry, but also for TVN. If biiy tate§ are

g0od, lodk for other pay-per-viéw holdouts

horhe dish viewers.

’KTLA on Wedriesday, June 26, at 7 p.m. \

to beconie aviilable to VC I Plus-equipped .
) (C]

Al o
whe ‘PG 1989,f
Sun G1+05 SHO:
G1+16 SHO
THE AMAZING SF
* %1977 Adventur .
Sal S315KTLA
AMAZONQUEST
*1849 Adventure !
Tue G103 WCI
AMERICAN EMP!,
* %1942 Westernt
Sat $2/05CHA
ANDYHARDY GE
*#1939,Comedy
Fri G1+05SKC
G116 SHC
ANDY HARDY ME
#*#1940,.Comedy
Tue G105 SHO
. G1+16 SH:
ANDY HARDY'S
*#1941,Comedy
Sun G116 SH!
ANGUISH
*%* R’ 1988 Ho
WedG1e19Cir
F3:23CiN
ANIMAL BEHAVi
*#*'PG'1989.Cc
Sun G1+05 Sk
G116 SH
Fri G1.055H
G116 SH
ANOTHER 48 HF
*+ 'R 1990,Cor
Sun F3+13HE
G123 HE
Tue F3+13HE
G1e2IHt
Fri FI-13HE
G1+23HL
THE APPALOOS
** %1966 Wes!:
Sun 83+15K7
ARMEDANDDA
*'PG-13' 1986.(
Tue G1+055!
G1+165!
Sat G1+055I
G116t
AROUNDTHE ¥
* #1843 Musica
Fri F3+01A!
ARSONSQUAD
*1945 Adventu
Fri $2J05C
ASYOUNGASY
++ %1951 Com:
Sal F3.01A:
ATTACK FORC
**1981 Adven
Sat G103

B8
BABYDOLL
*#%1956 Dran

Thu G117 1
BACHAND BR(
% 'NR'1987.C

WedG1.05¢

G1.16°¢
THE BACHEL!
BOBBY-SOXE!
%1947 Con

Thy F3-012
BACKDOORT!
#1939 Dram

Thu §2/05¢
BACKTOBAC:
*# 'R 1989,

MonF3-13H

G123}

59
fzo— T T



FCC 90-142

Federal Communications Commission

6. The criteria that AVISA sugpests are subject o vary-
ing interpretation, and the third one in particular secms
yuile onerous. The patent systom is designed o provide
rewards 10 innovation and these conditions would likely
thiscourage providers from stepping forward. Morcover, we
have concluded that markel incealive. appear to provide
legitimate owners of VO 11 decoders with  rdequate
obsolescence insurance. We have further toncluded that
VC 11 technology is widely available. In the absence of
any showing of the magnitude of any benefits flowing
from its proposal, and in defercnce to (he sound princi-
ples underlying patent law, we decline to adoplt AHSA's
proposal or 10 address ouwr jurisdiction in connection
therewith,

111 CONCLUSIONS

69. After a thorough reconsideration of the relevant
tisues, we conclude that the pubdlic interest would not be
served by a mandatory encryption standard for satellite
cable programming. We wish to siress that we_gre not
asserting that the JISD marketplace in gencral, or the
T eidFyprion 'sy.i-’l'cmwoi'liuh of it'in particular, are f_r_un fon- _
iag perfegtly.™ We are not passing judgment on
business plans of GIC, "its arities, o uny other entities

ivolved in ihe TISD husiness, The focus of this Tiquiry -~

has been on whether & mandatory encryption standard
would serve the public intevest and we have decided that
it would pot.

70. Our examination of the record convinces us that
the VC 1 system remains the de facto industry standard,
so gonsumers need not putchase multiple decoders. We
ave cognizant of various developments on the horizon that
~ wight lead to the jntroduction of aliecrnative encryption
. systems, cither alongside of or _in plee of l‘hpu‘{cy
years to come. We do nol rule out the possibility that, at
some point, the CONSENsus on encryption standards may
~ brggk down in a way that imposes unacceptable burdens
on consumers. However, that day is not at hand, and we

do not wish to constrain the development of new services
and technologies by ndopting n satellite cable progiam-
ming encryption standard at a thize when one system is so
widely used by programiners,

71, We continue to believe that theft of satellite ser-
vices, so-called signal piracy is the single biggest problem
facing the industry, 1t is o matter w0 serious that fa
_ hring it under control could threaten the future
. to-home transmissions. These high stakes provid

s substan-
tial Tncentives fo  industry participants, manufacturers,
programmers, dealers, and others, to combat piracy. The
new VC I Plus degoder is one part of the anti-piracy
batile. While it Is too early to say that the VC 11 Plus will,
in.fact, steny (RETIAEGT iracy, we aie convinced THar its”
introduction will not obsoleie legally-authorized VC 11

TUEnie Moyeaver, We 1re convinced that o Commission
staiflafd-séiting proceeding would be protracted, would

diminish industry incentives to combat piracy, and could
compromise the integrity of the standard adopted.

72.'The record in this proceeding suggests that the effect
of a standard on decotler costs rnd competition in the
manufacture of decoders cannol be determined without
knowledge of certain key aspects of the technology cho-
sen. Decoder costs depend on the particular characteris-
tics of the standard chosen, Competition depends on the
licensing practices of the owners of paiéRis on THE Téeh- "
nology. The security requircments associated With™ thé

S

the ~

manufacture of encryption ecquipment may militate
~ ngAlNRF Widespred POAUCHGH of Key components. Inany

cvent, the costs of a standard in terms of limiting innova-
tion incentives and possible compromise of anti-piracy
cfforts are compelling arguments against a standard. More-
over, VC II equipment is, in fact, widely available and
there appears 10 be substantial competition in the manu-
facture of the satellite receivers of which decoding capac-
ity is & part,

73. As the products and technologies of the future, such
as advanced television, DBS, digital compression technol-
ogy, and others, come to the home satellitc market, there
will undoubtedly be demand for new and different receiv-
ing equipment. The demand for and supply of encryption
services will, concomitantly, evolve. The Videocipher Il

system, widely used today, will not Tast forcver. It s
premature 6 speculale On thé “sysieni 0 “sysiéims of the
future, let alone the identity or conduct of the relevant
manufacturers. Nevertheless, we sce the demand for
encryption services 1n the HSD and other markets grow-
ing over time. Developments with respect to encryption
technology will CEFfaTnly Tidt B& Tgnored by the Commis-
sion. Nor_will we lgnore evidence of abuse of thejr pasl-—
tion_by owners of any proprietary technology used in the

"33 Accordingly, IT IS ORDERED, THAT this proceed-

C {Lin. .

encryption of satellite vable programniing,

ing on the need for a universal encryption standard for
satellite cable programming is TERMINATED.

75. 1T IS FURTHER ORDERED, THAT the Sccretary
SHALL TFTORWARD copies of this Report 1o the appro-
priate Committees and Subcommittees of the House of
Representatives and the Senate.

FEDERAL COMMUNICATIONS COMMISSION

Donna R. Searcy
Secrctary

APPENDIX

Institutional Comments and Reply Comments in Gen-
eral Docket No. 89-78

Commenters

American FHome Satellite Association
ESPN _

Gl Americom

General Instrument Corporation
Home Box Office

Hughes Communications Galaxy
Motion Picture Association of America

National  Basketball  Association/National
League

National Cable Television Association

National Rural Telecommunications Cooperative
NEC Home Electronics '

Netlink

North American Philips

Hockey
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( Multiple decoder manufacture: DecTec)



INTERNATIONAL INC.

P.O. BOX 2275, SIDNEY, BRITISH COLUMBIA, VEL 358, CANADA
Offices: 1962 Mills Road Phone: (604) 655-4463 FAX: (604) 655-3906

GOF\; et

Dear Senator..Gore:

Attached is information on the mounting legal battle and use of
industrial espionage by Forstmann Little owned General Instrument
Corporation to keep a small R&D firm from breaking up GIC'’s

monopoly of the satellite descrambler market (which marks a $1
billion per year business for GIC).

The enclosed materials will provide background on the issues
surrounding DECTEC International Inc. who has developed an open
architecture, multi-format satellite scrambling technology

designed to break apart the present monopoly and provide
consumers with a choice.

Aside from what is referenced in attached, there are several
issues involved here including the depths to which an aggressive
hi-tech company will go to protect their market position. GI
currently nets an estimated $8 million per month from the sale of
satellite decoders. GI has enjoyed an industry-wide monopoly
since 1986 where, as sole producer of the de facto industry
standard, they have benefited. by changing the claims associated

with their product in order to require consumers to purchase
additional products.

DECTEC’s product, The Secure Universal Norm is designed to
eliminate product obsolescence, S.U.N, is field programmable and
completely flexible allowing for in-the-field upgrades and the
ability to run several scrambling systems simultaneously (as a
universal, open architecture computer might be able to run Apple
or IBM programs through one machine).

The S.U.N. multiple decoder is based on newly developed U.S.
technology, and the product’s design requires the use of parts
that are made only within the United States. The S.U.N. product
works such that the logic circuitry and mechanics are permanent

within the box, while the descrambling and videco/audio processing
functions are re-configurable.

In essence, the product is a blank canvas which accepts software,



downloaded through a removable smart card, which defines the
product’s functions and processes.

This advanced design approach has enabled DECTEC to emulate
functions of the Videocipher II product made by General
Instrument Corporation without infringing any rights or patents.
As such, the emergence of the DECTEC product forces GI to play by
the rules of free enterprise where competition encourages
progress, innovation, product reliability and equitable pricing.

(For example, DECTEC’s S.U.N. descrambler is priced lower than
the model sold by General Instrument).

Still, while consumers, receiver manufacturers, some programmers,
and retailers support the DECTEC product, GI is forcing the
company into a highly volatile state by employing some of the
more aggressive forms of industrial espionage. It is apparent to
many that GI’s primary objective is to keep DECTEC from marketing
and selling its product,.

- However, we are firmly committed to the manufacture, marketing
and sale of our Secure Universal Norm scrambling system in order
to offer the consumer an alternative descrambler, to bring the
programmer a secure means of collecting subscription revenue, and
to provide the industry with a universal multi-format system and
a platform for free enterprise and open competition.

While satellite dish owners patiently await a universal multiple
decoder and while satellite retailers, distributors, and IRD
manufaturers look forward to an open marketplace characterized by
choice and competition, we realize that we have a great deal of
work ahead of us to clear a path into the free market.

It is to this end that I respectfully submit the enclosed
information and thank you for your time and attention.

With Kind Regards,

John Grayson
CEO, DECTEC 1Intl. Inc.



S INTERNATIONAL INC.

P.O. BOX 2275, SIDNEY, BRITISH COLUMBIA, V8L 358, CANADA
Offices: 1962 Mills Road Phone: (604) 655-4463 FAX: (604) 655-3906

OVERVIEW OF ENCLOSED:

UNIVERSAL MULTI-FORMAT DECODER
ENTERS MARKET, THREATENS GI MONOPOLY

AS a high tech research and development firnm, DECTEC
International Inc. has spent the past three years developing a
reconfigurable universal scrambling system for use in several
satellite applications, including home entertainment, distance
learning, satellite news gathering, and business conferencing.

DECTEC’s primary interest is in offering a universal multiple
decoder to the home entertainment satellite market to provide
receiver manufacturers, programmers and consumers a choice over
the current system., However, DECTEC has found that the direct-to-
home (DTH) market is completely and uniquely closed off.

General Instrument Corporation, the owner of the present de facto
scrambling standard, appears to have a considerable amount of
control over the DTH industry and has pursued various tactics
(including discrediting DECTEC through slander and threatening
DECTEC engineers, secretaries, and staff members) in order to

keep the DECTEC product from competing against the VideoCipher
system.,

DECTEC’s intent is to offer a competitive, compatible scrambling
product which is completely reconfigurable and field
programmable. The Secure Universal Norm scrambling system
(S.U.N.,), which is based on recent breakthroughs in U.S.
developed Logic Cell Array technology and advanced "smart card".
design, 1is capable of emulating several scrambling schemes,
including the VideoCipher manufactured by General Instrument,
without infringing any patents or copyrights.

The universal multi-format design allows several encryption
schemes to be processed through a single "automatically adjusting
decoder" at a cost per unit below that charged by General
Instrument who produces a static single-system decoder.

Up until now, the scrambling industry has developed such that
when a particular encryption technology is selected, the system
provider becomes the sole manufacturer and supplier of decoders
for the life of the technology. The market becomes locked up and



competitors are closed out. To use an analogy, it’s as if a
person selecting AT&T for its long distance carrier could only
receive and send AT&T calls through AT&T telephones. Ohe home

might wind up with several telephones in order to receive calls
through MCI, Sprint, and so on.

As a universal multi-format system operating with off-the-shelf
componentry, the Secure Universal Norm opens the door for
competition and technological progress to provide the satellite

industry with a functionally secure and virtually unpiratable
scrambling system.

Here are some advantages of a universal, multiformat system:

1. Consumers will not be required to swap out hardware
when first generation products are made obsolete and
new models are made available.

2. S.U.N.’'s advanced 'smart card" technology allows
independent companies to offer new systems. It gives
broadcasters and programmers the flexibility to chose
between systems and enables them to enhance features of
existing systems without causing the consumer to
purchase additional hardware.

3. The consumer needs only one unit in his home which

can receive and process several scrambling formats
simultaneously.

4. Piracy 1is virtually eliminated as the software
program running the unit’s security function can be
changed in-the-field through replacement smart cards
which are self-encrypted and virtually impenetrable,

5. Repair can be performed by any qualified service
center as all parts are off-the-shelf.

6. Consumer confusion can be virtually eliminated and
technology can progress at a quicker pace.

7. Integrated Receiver Descrambler manufacturers can

make their own decoder modules, controlling supply,
manufacturing, and costs,

DECTEC can immediately and without changing out any consumer or
programmer hardware offer an alternative to General Instrument
Corporation’s VCII decoder module which descrambles Videocipher
encrypted signals. The S.U.N. unit only ‘decodes services that a

consumer has subscribed to, paid for, and has been authorized to
receive.

The Secure Universal Norm scrambling system has been supported by
most satellite and engineering trade publications and it has been
recognized by the FCC. However, as the technology upsets the



status quo by introducing a dynamic approach to consumer
electronics product design, DECTEC fears its technological
invention and marketplace solution will be squashed by a company
and a conspiracy much larger than itself.

We thank you for your time in reviewing this information and look
forward to further discussions. Should any member of your office
be interested in the details of the technolegy, or in the
difficulties we face in going up against Forstmann Little and
General Instrument Corporation, we would be happy to speak with
you over the phone and in person. We are able to provide a
demonstration of the §S.U.N. scrambling system at your
convenience.



EDITOR'S MESSAGE

“BY JAMES E. SCOTT.

Thoughts
onthe
Encryption
Mess

t’s been slightly more than five years
now that the TVRO industry has en-
dured the VideoCipher II albatross it
let be hung around its neck. The
weight has been an ever-growing burden
which slowly, inexorably has been sap-
ping the strength of the industry as
piracy has spread and spread and spread.
Several items in the “Industry Watch”
section of this issue speak directly to this
subject, as well as does one that came to
our attention right at press time.

DigiCard

The first item is the General Instrument
Corporation VideoCipher Division’s latest
round of fixes. Gl is trying to get program-
mers to help fund a free upgrade of all le-
gitimate VC Il owners with untampered
modules to second-generation VC II Plus
modules with builtiin DigiCard “smart
card” security devices so the compro-
mised VC II datastream can be shut off.

This upgrade, of course, will earn GI
millions more dollars for its modules. The
money, of course, ultimately will come, in
the form of higher prices, from those
trusting souls who buy programming le-
gally. Once the VC II Plus is compromised,
Gl, of course, will make more money
when it upgrades those tens of thousands
of trusting souls who have been stuck
with the first generation VC 1l Plus module
to the new VC Il Plus DigiCard module.

There are many people in the TVRO
industry who have no compunctions
whatsoever about speaking their minds
on the subject of GI's VideoCipher Divi-
sion. What these brave, untrusting souls
say is that, where piracy is concerned,
there's a smoking gun, and that it be-
longs to Gl. Their logic is so compelling
as to be impregnable: Gl profits from sell-
ing VideoCipher modules, so it will al-
ways keep selling modules, for whatever
reasons it can find.

These brave souls say that GI is
amoral, even apolitical. They say it
doesn't care about anybody’s problems
but its own because it profits from a Vid-

eoCipher module sold into piracy as
much as from one that is turned on by a
programmer — through its not-for-profit
DBS Center in the center of the VideoCi-
pher Division's headquarters, of course.
If GI can turn off all the pirates and
thereby force everyone to buy yet an-
other module, it will, they say, because
GI sees nothing wrong with doing so.

These brave souls have not been quite
brave enough to actually do something
about GI until recently. We have learned
that efforts are presently being made to
bring about a thorough investigation of
the whole VideoCipher encryption story,
to determine once and for all whether or
not Gl has any culpability in piracy, to de-
termine whether or not GI does indeed
hold a smoking gun to the head of the
TVRO industry.

We hope these efforts succeed because
this industry cannot forever wonder
what GI's role has been in piracy, if any.
More to the point, however, we think this
has to be done before any intelligent de-
bate on adoption of an encryption stan-
dard can be held. The TVRO industry
would do well to beware of growing pres-
sure in Washington to adopt an encryp-
tion standard this year.

DecTec/SUN

The second item is the news that the
field-programmable Secure Universal
Norm (SUN) encryption system created
by DecTec International Inc. in Sidney,
British Columbia, Canada, soon will be
the heart of a DBS authorization center
being built in Canada.

More and more thinking observers are
beginning to look past initial reactions to
SUN as a clever pirate device and to at-
tempts to label it the “BlackCipher” and
to label DecTec personnel as “well-known
hacker underground” pirates.

The reason these thinking observers
are looking with growing optimism at
SUN is that it offers a way out of the
present — and potentially future — en-
cryption mess. What SUN offers is an
“open architecture, multi-format televi-
sion scrambling system.” DecTec presi-
dent John Grayson says, “It’s like having
a computer system that can run any kind
of software whether it's for a Macintosh
or an IBM machine.”

We don’t know whether the SUN actu-
ally can do this or not, but the
concept/attempt must be scaring the
hell out of GI, which would see its stran-

glehold on the U.S. TVRO/cable encryp-
tion/DBS authorization center business
loosen alarmingly if programmers could
choose to use whatever encryption sys-
tem they wished at the SUN DBS authori-
zation center.

Why should GI be so concerned? Con-
sider these words from John Grayson,
who is making an eloquent and clever
public relations push against GI:

“According to GI's 1990 annual report,
General Instrument has made more than
$800 million from the sale of its
VLSI-based cable/satellite products
which represents 60 percent of total cor-
porate revenue. With an operating profit
of $134 million, GI's cable/satellite prod-
ucts account for 90 percent of the com-
pany’s pre-tax net income. Losing any of
its 100 percent marketshare in the U.S.
satellite market would seriously diminish
GI's worth. Under competitive market
conditions, GI's return would be consid-
erably less and DecTec projects that
within the first year of SUN’s introduc-
tion, the product will pick up 20 percent
of GI's marketshare.”

Parting Thoughts

In a recent “Editor’s Message” we sug-
gested that Gl was planning eventually to
convert the U.S. cable/satellite market to
DigiCipher. While some industry
powers-that-be have flatly and vehe-
mently rejected such a scenario, we think
it's becoming clearer every month that Gl
has no choice but to go that route after it
has exhausted the VideoCipher cow's
cash,

Furthermore, Gl has to do everything it
can to hold on to its de facto encryp-
tion/DBS authorization center monopoly.
If it doesn’t, as John Grayson makes abun-
dantly clear, GI starts dying. Forstmann
Little & Co. certainly doesn't want to
watch its $1.6 billion investment diminish
in value, so look for a lot of aggressive
action on the encryption front from GI in
the months to come, all of it designed to
protect GI's interests, first and foremost.

Postscript
No sooner had we written the above
than GI announced its “bold and unpre-
cedented Consumer Security Protection
Program.” Coming more than two weeks
after its DigiCard announcement, which
raised hackles all over the TVRO indus-
try, it guarantees that, for three years af-
Please turn to page 45
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Satellite 1V collapsed when program ser-
vices began scrambling their signals. Iis
revival has bred one clear winner so far.

ST e

The General

By Alex Ben Block

T EARLY 2 million satellite TV
\ receiving dishes were sold in
the early 1980s; an awful lot of

them to foiks who figured they were
buying the right, in perpetuity, to grab
more than a hundred different chan-
nels’ worth of programming out of the
sky for free. Then, in January 1986,
Time Inc.’s Home Box Office movie
channel began scrambling its signal,
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quality has gone up. Cheap systems
were going for sbout $10,000 eight
years 2g0. Today $2,000 to $4,000 gets
you digital sound, an sutomatic aim-
jng motor and sometimes even s
built-in unscrambler.

Viewers, too, are getting used to
paying those monthly movie channel
fees. HBO, for example, is selling &
steady 3,000 new satellite TV sub-
scn‘(rtions 2 week at $12.95 a-month. .
And there remains a market'yer to be
tapped. There are still, for example,
maybe 22 million rural homes in this
country that will never be served by
standard cable TV.

All of which has the folks at New
York City-based General Instrument

Corp. smiling and rubbing their hands ™~

E!eefully. General Instrument owns_
i

some two dozen programmers fol- ~ and décoding equipment used by the
~ gatellite télevision industry, It is, in

lowed suit, and the party was over,
Satellite dish sales fell from over’
740,000 units in 1985 to below
240,000 in 1986. Equipment manufac-
turers feil in droves, dropping from an .
estimated 70 at the beginning of last
year to maybe two dozen at the end.
But now the numbers and the in-
dustry are beginning to creep back,
and sales this year could hit 350,000.
Equipment prices have come down as
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eoCipher i, the only scrambling

fact, the industry standard, meaning
that the General, as the company is
c2lled, has 2 monopoly on the decoder
business. And it is a monopoly that
has little chance of being broken up
anytime soon because of proprietary
patents and the industry’s need for a
single decoding device that can han-
dle all the different scrambled pro-
gramming services in the sky.
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] Lauvence Dunbam, exveutive vice president and general manager of General Insmrument’s VideoCipher division <87
For e couple of yeors at least, holding son.c falrly eecure high ground.
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NEWS NEWS NEWS =T

DECTEC international Inc.
PO Box 2275, 1962 Mills Road
NEWS NEWS NEWS Sidney, British Columbla
v8L 358, Canada
Tele: (604)655-4463 Fax: (604)655-3865

For Immediate Release

June 17, 1991 Contact: Karen Howes
(404)998-2749

DECTEC FILES INFRINGEMENT CHARGES AGAINST Gl; SEEKS
PERMANENT INJUNCTION PROHIBITING Gl FROM SELLING
"SMART CARD" DESCRAMBLERS
\

On June 14, 1991 before the Canadian Federal Court in Toronto, On-
tario, DECTEC International Inc. filed charges against General Instrument Corporation
stating General Instrument illegally appropriated proprietary trade secrets covering
DECTEC's ‘smart card’ system. The lawsuit also states that General Instrument's
proposed "Renewable Security" system and other 'smart card’ based upgrades to its
Videocipher Il and PLUS models infringe DECTEC's technology.

'"The actions of General Instrument and its affiliates in manipuiating the
Canadian Federal Court in order to gain access to our technology, clearly violates our
rights and makes a mockery of our legal system," states John Grayson, CEO of DEC-
TEC International."Even after the court ordered Gt to return the documents and disket-
. tes that they had taken from our offices, the disks taken by Gi containing sensitive
and proprietary data on the operation of our Secure Universal Norm scrambling sys-

tem were not returned and instead handed over to engineers at the Videocipher
Division in San Diego."

‘It Is now time to expose GlI's charade of legitimacy," explains Mr
Grayson.

The lawsuit says General Instrument obtained DECTEC's technology to
produce and market & ‘smart card’ update to its Videocipher Il and i PLUS system by



2. DECTEC/Counterclaim, June 17, 1991

stealing and Infringing the proprietary technology developed by DECTEC for the
S.U.N. scrambling system. The lawsult also claims that over 80% of all VCils In

Canada are pirate devices and "Gl Is highly dependent upon the continual sale of
retrofitted VClis for use by pirates."

In the filing, DECTEC states that at present, most Canadian program-
mers are using Gl, Scientific Atlanta, and Oak Industries systems, with the result that
& subscriber may require three or more separate descrambling devices attached to
his television system. The SUN descrambling system Is designed to be able to
replace all of these or other new systems with one device.

According to the charges, "Gl has attempted to obtain (DECTEC’s) tech-
nology by various means. it has attempted to reverse engineer the device, thereby ex-
tracting its proprietary information; it has attempted to obtain the technology from
(DECTEC's) trade suppliers; and has succeeded in obtaining access to the technol-

ogy by having its employees seize (DECTEC’s) computer programs and documents
pursuant to the order of Mr Justice Dube.

“The order of Mr Justice Dube was not only used to obtain (DECTEC's)
technology, but also to selze (DECTEC's) inventory of devices In the course of

manufacture so as to cripple their (DECTEC's) ability to sell their devices in competi-
tion with those of Gl.

“Having thus obtained (DECTEC’s) technology, (Gl and its affiliates) will
be able to produce devices of their own which can be sold and distributed in competi-
tion with the . . . SUN system."

The lawsuit filed by DECTEC International seeks damagses in the amount
of $20 million and asks the Court for a permanent injunction to restrain General In-
strument,'its clients, directors, officers, employees, agents or otherwise from using,
producing, re-producing or infringing" on DECTEC's ‘smart card’ technology.

DECTEC also demands from Gl "a declaration that the Videocipher
descrambling system Is designed to be primarily useful for obtaining the use of
telecommunications services without paying the lawful charge therefor."



3. DECTEC/Counterclaim, June 17, 1991

Each year, the satellite broadcasting industry suffers from the effect of
uniawful receipt of programming. Such losses represent a serious erosion of
profitabllity for both system and program owners. DECTEC International has Intro-
duced its Secure Universal Norm Scrambling System as the first functionally secure
satellite scrambling system in North America.

DECTEC is a research and development firm with offices in Sidney
British Columbia, DECTEC specializes in the design and development of sophisticated
digital communications products. DECTEC also offers security systems for MMDS,
wireless cable, and business television.
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NEWS NEWS NEWS “=TEC

DECTEC International Inc.
NEWS NEWS NEWS PO Box 2275, 1962 Mills Road
Sidney, British Columbia
V8L 388, Canada
Tele: (604)655-4463 Fax: (604)655-3865

For Immediate Release

DECTEC INTRODUCES NEW UNIVERSAL DECODER

SIDNEY, BRITISH COLUMBIA, CANADA (November 2, 1990) - DEC-
TEC International announces its SUN scrambling system. Based on a high-density
complex logic structure, the Secure Universal Norm (SUN) is an industry first. Tapping
into the power of field-programmable gate arrays, the SUN system can be configured
to emulate a variety of existing scrambling technologies and offer for the first time a
compatible, multi-format satellite programming decoder.

Over 500 SUN units have been delivered to a handful of receiver dis-
tributors for testing throughout Canada. The units, which have been programmed to
emulate the Videocipher Il system are configured in the fixed authorization mode
which means they can tune in non-subscription Videocipher services such as PBS.

Within the next 30 days, DECTEC will begin shipment of its first con-
sumer version, VCDN 1.0, into Canada. By year's close, a later version will be avail-
able in the United States.

"This is an industry first," explains John Grayson, president of DECTEC
International. "The Sun system has been under development for four years. Our focus
was to produce an industry standard. A product so versatile and so flexible that it can
be easily reprogrammed overnight to accept one or several encryption schemes."

The SUN system offers the first open architecture scrambling system.
Aside from offering an interface to existing and future scrambling formats, the SUN



2. DECTEC/ New Universal Decoder. Nov 2, 1990

system can instantaneously switch between several scrambling modes which are
present in a SUN decoder, including its own unique encryption scheme. As well, the
system can operate in several transmission environments.

"Government agencies, the U.S. Congress, and consumers are con-
cerned that satellite viewers will be saddled with several decoders on top of their
television set in order to pick up satellite services using incompatible scrambling tech-
nologies," says Grayson. "SUN is the interface. In Canada, for example, we have two
scrambling systems: Oak Orion and Videocipher. At the request of a Canadian
programmer the SUN could be configured into a dual Oak/VCIl system, both with digi-
tal stereo. It would then be possible for a consumer to subscribe to BCTV which is
scrambled with the Oak Orion system, and to subscribe to CNN coming over the
Videocipher system. Two scrambling systems. One decoder." o |

Grayson continued: “Essentially, we can supply whatever combination of
systems the programmer wants, as long as it is cost effective for the programmer."

Going one step beyond the dedicated microprocessor and highly in-
tegrated VLSI firmware used in existing technology, the engineers at DecTec have ap-
plied advanced field programmable gate arrays to television encryption. DecTec has
also created the SUN system around "off-the-shelf* devices to reduce the time and
cost involved in custom development.

The SUN system offers the perfect interim technology. As we await
standards in compression, definition, and encryption, SUN makes it possible for in-
dustry to move ahead immediately without the concern that new developments will
make current technologies obsolete.

7 DECTEC is a research and development firm located in Sidney, British
Columbia. Funded through private investors, DECTEC has developed products for

wireless cable and has served as technical consultant to companies worldwide and
agencies within Canada.
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DECTEC ESTABLISHES AUTHORIZATION SYSTEM FOR SUN
DECODERS

NOVEMBER 27, ANAHEIM, CALIFORNIA. DECTEC International Inc.
announces construction of a universal subscriber control facility which will authorize
SUN decoder units and provide satellite programmers with complete control over their
own authorization process.

While the first release of SUN system VCDN 1.0 has been configured to
emulate the Videocipher scrambling system, authorization of the Secure Universal
Norm decoders is handled independent of the present Videocipher network. Where
programmers use the General Instrument DBS Center to flow-through all VCII
authorization commands, the SUN decoders have been designed not to accept VCIl
authorizations in order to secure the product from the security flaws inherent in VCII.

Instead SUN decoders must receive their authorization from a separate
system. The authorization system designed by DECTEC for SUN decoders offers
satellite programmers the control necessary to maintain separate and independent
channel integrity. With the SUN system, satellite programmers may authorize sub-
scribers through a private in-house authorization facility, or the programmer can use a
centralized DECTEC Universal TeleportTM.

"This is where the SUN system proves that it can be customized to
meet a programmers specific requirements," says John Grayson, president of DEC-
TEC International. "We spoke with several programmers since we announced the
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SUN system earlier this month, and we found that where some programmers wanted
complete control of their own authorization, others didn't have the staff or facilities to
operate a complete backroom authorization service."

The DECTEC Universal TeleportTM will be fully operational following an
extensive field testing period scheduled for completion by the close of this year. The

design of the facility is based on giving programmers direct control over their own
scrambling network.

In conventional scrambling environments, a general common working
key is utilized by all programmers. That is, if a single programmer leaks a working
key, all programming services would be compromised. But DECTEC has designed
SUN to provide each programmer with complete and independent control of his own
property: for each and every channel scrambled by the programmer, there is a
separate unique key. The unique key which controls the security of each independent
service is created by the programmer as a randomly generated 16 digit number. Only

the programmer knows the number, and the programmer is able to create a new key
at his own discretion.

Through a DECTEC designed Universal TeleportTM, a programmer can
maintain control over his unique key while calling upon the centralized facility to hand-
le the authorization process. Whether a programmer chooses to handle the entire
encryption and authorization procedures in-house or pass through authorizations to a
central or shared teleport, the SUN system treats each channel independently as if
each service was a pay per view channel. This approach affords programmers
greater security, maximum control, and the flexibility to offer in-the-clear previews and
relay customer messages on-demand.




