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DECTEC FILES PATENT DISCLOSURE FOR REPROGRAMMABLE
COMPRESSION TECHNOLOGY

Joining with engineers from a U.S. based research corporation, DECTEC Inter

national submitted documents to the U.S. Patent and Trademark office yesterday,

laying down the extended groundwork for "a new remotley programmable set of

logic elements, capable of being dynamically re-ordered so as.to enable advances

in video and audio compression technology to be delivered to a physically diverse

audience of target systems."

John Grayson, President of DECTEC International said, "There are changes in

mathematical science and component technology every few years. We expect digi

tal compression to improve. And that's why we've designed an open, flexible ar

chitecture whose logical circuitry can host a multiplicity of compression schemes."

Mr. Grayson, who's company recently received a grant from The National

Research Council of Canada to build a data encryptor for DECTEC's Secure

Universal Norm Scrambling system, last autumn received requests to build a digi

tal compression unit providing logic-based compression at 1.544 megabits per

second. This level of video compression accompanied by stereo digital audio may

allow satellite programmers to deliver up to a dozen or more channels per

transponder.

"We've been focusing our design on delivering a dynamic, intelligent compres

sion system. One that can be upgraded in the field as technology progesses and

one that considers each video frame independently and not as a picture in the

midst of motion,'1 explains Mr Grayson. DECTEC began developing its reprogram-
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mabie compression architecture in mid-year 1990 in response to the emergence of

several noncompatible compression systems.

DECTEC is the designer and maker of the Secure Universal Norm scrambling

system which is an open architecture multi-format encryption technology. While

the SUN system is capable of running software which emulates any existing or fu

ture encryption scheme, the proprietary SUN scrambling software provides users

with an exportable and field upgradeable method of securing satellite signals in

NTSC or PAL formats. In its present configuration, SUN can run up to three scram

bling systems allowing for backward and forward compatability with most systems.

DECTEC will host private demonstrations of its programmable compression

-system in later this year.
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DECTEC'S SUN SYSTEM STILL INTACT AFTER GI ATTEMPTS TO
BREAK SECURITY CHIP

DECTEC's Secure Universal Norm scrambling system held up against several
attempts made by General Instrument Corporation to reverse engineer SUN's high

ly sophisticated microprocessor. As part of the SUN system's unique design, the

control codes and operation instructions within each decoder are encrypted inside
a super secure RAM memory chip. Access to the decryption software code which

is loaded into the self-encrypting smart-chip in each SUN decoder is what a suc

cessful reverse engineering operation would uncover. But to date, no attempts to

break into SUN's microprocessor have been successful.

I'Contrary to a statement made by Kenneth Boschwitz in GI's January 22nd

press Release, General Instrument was not successful in breaking through SUN's

self-encrypting security chip:' said John Grayson president of DECTEC Internation
allnc.

"According to documents filed with the Canadian federal court, GI claimed it

took '6 engineers 6 weeks' to access some of the SUN data and 'another 12
weeks' to obtain other information, but upon reviewing two separate sworn tes

timonies of GI's Erik Sprunk, it is evident that GI did not access any of the

proprietary code within the system.

IINo other scrambling system has been through such a vigorous test, II ex

plains Mr Grayson. IIWe know how much GI wanted to see our code, and they
couldn't get to it. II
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liThe copyright and patent infringement claims made by GI, therefore are pure
speculation, and they are completely baseless,'1 stated John Grayson.

"GI has been studying our SUN decoder since August. They've tried every

thing to get to our code. They hired at least one reverse-engineering firm, and

they requested assistance from two of our primary suppliers. Finally, GI realized

that the only way in was to physically sit down at our research computers and pull

the proprietary data right out of our files. 11

General Instrument, using a procedure unique to Canadian and British law
known as an 'Anton Pillar Order', was able to enter DECTEC's offices and re

search lab and remove DECTEC's proprietary research files by claiming that DEC
TEC would destroy them if requested to provide them in normal procedure.

However, in a ruling issued February 13 by the Honourable Mr Justice Joyal in

federal court in Montreal, GI has been ordered to return all documents and disket

tes seized under the Anton Pillar Order and will not be allowed to look at any of
the confidentia.l data they removed.

Even If DECTEC's smart-chip had been compromised, however, the SUN sys

tem would not be obsolete. Because of SUN's reprogrammable and field upgrade
able architecture, decoder units can be updated overnite through a replacement

liSmart card" should GI or any hacker gain access to the control data within the

microprocessor.

DECTEC's Secure Universal Norm scrambling system is the first-ever open ar

chitecture, universal scrambling system capable of running several different scram

bling systems through one consumer unit. The SUN system is completely recon

figurable and field upgradeable. The system has the capacity to emulate several ex

isting scrambling schemes as well as offer its own proprietary method of encryp

tion/decryption.

Mr Grayson explains, "DECTEC's SUN scrambling system version VCDNl.O does
not infringe upon any of Gl's or other's rights."



THE SECURE UNIVERSAL NORM

Questions and Answers

The following are answers to some of the questions asked most about the SUN (Secure Universal

Norm) scrambling system.

1. What distinguishes the SUN system from existing scrambling systems?

> a. Open architecture

The SUN system Is software rather than hardware driven. The system's open architecture

design Is based on logic cell arrays (LeAs) to create an ever-changing adaptable platform

through which SUN can be configured to emulate several encryption systems. The system

can be reprogrammed while units are In-the-field, and users are able to customize

networks to meet specific security and transmission requirements.
I

> b. Enhanced security

The SUN system can be programmed to utilize hard video encryption or sync inversion

scrambling techniques. Where SUN differs from existing systems is that It protects

encryption data codes with a super secure static RAM memory chip that Is also used in

the high level encryption process for German automatic banking systems. The SUN

system offers more security than conventional scrambling techniques because It's

constantly being upgraded by the manufacturer in order to maintain high level security in

the face of Improving technologies.

> c. Flexibility

The SUN system Is flexible and customizable. While the system receives its operational

Instructions from the software loaded Into six field programmable gate arrays (FPGAs),

the software can be changed and re-configured to accommodate user preferences.

Where hard scrambled video may be required by one operator, another may use the

same SUN system to deliver daily newspapers to millions of subscribers.

2. What are some examples of SUN's flexibility?

> a. Re-programmable System Interface

SUN Is equipped with the necessary logic to provide a customized video, audio and data

scrambling system at a low cost and with little development time. In its basic form, SUN Is

equipped to emulate the conventional Videocipher scrambling scheme which presently

serves most satellite programmers and over 2 million home satellite subscribers and cable
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headends.

However, SUN can also be configured to emulate Oak Orion, BMAC, and Leitch

scrambling designs. and the system can be programmed to work In several transmission

environments including NTSC, PAL, SECAM, and some enhanced television formats, and

digital compression schemes. Most interesting, however, is SUN's ability to store several

scrambling designs and transmission formats within Its configuration files and allow users

to Instantaneously switch between formats.

> b. Unique Algorithm Schemes

The SUN system offers the Data Encryption Standard as one of several algorithms

available to users. Other than DES, operators may select any polynomial generator.

> c. Re-programmable Audio Feature

SUN can be configured to Interface with Dolby digital as the entire audio processing

section Is re-programmable. However, compact disc (CD) quality audio Is a standard

feature In all units.

3. How does the SUN system function as a "Universal Norm"?

Fundamentally, the SUN system is a decryption interface designed to emulate most existing and

future scrambling schemes as well as provide Its own enhanced security protection. It allows

consumers to switch between separately packaged and independently scrambled services without

adding a second decoder. All system switching is transparent to the consumer.

Because SUN Is not limited by firmware and is based on high-density re-programmable logic, it's

design cannot be made obsolete. The SUN system is applicable world wide and can serve as a

single system connecting countries served by different transmission formats and scrambling schemes.

4. How does SUN's reprogrammabllity function work and why haven't other vendors implemented the same
technology?

SUN's patent pending design Incorporates a small removeable snap in the circuit board which

functions as a highly advanced "smart card". The "smart card" is a microprocessor recently

developed by a States-based company which specializes In the design and manufacture of innovative

security products for application throughout the World. When the "smart card" Is reprogrammed, the

data Is automatically encrypted prohibiting everyone, including the operator, from reading the codes

In the card.

We believe that no other vendor has developed a re-programmable encryption system for several

reasons:
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- The technology enabling reprogrammability In the encryption market has only been

made available In the last two years. In fact, only this year has gate array technology

achieved the speed and number of gates necessary to produce a mass marketable

universal scrambling product. The conventional systems are based on decade-old

technology which Incurred heavy R&D costs. To scrap the old systems and begin

development of a new technology from ground zero would require a substantial financial

commlttment from the product vendors.

- The development costs are very high. DECTEC spent four years designing the software

for Its SUN system

- Conventional scrambling systems, which are monolithic by design, enable hierarchial

marketing plans. Traditionally, when a scrambling system Is sold to a user, only decoders

manufactured by the encryption maker can be used In the user's network. Vendors close

each other out of markets by selling firmware-based products.

5. What Is unique about DECTEC's LCA approach?

DECTEC Investigated state of the art mass production techniques using available LSI technology, but

decided to Invest In the more expensive, but much more flexible re-programmable gate array

technique (LCAs). While the LCA approach proved Inmeasurably superior to an LSI design,

developing SUN was not without its share of challenges:

As gate array technology Is used in military, aerospace and radiology equipment

applications, the approach Is very new. Applying LCAs to a sophisticated consumer

electronics product meant DECTEC required highly complex design programs which were

not available. To further the development of a Secure Universal Norm, DECTEC's

engineers created their own gate array design process to achieve the percentage gate

use per array that allowed economic manufacture for a mass market.

6. What makes SUN's approach more secure than the conventional designs?

The answer concerns the weaknesses inherent in VLSI-based firmware In contrast to the benefits of

logic-based software. On this level, the debate may seem somewhat esoteric, but it's one that has

attracted much verbiage over the years.

> a. VLSI Firmware vs. Logic-based Software

In non-security based applications, VLSI designs are cheaper and provide a vendor

greater control over his product In a particular market. But for products requiring the

protection of extremely sensitive code, locking a product Into firmware Invites breaches in
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the security. A product that can be reprogrammed In-the-field makes It virtually Impossible

for anyone to sustain access to the system. It's the difference between digging up

treasure burled In one spot and finding a treasure chest that constantly moves.

> b. Custom VLSI vs. Off-the-shelf Security Chip

Where It may seem that custom designed Integrated circuitry would be more secure than

a product purchased from a catolog, we believe the reverse to be true.

Earty on in the development of the Secure Universal Norm, DECTEC engineers found that

the security field was not static. Developments In processors, algorithms, and Interface

architecture led us to Dallas Semiconductor which specializes In applying advances in

security technology to prodcuts used In several different Industries throughout the world.

Dallas stays ahead of code breaking specialists by constantly Improving the security of

their products without affecting the general product specifications. It is In Dallas' best

Interest to maintain the highest Integrity and most secure product line In order to serve its

current and future customer base.

7. How Is the SUN system scrambled?

> a. Video

The SUN video signal Is Inverted with sync pulses removed and replaced with data. The

sync is restored by a timing generator driven by a crystal controlled phaselocked loop.

with the fundamental Initiation of this process triggered by a unique data pattern

transmitted at field sync time. The encryption process Is different from that employed by

present systems because SUN's pattern detect circuit is in re-programmable LCAs rather

than a custom IC. SUN's unique field sync pattern can be changed at will precluding

unauthorized access by other systems.

Hard video encryption and digitized video can be programmed into existing SUN units,

but the feature Is not part of the system's basic field-programmable models.

> b. Audio

The stereo audio Is pre-emphasized, digitized, then encrypted with a continuously

changing keyword. The digitized Information Is then placed In bursts of data In the

horizontal sync area. The entire audio processing section, from initial data recovery

through descrambling, error correction and digital to analog conversion, is in

re-programmable LCAs. This enables SUN's entire audio processing format to be

changed while units are In-the-field. The complete format of the audio data, including

method of re-creating keywords Is flexible and reconfigurable.

DECTECINTERNATIONAL INC.
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8. How many channels can the SUN system handle and what is the speed of authorization?

The SUN System can hold 5.000 Independent channels If configured as a "common" working key

system. If, however, programmers look to Independently controlled authorization centers. SUN's

channel capacity would start at 256 channels. The number of channels available to the system Is

limited only by the on-board memory capacity of the removeable secure microprocessor In each

consumer unit. The standard authorization rate Is 1.2 million homes per minute.

9. How Is authorization handled through SUN?

Authorization services available to users can be customized to match Individual network

requIrements. For example. if a televIsion programmer has a system In place and wishes to add

authorization data In his own VBI and operate encryption and authorization from his own facility, then

he may do so.

If, however, a programmer or business entity, would rather not take on the extra personnel and

facilities required to run an authorization center, they may operate their network through a DECTEC

Universal TeleportTM. Also, several programmer~ may combine resources and operate a shared

authorization center. DECTEC will also work with users who have an Interest in setting up their own

facility but require a transition and training period. Independent authorization centers can also elect

to hook Into a DECTEe Universal Teleport™ to Insure cost-efficient redundancy.

1O. What about specIal servIces like teletext and mUltiple audio channels for multi-lingual programming?

The SUN system can be configured as either a high speed data link with a corrected 4.8 Megabaud

data capacity or 250 independent 19.2 Kilobaud channels.

The present SUN system delivers two independent channels of digital quality sound at 18 khz each.

However, due to the reprogrammabillty of the system, users can configure the system to provide 4

channels at 9 khz each by adding time demultiplexers at minimal cost.

11. How does the SUN system handle Pay Per VieW?

The SUN system offers ImprOVed consumer specific data security and an on-chip credit balance

system which is down loaded over the channel to the field units at a time not linked to the pay per

view movie selected. SUN's thoughtful pay per view design removes the need for a massive fast

response telephone network. SUN also offers an on-demand encryption feature which lets pay per

vIew programmers aIr promos ancl movIe trailers In the clear then select one of several scrambling

schemes for anyone movie. Through the SUN network, a programmer could relay a horse race ·to

closed circuit sites via one scrambling mode and transmit a movie to cable homes or dish owners via

a second or third scrambling method.
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12. Can the SUN system help create a generation of field programmable IRDs (Integrated Receiver Decoders)?

Yes.
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PARTIAL SAMPLING OF
INDEPENDENT CONSUMER PETITIONS

(non-SOC dealer member customers)

Supporting a FCC hearing/inquiry of consumer

grievances against General Instruments CorPOration
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