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I. INTRODUCTION AND SUMMARY 
 

The American Cable Association (“ACA”) submits these Reply Comments in response to 

comments filed with respect to the Further Notice of Proposed Rulemaking (“FNPRM”) issued 

by the Commission in the above-captioned proceeding.1   

 At best, the record in this proceeding supports a far more limited set of outage reporting 

requirements than those proposed by the Commission.  All industry members, their trade 

                                                 
1 Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, New 
Part 4 of the Commission’s Rules Concerning Disruptions to Communications, and The Proposed 
Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to Interconnected Voice 
Over Internet Protocol Service Providers and Broadband Internet Service Providers, Report and Order, 
Further Notice of Proposed Rulemaking, and Order on Reconsideration, 31 FCC Rcd 5817 (2016) 
(“Order” and “FNPRM”). 
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associations, and respected industry stakeholders such as the Alliance for Telecommunications 

Industry Solutions (“ATIS”), on behalf of its Network Reliability Steering Committee, oppose 

expanding Part 4 outage reporting requirements to broadband Internet access services (“BIAS”) 

and to so-called “dedicated services,” and oppose the specific outage reporting proposals 

contained in the FNPRM, particularly reporting for performance degradation events and the use 

of vague and impractical reporting thresholds and metrics.  Together, they demonstrate that the 

Commission’s overly broad proposals will not benefit consumers, are not tailored to identifying 

widespread outages that prevent access to emergency services, would impose substantial and 

unnecessary costs on service providers and would exceed the scope of the Commission’s 

statutory authority to the extent they go beyond its limited jurisdiction with respect to the 

provision of 911 and enhanced 911 (“E911”) service.   

 Supporters of the proposals, primarily a handful of state commissions, their association 

and several 911 administrators, fail to present a compelling case for expansion of the rules.   

Like the Commission, they point to a limited set of significant outages over the past few years to 

justify additional mandatory outage reporting without demonstrating how this will lead either to 

improved reliability or aid in their ability to carry out their public safety missions.  Several 

propose even more burdensome reporting procedures than those contained in the FNPRM 

without any showing of how this will benefit consumers.  None have even attempted to balance 

the need for such reporting against the substantial burdens it entails for service providers, a task 

that the Commission cannot ignore. 

 Nonetheless, to the extent the Commission does find expansion of its Part 4 reporting 

requirements warranted based on the record, those rules must be far more narrowly-tailored 

than those proposed in the FNPRM.  Any new reporting requirements must hew closely to its 

statutory authority with respect to public safety and access to emergency services, while 
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minimizing burdens for BIAS and interconnected VoIP providers, consistent with ACA’s 

previously submitted recommendations: 

 Outage reporting should not be required for “dedicated services.” 
 
 Outage reporting thresholds and metrics should be set at appropriately high 

levels and be clear and unambiguous in application. 
 

 Outage reporting should be confined to “hard down” outages and not based on 
performance degradation. 

 
 The proposal to make BIAS providers clearinghouses for all broadband outage 

reporting must be abandoned.  
 

 Reporting processes should be streamlined and harmonized through adoption of 
a two-part reporting process for all outage reporting. 

 
 In addition, with these Reply Comments, ACA addresses the issues of protecting the 

confidentiality of Part 4 data and sharing Part 4 data with state and federal entities beyond the 

Department of Homeland Security (“DHS”).  Should the Commission impose outage reporting 

requirements on broadband, it must also adopt its proposal to extend the presumption of 

confidentiality to such reports in order to ensure that this highly sensitive data is protected from 

competitors and persons wishing to harm the nation’s vital communications infrastructure.  With 

respect to the complex issue of sharing of Part 4 data, the Commission should continue to study 

this matter, consistent with its delegation to the Public Safety and Homeland Security Bureau 

(“PSHSB” or “Bureau”) of further consideration in response to comments submitted in this 

record prior to the Commission proposing and seeking comment on specific rules governing 

such sharing.  

 Finally, ACA again reminds the Commission of the limitations on its ability to adopt 

outage reporting and counsels that any new rules require only the submission of outage reports 

on matters that relate directly to the ability of consumers to access to 911 and E911 emergency 

services, lest it exceed the bounds of its statutory authority.  
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II. THE RECORD DOES NOT SUPPORT NEW MANDATORY OUTAGE REPORTING 
REQUIREMENTS FOR BROADBAND SERVICES 

 
The record demonstrates that the proposed outage reporting with respect to BIAS is not 

necessary to achieve any responsibility specifically mandated to the Commission with regard to 

access to 911 or E911 services, and that the significant costs associated the proposed reporting 

requirements far outweigh whatever limited benefits they would convey.  The record also shows 

that the Commission’s proposal to subject all dedicated services to Part 4 outage reporting is 

both unnecessary and inadvisable.   

A. Nothing in the Record Justifies the Expansion Part 4 Reporting 
Requirements to BIAS. 

 
There is broad consensus among industry participants that mandatory outage reporting 

for BIAS is not necessary to ensure network reliability in general or access to emergency 

services in particular.2  BIAS providers are already working to achieve many of the goals 

articulated in the FNPRM with respect to access to emergency services, and there is no 

                                                 
2 See Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, 
New Part 4 of the Commission’s Rules Concerning Disruptions to Communications, and The Proposed 
Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to Interconnected Voice 
Over Internet Protocol Service Providers and Broadband Internet Service Providers, PS Docket No. 15-
80, ET Docket No. 04-35 and PS Docket No. 11-82, Comments of the Alliance for Telecommunications 
Industry Solutions at 3 (filed Aug. 26, 2016) (“ATIS Comments”) (“[T]here is no indication of widespread 
failures by the industry to address broadband reliability and no indication that the industry has not 
designed broadband networks to be highly reliable.”); Comments of AT&T at 5 (filed Aug. 26, 2016) 
(“AT&T Comments”) (“[T]he Commission posits that regulatory intervention is warranted because 
broadband networks are somehow more vulnerable to disruption and attack at physical and application 
layers in ways that make broadband networks less resilient than the traditional PSTN.  Nothing could be 
farther from the reality of modern network engineering.”) (citations omitted); Comments of the National 
Cable and Telecommunications Association at 1 (filed Aug. 26, 2016) (“NCTA Comments”) (“Both the 
reporting metrics and approach proposed by the Commission, however, will not benefit consumers, are 
not tailored to identify widespread outages that prevent consumers from using services in an emergency, 
and would impose substantial and unnecessary costs on broadband providers and by extension their 
customers.”); Comments of the United States Telecom Association at 3-4 (filed Aug. 26, 2016) 
(“USTelecom Comments”) (“[T]he evidence offered by the Commission in support of its expanded 
broadband outage reporting proposal falls short of demonstrating that providers, left to their own devices, 
could not or would not achieve the same public safety benefits in the absence of the Commission’s 
outage reporting scheme.”).  See also Comments of ITTA – The Voice of Mid-Sized Communications 
Companies at 2, 3-6 (filed Aug. 29, 2016) (“ITTA Comments”); Comments of NTCA – The Rural 
Broadband Association at 2-3 (filed Aug. 26, 2016) (“NTCA Comments”). 
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evidence that, absent greater reporting, broadband providers would not achieve the same 

reliability and public safety benefits if left to their own devices.3  

Proponents of mandatory reporting for BIAS, including several state commissions, the 

National Association of Regulatory Utility Commissioners (“NARUC”), a handful of 911 

administrators and Public Knowledge, all fail to demonstrate how additional reporting would 

assist the Commission in its mission to develop best practices and to ensure access to 911 

services.4  Although the National Association of State 911 Administrators (“NASNA”) argues that 

there is significant value in collecting data on outages and disruptions to commercial BIAS 

providers through the proposed broadband outage reporting rules,5 broadband providers 

already share data with a variety of federal committees, councils and workgroups to develop 

                                                 
3 See, e.g., ATIS Comments at 3-4 (companies already provide reports voluntarily on BIAS network 
disruptions under the Disaster Information Reporting System and on network resiliency under the 
Measuring Broadband America program, as well as offer priority restoration to circuits designated as 
critical under the Telecommunications Services Priority program); USTelecom Comments at 3-4 (“[T]he 
evidence offered by the Commission in support of its expanded broadband outage reporting proposal falls 
short of demonstrating that providers, left to their own devices, could not or would not achieve the same 
public safety benefits in the absence of the Commission’s outage reporting scheme.”); see also AT&T 
Comments at 7 (there is no evidence that providers will not take steps to address service disruption 
issues without Commission oversight).     

4 See, e.g., Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to 
Communications, New Part 4 of the Commission’s Rules Concerning Disruptions to Communications, and 
The Proposed Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to 
Interconnected Voice Over Internet Protocol Service Providers and Broadband Internet Service Providers, 
PS Docket No. 15-80, ET Docket No. 04-35 and PS Docket No. 11-82, Comments of the California Public 
Utilities Commission at 3-7 (filed Aug. 26, 2016) (“CPUC Comments”); Comments of the New York State 
Public Service Commission at 2-4 (filed Aug. 26, 2016) (“NYPSC Comments”); Comments of the National 
Association of Regulatory Utilities Commissioners at 3 (“NARUC Comments”); Comments of the 
Washington State Utilities and Transportation Commission at 1 (“WUTC Comments”); Letter from Harold 
Feld, Public Knowledge, to Marlene Dortch, FCC, at 1-2 (dated Aug. 26, 2016) (“Public Knowledge Ex 
Parte Letter”).   

5 Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, New 
Part 4 of the Commission’s Rules Concerning Disruptions to Communications, and The Proposed 
Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to Interconnected Voice 
Over Internet Protocol Service Providers and Broadband Internet Service Providers, PS Docket No. 15-
80, ET Docket No. 04-35 and PS Docket No. 11-82, Comments of the National Association of State 911 
Administrators at 2 (filed Aug. 26, 2016) (“NASNA Comments”). 
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best industry practices.6  And while Public Knowledge gamely makes the case for mandatory 

outage reporting by arguing, among other things, that federal, state and local homeland security 

and first responders need outage information to plan for potentially long-term related outages 

(i.e., those caused by natural disasters), and need to know the number of available 

communications networks through which emergency responders can communicate vital 

messages for emergency planning purposes,7 it fails to demonstrate how the information the 

Commission proposes to collect could be used by federal, state and local homeland security 

and first responders for emergency preparedness purposes.8  Those charged with emergency 

preparedness may, as Public Knowledge notes, need an accurate picture of the 

communications infrastructure available to them for planning purposes,9 but it is not evident that 

                                                 
6 See NCTA Comments at 25 (“Several forums already exist for ongoing government and industry 
collaboration on the cybersecurity of communications infrastructure. . . .”); ATIS Comments at 5 
(describing constantly updated informational sources on standards, outages, peering and relevant topics); 
Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, New Part 
4 of the Commission’s Rules Concerning Disruptions to Communications, and The Proposed Extension of 
Part 4 of the Commission’s Rules Regarding Outage Reporting to Interconnected Voice Over Internet 
Protocol Service Providers and Broadband Internet Service Providers, PS Docket No. 15-80, ET Docket 
No. 04-35 and PS Docket No. 11-82, Comments of the Comcast Corporation at 32-35 (filed Aug. 26, 
2016) (“Comcast Comments”) (emphasizing that the communications industry already works closely with 
the federal government on security issues); USTelecom Comments at 17 (“USTelecom is hard-pressed to 
understand the Commission’s apparent readiness to abandon a public-private partnership approach 
championed by the Chairman and the Public Safety and Homeland Security Bureau over the past several 
years, which has served as a basis for constructive engagement between industry and the Commission 
on issues related to cybersecurity.”).   

7 Public Knowledge Ex Parte Letter at 2.  Public Knowledge also notes that “[i]ncreasingly, these agencies 
and First Responder teams include broadband as part of their communications with the public and use of 
commercially available infrastructure for emergency communications purposes.”  Id. 

8 See USTelecom Comments at 5 (A review of the CSRIC Working Group 4A report on Best Practices for 
Reliable 911 and E911 “reveals no link between improved [911] resiliency and greater access to outage 
reporting data.”); Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to 
Communications, New Part 4 of the Commission’s Rules Concerning Disruptions to Communications, and 
The Proposed Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to 
Interconnected Voice Over Internet Protocol Service Providers and Broadband Internet Service Providers, 
PS Docket No. 15-80, ET Docket No. 04-35 and PS Docket No. 11-82, Comments of the Wireless 
Internet Service Providers Association at 6 (filed Aug. 26, 2016) (“WISPA Comments”) (“The Commission 
makes no effort to correlate governmental data collection with any specific ‘problem’ that needs to be 
‘fixed.’”). 

9 Public Knowledge Ex Parte Letter at 2.  Although Public Knowledge argues that outage information is 
valuable in emergency preparedness to identify both resilient and vulnerable broadband networks, 
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they cannot obtain that information directly from BIAS providers or that Part 4 reporting to the 

Commission is the correct means for such entities to obtain information for such uses, given the 

significant costs such reporting can entail.  As several commenters have noted, the Commission 

has not demonstrated what direct benefits will result from its proposals, or performed an 

adequate cost-benefit analysis showing how the benefits it envisions exceed the costs of 

compliance.10 

Additionally, those in favor of imposing network outage requirements on BIAS providers 

base their position on the faulty assumption that broadband networks are particularly vulnerable 

to outages.11  In reality, there is no indication of widespread service outages or that industry is 

not taking reliability and resiliency of broadband networks seriously.12  Contrary to the 

                                                 
sharing any outage data must be highly justified and subject to strict confidentiality protections to prevent 
inadvertent disclosure.  See infra, Section V. 

10 See, e.g., USTelecom Comments at 3-5 (the Commission claims the reports will improve its situational 
awareness without disclosing how the data or situational awareness will improve reliability or resiliency; 
its claims that reporting is necessary to develop best practices are not borne out by examination of the 
voluntary best practices developed through the Communications Security, Reliability and Interoperability 
Council (CSRIC)); Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to 
Communications, New Part 4 of the Commission’s Rules Concerning Disruptions to Communications, and 
The Proposed Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to 
Interconnected Voice Over Internet Protocol Service Providers and Broadband Internet Service Providers, 
PS Docket No. 15-80, ET Docket No. 04-35 and PS Docket No. 11-82, Comments of CTIA at 2 (filed Aug. 
26, 2016) (“CTIA Comments”) (the Further Notice fails to demonstrate what tangible benefits will flow from 
the proposed rule, or show why any purported benefits exceed the burdens and costs of compliance). 

11 See CPUC Comments at 2 (given BIAS’s ubiquitous role in emergency and non-emergency 
communications, Part 4 outage reporting should be extended to broadband providers); NYPSC 
Comments at 5 (broadband network architecture and centralized control reliance contributes to larger 
scale outages); NASNA Comments at 2-3 (as broadband networks have become an increasing portion of 
the nation’s emergency and non-emergency communications, outages can greater impact 911 service 
and other communications technologies that rely on the underlying broadband service). 

12 Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, New 
Part 4 of the Commission’s Rules Concerning Disruptions to Communications, and The Proposed 
Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to Interconnected Voice 
Over Internet Protocol Service Providers and Broadband Internet Service Providers, PS Docket No. 15-
80, ET Docket No. 04-35 and PS Docket No. 11-82, Comments of the American Cable Association at 7 
(filed Aug. 26, 2016 (“ACA Comments”); see ATIS Comments at 3-4 (apart from a small number of BIAS 
outages, there is no indication of widespread failures by the industry with regard to addressing broadband 
reliability or in designing broadband networks to be reliable and, in fact, the industry is highly incentivized 
to ensure that reliability); Comments of CenturyLink at 3-4 (filed Aug. 26, 2016) (“CenturyLink 
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assumptions of the FNPRM and state commission commenters,13 the record shows that 

broadband networks are generally more reliable than traditional telephone networks because 

they are engineered with greater redundancy and resiliency.  In particular, commenters highlight 

how broadband networks are engineered to enable redundancy and resiliency and are designed 

to be highly reliable.14  Broadband providers are also highly incentivized to provide reliable 

service and highly experienced assessing and combating cyber threats.15 

The unsupported assertions by proponents of the Commission’s proposal that 

broadband outage reporting data is necessary fail to consider the undue burdens such reporting 

would place on providers, particularly smaller providers, as ACA and many in the record have 

made abundantly clear.16  Absent a showing that BIAS outage data collection is necessary to 

                                                 
Comments”) (the FNPRM fails to show that new outage reporting rules are needed, in light of best 
practices efforts from public-private collaborative groups). 

13 See FNPRM, ¶ 102.  For example, claims by NYPSC and CPUC that broadband networks are just as 
susceptible to outages and service disruptions as the public-switched telephone network (“PSTN”), at 
both the physical and application level, are unfounded, with no hard evidence presented to support this 
fact.  CPUC Comments at 4-5; NYPSC Comments at 5. 

14 See ACA Comments at 7-10 (ACA members engineer and maintain their networks to avoid serious and 
prolonged outages); AT&T Comments at 5-6 (broadband network engineering enables redundancy and 
resiliency beyond the bounds of static PSTN); CenturyLink Comments at 5 (broadband networks are 
designed to be highly reliable, and outage reporting is not needed to drive enhanced reliability); Comcast 
Comments at 6 (broadband networks’ architecture makes them less susceptible to consumer-impacting 
outages, and there is nothing about the architecture that makes it more likely to jeopardize 911 services). 

15 ATIS Comments at 4 (the industry is highly incentivized to provide reliable service and driven by 
competition).  See also Amendment of Part 11 of the Commission's Rules Regarding the Emergency Alert 
System Wireless Emergency Alerts, PS Docket Nos.15-94 and 15-91, Comments of the American Cable 
Association at 20 (filed June 8, 2016); Reply Comments of the American Cable Association at 6 (filed July 
8, 2016) (cable operators providing BIAS face cyber threats daily and their cybersecurity practices to 
rebut such attacks are well developed). 

16 See ACA Comments at 11-20, 26-30 (explaining, inter alia, the significant burdens associated with the 
Commission’s proposed reporting thresholds and metrics, performance degradation reporting and a 
three-part reporting process); NTCA Comments at 4-5 (the proposed service degradation reporting would 
create new, more burdensome, and confusing requirements for small providers); WISPA Comments at 
11-14 (the burdens placed on smaller providers are disproportionate to the purported benefits because 
the Commission vastly underestimates the costs and fails to assess the relative impact of its proposed 
rules); Comcast Comments at 35-36 (“The Commission’s proposed expansion of its outage reporting 
rules would impose new paperwork burdens on reporting entities….”); ITTA Comments at 3-6 (describing 
how the FNPRM’s proposals do not sufficiently account for the burdens on smaller service providers).  
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achieve the Commission’s objectives of attaining situational awareness, ensuring public safety 

and aiding in the development of industry best practices – which these commenters have failed 

to make – the Commission should not extend Part 4 reporting requirements to BIAS.   

B. Expansion of Part 4 Reporting Requirements to Dedicated Services is 
Particularly Unnecessary and Unwarranted. 

  
 Industry commenters overwhelmingly agree that the reporting requirements proposed for 

dedicated services are overbroad and unnecessary, both in how the Commission proposes to 

define “dedicated services” and in underestimating industry efforts to address reliability of 

dedicated services through monitoring and contractual service level guarantees.17  In addition, 

the costs of dedicated services outage reporting are likely far greater than the Commission 

assumes, especially for smaller providers serving small and medium-sized businesses.18   

The few commenters who support the Commission’s dedicated services proposal 

provide no basis for their support, nor do they justify how the putative benefits outweigh the 

costs.19  The New York State Public Service Commission (“NYPSC”), for example, does little 

                                                 
17 See AT&T Comments at 11 (the Commission should not require outage reporting for dedicated 
services because much outage data is already captured by the existing Part 4 requirements); ATIS 
Comments at 5-6 (the proposed definition for “dedicated services” is too broad – in situations where 
customers are purchasing protected circuits, they are paying for additional protection and redundancies, 
and reporting obligations should not apply for these non-critical circuits); CenturyLink Comments at 8-9 
(the proposed “dedicated services” definition is “inexplicably inconsistent” with existing Part 4 metrics); 
NCTA Comments at 18 (the Commission need not impose additional requirements on business data 
services; service contracts already contain negotiated performance standards and reporting obligations); 
Comcast Comments at 21-22 (the Commission’s concern that providers do not take steps to address 
reliability does not apply to dedicated services, who offer some level of monitoring and contractual service 
level guarantees); ITTA Comments at 5 (dedicated services offerings subject to SLAs should be exempt 
from outage reporting requirements); USTelecom Comments at 14-15 (because dedicated services are 
already subject to contractual service quality obligations in a competitive market, they should be excluded 
from outage reporting requirements).   

18 ACA Comments at 22-25.  See also ITTA Comments at 3-6 (describing how the FNPRM’s proposals, 
including its proposal to expand outage reporting requirements to cover dedicated services, do not 
sufficiently account for the burdens on smaller service providers). 

19 For example, CPUC argues that because of the increased importance of dedicated services since the 
Commission last adopted Part 4 rules and changing architecture of wireless networks, BIAS and access 
providers should report outages in NORS.  CPUC Comments at 8.  See also NYPSC Comments at 9. 
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more than repeat the rationale contained in the FNPRM that outage reporting requirements 

should apply to dedicated services providers offering “big pipe” IP and data services to 

enterprise customers and other network providers (similar to TDM-based requirements) 

because such providers provide connectivity for a host of intermodal service providers.20  Yet, 

as ACA and others have noted, the fact that the networks connecting to and comprising the 

Internet are interconnected serves to increase rather than decrease overall network reliability 

and access to emergency services.21  

Additionally, although the Commission assumes that all dedicated services contain 

service level agreements (“SLAs”) and that providers of business data services already collect 

data on quality of service metrics such as packet loss, latency and jitter, the specific information 

collected and shared varies depending upon the nature of the outage and the specific 

agreements.22  Moreover, as ACA has demonstrated, not all dedicated services providers offer 

SLAs or collect the internal data necessary for outage reporting, so that the burdens would far 

exceed the modest estimates contained in the FNPRM.23  While not all dedicated services 

offerings may include service level guarantees, all of ACA’s members offering dedicated 

                                                 
20 NYPSC Comments at 9. 

21 ACA Comments at 7-10.  See CenturyLink Comments at 5 (broadband networks are designed to be 
highly reliable); ATIS Comments at 3-4 (“IP-enabled networks perform error-checking and retransmission 
functions and use multi-path communications that make these networks more robust, reliable, and 
resilient than legacy switched networks.”); NCTA Comments at 1 (providers utilize the latest technologies 
to build “significant” redundancies into their broadband networks, allowing cable operators to deliver top-
quality service, even in the face of rapidly increasing demand and occasional infrastructure damage). 

22 FNPRM, ¶ 119.  NCTA Comments at 19; Comcast Comments at 21-23. 

23 ACA Comments at 24; NCTA Comments at 19 (“…[T]he Commission assumes that BDS providers 
already collect a host of data on quality of service metrics such as packet loss, latency, and jitter....  [T]he 
specific information shared [between the provider and BDS customer] will vary depending upon the 
nature of the outage event, will be governed by specific agreements, and will be considered confidential 
and proprietary.”); ATIS Comments at 6-7 (although some performance data regarding dedicated services 
may be collected and shared with the customer under the terms of the service agreement, it may be 
shared periodically and not in real-time, so as to provide the customer with relevant information without 
overly burdening the service provider).   
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services, in most cases the new entrants into this marketplace, are motivated by market forces 

to provide reliable service or risk paying penalties or losing customers.24  In light of the 

foregoing, the case for mandatory outage reporting for dedicated services has not been made.    

III. THE RECORD DEMONSTRATES THAT THE COMMISSION’S SPECIFIC 
REPORTING PROPOSALS SHOULD NOT BE ADOPTED 

 
The record fully supports ACA’s position that that the Commission should set 

appropriately high reporting thresholds to capture significant outages and abandon its proposals 

to adopt performance degradation outage reporting and require broadband providers to serve 

as clearinghouses for all broadband outage reporting.   

A. The Commission Must Set Appropriately High Reporting Thresholds. 
 

In its Comments, ACA demonstrated the importance of establishing outage reporting 

thresholds and metrics that will capture only significant outages without imposing unnecessary 

burdens on small providers.25  Setting the threshold at an appropriately high level not only 

protects smaller providers from undue burdens, but also prevents the Commission from being 

inundated by outage reports for service disruption incidents that pose little to no threat to the 

public.26   

                                                 
24 Examples of dedicated services offerings from ACA members include services offered and provided to 
small and medium enterprises (“SMEs”) on a “best efforts” basis, where the primary service guarantee is 
expressed in terms of network uptime, dedicated dark fiber lines with no throughput monitoring, where the 
operator may guarantee connection repairs within a set period of time, and higher volume enterprise 
connections, where the customer demands – and pays for – network performance monitoring.  ACA 
Comments at 24-25. 

25 Id. at 17-19. 

26 See ATIS Comments at 11 (“There is no public safety benefit or proven need for this [threshold] of 
reporting, which would ultimately be time-, cost-, and resource-intensive for service providers and the 
Commission.”); ITTA Comments at 8 (the faulty proposed “hard down” outage reporting threshold will 
potentially lead to 750 times as much reporting); USTelecom Comments at 7 (“[T]he Commission’s 
adoption of a throughput-based metric will significantly compromise the value of its reporting framework 
by causing over-reporting of purported outages, which will not benefit public safety or yield meaningful 
data.”). 
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All industry commenters agree that the Commission must set reasonable thresholds, 

that the proposed reporting threshold of 1 Gbps/30 minutes or more duration is set too low and 

that it is preferable for the Commission to continue use of its current outage reporting threshold 

expressed in terms of duration and user minutes.27  Accordingly, there is ample record support 

for continued use of a broadband reporting threshold based on the existing threshold for 

reporting for an outage that lasts 30 minutes or more affecting 900,000 user minutes, rather 

than adoption of the Commission’s throughput-based threshold proposal.28  The existing user 

minute metric is unambiguous and therefore less burdensome for providers to comply with.29  

Only one commenter, the Boulder Regional Emergency Telephone Service Authority 

(“BRETSA”), expresses a concern that the proposed thresholds for broadband and VoIP 

outages are set too high, because in its view, the proposed thresholds “far exceed the 

thresholds appropriate for alerting PSAPs and state agencies to 9-1-1 outages.”30  However, the 

                                                 
27 ATIS Comments at 11; ITTA Comments at 6-8; USTelecom Comments at 8; Amendments to Part 4 of 
the Commission’s Rules Concerning Disruptions to Communications, New Part 4 of the Commission’s 
Rules Concerning Disruptions to Communications, and The Proposed Extension of Part 4 of the 
Commission’s Rules Regarding Outage Reporting to Interconnected Voice Over Internet Protocol Service 
Providers and Broadband Internet Service Providers, PS Docket No. 15-80, ET Docket No. 04-35 and PS 
Docket No. 11-82, Comments of Verizon at 4-5 (filed Aug. 26, 2016) (“Verizon Comments”); Comments of 
Hughes Network Systems, LLC at 5 (filed Aug. 26, 2016) (“Hughes Comments”).  See also NYPSC 
Comments at 10 (“[W]ith respect to the metrics reported by BIAS providers, the NYPSC supports real-
time reporting of ‘hard-down’ events and post-event reporting of reasonable thresholds.”).   

28 ATIS Comments at 10-11; AT&T Comments at 17-18; Comcast Comments at 11, 18; ITTA Comments 
at 8-9.  The Commission proposes to adopt a capacity-based metric for an outage lasting 30 minutes or 
more affecting 22,500 Gbps user minutes for “hard down” outage reporting.  FNPRM, ¶ 130. 

29 See e.g., ATIS Comments at 10-12 (Since BIAS is typically deployed over a shared resource, the 
proposed 1 Gbps metric is not technology-neutral and would become obsolete with technological 
development.  The 900,000 user minute approach is reasonable and has proven to be a good metric for 
voice outage reporting and has withstood the test of time.); AT&T Comments at 17 (the 900,000 user 
minute threshold is less burdensome to apply operationally, is competitively neutral, and provides usable 
outage data in its current application).  

30 Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, New 
Part 4 of the Commission’s Rules Concerning Disruptions to Communications, and The Proposed 
Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to Interconnected Voice 
Over Internet Protocol Service Providers and Broadband Internet Service Providers, PS Docket No. 15-
80, ET Docket No. 04-35 and PS Docket No. 11-82, Comments of the Boulder Regional Emergency 
Telephone Service Authority Comments at 16 (filed Aug. 26, 2016) (“BRETSA Comments”) (BRETSA 
also notes that one VoIP call, including those to 911, requires only 56 Kbps or 64 Kbps of bandwidth, 
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Commission adopted the current thresholds with the full understanding that they would not 

capture every outage, and they were carefully tailored to avoid imposing reporting obligations 

for outages that are not of a significant magnitude or duration.  A threshold set too low would 

capture more than just “significant” outages, inundating the Commission with reports of little 

value while unduly burdening service providers.31  For these reasons, the 30 minutes or more 

duration/900,000 user minute threshold, which has long been in effect and is familiar to 

providers, strikes the appropriate balance between the benefits of reporting an outage against 

the costs in monitoring and reporting outages. 

B. Only Hard Down Outage Reporting Should Be Required. 
 

The record overwhelmingly supports outage reporting requirements solely for “hard 

down” outages rather than performance degradation, both for broadband and interconnected 

VoIP.32  The handful of commenters that support the Commission’s proposal to require outage 

                                                 
which is far less than would trigger an outage report under the Commission’s proposed criteria, 
particularly in rural areas with fewer subscribers.). 

31 ITTA Comments at 7-8; Hughes Comments at 5; Verizon Comments at 4-5; AT&T Comments at 9. 

32 ACA Comments at 17-19; ATIS Comments at 12-13 (the “hard down” user-minute approach would be 
the most consistent and effective reporting metric because performance data does not necessarily 
provide a clear indication of a significant degradation in the ability to establish and maintain 
communications); AT&T Comments at 18-21 (loss of “generally useful availability and connectivity” is a 
vague concept not easily measured through narrowly tailored, bright-line rules, and the Commission 
should focus on complete loss of service instead); CenturyLink Comments at 15 (the Commission should 
focus on “hard down” outages because conditions of a loss of “generally useful availability and 
connectivity” could vary based on end-user application); Comcast Comments at 14-18 (the Commission 
should abandon its performance degradation proposals because the proposed metrics would lead to 
outage reporting for events that do not adversely impact customers, much less prevent them from using 
critical communications); ITTA Comments at 9-11 (The performance degradation tentative conclusions 
and proposals “are insufficiently developed, and fraught with confusion.  The Commission must refrain 
from adopting them.”); NCTA Comments at 5, 9-10 (“In contrast to hard down outages, degradation in the 
performance of a broadband network . . . does not necessarily prevent communications by customers and 
therefore does not accurately describe true outage events.”); NTCA Comments at 4-5 (service 
degradation reporting is outside the scope of the current Part 4 rules and would create new, more 
burdensome and confusing requirements for small providers); WISPA Comments at 19-22 (“[W]here the 
costs and burdens of tracking, reporting and calculating metrics that may have nothing to do with an 
outage or a consumer’s ability to use their broadband service, the Commission should reject its plan to 
require reporting of service degradations that are not ‘hard down’ outages.”) (internal quotations omitted); 
CTIA Comments at 12-13 (“The Commission’s ‘degradation’ reporting proposal would not advance the 
purpose of the rulemaking, is based on unsupported assumptions, and would impose substantial 
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reporting for performance degradation state vaguely that such information could be useful, but 

fail to present any cogent explanation of how such reporting would further the Commission’s 

public safety mission or benefit consumers.33  The fact that some state commissions might find 

certain information useful for determining broadband availability cannot be used to justify the 

Commission’s imposition of highly burdensome performance degradation reporting 

requirements under the guise of promoting public safety and access to emergency services.  

Nor do any of the other state commission or industry commenters justify their call for service 

quality reporting. 

Not only would the Commission’s performance degradation reporting thresholds be 

difficult, if not impossible, for providers to implement, there is also no evidence that data based 

on performance degradation would capture significant outages that equate to loss of service 

and ability to reach emergency services.  Therefore, the Commission should only require outage 

reporting for instances of “hard down” outages.    

C. The Commission Should Abandon its Proposal to Require BIAS Providers 
to Act as a Clearinghouse for All Broadband Outage Reporting.  

The record also demonstrates that the Commission’s flawed proposal to designate BIAS 

providers as a central point of reporting for all broadband outages must be abandoned.  While a 

few commenters support the Commission’s proposal to require BIAS providers to serve as a 

                                                 
unwarranted costs and burdens on mobile wireless providers.”).  Significantly, this position is echoed in 
comments filed by NYPSC, which also supports only reporting of “hard-down” events.”  NYPSC 
Comments at 10. 

33 The CPUC, for example, supports collection of performance degradation data, such as packet loss and 
latency on the grounds that “this type of information has been useful in the CPUC’s data collection efforts 
to determine the availability of broadband in California,” and therefore the Commission “may find this type 
of data useful in formulating best practices to address communications outages.”  CPUC Comments at 5.  
See also NYPSC Comments at 5 (supporting the requirement for service quality metrics for BIAS 
providers); Hughes Comments at 5 (a proposed “generally useful availability and connectivity” metric may 
be sufficient to capture occurrences where customers are unable to use their broadband service); WUTC 
Comments at 2 (the proposed thresholds in defining a major outage serve as a workable starting point 
from which eventual modifications can be made).  
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clearinghouse for all broadband network outages,34 industry providers uniformly agree that 

outage reporting obligations should be confined to outages affecting the provider’s own 

network.35  Making BIAS providers the central reporting point for all broadband outage reporting 

would impose a difficult, if not impossible hardship on providers who lack visibility beyond their 

own networks.  The Wireless Internet Service Providers Association (“WISPA”) and NTCA both 

highlight how smaller providers often rely upon third-party service providers for middle-mile, 

transit, and backbone, yet lack the ability to control or bargain for visibility into network 

disruptions in order to comply with this proposal.36  Moreover, as AT&T observes, using BIAS 

providers as a central reporting point for all broadband outages would be “a complete reversal 

of decades-old outage reporting practice” by the Commission that would require BIAS providers 

to collect and compile outage data that is competitively sensitive and has national security 

implications from competitors and other providers, a practice that could put sensitive and 

proprietary network information at risk for disclosure.37  ACA agrees with AT&T that the 

“enormous cost of foisting an FCC responsibility on a provider is totally unjustifiable under any 

cost-benefit analysis.” 38 

                                                 
34 NYPSC Comments at 8; NASNA Comments at 4. 

35 See, e.g., ATIS Comments at 3, 4-5; AT&T Comments at 12; CenturyLink Comments at 10-11; ITTA 
Comments at 16-18; NCTA Comments at 16; NTCA Comments at 5-6; USTelecom Comments at 10-14; 
Verizon Comments at 6; WISPA Comments at 22-23; Amendments to Part 4 of the Commission’s Rules 
Concerning Disruptions to Communications, New Part 4 of the Commission’s Rules Concerning 
Disruptions to Communications, and The Proposed Extension of Part 4 of the Commission’s Rules 
Regarding Outage Reporting to Interconnected Voice Over Internet Protocol Service Providers and 
Broadband Internet Service Providers, PS Docket No. 15-80, ET Docket No. 04-35 and PS Docket No. 
11-82, Comments of Vonage Holdings Corp. at 3-4, 7-9 (filed Aug. 26, 2016). 

36 NTCA Comments at 5-6; WISPA Comments at 22-23. 

37 AT&T Comments at 12. 

38 Id. 
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The few commenters supporting this proposal fail to demonstrate that the benefits of 

such a requirement are sufficient to justify this burden.39  Even NASNA, which supports having a 

central reporting point, concedes that the burden of reporting should fall to the entity responsible 

for the underlying broadband infrastructure and not the BIAS provider.40  For all these reasons, 

the Commission cannot hold BIAS providers responsible for reporting outages on networks over 

which they have no control.   

IV. THE COMMISSION SHOULD REDUCE RATHER THAN INCREASE REPORTING 
BURDENS 

 
The record does not support adoption of either of the Commission’s proposals to apply 

the three-part reporting process currently applicable to legacy services to either broadband or 

interconnected VoIP, or its proposal to expand the contents of outage reports; calls for even 

more burdensome reporting procedures should be rejected. 

A. Two-Part Reporting Procedures Should Apply to All Part 4 Filers. 
 

Industry commenters, like ACA, strongly urge the Commission to refrain from adopting 

its proposal to apply the three-part reporting process applicable to legacy services to either 

broadband or interconnected VoIP.  Rather, the record demonstrates that instead of 

harmonizing reporting requirements by applying the more burdensome three-part reporting 

process for all covered entities, the Commission should achieve this laudable goal by reducing 

the number of reports and extending the interval for the initial notification, consistent with the 

two-part reporting requirement currently applicable to interconnected VoIP.41     

                                                 
39 For example, NYPSC supports making BIAS providers clearinghouses for providing extensive outage 
reports on events affecting multiple networks without providing reasons other than it would aid in 
“situational awareness.”  NYPSC, however, makes no attempt to assess, let alone balance the costs 
against this benefit, nor come to grips with the lack of visibility an individual provider has upstream from 
their own network facilities.  NYPSC Comments at 8. 

40 NASNA Comments at 4.  

41 Under the Commission’s rules, interconnected VoIP providers are required to file an initial notification 
24 hours of discovery of a reportable outage and a Final Report within 30 days of discovery of a 
reportable outage, while the legacy reporting approach applicable to cable, satellite, SS7, wireless and 
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As ACA and others explain, there is no evidence that the current two-part reporting 

process applied to interconnected VoIP providers has not proven effective overall in providing 

timely notification to the Commission of a reportable outage while minimizing burdens placed 

upon providers who are working to restore service immediately upon discovery of an outage.42  

Requiring the initial notification to be filed within 24 hours of discovery of a reportable outage is 

more than adequate to provide the Commission with timely receipt of outage reports for 

purposes of “situational awareness.”43  Receipt of the Final Report with details as to the nature, 

scope, root cause and remediation measures within 30 days of discovery of a reportable outage 

will provide the Commission with the detail it needs to assess the outage and assist industry in 

developing best practices to ensure reliability.44    

                                                 
wireline providers requires filing an initial notification 120 minutes after discovery of a reportable outage, 
an Initial Report within 72 hours after discovery of a reportable outage and a Final Report within 30 days 
after discovery of a reportable outage.  47 C.F.R. § 4.9(a), (c)-(g).  See FNPRM, ¶¶ 121, 160-61. 

42 See ACA Comments at 27; NCTA Comments at 22 (“Circumstances have not changed since 2012 in a 
manner that would justify the imposition of a three-tier reporting structure with tighter timeframes [on 
interconnected VoIP].”); USTelecom Comments at 10 (from an administrative efficiency perspective, the 
two-part submission process for outage reporting is more sensible); Amendments to Part 4 of the 
Commission’s Rules Concerning Disruptions to Communications, New Part 4 of the Commission’s Rules 
Concerning Disruptions to Communications, and The Proposed Extension of Part 4 of the Commission’s 
Rules Regarding Outage Reporting to Interconnected Voice Over Internet Protocol Service Providers and 
Broadband Internet Service Providers, PS Docket No. 15-80, ET Docket No. 04-35 and PS Docket No. 
11-82, Comments of the Voice on the Net Coalition at 8 (filed Aug. 26, 2016) (“VON Coalition 
Comments”) (there is no technological or market change to justify the Commission’s proposal to amend 
the interconnected VoIP reporting process, nor is there any explanation to justify the benefit the 
Commission hopes to receive from the shorter timeframes and additional report). 

43 ACA fully agrees with BRETSA that the Commission’s focus should be on high level monitoring of 
outages.  BRETSA Comments at ii (“The Commission’s responsibility and focus should be on high level 
monitoring of the health of the nation’s telecommunications infrastructure and services, and spotting and 
taking action with respect to identified trends affecting the reliability and continuity of telecommunications 
services and the underlying infrastructure.  Its reporting requirements, forfeiture actions and other actions 
pertaining to network outages must not interfere with providers’ reporting of outages to PSAPs and state 
officials and actions to restore service.”). 

44 Receipt of initial notification within 24 hours of discovery of a reportable outage with basic information 
on the location, nature and scope of the outage and a Final Report within 30 days containing more 
detailed information is more than sufficient to allow the Commission to participate in outage analysis and 
assist industry with its efforts to develop best practices through voluntary efforts.  See also ATIS 
Comments at 18 (during an emergency, the primary focus of a service provider should be on restoration 
of service; eliminating the Initial Report and extending the time to file a notification will allow providers to 
better investigate the root cause and take steps to restore an outage); USTelecom Comments at 8 (the 
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The handful of state commenters that support more burdensome reporting requirements 

fail to demonstrate the public interest benefits of such reporting or to grapple with the costs it 

would impose.45  The CPUC, for example, claims that subjecting interconnected VoIP providers  

to three-part reporting on the basis that this approach is consistent with the FCC’s “technology-

neutral goals,”46 but fails to address why, if technological neutrality is the goal, all providers 

should not simply be subject to the two-part process, which has thus far proved successful and 

efficient.  

Should the Commission nonetheless move ahead with its proposal to impose 

three-part reporting for all Part 4 filers, ACA agrees with ATIS and Comtech that the time 

for filing of the Initial Report should be changed from 72 hours to three business days, a 

period that should run from the submission of the required notification rather than 

discovery of the outage.47  A 72-hour Initial Report filing window would be very 

burdensome for smaller providers, particularly in the case of outages that occur shortly 

before weekends or holidays, when staffing is particularly minimal.  Further, the 

modification to file the Final Report based upon the time and date of filing the 

                                                 
proposed three-part reporting deadlines will create a high probability of inaccurate or insufficient 
information included in reports). 

45 See NASNA Comments at 3-4 (BIAS providers are analogous to covered 911 service providers and 
should have parallel reporting requirements); NYPSC Comments at 8-11 (for BIAS with NG911-function 
services, reporting must include a preliminary report of the loss of service within 60 minutes; and a 
detailed report of the known extent of the outage within 90 minutes, including disruptions or outages due 
to application layer issues or cyber-attack); WUTC Comments at 2 (to provide a timely set of reports to 
the Commission, the three-part reporting structure should be applied to broadband providers). 

46 CPUC Comments at 7.   

47 ATIS Comments at 19; Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to 
Communications, New Part 4 of the Commission’s Rules Concerning Disruptions to Communications, and 
The Proposed Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to 
Interconnected Voice Over Internet Protocol Service Providers and Broadband Internet Service Providers, 
PS Docket No. 15-80, ET Docket No. 04-35 and PS Docket No. 11-82, Comments of Comtech 
Communications Corp. at 4 (filed Aug. 26, 2016) (“Comtech Comments”). 
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notification, rather than discovery that an outage was reportable, though minor, would 

grant providers more time to gather information and provide more complete reports. 

Finally, the Commission should reject the NYPSC’s call not only to adopt a three-

step reporting process for BIAS providers, but to modify it to require that the initial 

notification to be filed within 60 minutes of discovering the reportable outage, and be 

made to the FCC, states and, separately, any county/local emergency unit if E911 or 

next-generation 911 (“NG911”) service is compromised.48  NYPSC argues waiting even 

two hours for notification “could lead to widespread emergency communications and 

economic impacts.”49  ACA notes this shortened timeframe is far more likely to lead to 

inaccurate reporting and confusion and should be rejected by the Commission.50  

NYPSC fails to demonstrate why receipt of an outage notification within an hour of 

discovery of a reportable outage provides any additional, demonstrable benefit that 

cannot be obtained by receiving notification within 24 hours, when the provider is far 

more likely to have useful information to share with the Commission.  The record clearly 

shows that a two-hour reporting requirement, let alone a one-hour period, would be 

overly burdensome for smaller providers, who would have to divert their limited 

administrative resources to reporting the outage rather than focus on fixing the outage 

as soon as possible. 51    

                                                 
48 NYPSC Comments at 9-10.   

49 Id. at 9.   

50 See USTelecom Comments at 8-9 (shorter reporting deadlines will create a higher probability of 
inaccurate or insufficient information included in reports and will place substantial administrative burdens 
on providers). 

51 NYPSC’s request that reports be made directly to states and to any county/local emergency unit should 
also be rejected.  NYPSC Comments at 8; see also Amendments to Part 4 of the Commission’s Rules 
Concerning Disruptions to Communications, New Part 4 of the Commission’s Rules Concerning 
Disruptions to Communications, and The Proposed Extension of Part 4 of the Commission’s Rules 
Regarding Outage Reporting to Interconnected Voice Over Internet Protocol Service Providers and 
Broadband Internet Service Providers PS Docket No. 15-80, ET Docket No. 04-35 and PS Docket No. 11-
82, Comments of the Virginia State Corporation Commission at 6 (filed Aug. 26, 2016) (outage and 
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B. The Contents of Outage Notifications and Reports Should Not Be 
Expanded. 

 
Consistent with ACA’s arguments, many industry members also oppose the FNPRM’s 

proposal to include cybersecurity-related outage information in notifications and reports, in part 

because public-private collaborative groups are working to establish industry best practices for 

cybersecurity issues, and the Commission should allow them to complete their work before 

considering regulations.52 

While some commenters assert that providers should be required to provide 

cybersecurity report information or that NORS should be modified to include reporting 

information for cybersecurity-related outages and disruptions,53 the Commission should decline 

to adopt these recommendations.  Additional predefined NORS fields or menus to capture 

cybersecurity-related information are not necessary, as there already exist adequate fields in 

NORS to provide this information.  As ATIS and CenturyLink both point out, providers can 

capture malicious cyber events by selecting the “Yes – Cyber event” drop down field in NORS 

or provide more detail in the description of the event or outage cause.54   

 The FNPRM also proposes to include root cause information in the initial notification.55  

As ITTA points out in its comments, this strays from current Commission requirements; the 

Commission should continue only to require root cause analysis as part of the Final Report and 

                                                 
service degradations to PSAPs should be reported to, and investigated by, the FCC, state commissions 
and other relevant state agencies).  Requiring providers in the midst of an emergency situation to make 
three or more outage filings would be tremendously burdensome and counterproductive. See NTCA 
Comments at 7 (during a service outage, providers with lean staffs will have to mobilize all hands to 
restore service; taking time to report an outage might impede restoration efforts).  

52 ACA Comments at 30-31.  See also ATIS Comments at 9; CenturyLink Comments at 13; Comcast 
Comments at 32-34; NCTA Comments at 25; USTelecom Comments at 17-19. 

53 CPUC Comments at 9-10; NYPSC Comments at 10.   

54 ATIS Comments at 8; CenturyLink Comments at 12-13.   

55 FNPRM, ¶ 121. 
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not earlier reports.56  ACA agrees with ITTA.  Adding root cause information to the list of 

information that must be initially reported to the Commission would only make this notification 

more burdensome, without the likelihood of adding significantly to the Commission’s ability to 

respond to the outage or assist in the development of best practices. 

V. THE COMMISSION MUST MAINTAIN THE CONFIDENTIALITY OF PART 4 
REPORTING DATA AND CONDITION ANY SHARING OF THIS DATA WITH OTHER 
GOVERNMENT AGENCIES ON THEIR PROTECTION OF ITS CONFIDENTIALITY 

 
In the FNPRM, the Commission seeks comment on whether to extend confidentiality to 

new broadband outage reports and to share these reports with other entities, including states 

and federal agencies other than the DHS, and presents two means for addressing the matter.  

First, it charges the PSHSB with the task of studying these issues and “developing proposals for 

how information could be shared appropriately with state entities and federal entities other than 

DHS.”57  Second, by seeking comment, the Commission indicates that it could adopt rules with 

respect to sharing pursuant to the FNPRM prior to receipt of the results of the PSHSB’s 

analysis.58  ACA provides these comments, to support the Commission’s proposal to extend 

confidentiality to any new Part 4 reporting, and to assist the Bureau in studying the issue of 

sharing. 

As the Commission has observed, sharing outage reporting data beyond the 

Commission and DHS “raises a number of complex issues.”59  Widening the pool of entities and 

persons able to access NORS data vastly increases the risk of inappropriate or harmful 

disclosure of this highly sensitive data.  Decreasing the level of confidentiality afforded outage 

reporting data as suggested in the FNPRM would also raise complex issues, particularly if 

                                                 
56 ITTA Comments at 15-16. 

57 FNPRM, ¶ 146. 

58 Order, ¶ 89; FNPRM, ¶¶ 145-48.  In these Reply Comments, ACA focuses its discussion on sharing 
NORS data with state commissions, while reserving the right to file additional commentary on sharing the 
data with federal partners other than the Department of Homeland Security at a later date. 

59 Order, ¶ 89.   
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combined with wider access.  For this reason, ACA believes the Commission should proceed 

with caution with respect to sharing of Part 4 reporting data.  At this time, the preferable course 

of action is for the Bureau to review the record in response to the FNPRM on Part 4 sharing and 

then develop proposals for action that may later be considered by the Commission in a further 

rulemaking.   

This is not the first time the Commission has considered affording state commissions 

access to network outage data.  In 2009, the CPUC petitioned the Commission requested that 

the Commission permit state agencies to directly access the NORS database, and the 

Commission received comment on this proposal.60  The topic was again explored in 2010 and 

2011.61  In the initial notice in the instant rulemaking, the Commission proposed to grant state 

governments “read-only access to those portions of the NORS database that pertain to 

communications outages in their respective states,” conditioned on a certification that each state 

“will keep the data confidential and that it has in place confidentiality protections at least 

equivalent to those set forth in the federal Freedom of Information Act (FOIA).”62  Similarly, it 

                                                 
60 See In re Rules Concerning Disruptions to Communications, ET Docket No. 04-35, Petition of the 
California Public Utilities Commission and the People of the State of California for Rulemaking on States’ 
Access to the Network Outage Reporting System (NORS) Database and a Ruling Granting California 
Access to NORS (filed Nov. 19, 2002) (“CPUC Petition for Access”); Public Safety and Homeland 
Security Bureau Seeks Comment on Petition for Rulemaking by the California Public Utilities Commission 
Requesting That State Public Utilities Commissions Be Granted Direct Access to the Commission’s 
Network Outage Reporting System, Public Notice, 25 FCC Rcd 1241 (2010) (“CPUC Petition for Access 
Comment Public Notice”). 

61 The Proposed Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to 
Interconnected Voice Over Internet Protocol Service Providers and Broadband Internet Service Providers, 
Notice of Proposed Rulemaking, 26 FCC Rcd 7166 (2011) (“2011 NPRM”). 

62 Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, New 
Part 4 of the Commission’s Rules Concerning Disruptions to Communications, PS Docket No. 15-80, ET 
Docket No. 04-35, Notice of Proposed Rulemaking, Second Report and Order, and Order on 
Reconsideration, 30 FCC Rcd 3206, ¶ 51 (“2015 NPRM”); FNPRM, ¶ 82. 
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explored giving federal agencies other than the DHS such access in the initial notice of 

proposed rulemaking in this proceeding.63 

The Commission received substantial commentary on these matters.64  In its 2016 Order 

in this proceeding, the Commission noted that commenters were generally supportive of 

providing state and federal officials with direct access to the NORS database, so long as there 

are sufficient security and confidentiality protections to prevent disclosure to competitors or 

hostile parties, but disagreed on many of the details of implementation.65  Finding that its 

proposals for sharing Part 4 information raise a number of complex issues warranting further 

investigation, including whether state law would need to be preempted to facilitate information 

sharing, the Commission, rather than adopt specific rules, sought further comment through the 

FNPRM and tasked the Bureau with further study of the matter.66 

Although ACA did not address the current FNPRM’s proposals in its Comments, it 

agrees with industry commenters supporting the Commission’s proposed extension of 

confidential treatment for all Part 4 information submitted to it.  Given that providing network 

outage information to a single source, like the Commission, that can be accessed by state and 

other entities is more efficient than having to provide the same or similar information to multiple 

sources, ACA sees value in the sharing of NORS data under appropriate conditions with state 

entities involved in public health and safety.  However, ACA cautions the Commission against 

compromising network security by reflexively sharing NORS data with state entities lacking a 

demonstrated “need to know” or the ability to protect the data in the same fashion as the 

Commission.   

                                                 
63 2015 NPRM, ¶ 53. 

64 Order, ¶¶ 84-89. 

65 Id., ¶ 84. 

66 Id., ¶ 89. 
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A. The Commission Should Adopt Appropriate Safeguards for Protecting the 
Confidentiality of Part 4 Information. 

 
In the Order, the Commission recognized the importance of protecting the confidentiality 

of outage data submitted by Part 4 filers through NORS, noting that improper disclosure of such 

data would result in a “likelihood of substantial competitive harm” and would undermine the 

Commission’s national defense and public safety goals.67  For this reason, the FNPRM 

proposes extending its existing “presumptive confidential treatment to any reports filed under 

rules adopted” in this proceeding, including broadband outage reporting filings.68  ACA fully 

supports the proposal, which has garnered strong support in the record.69 

As several commenters explain, confidentiality protection for NORS data is critical given 

the sensitive information provided in outage reports and the risk of terrorist activity or attacks on 

communications networks should the information be publicly disclosed.70  NORS data involves 

proprietary and competitively sensitive commercial information as well as highly sensitive 

information concerning facilities that are a part of the Nation’s critical information 

infrastructure.71  WISPA has noted that reporting entities are more likely to be more transparent 

                                                 
67 Id., ¶ 81. 

68 FNPRM, ¶ 145. 

69 ATIS Comments at 19-20; AT&T Comments at 21; CenturyLink Comments at 18-19; Comcast 
Comments at 3, 27-28; CTIA Comments at 19-21; ITTA Comments at 18-19; NCTA Comments at 22-25; 
USTelecom Comments at 15-17; WISPA Comments at 23. 

70 ATIS Comments at 19-20. 

71 AT&T Comments at 21-22; see Comcast Comments at 28 (broadband data is highly sensitive and 
could be harmful if placed in the wrong hands by highlighting vulnerabilities in the broadband network, 
which would raise public safety and national security concerns); ITTA Comments at 18-19 (disclosure of 
NORS data could present significant security risks); USTelecom Comments at 15-17 (outage data 
submitted to the Commission is highly sensitive with regard to competitive reasons); CenturyLink 
Comments at 18-19 (given the sensitivity of NORS data, confidentiality protections should be in place 
before allowing access).   

 



 
ACA Reply Comments  
PS Docket Nos. 15-80 and 11-82; ET Docket No. 04-35  
Sep. 12, 2016 25

in their reporting knowing that the information will remain confidential.72  For these reasons, 

extension of the presumption of confidentiality to any new outage reports is fully warranted. 

Although the Commission has traditionally recognized this sensitivity and protected the 

confidentiality of NORS data, in the FNPRM it suggests that “this approach of presumed 

confidentiality may need to evolve as networks, and consumer expectations about transparency 

evolve.”73  ACA respectfully disagrees.  The current presumption of confidential treatment was 

based on the Commission’s determination, twelve years ago, that, “[g]iven the competitive 

nature of many segments of the communications industry and the importance that outage 

information may have on the selection of a service provider or manufacturer  . . . there is a 

likelihood of substantial competitive harm from disclosure of information in outage reports,” and 

that “the national defense and public safety goals that we seek to achieve by requiring outage 

reports would be seriously undermined if we were to permit these reports to fall into the hands 

of terrorists who seek to cripple the nation’s communications infrastructure.”74  As many 

commenters have noted, the facts undergirding the Commission’s rationale in favor of protecting 

the confidentiality of outage data have not changed.75  Moreover, the Commission’s suggestion 

that the public’s expectations about the transparency of outage reporting information are 

                                                 
72 WISPA Comments at 23. 

73 FNPRM, ¶ 145. 

74 New Part 4 of the Commission’s Rules Concerning Disruptions to Communications, Report and Order 
and Further Notice of Proposed Rulemaking, 19 FCC Rcd 16830, ¶ 45 (2004) (“2004 Order”). 

75 See, e.g., NCTA Comments at 23-24 (there is no basis for the Commission’s departure from its 
determination in 2004 to treat NORS reports as confidential); CTIA Comments at 19-20 (“The 
Commission’s actions on NORS report access should be guided by the same principles that led to the 
decision to make NORS data confidential in the 2004 Outage Reporting Order.”); Comcast Comments at 
28-30 (“Nothing has changed in the past twelve years to tip the balance of the scale toward public 
disclosure.  The contrary, the concerns DHS espoused more than a decade ago are all the more salient 
today, especially given the proposed inclusion of granular data that could highlight broadband network 
vulnerability at a time when broadband networks are even more ingrained in the everyday lives of our 
nation’s citizens, public and private institutions, and businesses, and when both the capabilities and the 
determination of America’s enemies are growing.”).  
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evolving is perplexing.  The Commission itself fails to explain the basis for this notion, and, as 

AT&T observes, “[i]f anything, we are more acutely aware today than ever before of the 

importance of network security as we face increased threats and more sophisticated enemies 

that aspire to attack us here at home.”76  ACA agrees with AT&T that should the Commission’s 

thinking “evolve” on this issue, “it should evolve in the direction of more security, not less.”77  

ACA also agrees with industry commenters,78 such as AT&T, that “[g]iven that the nature 

of the data collected involves both confidential commercial data and highly sensitive information 

concerning facilities that are a part of the ‘Nation’s critical information infrastructure,’ it is 

imperative that any information collected by the Commission be treated as confidential.  

Disclosure of this information, even if inadvertent, carries a high risk of dire consequences to 

critical broadband infrastructure.”79 

                                                 
76 AT&T Comments at 22. 

77 Id.  For these reasons, the Commission should disregard the suggestion by Public Knowledge that data 
collected on outages be made publicly available.  See Public Knowledge Ex Parte Letter at 1.  Although 
Public Knowledge helpfully suggests that this data could be limited to the fact of an outage, its duration, 
and its scope, the sole justifications Public Knowledge offers for disclosure are that (i) public disclosure 
would provide useful information to the press and policy advocates involved in the debate over network 
reliability and (ii) “availability of reliability information will reassure the public with regard to reliable 
networks and encourage less reliable networks to invest in reliability as networks advertise based on their 
comparative reliability.”  Id.  Public Knowledge notes that this dynamic followed the publication of 
broadband Internet speed test data through the Measuring Broadband America project.  Id.  Neither of 
these rationales are sufficient to support the disclosure of information the Commission has recognized is 
both highly commercially sensitive and could put the nation’s infrastructure at substantial risk if disclosed.  
There is no evidence in the record that the press and policy advocates have been harmed by lack of 
access to NORS data or the public needs “reassurance” with respect to network reliability.  To the 
contrary, if providers are competing and advertising on the basis of reliability, that alone should provide 
sufficient incentive for less reliable networks to increase their investment in this area, or run the 
substantial risk of loss of customers. 

78 See, e.g., Comcast Comments at 27-30 (because broadband data is highly sensitive in nature, if the 
Commission makes any changes, it should strengthen, not relax, confidentiality protections for outage 
reports).  See also WISPA Comments at 23 (without a presumption of confidentiality, BIAS providers may 
be reluctant to report complete outage information). 

79 AT&T Comments at 21-22; see also ATIS Comments at 20 (public disclosure of outage report 
information could present an unacceptable risk of terrorist activity and provide information that could be 
used to attack communications networks).  As Comcast notes, “[b]roadband data is highly sensitive in 
nature, is routinely kept from the public, and could be incredibly harmful if placed in the wrong hands.  
Moreover, such information could highlight vulnerabilities in networks, thereby raising even stronger 
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In sum, because there is no demonstrable benefit to public disclosure of outage data, 

while there would be substantial costs to providers and potentially to the national security and 

public safety goals behind Part 4 reporting, the Commission should extend its prior 

determination that the potential customer benefits of public disclosure of NORS data are 

substantially outweighed by the harm to the public and national defense from disclosure. 

B. The Commission Should Consider Sharing Outage Reporting With States 
Only Under Strict Conditions That Include Confidentiality Protections. 

 
The record supports providing states with direct read-only access to the NORS database 

only under strict conditions that include confidentiality protections and related limitations, 

including Commission review through notice, comment and approval of any requests, to prevent 

unauthorized access or disclosure.80   

The Commission has now explored sharing NORS data with state commissions several 

times.81  After receiving comments on its 2015 proposal to grant states read-only access to 

those portions of the NORS database that pertain to communications outages in their respective 

states and on providing federal agencies beyond the DHS, the Commission found the record to 

reflect broad agreement that state and federal partners would benefit from more direct access to 

NORS data, but once again found itself unable to resolve the matter on the record.82  Rather, it 

decided to seek further comment through this FNPRM, citing “significant security and 

confidentiality concerns . . . as well as federalism concerns that may be inherent in any national 

coordination of outage reporting requirements.”83  In the FNPRM, the Commission directs the 

                                                 
public safety and national security concerns with respect to disclosure than the voice data currently 
included in outage reports.”  Comcast Comments at 28. 

80 The Commission may wish to delegate authority for such reviews to the PSHSB. 

81 See, e.g., CPUC Petition for Access Comment Public Notice; 2011 NPRM.  

82 Order, ¶ 88. 

83Id., ¶¶ 81-89.  See CPUC Petition for Access; 2011 NPRM.  See, e.g., The Proposed Extension of Part 
4 of the Commission’s Rules Regarding Outage Reporting to Interconnected Voice Over Internet Protocol 
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PSHSB to “develop proposals for how information could be shared appropriately with state 

entities,” seeks comment on current information sharing and reporting practices of broadband 

and interconnected VoIP providers with state governments and federal agencies and posits 

many questions regarding which agencies and states providers already receive outage reports 

and the specifics of mandatory or voluntary reporting procedures and information sharing 

currently required.84 

Not surprisingly, state commissions and public safety agencies all support the 

Commission sharing NORS access with states, federal agencies, and other necessary entities85 

and pledge to protect the confidentiality of any shared outage reporting information.86  While 

industry commenters are split on whether NORS data should be shared with state and federal 

                                                 
Service Providers and Broadband Internet Service Providers, Comments of AT&T, Inc. (filed Aug. 8, 
2011), Comments of CenturyLink (filed Aug. 8, 2011). 

84 FNPRM, ¶ 147. 

85 See CPUC Comments at 14-15 (because the public is directly affected by an outage, they should have 
access to this information subject to confidentiality protections); NYPSC Comments at 3-4 (states should 
have direct access to NORS because understanding the scope, duration and impact of an outage is vital 
to situational awareness in emergency situations, which will aid in the State’s response in real-time and in 
post-outage analysis).  See also Public Knowledge Ex Parte Letter at 1; BRETSA Comments at 10-11.  
BRETSA notes that the states, rather than the Commission, need to be notified of outages affecting the 
ability to access 911.  It suggests that the Commission should focus on high-level monitoring and 
identifying trends affecting the reliability of telecommunications services and infrastructure, and should 
not interfere with providers’ reporting of outages to PSAPs and state officials through its rules on 
reporting, forfeiture actions, or other actions pertaining to network outages.  BRETSA Comments at i-ii. 
Accord Public Knowledge Ex Parte Letter at 2 (“Those charged with emergency preparedness must 
therefore have an accurate picture of the communications infrastructure for planning purposes, to avoid 
surprise and potentially life-threatening delays when an emergency occurs.”).   

86 See CPUC Comments at 3 (state access to NORS should only be conditioned on a state’s certification 
of adequate confidentiality); NYPSC Comments at 3 (state access to NORS needs confidentiality 
restrictions, and NYPSC does not object to establishing a certification process in order to receive access); 
WUTC Comments at 2 (there should be clear safeguards to protect the confidentiality of outage reporting, 
but confidentiality should not be used to prohibit state and local access to NORS); BRETSA Comments at 
20-21 (because of confidentiality concerns, PSAPs should only receive information about facilities and 
areas they serve within their jurisdiction).  

 



 
ACA Reply Comments  
PS Docket Nos. 15-80 and 11-82; ET Docket No. 04-35  
Sep. 12, 2016 29

agencies,87 all agree that if shared, outage information must be subject to strong confidentiality 

protections.88 

ACA recognizes there could be value to the Commission sharing NORS data with 

eligible state entities, especially if the Commission preempts states from separately requiring 

providers to submit the same or similar information, but agrees with commenters, such as 

NCTA, who caution the Commission that such access must be accompanied by a demonstrated 

need for the data and affirmations that confidentiality will be protected.89  For these reasons, 

ACA supports the Bureau’s study of proposals to require states to submit a request to the 

Commission explaining why they are eligible to receive the data, what they plan to do with it, 

and how they intend to protect confidentiality.  Several commenters have proposed thoughtful 

safeguards for protecting the confidentiality of NORS data,90 and ACA urges the PSHSB and 

                                                 
87 Commenters that are not opposed to sharing NORS data with state/federal agencies:  ATIS Comments 
at 20; CenturyLink Comments at 18-19; CTIA Comments at 20-21; NCTA Comments at 23-24; ITTA 
Comments at 18-19 (states should have read-only access to portions of NORS reports pertaining to 
outages in their respective states). Commenters opposed to sharing NORS data with states:  AT&T 
Comments at 21; Comcast Comments at 31; Comtech Comments at 5-6; WISPA Comments at 23. 

88 ATIS Comments at 19-20; AT&T Comments at 22; CenturyLink Comments at 18-19; Comcast 
Comments at 3, 27-28; CTIA Comments at 19-21; ITTA Comments at 18-19; NCTA Comments at 22-25; 
USTelecom Comments at 15-17; WISPA Comments at 23. 

89 NCTA Comments at 24 (arguing that states should submit a request for Commission approval 
explaining why they are eligible to receive the data, what they plan to do with it, and how they will protect 
confidentiality).  AT&T, for example, reiterates its recommendation that “should the Commission 
determine there is a demonstrable need for states to have state-specific, read-only access to [NORS], it is 
essential that the Commission impose stringent and enforceable requirements on states that elect to 
obtain this access,” that include substantial safeguards.  AT&T Comments at 22. 

90 AT&T, for example, recommends that a minimum of five separate safeguards must be imposed.  First, 
the Commission should require states to certify annually that providers’ outage reports are not subject to 
any state open-record laws and to notify the Commission within 48 hours if the state’s laws or rules no 
longer exempt these reports from public disclosure so that the Commission may eliminate that state’s 
access to its NORS database.  Second, the Commission should impose a limit on the number of state 
commission personnel who have access to the NORS database.  Third, the Commission should require 
states to train their authorized employees on the proper handling of NORS database information and 
what steps the employee should take if he/she believes the data has been disclosed in violation of these 
safeguards.  Fourth, the Commission should restrict state commission’s use of the NORS data to 
evaluate the cause of outages in order to monitor communications network functionality within a state.  
Fifth, the Commission should condition a state’s access to the NORS database on that state agreeing not 
to impose state-specific outage reporting requirements on reporting entities.  AT&T Comments at 22-24.  
CenturyLink also argues that states should be allowed access to NORS reports so long as such access 
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the Commission to give careful consideration to these constructive proposals as part of the 

Bureau’s process of considering proposals for subsequent Commission consideration before 

granting wider access to the NORS database.  Included among the topics to be explored should 

be whether the Commission should seek make a determination whether the requesting entity 

meets the necessary standards to receive such information before permitting access and 

whether it should seek comment before doing so.  At the very least, all agencies permitted real-

time access to NORS, whether state or federal, should be required to justify to the Commission 

their need for the data and affirm that they are willing and able to protect its confidentiality.  

Allowing states and others to access the information should be considered a privilege and not a 

guaranteed right, and consequences will exist for non-compliance.  For this reason, ACA also 

supports removal of a state’s ability to directly access NORS data if they are found not to 

comply with specific guidelines outlined by the Commission. 

VI. THE RECORD CONFIRMS THAT THE COMMISSION’S WIDE-RANGING 
BROADBAND OUTAGE REPORTING PROPOSALS EXCEED THE BOUNDS OF ITS 
AUTHORITY 

 
ACA explained, in its initial Comments, that the Commission’s claim of legal authority 

under a host of precedents and statutory provisions does not withstand scrutiny, while focusing 

on reasons why the Commission cannot base its wide-ranging outage reporting proposals with 

respect to broadband services on either its limited statutory authority with respect to access to 

911 and NG911 or its reclassification of BIAS as a Title II service in its initial Comments.91  

                                                 
replaces any separate outage reporting under state law that is based on different criteria and timeframes.  
CenturyLink Comments at 18-19.  ATIS agrees that states should have laws to prevent disclosure and 
abide by confidentiality, should they be granted access to NORS data.  See ATIS Comments at 21.  See 
also CTIA Comments at 18-19 (recommending a minimum of seven safeguards designed to protect Part 
4 data and mitigate the risks of unauthorized disclosures, including a requirement of notification to the 
Commission and affected carriers in the event of a data breach).  As Comcast notes, any information 
regarding cybersecurity incidents shared with any governmental agency must be protected by the DHS 
PCII program.  Comcast Comments at 34-35.  

91 ACA Comments at 32-39.   
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Many commenters agree that the Commission would exceed its statutory authority if it adopted 

the FNPRM’s broadband outage reporting proposals, particularly to the extent it seeks to justify 

outage reporting for BIAS under Section 706 and Section 254.92  Arguments to the contrary, 

which mostly repeat the flawed legal analysis contained in the FNPRM, are unavailing.93 

Access to Emergency Services.  In its Comments, ACA also demonstrated that the 

Commission’s authority with respect to 911 and E911 services under Section 615a-1 is not as 

capacious as the Commission has suggested, and neither those provisions nor the CVAA 

support the broadband outage reporting requirements under consideration.94  VON Coalition 

agrees, arguing that none of these statutory provisions grant the Commission the authority to 

adopt the proposed amendments because the proposals do nothing to further advance the 

goals of those provisions.95 

The relationship between any of the direct statutory authority cited in the FNPRM with 

respect to the “health” of the nation’s communications networks, its reliability for both 

emergency and non-emergency services, and the filing of reports concerning network outages 

under the Commission’s wide-ranging proposals is, at best, tangential.  For example, such 

authority does not extend to outage reporting for performance degradation that does not prevent 

access to emergency services.  Rather, as ACA and others have shown, any new reporting 

                                                 
92 CenturyLink Comments at 5-8; VON Coalition Comments at 3-4; USTelecom Comments at iii, 2-3; 
NTCA Comments at 3; WISPA Comments at 10, 14-15.  

93 See Public Knowledge Ex Parte Letter at 3 (the legal authority on which the Commission relied in the 
2004 Order and earlier orders is still applicable to the FNPRM, as well as authority under 47 U.S.C. §§ 
162, 201(b), 254 and 1302(a)); CPUC Comments at 13-14 (agrees with the FNPRM’s tentative 
conclusion that the proposed reporting requirements are an “achievable and technically feasible” way to 
meet the CVAA mandate).  See also NARUC Comments at 8-9 (there is no question that state 
requirements for outage data reporting is, as 47 U.S.C. § 253(c) suggests, necessary to protect public 
safety and welfare, safeguard the rights of consumers, ensure continued quality of telecommunications 
services, and preserve and advance universal service). 

94 ACA Comments at 33-37. 

95 VON Coalition Comments at 3-4. 

 



 
ACA Reply Comments  
PS Docket Nos. 15-80 and 11-82; ET Docket No. 04-35  
Sep. 12, 2016 32

requirements must hew closely to the Commission’s bounded authority with respect to 911 and 

NG911 functionality and be narrowly structured to further only its public safety mission.96  This 

argues against adoption of outage reporting rules that are not closely related to access to 

emergency services, arguably the strongest base for the Commission’s outage reporting rules.97 

Title II.  Several commenters, including ACA, cautioned the Commission about 

premature reliance on its Title II authority over common carriers to extend Part 4 outage 

reporting requirements to broadband services as its reclassification decision in the Open 

Internet Order remains under legal challenge.98  For this reason, the statutory bases the 

Commission has previously relied upon in adopting Part 4 do not necessarily support the 

expansion of those requirements to broadband services as contemplated by the FNPRM, 

contrary to the claims of Public Knowledge.99 

Public Knowledge’s further assertion that broadband reliability reports are authorized 

because they allow the Commission to determine if outages constitute an unjust and 

                                                 
96 ACA Comments at 33-37; NTCA Comments at 3 (because Part 4 has a narrow mission, to promote 
public safety by monitoring network outages, outage reporting requirements should be clearly translated 
from legal authority and “fundamentally wed to – and structured with reference to –” its public safety 
mission).  CenturyLink argues that the Commission is on its firmest footing with respect to access to 911 
and E911 services.  See CenturyLink Comments at 6.  Although ACA agrees that the Commission’s 
charge under the New and Emerging Technologies Improvement Act of 2008 is the strongest basis for 
the Commission’s outage reporting requirements with respect to interconnected VoIP service, it remains a 
very limited authorization and cannot reasonably be stretched to cover the extensive broadband outage 
reporting requirements proposed by the Commission.   

97 Nor can the Commission rely on the CVAA as a basis for its proposals, as the CPUC argues.  CPUC 
Comments at 13-14 (“the proposed reporting requirements are an ‘achievable and technically feasible’ 
way to meet the CVAA mandate”).  As ACA demonstrated in its Comments, the CVAA provision relied 
upon concerns means of making IP-based services accessible that are used to access to emergency 
services; disruption reporting bears only a tangential relationship, if any, to the availability of IP-based 
emergency services sufficient to provide usability and accessibility to individuals with disabilities.  ACA 
Comments at 36-37.  

98 ACA Comments at 37-39; CenturyLink Comments at 5-8; USTelecom Comments at iii, 2-3. 

99 Public Knowledge Ex Parte Letter at 3.  Public Knowledge supports the Commission’s reliance on its 
Title II authority, and maintains that the authority the Commission relied upon in the 2004 Order and 
earlier orders is still applicable because broadband is a now a Title II service and none of the provisions 
the Commission previously relied upon are any less applicable to broadband than legacy 
telecommunications services, citing Sections 1, 4(i), 201-202, and 403. 
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unreasonable practice under Section 201 should be rejected.100  The Commission should 

decline to use its outage reporting rules as a backdoor means of extending common carrier 

regulation to matters of network reliability or performance.  This is particularly true in light of the 

complete lack of evidence of widespread reliability problems. 

Section 254.  Relatedly, Public Knowledge also supports the Commission’s assumption 

that Section 254 authorizes the adoption of outage reporting requirements for BIAS because the 

Commission’s Connect America Fund program requires CAF Phase II recipients to provide a 

certain quality of service in exchange for receipt of funds.101  Both CenturyLink and WISPA 

identify flaws in this position.  CenturyLink notes that the FNPRM concedes that Section 254 

cannot be used to confer jurisdiction over “non-CAF areas;” therefore, the broadest jurisdiction 

under Section 254 would be only to providers receiving CAF support regarding their actions in 

areas where they receive CAF support, which are limited.102  WISPA further explains that the 

Commission incorrectly justifies its proposed rules as fair consideration for receipt of CAF 

support when many smaller providers are ineligible to receive support until the Commission 

conducts the CAF Phase II auction.103  ACA agrees that for these reasons, the Commission 

cannot ground its broadband outage reporting requirements on its Section 254 authority. 

Section 706.  Both the Commission and Public Knowledge point to Section 706 as a 

source of legal authority for its FNPRM proposals on the grounds that reporting will encourage 

broadband deployment.104  Public Knowledge maintains that the Commission’s obligation under 

                                                 
100 Public Knowledge Ex Parte Letter at 3.   

101 Id. (reliability reports allow the Commission to determine whether rural and low income Americans 
have access to advances service through universal service and in administering the Connect America 
Fund). 

102 CenturyLink Comments at 7-8; FNPRM, ¶¶ 209-11. 

103 WISPA Comments at 10. 

104 FNPRM, ¶¶ 206-208; Public Knowledge Ex Parte Letter at 3. 
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Section 706(a) to promote access to advanced telecommunications services clearly applies.  

Further, that if broadband is so unreliable that “the public cannot entrust to it critical public safety 

applications, educational uses, or business activity” then these benefits cannot be achieved.105 

 These arguments should be rejected.  Part 4 rules were never contemplated as a 

reporting mechanism for the purpose of monitoring or encouraging broadband deployment.106  

Broadband deployment has flourished in part because it has been lightly regulated; absent any 

evidence that new outage reporting regulation will encourage increased deployment, Section 

706 cannot authorize the rules.107  Rather than encourage broadband deployment, ACA agrees 

with WISPA that the proposed rules would contravene the intent of Section 706 because 

imposing new regulatory burdens “will discourage, not encourage broadband deployment, by 

driving up compliance costs, increasing opportunity costs and chilling investment.”  There is no 

correlation between reporting broadband outages and broadband deployment; if anything, 

reporting will only create a barrier to investment and discourage competition.108 

 

 

 

 

 

 

 

 

                                                 
105 Public Knowledge Ex Parte Letter at 3. 

106 NTCA Comments at 3. 

107 CenturyLink Comments at 7. 

108 WISPA Comments at 14-15. 
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VII. CONCLUSION 
 
 The record plainly shows that the Commission can better fulfill its public safety mission 

through a far more targeted set of outage reporting requirements that will provide the 

Commission the information it needs without imposing undue burdens on service providers, 

consistent with ACA’s recommendations.  Finally, the Commission should extend confidential 

treatment to information filed in NORS as proposed, and permit the PSHSB to review the record 

in this proceeding on the complicated question of state and federal entity direct access to NORS 

data before considering proposing any specific rules governing such sharing.   
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