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Huawei Technologies Co., Ltd., and Huawei Technologies USA, Inc. (collectively,
“Huawei”), by their undersigned counsel, submit this ex parte presentation to the Federal
Communications Commission (“FCC” or “Commission”) to supplement the record in the abovecaptioned docket.
Huawei submits as Attachment 1 the expert report of Professor Valtteri Niemi,1 which
analyzes how security is addressed in 5G network standards. Huawei understands and commends
the U.S. Government’s efforts to mitigate cybersecurity risks in its telecommunications
infrastructure. However, as Huawei has explained extensively in the record, the Commission’s
proposed rule would harm a substantial number of carriers—and in particular carriers in rural and
remote areas. The Commission is obligated to weigh carefully the costs and benefits of its proposed
rule. In doing so, the Commission should take into account the enhanced security requirements
and features built into the standards for 5G networks. For example, a recent report about 5G
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cybersecurity recognizes that “5G technologies and standards could improve security compared to
previous generations of mobile networks, due to several new security functions, such as stricter
authentication processes in the radio interface.”2 Moreover, “contingency approaches have been
defined through standardization level by 3GPP” to mitigate many of the “identified risks” linked
to 5G technology.3 Proceeding to adopt the proposed rule, which does not account for the unique
security features of 5G networks, would be arbitrary and capricious.
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Attachment 1
“Expert Report on 5G Security” by Professor Valtteri Niemi

Expert report on 5G security
Personal Background and Qualifications
I am a Professor of Computer Science at University of Helsinki where I lead the Secure Systems research
group and am the Deputy Head of the Computer Science Department. Prior to my work with the
University of Helsinki, I was a Professor of Mathematics in two other Finnish universities: (1) University
of Vaasa from 1993 until 1997 and (2) University of Turku from 2012 until 2015. I also served for 15
years in various roles at Nokia Research Center and was nominated as a Nokia Fellow in 2009. At Nokia, I
worked on various wireless security topics. I participated in the 3GPP SA3 security standardization group
from its beginning and served as chairman of the group from 2003 until 2009. I have published more
than 80 scientific articles and am a co-author of four books about mobile communications security.
A complete statement of my qualifications is set forth in my curriculum vitae, attached hereto as Exhibit
A.
I have prepared this report at the request of Huawei Technologies Co. Ltd. and Huawei Technologies
USA, Inc. (collectively, “Huawei”). This report represents my independent assessment and opinions.

Introduction
In considering adoption of rules that would prohibit the use of universal service funds for the purchase
of equipment or services from providers identified as posing a national security risk to
telecommunications networks, the Federal Communications Commission (“FCC”) should consider how
security will be addressed in 5G networks.1 As this report explains, security has been a central topic in
the development of 5G standards. As a result, those standards build in not only the security
requirements and features of today’s fourth generation wireless networks, but also additional
requirements that will enhance security. Furthermore, those standards also reduce the likelihood for
telecommunications networks to be subject to attack by bad actors.

1

See Protecting Against National Security Threats to the Communications Supply Chain Through FCC Programs,
Notice of Proposed Rulemaking, WC Docket No. 18-89, 33 FCC Rcd 4058 (2018).

5G basics
The term 5G refers to the 5th generation of mobile communication technologies. A mobile network
contains both a network of base stations called the radio access network (RAN) and a core network (CN).
Mobile devices communicate with base stations through radio links, and base stations connect with the
CN typically by a wired link, although some may connect via wireless technologies. In mobile networks,
the RAN equipment is often supplied by a different vendor than the CN equipment. The CN contains
elements that are responsible for keeping track of the whereabouts of mobile devices, setting up calls,
storing information about user subscriptions, managing base stations, authentication, charging and
billing, and many other functions. The manufacturer of any element in the network does not take part in
the operation of the element unless there is a specific agreement about such an arrangement between
the network operator and manufacturer.
For each of the generations of wireless network technology prior to 5G, several different standardized
technologies were created and deployed. However, one technology, referred to as Long Term Evolution
(LTE), is clearly dominant in the 4th generation. The LTE standards were created by an organization that
consists of seven different regional telecommunications standard bodies referred to as the 3rd
Generation Partnership Project or 3GPP.2 With respect to 5G, 3GPP has already developed the first
standards applicable to this new technology, and current 5G deployments are based on these 3GPP
standards. The standards keep evolving with advanced features and performance.
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The scope of 5G can be understood at least in three different ways. The narrowest view is to look at the
way in which a mobile device, such as a smart phone or a tablet, communicates wirelessly with a base
station. The 3GPP adopted a new radio interface called 5G New Radio (NR). It enables significantly
higher bit rates than what can be provided by LTE technology.
A broader view of 5G considers the whole system. The first 5G deployments, appearing in several
countries during the first half of 2019, follow a model where the existing LTE network is extended with
5G NR base stations. This model is referred to as 5G Non-Standalone (5G NSA) because it relies on the
LTE core network and NR base stations are added into the RAN. The 3GPP has also developed
specifications for a whole new core network, and in the 5G Standalone (5G SA) model, 5G NR base
stations are connected to the 5G core network.
Finally, the broadest view of 5G is to consider all the different applications and services that would use
5G technologies in some manner. The commonly shared vision for 5G is that it would be used
extensively for a much wider set of services than LTE. Examples of such services are ones needed for
smart cities and for controlling robots in a factory. 3GPP has identified two main domains for new
services: first, a Massive Internet of Things (MIoT); and second, Ultra Reliable and Low Latency
communications (URLLC). The main characteristic of MIoT is the presence of a huge number of devices
that are connected to a larger private network or public network, i.e., the internet. The domain of URLLC
supports use cases such as autonomous vehicles where communication has to be very reliable, the
speed at which data traverses a network must be very fast, and the latency must be very low.
As with prior generations such as LTE, users of 5G networks create subscriptions with home networks.
Home networks can have roaming agreements with other networks. Roaming agreements allow users to
seamlessly create trust relationships with other networks when travelling outside users’ home networks’
coverage areas into coverage areas of these other networks.
In this report, I discuss security aspects for each of the three different viewpoints of 5G.

Overview of 3GPP work
The 3GPP specifications are developed by the international telecommunications industry and
government players, with wide participation from all areas of the mobile communications ecosystem.
Mobile network providers such as Verizon and China Mobile, network equipment vendors such as
Ericsson and Huawei, mobile device vendors such as Apple and Samsung, and chipset vendors such as
Qualcomm and Intel, are all contributing to these specifications, together with telecommunications
regulators such as the FCC and representatives of vertical industries that plan to utilize these

technologies. Participants through October 28, 2019, include 686 individual member companies3 across
45 countries and 18 organizations representing different segments of the telecommunications
marketplace.4
3GPP is widely recognized as a successful and influential standards-setting organization. Since its
establishment 20 years ago, working procedures of 3GPP have remained stable with only minor
revisions. 3GPP aims for open and fair technical discussions, and its basic principle for reaching
agreement is by consensus. The 3G and 4G standards developed by 3GPP have been widely deployed in
the world. There is a high likelihood that the 5G standard developed by 3GPP will be the only 5G
standard in the world, and a number of telecommunications companies are deploying 5G based on
specifications provided for in 3GPP’s first release (Release 15).
The working group SA3 is responsible for security technologies in 3GPP. There are more than 50
companies participating in SA3 meetings and more than 100 experts jointly worked on the 5G security
standard by participating in the meetings, with many more experts contributing to the work from
company offices. Key players in SA3 include Apple, AT&T, Ericsson, Huawei, Nokia, Qualcomm, Samsung,
T-Mobile, and Vodafone, among others.
The first 5G security standard is associated with 5G Release 15 and provides the standardized security
solutions for the features included in the first phase of 5G. Prior to the creation of the 5G security
standard, the working group SA3 carried out an extensive study phase identifying key security issues as
well as consideration of potential solutions to resolve identified vulnerabilities associated with the
technology and the corresponding standards. The security standard continues to evolve in Release 16
and onwards to address new and additional security vulnerabilities attendant to the introduction of the
new features and functionalities enabled by each 5G Release. For example, 5G enables new use cases for
mobile networks and devices based on the capabilities of MIoT and URLLC. The potential vulnerabilities
associated with these use cases require evaluation and consideration on an ongoing basis.

Security for 5G Non Standalone
In all generations of mobile networks, starting from GSM, certain important security features have been
included and embedded in the radio level procedures. For example, encryption of the communication is
handled between the mobile device and the RAN. The encryption is based on a shared secret key. This
key is generated during the process whereby the mobile device and the mobile network authenticate
each other. The core network is responsible for the authentication and key agreement procedure. After
the key is generated, the core network sends it to the RAN. The mobile device is able to generate the
same key based on the data it receives from the network, during the authentication procedure. These
3
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principles have been followed for 3G and 4G technologies, and the same is true for 5G. Therefore,
security for 5G New Radio is very similar to LTE radio security.
There are differences in the specifics as to how encryption between the device and the network occurs
in a 5G-based network compared to one based on 4G or 3G technologies due to the details associated
with the different technological environments that devices and networks operate in based on these
differing technologies. However, the overall principle of using encryption to transmit information
between the device and network (and vice versa) and authentication procedures is similar across all
technologies.
Starting with LTE, radio base stations have been sometimes placed in vulnerable locations where they
are exposed to potential intruders, e.g., unsecured indoor locations or on roof-tops. As a result, LTE
security solutions included platform security measures to protect base stations. Similar protection
methods apply to 5G NR. It is important to note, however, that it is not possible to influence the
authentication procedure by penetrating base stations, no matter whether the network in question is a
4G or 5G network. Moreover, 5G networks are designed to be resilient so that even if a base station is
damaged or otherwise unable to operate the rest of the network is still able to function normally.
In summary, security for 5G New Radio is a result of a fairly straight-forward modification of LTE radio
security. Because the 5G NSA system is formed by just adding 5G NR base stations to a LTE system
without replacing the core network, the security of 5G NSA is very similar to that of the LTE system.

Security for 5G networks
The main part of the 5G authentication procedure between the mobile device and the network is
identical to the corresponding procedure in LTE networks. However, the 5G authentication procedure
includes an important additional feature. When operating in a 5G environment, home networks, in
roaming situations, verify to ensure that roaming partner networks actually execute authentication
procedures as expected. This new functionality assists 5G providers in offering users a more secure
operating environment even when roaming.
As briefly described above, authentication is inherently tied with generation of secret keys. Starting with
GSM, in all mobile networks, the master shared key for each user is stored in a tamper-resistant module
that is called a SIM card for GSM. The corresponding module for 3G networks, LTE networks and 5G
networks is called a Universal Integrated Circuit Card (UICC). In 5G networks, as in LTE networks,
another key is derived from the above mentioned key to be used as a local master key in the visited
network. From this derived master key, many more keys are derived, e.g., a different key for each base
station. In 5G, the number of different types of keys that various network elements share with the
mobile device is higher than in LTE networks. This provides support for more flexible network
configurations and enhanced security. The security is enhanced in 5G networks as compared to earlier
generations of mobile networks because in each context a separate key is in use, and it is not possible to
derive any other key from one such key. Hence, even if one key is compromised, other keys remain

secure thereby limiting vulnerabilities to fewer devices and also requiring multiple layers of penetration
by attackers.
5G networks also enhance security associated with user identities transmitted over such networks.
Starting with GSM, and in all subsequent mobile network generations, user identities have been
protected against potential radio eavesdroppers. These kinds of attackers would tune in to the radio
frequencies reserved and licensed for mobile communications. Such attackers cannot determine users’
identities because the network employs the use of temporary identities, i.e., pseudonyms, for users and
transmits information about pseudonyms over encrypted channels. Eavesdroppers cannot decrypt the
protected information because they do not know or otherwise have access to the shared key. However,
in mobile networks that pre-date 5G, determining users’ identities is possible for sophisticated
attackers. In contrast, public key cryptography is used in 5G to prevent a rogue base station from
obtaining a user’s permanent identity. This is because a user’s permanent identity is always delivered in
encrypted form, and only the user’s home network can decrypt the identity. The home network
provides later the decrypted permanent user’s identity to a serving network.
The 5G core network allows access for users through technologies other than 5G New Radio. Other radio
interfaces defined by 3GPP, such as LTE or 3G, are supported, as well as access via Wi-Fi or other
technologies that are not defined in 3GPP. Regardless of the technology used to access the 5G core
network, 5G networks employ a unified authentication framework. For example, it is possible to derive a
shared key usable over a Wi-Fi connection from the local master key allowing for the secure exchange of
information between the Wi-Fi connection and the 5G network.
The Cloud is one of the key technologies influencing the 5G core network, and to some extent the 5G
RAN in some deployment scenarios. Instead of relying on full-featured devices, 5G networks allow for
implementing various functions as software on top of general-purpose hardware, typically residing at
the data center level. In this way, the network becomes more flexible. This approach is called Network
Function Virtualization (NFV). The virtualization approach for the 5G core network has been taken into
account beginning already in the design phase for 5G. One result of NFV is the ease of adding new
functions to the 5G core network that has a Service-Based Architecture (SBA) compared to LTE that
employs a traditional network architecture. In the SBA setting, in order to add a new network function,
it is sufficient to define how other functions can make requests to the new function and how the new
function would respond to those requests. In contrast, if a new network function is added to the
traditional network architecture, one typically needs to define different interfaces from the new
function towards all such existing network functions with which the new function may need to
communicate. This is done in order to allow the new functions to cooperate with the existing functions
in the network architecture.
The SA3 working group has specified a security solution for SBA. The key component of the solution is
inclusion of a Security Edge Protection Proxy (SEPP). This proxy acts as a gate-keeper for the network
and transmits over a secure channel with similar proxies on other networks, which arrangement is
needed and applicable for users roaming on third-party service provider networks. Mobile networks that
preceded 5G have been found to be vulnerable to attacks in roaming environments where attackers

could manipulate third party devices controlled by roaming carriers. Accordingly, as compared to earlier
generations of mobile networks, 5G is more secure due to SBA SEPP preventing these and similar attacks
from tampering with critical data that is exchanged between core networks.
One aspect that is carried over from LTE security procedures to 5G is the functional split of RAN and the
CN. The key security functions, i.e., authentication, access control, subscriber identity privacy and
lawful interception, reside on the CN rather than on the RAN. The inclusion of Multi-Access Edge
Computing (MEC) as a core network function according to the 3GPP specification in Release 15
sometimes causes confusion with respect to the functional security split between RAN and the CN. The
MEC functionality, defined as a core network function according to the 3GPP specification, enhances
applications’ responses to users by enabling such functionality at locations geographically closer to users
at the edge of the core of the 5G network. However, the edge of the network in this sense is the edge of
the external data network, not the edge of the mobile network and this does not change the functional
split between the RAN and the core network. Thus, the security arrangements associated with the
functional split of RAN and CN remains in place in 5G networks.
In conclusion, security procedures for 5G networks are consistent with principles of LTE network security
but are also enhanced and extended in several important ways that make 5G networks inherently more
secure than prior generations of mobile networks. Several new security mechanisms have been
introduced while no security mechanisms that exist in the LTE network architecture have been
discontinued.

Security for services that use 5G networks
When 5G is interpreted broadly to include all services and applications that utilize 5G networks and
technologies, 3GPP’s Release 16 addresses a wider scope of security issues than those covered by
Release 15. These service-specific security issues are beyond the scope of this report, though required
security solutions for all Release 16 features will be defined by 3GPP’s Release 16. Moreover, 3GPP can
provide generic enablers and standards that may be useful for many services that deal with massive IoT
or URLLC. Several studies have already been carried out in the SA3 working group about key security
issues in these domains and potential solutions. 3GPP has enabled network players to take care of the
security of the wireless communication network itself. The additional service and application security,
however, is the responsibility of application and service providers. For example, the application provider
is responsible for encryption in the application layer. Through end-to-end encryption enabled by the
application provider, information sent by a user is encrypted from its source (i.e., the user sending out
the information using the application), with decryption only taking place at the information’s destination
(e.g., another user receiving the information using the same application).

Security for 5G deployments
In addition to effective security standards built into the 5G standards, it is important to test products
against the standards to assure that implementation is aligned with the standards. The SA3 working
group has created many specifications that can be used to verify whether implementations of security
features operate as intended. This is called security assurance work. There are separate specifications
for all different elements in the network.
The GSM Association (GSMA) also has established the Network Equipment Security Assurance Scheme
(NESAS) for the purpose of security test work. The 3GPP expects to publish the first version of the
relevant standards in 2019. The draft version is under review by all stakeholders including regulators
from key countries including the United States. 3GPP approved the Security Assurance Specification
(SCAS) for 5G base stations in June 2019, and corresponding SCAS specifications for core network
functions were approved in September 2019.
There are also other activities on this front. For example, an industry forum Next Generation Mobile
Networks (NGMN) plans to establish a lab for 5G security testing work.

Conclusions
As this report notes, there are several different perspectives on 5G security. The first viewpoint
concerns the new radio interface. As I have explained in this report, security for 5G New Radio is a result
of a fairly straight-forward modification from LTE radio security. Because the 5G Non-Standalone system
is formed by just adding 5G New Radio base stations to an existing LTE system without replacing the
core network, the security of 5G Non-Standalone is very similar to that of the LTE system.
The second viewpoint is for the new core network. As I have explained in this report, security
procedures for 5G core networks are consistent with principles of LTE network security, but are also
enhanced and extended in several important ways. The functional split between the RAN and the core
network for key security functions such as authentication remains for 5G networks, while additional
mechanisms such as the use of many security keys meaningfully enhance the security of 5G networks.
The third viewpoint is about the 5G service ecosystem. The 3GPP has enabled network players to
address the security of the network itself. Additional service and application security is taken care of by
application and service providers.
There is also the matter of 5G deployments. Several activities have been established by different parties
for providing assurance of appropriate security measures in products and deployments in compliance
with 3GPP’s 5G standards.
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Education and degrees:
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Current employment:
Professor in Computer Science, with specialty in Information Security, University of Helsinki, Finland,
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Most important career duties and titles:
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