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I • III'J.'JODVCTIOli

1. This Notice of Prcwo.~d Rul_king (NPRM) seeks comment
on proposals to: (1) achieve'" closer coordination between the
industry, consumers, vendors, law enforcement agencies, Congress,
and the Commission to aid in the detection and prevention of toll
fraud; (2) improve consumer education initiatives by the
Commi~sion, consumer groups, and the telecommunications industry;
(3) determine that tariff liability provisions that fail to
recognize an obligation by the carrier to warn customers of toll
fraud risks of using carrier services are unreasonable; (4)
establish a federal policy assigning liability for payphone fraud;
(S) codify a - requirement for written warnings for all
telecommunications equipment registered under Part 68; and (6)
determine measures to prevent cellular and Line Information
Database (LIDB) fraud.

II. BACEGRomtD

2. Until the mid 1980s, carrier networks were the main
targets of telecommunications fraud. Fraud perpetrators might use
electronic devices or even a child's whistle to simulate carrier
switching tones that would allow them to place calls and avoid
paying for them. As carriers developed new methods to prevent
these primitive forms of toll fraud, however, perpetrators began
to use computers to access the carriers' networks.

3. Control over the use of telecommunications services has
increasingly shifted from carriers to individual consumers.
Technology is providing more flexible options for use of those
services. With this shift in control, however, has come a shift
in the toll fraud targets. Customers, as well as carriers, are
now the victims. Fraud involving customer-owned private branch
exchanges (PBXs) provides an example. Customers can now use a
feature in their on-premises PBX equipment to route incoming remote
access calls to an outgoing line. With this capability, a
company's sales representative in the field can, for example, have
the convenience of placing calls that would be billed to the
employer's outgoing PBX line. Fraud perpetrators have discovered
that they can call into a PBX and then use computers or "finger
hacking" to identify the authorization code for the remote access
feature connected to the outgoing line. Once the authorization
code is found or "hacked," the perpetrator can obtain a dial tone
and make outgoing calls that are billed to the PBX owner. In some
cases, the PBX owner may also be billed for incoming 8UO calls made
by the perpetrator.

4. Both customers and carriers suffer the effects of fraud;
industry and Secret Service estimates of annual losses range from
one to five billion dollars, in an industry in which annual
billings are approximately $175 billion. Several different types
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of fraud are creating these losses: the unauthorized remote access
through PBXs already described; cellular "cloning," in which
billing codes for legitimate cellular subscribers are installed in
a perpetrator's cellular phones; the billing of operator-assisted
calls to lines with billing restrictibhs, such as payphone lines;
and "clip-on" fraud, in which the perpetrator physically attaches
a calling device directly to a phone line. Fraud perpetrators may
watch consumers using calling cards at payphones and sell the
calling card numbers to others, or directly approach consumers and
ask them to accept billing to their phones as part of a spurious
"official" investigation. Industry and law enforcement sources
expect that new types of fraud will develop even as these existing
types of fraud are being combatted.

5. Experience has shown that those new telecommunications
technologies offering the most convenience and flexibility for
users, are often also most likely to present new toll fraud
opportunities. The Commission's goal has been, and will continue
to be, to work with consumers and the industry to find solutions
to each fraud problem without hindering the development or use of
these ne~ technologies. In devising these solutions, we must
ensure that telecommunications equipment and services remain
accessible.

6. The Commission is not charged with el}forcing criminal
statutes or prosecuting toll fraud perpetrators. The Department
of Justice, local law enforcement agencies, and the U.S. Secret
Service are among the agencies charged with the enforcement of
criminal statutes. Nevertheless, the Commission has taken several
steps toward developing solutions to toll fraud. First, the
Commission issued a series of "Consumer Alerts" describing the
dangers posed by telecommunicatjons fraud and steps that can be
taken to detect and prevent it. Second on October 9, 1992, we
convened an ~~ hearing on Toll Fraud.~ Panelists representing
telecommunications consumers, carriers, equipment vendors,

1 The Commission I s jurisdiction relates to interstate and
foreign communications by wire or radio. ~ 47 USC 152

2 "Consumer Alert - Toll Fraud," Public Notice released April
19, 1991; "Consumer Alert, Telecommunications Toll Fraud, Second
in A Series," Public Notice released June 9, ,1992; "Consumer Alert,
Toll Fraud Risks During the Year-Bnd Holiday Season, Third in A
Series," Public Notice No. 31003, released December 17, 1992;
"Consumer Alert - Toll Fraud, Fourth in a Series," released June
15, 1993; "Consumer Alert Toll Fraud Impersonators of
Investigative Officers, Fifth in A Series," Public Notice released
August 3, 1993. Consumer Alerts have been distributed to the
industry, trade associations, and the press.

3
~ Public Notice No. 23921, July 9, 1992.
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ins.urance providers, and law enforcement agencies presented diverse
perspectives an~ detailed proposals for detection, prevention, and
responsibility. Following the hearing, the Commission encouraged
further comment by holding the record on toll fraud open until
November 16, 1992. 5 Third, the Commission has taken action in
related proceedings to address toll fraud concerns. In July, 1992,
in the operator service rulemaking proceedings, the Commission
required local exchange carriers to offer services, to reduc'i
payphone providers' and other aggregators' exposure to toll fraud.
Earlier, in 1990, the Commission adopted standards for direct
inward dial (DID) calls which require answer supervision on DID
calls routed back to the public.witched network by a PBX. This
amendment of Part 68 of the Commission's rules was initiated
because carriers were losing tens of millions of dollars of revenue
in cases where PBXs failed to return an answer supervision signal
to the central office, notifying it of a billable call. The
Commission continues to resolve formal and informal complaints that
raise toll fraud issues.

7. The Commission also coordinates with industry, consumers,
vendors, and law enforcement agencies. Commission staff attends
meetings with industry groups working to formulate prospective
solutions to toll fraud problems.' Some fraud issues appear to
have been resolved by the industry, including, for example, dial
tone reorigination, which permits the calling party to receive a
second dial tone after the original call is terminated. The
industry also has implemented intercompany cooperation on live call
tracing. Many carriers have recently responded to the widespread
concerns about toll fraud by offering services designed to provide
early detection and prevention of the problems.

8. It does not appear, however, that private action can
resolve all toll fraud problems or that incentives to control fraud

~ Appendix B.

5 ~ Public Notice, DA 92-1464, released October 22, 1992;
File No. 93-TOLL FRAUD-01; Appendix A.

6 ~ Order on Reconsideration, CC Docket No. 91-35, 7 FCC
Rcd 4355 (1992).

, ~,the Toll Fraud Prevention Committee, a committee
formed under the auspices of the Alliance for Telecommunications
Industry Solutions (ATIS), formerly the Exchange Carriers Standards
Association (ECSA), in order to identify issues involving toll
fraud and develop resolutions for voluntary implementation by the
industry; the Communications Fraud Control Association, a non­
profit national clearinghouse for toll fraud information and
prevention; the United States Secret Service, Electronic Crimes
Branch of the Financial Crimes Division.
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are structured in the best possible way. For example, the recent
Chartwa,ys formal complaint proceeding8 presented the issue of
liability for charges associated with unauthorized calls.
Chartways, the complainant, was a private branch exchange (PBX)
owner. It learned from AT&T that an unusual volume of calls to
Pakistan was originating at its PBX. A subsequent investigation
revealed that the calls were apparently being routed through the
remote access feature of the PBX. Although Chartways informed AT&T
that the calls were unauthorized, AT&T maintained that Chartways
was liable for the related charges under the general payment
obligation of AT&T's tariffs. Chartways responded by filing a
formal complaint against AT&T with the Commission. The complaint
alleged that AT&T'S attempt to collect the charges was unreasonable
and discriminatory, thu\ violating sections 201(b) and 202(a) of
the Communications Act. The Common Carrier Bureau denied the
complaint,10 based on a largely stipulated record, and following
the same analysis, we denied Chartways' application for review of
the Bureau decision. 11 First, we found that the Bureau was correct
in determining that the tariff provisions at issue were clear and
definite in requiring payment for the calls, in that the tariff
provisions recognized no excepfjon to the general payment
obligation for unauthorized usage. Next, we affirmed the finding
that Chartways had control over the disputed calls. 13 We noted
that Chartways had stipulated that it had "the capability to
restrict access to and egress from its PBX" at all times.
Moreover, while the record contained no evidence that AT&T was
negligent in any way with regard to the unauthorized calls, it also
showed that Chartways had taken no steps available to it to detect
or prevent unauthorized calling through its PBX. Finally, we

8 Chartways Technologies, Inc. v.
Memorandum Opinion and Order, FCC 93-394
1993). (Chartways).

AT&T Communications,
(released August 19,

9
~ 47 U.S.C. §§ 201(b), 202(a).

10 Chartways Technologies, Inc. v. AT&T Communications, 6
FCC Rcd 2942 (Com.Car.Bur. 1991).

Chartways, FCC 93-394, paras. 11-13.

11 We note that on November 5, 1992, Judge Irving Hill,
United States District Court, Central District of California,
granted summary judgment to the plaintiff, AT&T, in AT&T v. Pacific
Mutual. Specifically, JUdge Hill was persuaded by the logic of the
Bureau IS Chartways decision and found the tariff unambiguous. File
No. CV 91-6793-IH (filed 11-5-92); see also AT&T v. Jiffy Lube,
United States District Court, File No. K-9-2400 (concurring with
Judge Hill and finding AT&T tariff unambiguous) .

12

13 ,Ig. at para. 16.
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agreed that AT&T's practices in this case were not discriminatory
when compared to its liability limits on unauthorized calling card
usage because calling card liability is controlled ifPlicitly by
a specific federal statute and related regulations.

9. In united artistS, we examined the question of liability
for charges associated with unauthorized calls that wer~ either
originated or accepted at the complainant's payphones. S The
threshold issue in the case was whether United Artists was AT&T's
"customer," because only a "customer" who "orders" service lould
be held liable for charges under the terms of AT&T'S tariff. l We
determined that the customer for the operator-assisted calls at
issue was the calli, or billed party, not United Artists, the owner
of the payphones. We also found that United Artists did not
presubscftbe its payphone lines to AT&T for direct-dialed
service. We then looked at whether United Artists had otherwise
ordered service from AT&T, stating that if United Artists "had
failed to take steps to control unauthorized operator-assisted and
direct-dialed calling and had, instead, installed its phones in
such a way as to allow callers to charge such calls to [its]
payphone lines, [United Artists] could reasonably be held to have
constructively 'ordered' service from AT&T, thus establishing an
inadvertent carrier-customer relationship.1I 19 The record showed
that United Artists had adopted a numbe~ of measures designed to
control potentially fraudulent calling. 0 For example, it told
the local exchange carrier, New York Telephone (NYT), that its
lines were to have no primary interexchange carrier at all. It
also ordered originating line and billed number screening services
from NYT, which were intended to inform operator service providers
such as AT&T of any billing restrictions on those lines. 21 In
addition to such preventative steps, United Artists also monitored
calling from its phones and regularly reported any apparently
fraudulent calling to NYT and AT&T. Based on the record, we

14
~. at paras. 19-20.

United Artists, FCC 93-387, at para. 5.

lS United Artists Payphone Corp. v. New York Telephone Co.
and American Telephone and Telegraph Co., Memorandum Opinion and
Order, FCC 93-387 (released August 18, 1993).

16

17 1S1. at paras. 10-1l.

18
~. at para. 12.

19
~. at para. 13.

20
~. at para. 14.

21
~ paragraph 27, infra.
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concluded that United Artists did not intentionally or
constructively order service from AT&T and thereforf2could not be
held liable as a customer for the disputed charges.

10. Our decision to begin this rulemaking is baseC\3upon our
experience with complaints and the LIDB investigation; the Jm
~ hearing testimony; public comment solicited pursuant to a
petition filed by the Pacific Mutual Life Insurance Company, which,
among other things, asked the Commission to establish policies and
rules to allocate the costs of unauthorized calls associated wiii
PBX fraud among carriers, customers, and equipment suppliers;
and public comment solicited pursuant to a petition filed by the
Florida Public Service Commission that fsked the Commis-Jion to
review tariffs relating to toll fraud. 2 The purpose of this
rulemaking is to identify additional policies we should establish
or steps we should take to avoid, or reduce the risks of, toll
fraud.

III. DISCt7SSIOK

A. ftJe Bg BaDe Hearing

11. CQQRP@nts. During the In~ Hearing on Toll Fraud, we
heard testimony from eighteen panelists representing communications
customers, conmen carriers, equipment manufacturers, law
enforcement agencies, and others. A cOllll\On theme emphasized by the
panelists at the session was that effective approaches now exist
to battle toll fraud if customers, carriers, equipment vendors, and
law enforcement agencies cooperate to detect and prevent fraud.
Included among these potential solutions are equipment-based
measures that end-users may take themselves, carrier-based
monitoring services, insurance products, law enforcement efforts,
and proactive2tducational programs. The hearing was divided into
three panels. The first panel focused on PBX and other customer
premises equipment {CPE)-based fraud. Participants included a PBX
and CPE owner, a PBX trade association representative, a law
enforcement expert, an equipment manufacturer, and a long distance
company offering anti-fraud services. The second panel focused on
network-based fraud and liability issues. Participants included
a hacker expert, a representative of the Toll Fraud Prevention

22 !Q. at para. 15.

23
~ paragraph 35, infra.

2' ~ Public Notice released March 14, 1991.

2S Sti Public Notice released April 5, 1993.

26
~ Appendix B.
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Committee of the Exchange Carriers Standards Association,27 a
payphone equipment manufacturer, and a panelist discussing network­
based validation services. The third panel focused on emerging
technical, law enforcement, and business solutions to domestic and
international toll fraud. Panelists included a manufacturer of new
anti - fraud products, a law enforcement expert on detection and
prevention of fraud, a toll fraud expert from a Canadian
telecommunications corporation, a panelist discussing negotiation
of international fraud disputes, and representatives of
interexchange carriers, and an insurance company discussing
contractual and insurance protection for toll fraud.

12. The record compiled as a result of the ~ ~ hearing
emphasized that toll fraud is a crime, that it is difficult to
prosecute, that it migrates from one area of telecommunications to
other areas as detection and prevention methods become effective,
and that additional consumer education is necessary to detect and
prevent toll fraud. Witnesses pointed out that because there is
no specific federal legislation regarding toll fraud, prosecutors
must deal with the limited effectiveness of the existing criminal
statutes. 28 The record also indicates that the criminal
prosecution of toll fraud perpetrators is infrequent. Law
enforcement representatives on the panels asserted that this may
be partially due to lack of training or familiarity with toll fraud
cases on the part of law enforcement agents or U.S. Attorneys. It
also may be due to the high dollar thresholds (victims must allege
large monetary damages) set by the U. S . Attorneys because toll
fraud cases generally are manpower intensive but often result in
either suspended sentences or short incarcerations. Further, to
establish access device fraud under 18 U.S.C. Section 1029 the
prosecution must show that a person's account has been acce'fed.
In many toll fraud cases, particularly cellular tumbling, no
account is accessed. Rather the fraud perpetrator changes both the
identification number and the telephone number in order to confuse
the cellular switch. Our day-long gn~ hearing demonstrated
that a plan to combat toll fraud must include an integrated program
of detection, prevention and prosecution. The record in the toll
fraud gn ban& hearing also brought out comments about PBX fraud,

27 The Exchange Carrier Standards Association has recently
been renamed the Alliance for Telecommunications Industry
Solutions.

28 According to the U. S. Secret Service most federal criminal
investigations of toll fraud are undertaken pursuant to the Access
Device Fraud statute, 18 U.S.C. aection 1029, which was enacted to
stop credit card fraud. The Secret Service estimates that as few
as thirteen states have enacted statutes specifically dealing with
telephone fraud crimes.

29
~ infra paragraph 33.
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payphone fraud, cellular fraud, and other types of fraud which we
describe below at paragraphs 14 through 40, infra.

13.. Comment Regyested. In light of the persuasive testimony
presented at the hearing, we request comment on specific ways to
achieve closer and continuing coordination among the institutions
fighting toll fraud. We seek comment on whether the conunission can
add value to existing inter-institutional efforts, and, if so, how.
We ask whether the Commission should establish a new Federal
Advisory Committee representing all affected interests, to
recommend specific solutions. Further, we request comment on
whether to join with law enforcement authorities in encouraging
Congress to enact legislation that clearly defines and penalizes
this criminal activity and gives law enforcement the tools it needs
to track and prosecute perpetrators of toll fraud. We invite
proposals of specific statutory language that would achieve these
objectives. Additionally, we request comment on ways to broaden
established Commission and industry consumer education initiatives
in order to better educate consumers about toll fraud risks and
remedial steps that can be taken.

B. PBX' Fraud

The 'acifig IMtual 'regl t4ing

14. Petition and CQ1lIl\Ints. Pacific Mutual Life Insurance
CQmpany (Pacific Mutual) filed a petitiQn requesting the Commission
to declare ambiguous and unlawful tariff provisions under which
AT&T has held petitioner liable fQr payment of toll fraud charges
incurred because of interstate, interexchange telephQne calls made
thrQugh remQte access to petitioner's on-premises PBX. In
addition, Pacific Mutual requests the CommissiQn tQ establish
policies and rules tQ allocate the CQsts Qf remQte-access toll
fraud amQng users, carriers and suppliers, and to promQte
effective anti-fraud measures.~O AT&T filed an QppQsitiQn tQ the
petition, 19 parties ~led comments and 16 parties, including AT&T,
filed reply CQmments.

15. All commenters who supPQrt the petitiQn state that they
have been victims Qf toll fraud. Two commenters state that they
relied Qn tI&T tQ supply the CPE and establish prQtocols f'Qr that
equipment. Perkin-Elmer CQrpQration (PE) states that it relied
Qn AT&T alleged misrepresentatiQns or failure to warn of tQll

30 Public NQtice, DA 91-284 (March 14, 1991).

~ Comments of AVNET and Mitsubishi.

used
31 ~ Appendix C for a list of commenters and abbreviations
thrQughout this NPRM to refer to these commenters.
32
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fraud risks associated with use of the equipment. Several
commenters, including Chartways, state that frauiylent usage had
originated from company-owned, on-premises CPE. Credit Card
Calling Systems, Inc. stipulated that the fraud of which it was a
victim involved unique features of overseas resale of AT&T 800
services connected to a PBX, enabling customers to call inward to
the U~S. from overseas. In contrast, AVNET stated that it was a
victim of fraud involving the use of its software defined network
(SDN) .

16. Those commenters supporting the petition propose that the
Commission prescribe guidelines that provide incentives for the
development and proper use of safeguards to prevent non-card toll
fraud. Most commenters who support the petition concur that the
carriers are jf the best position to monitor traffic patterns and
call volume. Many commenters concur with the comments of
Securities Industries Association, ~. gl. (SIA) , which proposes
that the Commission require interexchange carriers (IXCs) to offer,
at cost-based rates, services designed to help users prevent, and
react quickly to fraud. Most commenters agree that new
technologies will increase opportunities for fraud. Commenters
also believe that new technologies such as multiple node virtual
networks using many PBXs and other sophisticated network
terminating equipment will make the impact of fraud more
serious.

17. Specifically, in its comments supporting the petition,
Aeronautical Radio, Inc., (ARINC), asserts that the airlines are
substantial users of telephone carriers' switched voice services
and many have been victimized by remote access-based toll fraud
like the fraud described by the petitioner. ARINC requests that
the Commission prescribe network-based preventive measures and
require carriers to inform their customers about the potential for
toll fraud. ARINC asserts that policies and guidelines should
accomplish the following four objectives: 1) toll fraud prevention
(carriers' detection and prevention plans); 2) prompt remedial
action (detect and remedy in timely manner); 3) limited customer
liability (fotgive charges incurred in at least the first two
billing cycles in which fraud is detected); and 4) notifica~!on and
disclosure (carriers warn customers of vulnerabilities). PE
alleges that unauthorized calls totalling $250,000 occurred despite
the steps PE took to prevent fraud, including installation of
additional access codes and reports of anomalous billings to AT&T
Although AT&T assured PB that PB would be credited as a billing
error, AT&T took two years to complete the investigation. PE

33
~ ~, Comments of Directel, Inc.

34
~ ~, Comments of Broyhill, FMC, and Panel Concepts.

35
~~ Comments of CCCS, Inc.

10



,
,----_.

contends .that a carrier should not be permitted to limit liability
unless the carrier has installed the best available techniques to
detect and prevent remote access toll fraud; has advised customers,
both in its tariffs and through marketing, of the vulnerability of
its service offering; and has responded promptly to customer
billing inquiries.

18. Similarly, SIA proposes that the Commission adopt
specific guidelines in order to provide incentives for the
development and proper use of safeguards by all affected parties
to reduce toll fraud, and to spread losses equitably. SIA also
proposes that the Commission require interexchange carriers (IXCs)
to offer, at cost-based rates, services designed to help large
users react quickly to toll fraud because the carriers are in the
best position to monitor traffic patterns and call volume. SIA
asserts that these services should include trunk-based monitoring
against preset parameters and customized call blocking. Losses
from fraud, SIA avers, could then be allocated between IXCs and
customers based upon their respective responsibility. Carriers
would be responsible if they fail to inform customers quickly of
suspicious traffic (within 30 minutes if parameters are exceeded)
or to restrict service when asked to do so On the other hand,
customers would be responsible if they fail to obtain monitoring
services or obtain them and fail to act upon carrier warnings. SIA
asserts that because carriers have cracked down aggressively on
card fraud, hackers have turned to CPE and non-card based fraud,
and, under the present rules, IXCs have no incentive to help
prevent or curtail non-card fraud.

19. In its comments, Western contends that carriers and
vendors should be required to issue warnings and precautions to
users and revise their tariffs to reflect their responsibility for
toll fraud when customers have no direct control of detection or
prevention of fraud and act responsibly with regard to their
equipment. Further, Western proposes that the Commission amend
Part 68 to require equipment vendors (1) to implement specific
hardware and software functions to help prevent toll fraud and
(2)to provide specific warnings and instructions to PBX purchasers
regarding the toll fraud hazards and vulnerabilities inherent in
their products. NATA argues that Section 68.110 (b) of the
Commission's rules requires disclosure when carriers take actions
that affect the network. NATA argues that customers are entitled
to adequate notice of technological changes in carrier networks
because carriers have made it more likely that customers would
experience fraud through their facilities and equipment. NATA
submits that the carriers failed to provide adequate notice and
should not now be permitted to reap the benefits of the violation
and hold customers liable.

20. Many commenters oppose the petition and contend that the
responsibility for unauthorized use of a PBX should be placed on
the PBX owner These parties argue the PBX owner is in the best

11
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position to prevent fraud by programming, configuring, disabling
the remote access fea~~res, or installing adequate security or
monitoring procedures. Specifically, AT&T contends that the
petition should be denied because the tariffs adequately establish
customer responsibility and are enforced in a nondiscriminatory
manner. AT&T contends that the rules petitioner proposes would
eliminate the incentive for customers to secure their telephone
systems and would encourage higher PBX fraud costs. AT&T asserts
that the existing tariffs clearly require payment for Long Distance
Service from all customers, whether usage was authorized or
unauthorized, if the service originated from the customer I s number.
AT&T further asserts that it enforces its tariff ina uniform
manner and only in cases where the fraud resul ted because of AT&T I s
own fau1 t as a carrier, or where a compromise would maximize AT&T's
recovery does AT&T forgive any part of the disput'ed amount. AT&T
argues that Pacific MUtual chose to use the remote access feature
of its PBX, did not restrict the locations to which the PBX will
permit remotely placed calls to be completed and therefore assumed
the risk arising from interaction between its chosen systems and
the network. In its reply cODments, AT&T reiterates that it
screens calling card calls because the individual database
validation that is performed before each calling card call is
completed enables AT&T to engage in screening and blocking
functions which cannot readily be duplicated on non-card calls,
where no such database validation occurs.

21. LiTel Communications, Inc. (LiTe1) urges the Commission
to deny petitioner's request regarding tariff issues because 10ng­
distance companies cannot distinguish legitimate PBX calls from
fraudulent ones and would face enormous financial exposure if the
tariff language is adjudged unlawful. MidAmerican concurs with
AT&T in opposing the petition and contends that it is not in the
pUblic interest to make all consumers indirectly liable for PBX
fraud. Southwestern Bell (SWB) contends that a cap on end user
liability reduces the'incentive for end users to prevent fraud.
SWB submits that proposed restrictions on vendors through
modification of Part 68 are vague. SWB also argues the proposed
rules are unsupported because petitioner has not shown that end
users lack either information or options necessary to guard against
toll fraud.

22. A11net submits that the comments in the proceeding have
not adequately supported the granting of the petition because it
is not the role of carriers to insure end users against theft of
services. The theft of services, Allnet contends, was made
possible by the end user's choice of equipment, its configuration,
and its operation and only the PBX owner is able to know whether
an outgoing call originated over an incoming line. Al1net asserts,

36 C!oo C f C· .
~~, omments 0 M I, L1Tel, M1dAmerican, SWB, and

Ameritech at Appendix C.

12



hoWever,that if !XCs are required to insure end users against
tl1eft,then XXCs should be per.nt1tted to refuse to serve high risk
end users. Allnet proposes t~t miniD'lWll conditions should be set
out in Part 68, including anti-theft features on all PBXs, real
time on-line printing an4 monitoring of CDRs (call detail records) ,

,lU\iting direct inward systems access (DIBA) trunks to 7 digit
outpUtlse, purchasing account codes from IXCs, purchasing 800 call
~etail from IXC8, and mandatory 24 hour in-house attendant at each
PBX control con.ole or an automatic alarm algorithm that would page
a PBX attendant who could shut down the PBX from a remote location.
FUrther, Allnet contends that if IXCs are required to waive toll
charges, lQcalexchange carriers (LSCs) should be required to waive
corresponding access charges because it is unfair for IXCs to carry
the burden of toll fraud, while LBCs collect the underlying access
charges.

, ' 23. In its :t"eply coanents, Bell Atlantic urges the C0IIIIl18sion
to deny the p\;ition because when the COmmission deregulated CPB
13 years ago, it severed responsibility for CPB.' Under this
policy, tbe customer selects the CPBand its features, and in
concert with the vendor, bears the risk, if the CPB.elected fails
to meet ~ctat10ns. Bell Atlantic, however, proposes that the
Conmission should encourage CPB manufacturers and vendors to work
with carriers to develop solutions to'prevent toll fraud and would
cooperate fully in any such Cammission-inspired efforts.

24. Q ant hQ11uted. Although we reached different results
in Cbart1(l.Y8, a PBX fraud case, and Uniteg Artists, a payphone
fra~d case, the dispositive element in each of these cases was
where resp0l181bility for the detection and prevention of fraudulent
calling lay. In Chartways, the complainant had taken no
discernible action to detect or prevent 'the fraUdulent calling and
the carrier had not acted negligently with regard to the calls.
We therefore ,determined that the carrier could hold Chartways
liable tor the disputed charges. In United Artists, by contrast,
the victim ot the toll fraud had taken several reasonable steps to
detect and prevent unauthorized calling, which nonetheless
occurred. There, we concluded that the carrier had acted
unlaWfully in attempting to hold United Artists liable. If
cust,omers are unaware of potential liability, they are unlikely to
take steps to limit their exposure. 'Arid, 'if carriers have no
economic incentive to help custaaers limit their exposure, they are
unlikely to invest in developing proactive solutions to PBX, or
other, kinds of fraud. In light of the liability findings that
resulted from the records in proceedings such as ChartMyl and
Unitidkti.tl, we tentatively conclude that tariff liability
provisions that fail to recQ9Dize an obligation by the carrier to
warn customers of risks of using carrier services are unreasonable.

37 In its comments, Bell Atlantic refers to Amendment of
Section 64.702 of the Rules, 77 FCC 2d 384 (1980).
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Moreover, we tentatively conclude tl'lat carriers have anaffi~.t.ive
duty to ensure that theM 'warnings are c~nicated ettec.tJiyely .. to
customers through for example, billing inserts, annual notices,0:J:"
other information distribution methods.

i

25. we request cQlWMnt on what other factors could or sh,ou\<i
be considered when liability determinations.' PJUlJt :t.:>e >,.de ....,
Specifically, we seek coaaent on whether to apportion' the cost .~~

CPB-based fraud based 011 whether carriers, CPB owners, equ~pmep.t
manufacturers, or possibly others' were in the ,best posi.ti,on· to
avoid, detect, warn of, or COl'ltrolthe fraud. Further, we requ,est
coument on whethE!r this apportionment should be, basee;t~ on". a
comparative negligence theory as proposed by PacifiCMqtU~l~
many commenters supporting its petition. We note that pO~1'.1tial,

shared liability would require definition of the sp,eci.ic
responsibilities of the CPB-owner to secure the equipment or
communications system, of the manufacturer to warn ofto~l fraud
risks associated with features of the CPB, and of tbe carri,er to
offer detection and prevention programs and educational. s.~ices.
We seek conment on what constitutes a failure to meet these
responsibilities, on the nature of damages to l?e aw,~J;'d,a to
aggrieved parties, and on the apptopriate forum, to resolv, these
issues. For example, we request connent on whether arbitI;'at,ion or
mediation should precede Coamission involvement, and wl.lethe:r;
Commission involvement, if necessary, should begiq withilllte:r;na.,tive
dispute resolution or tormal complaint proceedings. Further, we
request comment on which party in a bill;f.ng cu,sppte inv9lving

~ allegations of toll fraud should bear the expense .of: 'arQiJ:.ration.
We a180 seek comment on whether residential ratepayers wo~ld bear
the burden of business fraud by paying higher rc;lte,s. . 9QIIJIlen~eX;~
should also discuss how carrie.rs may ~ecover charges :fOr c:a~ling

card fraud, where cardholder liability is limited to $50. QO~. .be.
para. 38, infra.

26 •. Commenters are asked to address fraud p+event,ionmeas~res
various parties might take. The record shows that;. carriers have
increased fra';1d detection service offerings Q.uring the, last ,18
months. In 'l1ght of our tentative finding that tariff liabiLity
provisions that fail to recognize a duty by the carrier to warn
customers of risks of using carrier service are unreasonable,. we
ask whether a failure to offer services to limit cUl!Itomers'
exposure should be cODsidered an unreaso:n.able practice.
Consequently, we seek c011ll\Elnton whether to reqv.ire IX.Cs andLBCs
to offer customers protection through monitoring serviqes, on what
basis those services should be offered, and whether such services
should be part. of thE! balic interexchange service offering. .We
also seek comment on whether there is software or equipment that

38 With regard to the reply comments of Bell Atlantic, we are
not proposing to regulate carriers' provision of CPB, but rather
carriers' imposition of c~rges for fraudulent interstate service.
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customers should install i~ their CPB ~o prevent fraud. Further,
we requ..t cgaaeat qn ,c.tur the prog~aN ott.rfed by carriers euch
as Mel Detect , ATilT ".tProtect and.SprintGWl~,~es:l.gn~dto help
bUlinesees protect tMi~ OP~ ft:~ toll fra~d, lntilude, sufficient
features asc~ste-r education, fraudc:tetectiOll equtpnent# traffic
analysis, third party iq.tl\1ranc!e, aDd·' real ~tiDle .taonitoring aDd
detection. We seek cc;aaent on the availability of theee progrqs
to both large aDd _11 CPS owers',and their efficacy. In
addition, we invite c~nt.r, to discuss in detatl any other
proposals or conaideratiQJ1s relevant to liability determinations.
We invite specific rule propo.als for consitSeration.

C. pa.Y.Pbcme.P.raud

~ lloci4A ..,ttigg
, '

27. In its petition, the Florida' Pu1!>d:i.cSexvice Coaaission
(Florida PSC) requests that the Cea,ni••ion reyiew tariff provisio~s

governing liability for toll charges resultin9, from fraudulent
third party calls where payphone providers have purchased
originating line screenilfi (OLB) and billed nuder sCre.ening(BNS)
services from carriers. The Plorida PSC propos. that the
Camdssion &(\opt regulations mirroring recently addptedPlorida
regulations. The Florida regulations, which became eft.ective
February 3,'1993, rele... a pay telepHone provi(!er from liability
for charges resulting from certain eypes. of frauClUlentcalls \~ the
provider purcha"s call screening for the line (ox,sandBNS). In
addition to relieving pa-yphone .prov1clersfran l.iability, the
Florida PSC rul.. require that the lo.ses ,ran fraud be allocated
between the LBes and IXCs based on fault.4.· P'Urtl1er,the Florida

39 Qriginati~g, line and billed nuSer 8creelling services
inform operator service providers of any billing restrictions on
its lines. '

4.0 Florida Adrninietrative Cod,e, rules 25-4~076, 25-24.415,
and 25-24.515. Order No. PSC-93-0109-FOF-TP.

41 The Florida approach was raised by a coanenter in the OSP
ru1emaking proceeding, but was not examined sub8tantive1y by the
Commission because it was berond the scope of that :proceeding.
~ Report and Order, CC Docket No. 91-35, 6 FCC Red 4736, 4744­
45 (1991).

42 The Plorida rule prohibits ·a company providing
interexchange services or local exchange services fram collecting
from a pay telephone provider·1 for charges billed to a line for
calls that originated from that line th+ough the use of 10XXX+O,
10XXX+01, 950-1/0XXX+O, or 1-800 access code, or when the call
originating from that line otherwise, reached, an operator position,
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PSC propoeee that ,~berea carrier does not acc~t or Ob8-.~e LEC
OLS and • ,codes or fails to '~lidate its call. vi. the
appropriate J;.SC'dat•••, the, caJirier; not the Payphon.,prov~cier,
should ,bear the ~Qet8 of the re8ulting toll fraud under a uniform
national policy. ..~ JrloriCSa 'SC argues that foreign carriers,
through wb~ inbO\lDd !a.ternatiollal call. ,.re.' initiate<i, have little
or no incentive ,to validate calls beeause AT&T will bill the calls
to paypbone proviclerieven though ~COUld have been ,used to
prevent the call frqIR be.ing cClltpleted. "The Plorida PSCa.~rts

that if AT&T were r~ired to refuse Payment to the foreign carrier
for such calls, an incentive to validate will be created. The
Florida PSC further contends that AT&T has iilulated itself from
this type of fraud at its own pay telephones. '

28. Cpgp'pt,. Many commenters favor' a multi-jurisdictional
or national app~ieation of the recently adopted Florida PSC ru\j
limiting liability ar1d apport~oning liabilJ.ty based on fault.

t, " ' '

if the or;igiutiilg l,ine is cc;wered'by outgoing call scr.eningand
the, call ..s pl.cecS after the effectiv~ date'of the outgoiDg call
screening ,order. The rule also prohibits a company providing
interexchange .ervice. or local excnange services fram collecting
from a pay. teltWhqne provider 'fat charges fat' collect or third
numbe~, billecl~,l", if the 'line to which :the call was pilled was
covered.by: inc:_19 call screening and ·the call, was p).~c~. after
the effective d4.te of t~e incoming call screening order. The rule
further pr~i~. that any calls billedth~ough tAe L~C or di~ctly
by the ~XC, or through a billing agent, that have been identified
as nptcoll.ectible must' be refllOVed f'rom .. any pay telephone
provider's,bill after the pay telephone provider gives notice of
the fraudulent ~hargee to the billing party and such notice must
be prOVided to the LBe and IXC in writing no later than the due
date of the bill. ' The LEC is responsible for chargelil! that are
associated with the tailure of the LEC's screening services, and
the IXC isre.ponsible for, charges that are associated with its
failure to properly validate calls via the appropriate LEC data
base.

43 Florida PSC petition at 3.

44 _Attachment at 27 , Questi'onNo.5,Ploiida PSC
petition. The 'lorida PSC asks what disposition would be made of
toll fraud charges if they had originated or tenninated at an AT&T
payphone.A'l;'&T r••ponds that "because of the differing status of
AT&T payphones which are part of AT&T'S network, the calls could
not have occurred ,under the same circumstances."

45 SJlA"L,SL.., Comments of IMR Capital Corporation, Indiana
Payphone JUI.ocia.tion; Intellical, Inc. , Loutsiana Payphone
Association, Midwest Independent Coin PaypQone Association,
Mississippi Public Communication Association, Minnesota Independent
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Several ccx.eatera also propose that a federal rule should provide
tbat if a payphoa.e provider subscribes to internatiODal call
bloeking, the paypbone provic;!er WOUld, Dot be liable for
intematiODal direct dial calls. Most caD*t!nters who support the
petition contend that b.cause LBCs aDd IXC. are able to el18\1%'e the
integrity of 01.$ anclBNS they shou14 be lia.))l. for fraudulent call.
compl.ted de-.pite the use of screening mechani.... In its
cca.nts, IUnDe.ota Independent payphone ~soei.tion asserts that
requiriQg' payphone providers to unblock phones to provide tt.lt
public with their choice of carriers incre•••• the ri.k of fraud.
llany of tbe cOlllll8Dters .upporting the petition contend that it va.
implicit in tbeequ.al acc;:es. decision that payphone' provide·rs could
rely on·.creening devices.

2' . .....UC aDd the California Payphone Association contend
tbatliability Mould attach to the entities that control tbe
blocking ~ sc~ing services and receive revenue freD those
..rvices. Many cc .Iaters concur that the LIes and IXCs are aJch
Mtt-erable to absorb the costs of fraud than payphone providers
becaWi. theiJ:" cost is marginal cost, where.s the' cost to the
payphone pr~iclers is marginal cost plus mark-up', plus the cost of
the iDetrective .creeaing services, plus the cost to conte.t the
charge.. 0 ••t-ers repres.nting payphone proViders C-Ol1teDd tbat
the charg.. arebotb unfair and discrillinatorybecause LBC and !XC
payphones are not charged for fraudulent calls. Further, theBe
Cam.8atera contend that clas.ifying payphone providers as
-customers - is illogical because paypbone providers do not want or
order the .ervice that the fraud occurs on, and tbey take
a~fir.mative steps to prevent its deliveJ:"Y.

30. In oppo8ition to the petition, many coanenters COl'ltend
that the ......i. of any fraud pr0p08al shoul<i be on fraud
prevention, DOt oa the apportioDMnt or assignment of liability.
Ttle.e c~t.n ....rt that apportioniH liability after the fraud
"ill not prevent .fraud from occurring. They claim that adoption

Payptlone Association, New Jersey Payphone Association, Inc., Borth
carol.ina. Paypbone Association, South Carolina Division of
Info~tionIleliource Management, Utah Payphone AIIsoclation, Arizona
paypbone A8soctation, California payphone Association, Plori(ia
Payphone AII.octation, Georgia Public C~DicatioD8 __.octation,
G'1'B Service Corporation, and Independent Payphone Association of
New York.

·'Our operator service rules require only the unblockins of
operator-a••i.t~ access, not direct-dialed (1+) access. _ 47
CPR Section 64.704.

·1 au a...a..., Couments of Sprint, Interexchange carrier
Industry Committee Toll Fraud Subcommittee, Mel, SWB, Ameritech,
Bell Atlantic, BellSouth, and AT&T.

17



or

of the Flori4il PSC proposal would precipitate higher rates, and
increa.-.ed litigation befo):eth~ CQIl'Iilission. Some "argue'that~L"
do have incent.ivesto fight tra'Ud~ as evidenced ,by their ~effort8

to dete~t, fraud and by incr41!ased campetitipn in th$, local "loop;
Many c~nters ar~e that, equal access rules never were1ntellded
to make c;arriers in.urete and guarantors' because, 'if thi,;: were
required, blpcking and sCf~enin9 servicef'ees , would:' :LtlcJOe..e
dramatically. .~ Tb,ese cOmmenters further argue ttha.t incr.".IJ,::,in
service fee,. would c;ause usage of the serVices' to,.deciin.,..,i&ha
netresult that. loues' from fraud would. :lncrease ~ Moreawr,':etseee
comment,ers a~gue" 'the payphone providers are not taking ..,a1:1ab1e
fraud ' pr~yention, precautions. They.tate that in" someae~'Ce
areas, only a minority of payphoneproviders suhscribeto,b~ock~

and screeni1'fi services, and there is little demandfiraa other
aggregatp,rs. '!'h.e.e ,c()Jlmenters further argue that Commission
requi,r~nts for equal ,access did not project 'that. se~ening
services'would be fool-pr;oo~ protection against fraud;,andt!hat
beforeliabili,ty ~t~ches~ payphbne providets should ,be ~~r.qwired

to do, U\Uch PlQre. t~ merely' sub8c'ribe to blockinganCllfCretmi'D9
services~ ~y ccmli!iMtnters pr()pose that payphone providars'.hould
be required to purchase a<1junctservic;:es, progr~l.;phoa"sj,AuJd

, special· dial ,tones, ~d to .locate 'their payphones where~i·the)l,'can

be observed. With reg,.rd .to argwnents by payphone"praviclers that
IXCs do not charge LlCor J;XC phones' 'fol;' , fraudulent';" calls,
commentersargue that LBCs and IXCs are not "customerliJ."

,31. . C9'M!8Qt Bft('!l"tesi. ,We agree with the PloriCla';,PSc:"that
,carriers should, as a general matter be 11e1d accountabler,forrthe
services they provide. 'l'he Florida PSC rule' which "aJ)portdons
liability based on fault accomplishes this genera'l- gaav.. 'wea1.Bo
find merit in the p~oposal by the Florida PSC,that we review those
portions of tariffs filed with the Commission' that llmiti,\carrier
liability assoc;:i~ted,w,ith payphone fraud. 'Our de'6isi:on,'<in untt'ed
Artists limited the ~yPhone provider's liabi!l.ity 'wher~ Ii:t ,took
reasc:>nal:>le steps to limit its exposure to toll f'raudbecSiU.tre,i1Zwas
not a customer of the billing interexchange "C8.ll'rier-. ;"We
tentatively conclude that payphone providers that ,take reaso~le

steps to ,limit t,he;lrexposure to toll fraud and are not cusfomers
should not be required to pay bills generat'ed as a resul'tt"of '<'boll
fraud perpetrated t,hrough their equipment. We cons1.d~r'adoL1r:ing

the Florida apprQachbutbefore adopting it as a' nati<>niUm0d8l,
weare' al)Xious to ,l~arnhow it has wo~ked :1:npracticerW$' ;.ask
comm.enters 1:;.0 tell us whether the Florida approach:' ha"'~ bel!In' "ian
effective, efficient way of dealing with payphone fraud. i'WeYseek
comment on whether carriers should be required to modify tllriff
language limiting carrier liability for payphone fraud and hOW this
modification would affect carriers and p.yphoneproviders." We also
seek. comment on the general availability of blocking and'isc:tHhing
serv1ces, whether they are priced reasonably, what per~~ntage of

48
~ Comments of Bell Atlantic at 2.
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payphone providers are using tbes. jlervices where they are
a:vallatre,audwn.ther ehey ar•...tt.ativein~'.IQucingthe risk of
fraud.· 'Purther; .. ,.eek coaaent on "hEl!theJ;' tJlere' are .other
seW!·c..ava'ilable to paft)h~ providerathat. reduce the risk' of
fraud,or.:.whether paypboDe provider,. C8A pre".nt the fra~d. We
requ..t c~t oD tb.r a federal'fraud pblicy based .. ()n the
PIol'ida .model is nec ry to apportion thecqsts. of. payphone
fraud, ior whether tariffs, £i,le4 by ~rri~r., ~for blocking and
screening services should J:>e.' required to c1flar1y articulate, the
reSp6nWi.biiitiee of the parties and apportrio~, the costs of ,fraud
incurred in the use of these services. '

! " "',

32. The fraudulent use of cellular telephones ha~, become a
serious industry problem that results in' financial :losses' to
consumers" atldincr-.ae. the cost of, doing business fOf the
cel.lular' industry. .1ft1ile there 1s no 0,££1c1i;.1 reporting' system,
the' industry, eetiJnates that cellular carriers ,101;. l1etweeu" $100
million.and $300 million per year because of Cellular fraud.'

'..

:33,. The tnre. major types of cellular fraud 'are : subscription
fraudJ;, . stOlen pbOlle fra\lC1; and aceeas, fraud.' Subscription fraud
occur. when someone sub8cribes to cellular .e;rv~ce With fraudulent
information or fala.identification aJU'J with 'no lntentionto pay
for.serviae.' Stolen phone fraud in"olV1is'tJ1~.pnauthoriz~,u8eof
a,· phone stol.J1 frca a legitimate C\.lstOlDE!r be,fpre that customer can
report th$ theft. Acee•• fraud inv9lV88 t~~.una~thorized·useof
ceLlu];;arservice through tl).e t~:i:ing ,mallipulation ot,irdgranming
of a cellular phone'S Hlectronic S~rial Number (HSN) or Mobile

4.9. In our Order on Further Reconsider,-tion and Pu'rther Notice
of Proposed Rulemaking, Policies and Ihiles' Concerning Operator

{Service Access e.d Pay Telephone Canpensation, ,8. pec Red 2863
(1993),' we requeated cOlllD\ent on. whether torequ~r'" BNSand OLS
services to be tariffed at the federal level, whether these
services should be available unbUndled, to'all' customers, and at
reasonable rates, and whether to, require LBCs, to f;!!xtend their
international blocking services to, non-aggregator, business and
'residential subscribers. W~th regara to the issue of BNSand OLS,
the record in tnis proceediI?g' r4i!flectstnat the LBes ,generally
oppose, federal tariffing of,these servi.ees because these'serviees
are traditionally provided through state' 'tariffs. The record in
this proceeding also indie.ates, howeyer, that existing state
tariffed screening services are not unifo~ and are frequently not
available to all classes of aggregators.

so ,The HSN is a 32 bit binary number that uniquely identifies
a mobile station to any cellular system fqr billing and other
purposes~
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Identitication ....r. 51 . Ace... thud repneent8 the sm8t
sophis,ticate4 ot thetbree typell of 'fraud and the moat serious in
terms of dolla" l:Q8t. There are t1r<) _jortypeaof acce•• t-araud:
tumbling, -.nd.. counterfeiting or cl.nlO1'~iIn tumbling, an
unauthorized ~.r eitber rantk*ly or .equ_tially·cbaDg•• ·t.b,e·BBN
or MIN after every eall ~ therebyeon~\i.iDgacellular ·.ystem ..itoh
long enoulh to c~letea call: counterfeiting or cloning fraud
occurs When ~ tmAutborized uaer ,pragr_'a valid. suo.Q.X'1ber
MIN/BSN match into a phone. Tbeuaau.thorized user then u... the
cloned phone until j\eteeted.· While receent development. involving
pre-call valic14ltion greatly reduce the amount of fraud due to
tumbling, cloning fraud continues to grow at a rapid pace. The
Secret Service es.timates tbat altered or clonEitd'ce11ular phones .are
becoming as c~n as take identification cards, and are the
instruments ot_jor crimeB such as drug-trafficking.

Ctni;:iemr::;y:.==· t;MI:'~~i:fs.=;. '3t;:tc.t~,
Pr~. &Y,l;lllpJUM" 7 FCC Red !&!;;8, 3'741 (1992), weprQPOMd a
~le to helpr6dUce cellular fraud caused -by ta-.Pering with the
iSN~53. TI:lepJ;'opo8ed rule establishes additional technical
specifi~atio~formob!le equipmebt to preveht tampering with the
BSN. We now ,e.. cOiael1t on What ~urthereffOJ:ts on 'the part of
the cellular iD4uatN, manut~cturera, vendors,' law eaforc_nt
agencies, 'and 'the COIIlId.sion' woUld aid in c~tt1ng cellular

" fraud. We;.~ C~l1t on wlukherthe ·ceani••ion shouldQOl18ider
stricter ....ut.. ,wh.~. ce~lu!ar > fraud ~1Ut's, aJld if 80, what
~a.ure~ t~ Cc.d••10n .hOUld consider. We recogni•• that
certain'type. of cellular tradef could 'be i'ncluded iIi the CPB-Based

. 51 T:he MIN is a 24 bit number that corresponds to the seven
digit directory telephone number as.igned to a mobile station.. . , .

52 Pre- call validation OCcurtl when, the cellular switch
campares an ineamin9call~r's BSR/MIN number against a subscriber
database.Pefore the call i. completed.

53 ' &IA.. p'roposed Section 22.92-9 which provides that each
mobile tranemittet ll'l\1.t have a unique BSN that must be factory set,
and must not be a1terable~ removable or, otherwise able, to be
manipulated in the field. . Thiap%'opoaed rule requires that the BSN
host component ••t be peraanently attached to a main circuit board
of the mobile tranem!tter and the integrity of the unit's operating
software .et ~ot be alterable. Finally, the cellular equipment
must be desipeCS 80 that any attempt td remove, tamper with, or
change the BSN chip will render the mobile transmitter inoperative.

, 54 SAil 'Sectton 503 (b) (5) of the Commieston' 8 rules that
provides for forfeiture proceedings against non-licensees or non­
applicants who willfully or repeatedly' violate the Commission's
rules.
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Praud category. We, therefore, request coaaent, on how the issues
raised above in our discussion of CPS-based fraud should be
r$801vec1 in the context of cellular fraud. Specifically, are
adequ$te incentives in place for industry to develop ~ti-fraud

solutiolUl, or should new initiativ.. , be chartered by the
ae.u._ion? Is a shared liability theory for cellular fraud
appropriate? Is unique criminal legislation necessary? Should
18beling requirements be adopted? Comments should also present
detailed proposals or alternatives to address cellular fraud.

•• L1zJe .r.a.tO~t1OD Databa.e (LIDS) Fraud

35. A LIDS is a line informatten dataQase created by an
individual local exchange carrier. . LIDS service enables
oustomers such asinterexchange carriers to~ the database to
determine whether a LBC joint use 'calling card is valid for use,
or whether a particular telephone number can accept collect or
third-party billed ca118, before transmitting any call using tbat
carp or liDe nUll'ber. Bach database can be accessed by other LBCs,
XXCs and dther customers to obtain data on the account status of
LIC joint use calling cards, as well as information on line
numbers, such as third party billing or collect call restrictions.
This infoxmation is stored in the LIDB and updated by the LBC on
a regularbasis. 5r .

36. Q cpt reg,uested. As the owners of the database, it
JIlightbe a.~ that the LBCs are able to detect fraudulent use,
such as billing to restricted numberlll or unauthorized creclit card
use. However, LIDB customers have an obligation a8 well; if a LBC
card is Offered for billing, the IXC or operator service provider
(OSP) should quexy the LIDB to determine whether tbe card is valid
for use. If the customer queries the LIDB each time the card is
offered for payment, the LBC is able to detect high spikes of
usage, ~, multiple validation queries to the LIDB in a short

55 ... Local Bxchange Carrier Line Information o.tabase, CC
Docket No. 92-24, FCC 93-400, 8 FCC Rcd [ (1993) (~
Inyestigatign Order) .

56 LEC joint use calling cards bear account numbers supplied
by a LBC, are used for the services of the LEC and an IXC, and are
validated by aceees to data maintained by the LaC. SM Secgnd
Report· 'D"· Order. PgJ,icies and Rule•. cgneernillS Local lbrt;benSe
carrier yali4atioQ and Billing ~nfQrmatiQn for ~Qint USe calling
Cards. CC Docket No. 91-115, 8 FCC Rcd 4478, 4478 fn.5 (1993).

57 In the recent LIDB Inveltigation Order, the Cemnission
investigated 10 LIDB databases offering validation services. The
record indicates that these databases are updated 24 hours a day,
seven days a week, and that each LEC offering LIDBvalidation
services also has a fraud control program.
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time period, prompting the LBC to investigate and then to determine
whether it should dMctivate the card.. However, the frau<1,d~liI not
always consist of al1tiple calls within a short periQ<iof t;i.lle~nd,

therefore, may not be detectible' by the LEe. Por ,examp~flt, ,the
fraud might consist of one call of long duration. ,In additiQll.; ,the
fraud perpetrator might discover the usage spike set by t.he. I,~C~ ~d
place calls in such a manner that the LEe would not ~~a~.ly
detect the fraud. The LECs assert that -detection of u,sage. ',spi;~es
is the only mechan,islft available for detecting fraudc;lssociated ,.ith
the tIDB.

37. It has been alleged that losses from calli~g pard. fraud
would be substantially reduced if the LBC had access to the calling
number ,and. the'called. number from the IXCs,' as those numbers
provide information on the origination and, term.ination,pc)in~,of
the call. This would allow the LBC to identi~y a qall oJ:igina~ing

,from or going to 'an area . associated with' fraud probl~. ~is

information would assist the LBCsin develo~ing a,custOD\E!r, calling
pat teX'tl prof1le that could be aoeessed iQ. a case of. liuspected
fraud. We seek coament on whether tqe car:r;iefs querying ,J:,,~DB

should provide the L,Cs with the originati~g calling party nUmber
and ,theeall,ed numbers. Coamenters are a18'o ,requested., to .explain
how the p~esence or absence of this information shOuld affect.iUlY
deaision concernipgthe allocation of liability fOftoll.l,?sses,
and whether carriers should be" permi t ted to charg~ fOJ: the
provision of this information.'

38. Under tbe Truth in Lendi.ng Act andPede:ta1,' Reserv~ i Board
J:'egulations, ca,rdbolde,r liability jor unauthorized use 0;, calJJ..ng
credit cards~s limited to $50. OQ. 5 Therefore, when, a ga;-d number
is stolen or used without the cardholder's knowledge pr,peX1;l\is,ion,
the LaCs and their LIOa customers (IXCs, OSPs) must decide between
themselves who will bear the cost of the u,ncollectiQllS!',toll
revenues. Of course, cardholders are under an affi~tive

obligation to report l~t,or stolen credit cardS immediately,!" and
to protect against theft of their card numbers.' I'n the '1.II:2B
Investigation Order, the Commission required the LIDB p~oviders

subject ,to that investigation to include in their tar:i.ffscertaW
minimum procedures to help reduce the number of fraudulentc~:lls.

However, the Commission left open the issue of liability for toll
fraud losses that resul ts from LEC provision of erroneous LIDB
information~60 .

39. Assignment of liability for toll ,losses among ,LIDS
providers and LIDB customers raises two concerns that shQuld be

58 15 U.S.C. § 1643; 12 C.F.R. § 226.12(b) (1).

59 LIDS Investigation Order, 8 FCC Red at " 19 j 27-34,.

60 ~. at " 29-30.
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addressed. First, there may be ~y differ~nt fact patterns each
time a loss is generated, making the CSevelopl'leQt of a general rule
difficult. InaMition, limitation of li~ility.provisionshave
l~beeiicacoepti*d by the ··cyts i_tM .. lI1)HDee of wllllful
ntlsccmduct or gross 'uegligeace. ~tlY,cI.us.. ' liDdt'ing
a. c~rri,er's .. financial liability to tbe coillt'. of . the service· are
fOUnd InvirtUa'lly all eOll1ll\On cattter t'arifts.' lIbi1e the carrier's
cd8tj:8ers 'in "'this case. are 'likely to' have 'aeophisticat.d
hndeiStanding of' the risks of credit card fraud, LIDB prev{4ers
should have incentiVee to malte LIDS 'as .~f.ctive Hit 'can be. We
seek"cOJrilltent' ondether thes. limitatiou.of liability 'should be
permitted to IIliiel:d. the .LBCsfrQlll~U»11ity, for toll . lo•••s
ineurted'1fhen a joint UIIIe calling 'ca'l'di.'.ea.to ,trl.ll' .frauc!Ulent
calls"or whether the CCIIIIli..:ton .hoUld.ittablie,' a rule for
alldCating liability for tQll loll.... 'Ce-enters are' a180
requested to eoament all whether such liabilityllhOu1.dbe deser:i:bed
inthe"LECs' tarifts. '

F."Ot:t:aerProposalsud 'Request ~~o:meat
,. "', ... '- " .,

.40.!ri addition to proposals already _& hekein', we propose
to'_nd Part ·68 of ·the CCDlDission's rul" t'o require equipment
_~\1~acturers.. to provide warnings r.prdiilS lfle. potential ri-.k ,of
toll' 1!r,aUd ~ssbcla:tedwith use of equlJ1111l11lt-. ,We further propoae
t1l:at,.thewarnings- be 'prominent .aDd 'CODIIpieuous ,and,.±ncludedinany
~hStrueti:onmanual or other' l'iteratut••cc~Y'tng the equi,...nt,
and on the exterior packaging of tM equ~pIIIh1t'.- Purther,we
propose that the warning in the instructional manual or literature
discuss the customer's fina~cial .xpo~re and measures available
to limit that exposure. we also 'propose in the case of PBX and
siiIn:il~r equipnent" if. default co~e. are .et by the manufacturer,
:vend<:n.-, .orcarrier, thoIJe code. must be fU],.lY'expla.ined in the
instril,citional'manualor literature aaet ._e, explainthlf rllt1a1,df
USih.9. theequi~nt without modifyiDft_.. def.ultcodes. We seek
c:;:~o~ 'specific lan~ge-ot _mi., .ether warnings.hould

'l?e. re'qui'red- for. ,only neWly reg:lae• ..-s ·...ipnent or iwl1etherthey
~h0l'.ld, be r~qaired 'tor alltelephODe tlqUipaleftt"alreac1y registered
pursuant to· Part "68. We also Melt comment· on Whether the
Cotilp\!s.i:ori:. shouldadoptstant!ards for. deterlllini1l9 Whether PCC
registratio~s -'for ~y cla.ses of particularly riek-'prone equipnent
should be revoked, or whether .:mines should be required' as
updates to manuals currently in use. Further, we-seek' cOl'lmient on
how others in the manufacturing and distribution chain of telephone
equipment could warn consumers of the risks of fraud.

61. 8.. , ··e .51., JIe.trnUn$qn. 'DIIMrghC'lJIP'P¥ v. bteve
Brothers & Co., 256 U.S. 566, 571 (lt21); 2rUeroM·Vt:,.'t,e. Upion
Telegraph Co., 154 U.S. 1 (1894); igMrt GibQ i SOIJS' Inc, v.
Western Union Telegm»bCo., 428 F.Supp.140 (D.N.D.19'7).

62 ~ Proposed Rule at Appendix E.
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·1. .~Q(Ilrn~fi~~d :in. ~..pe.e 'to the, All ~'_riDg,
the paai.f~.C .lIq.tliIa... ~proc;.~~ng, a.net' tu, petition, pf' .the .PIQrj,da 'PSC
conclude t.hat car,ri•.I;.ne~ to iJ:lcorporate more eafeguardsinto
their n.tworkopN::.t~ou to·P:z;'ot.~ct &9l1,inst. and dEtt.ctiQfatancea
of toll ,fraud. apd aWse .. &or, ,example, ~n its c~nts, ~c:~@ce
OynMliC8 corpcra~i,.·. (SQC) aplaiDa that it devel0J)8 prOducts
for c.rri.... that C*i Cl4~ or ,elilninate 80P18 sources of toll fraud.
SOC maQufac:ture. " 4J-v.i,c:ethat, cQDtr~ls~~,teacc~8. to .. the
telec~icatioaeq.~rk, ~ a~.~.m that ~nitQr8 toll ~~age
by· p~ec!.t.rm1Qed.. CWI"QIII8r:S -.nd. Pl:.~s a' c;.P on 1011~ d.i.•tance usage
over a IRODthl,. bil,l,Laf cycle . Mlulyo.-nters 'cC)J)t..-c1 ~t .. ,such
.olutio~ ~t,~4 miniDdz,e th, fraud problem are available;
bowever,.; they a~ tba.t a8long ... ~ 'regulatecl'carrieJ,"8'do not
have to absorb directly the 10.8es attributable to fraud, 'carriers
have l:i,ttl. incentive to invest in preventive systems. '!'he issue
has been J:'aised regard4.DSJ1JaC aDdIXC. ~C.llt1V88 •. ~o, pr.~t fraud
in light of their billing and collection arrangements. We request
CCllll\8Dt 0;11 wb.e,tJ:t,er 1ncent.i".s tbat tbe telecollanlJi~tion. ~.try

~. to ini,tiat,.e anti-fr.-wi solutio~, caD ~,strengthene4, Qd. what
other actiou .' the CQI.IIni.~on.,~14 teke" to turther. fraud
p:reventiOl1..we al.o ...lc;cI:~nt r_r4ing networkcl1a.Qg.. which
could: ill:flueJ;1ce ,tooll; f,~ud ~t.ctiQD~prev.ntion. Speclfic;-:a.l1Y I

we J;"eq1ae..,t c~t.DD. hpw, when, and where! a carrier should releaSe
such ~foX'lllation when it makes a network. change.

:tv• COIIi:LUsI.

, .2'.,'~,c.c.d••io~,'s.obligation ,to regul.~einter.tate
teleCClNllUnicati~>~.~ice'8. so tJMLt the public, 'ha. rapid ~
effict,ent ••~io. "trea• .o.nable rat.. requires ~hatour polic:Les
,keepp~w,1~)a..r.,~41Y ,.Changing, te~ology and industry 8tructure.
In this, .~s. Q~i.),IW,,:&'_IF'.,.'" request coDaent on the
questio.ns ¥ld pr~Mt forthpove, thep,roposed rule set
forth in Appeadu ..•, and. encourage ~rtic:t.patio~ by inter_sted
parties." . The, pu:pae. caf this :rul.-u:i~g ieto d~velop ef~ective
qnd effici~t ....ur,u to ~es.botb¢sting and d~ve~opin9 toll
fraud . p:r:'9bl.., wi~out hinder,ing . the development of new
technologies that provide'benefitsto·thepublic.. . . ,

IV. PROCDUItAL JlATDRS

of p_.J':i:*;t=::Ea:l::a~J.l;f.:ct, ADillY8~S on t;aHotice

Bx :t.~t."\l1.•• - 1loD.:f••trici;.d Proce.d:J,.ng .

,~ .au COIlIDents of Science Dynamics Corporation (SDC).
Pacific MUtual proceeding.
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This is a nonrestricted notice and comment rulemaking
proceeding. Ex Parte presentations are permitted, except during
the Sunshine Agenda period, provided they are disclosed as provided
in Commission rules. ~ generally 47 C.F.R. Sections 1.1202,
1.1203 and 1.1206(a).

Objectives.

This rulemaking proceeding is initiated to develop effective
and efficient measures to address toll fraud problems. The
Commission requests comment on proposals to achieve closer
coordination between the industry, consumers, vendors, law
enforcement agencies, Congress, and the Commission to aid in the
detection and prevention of toll fraud; improve consumer education
initiatives by the Commission, consumer groups, and the
telecommunications industry; determine that tariff liability
provisions that fail to recognize an obligation by the carrier to
warn customers of risks of using carrier services are unreasonable;
establish a federal policy assigning liability for payphone fraud;
and codify a requirement for written warnings for all
telecommunications equipment registered under Part 68.

Reporting, Recordkeeping and Other Compliance Requirements

The actions proposed in this Notice of proposed Rulemaking may
affect large and small common carriers, manufacturers of equipment
registered under Part 68, and CPE owners. It is not estimated that
the burden of including warnings with the filing of Part 68
registration applications will be a significant economic burden on
manufacturers. It is not estimated that the burden of including
warnings in tariff filings or in billing inserts will be a
significant economic burden on subject common carriers.

Description, Potential Impact, and Number of Small BDtities
Involved

The proposals discussed in this Notice of Proposed RUlemaking
primarily could affect the degree to which small businesses are
responsible for charges associated with fraudulent calls made over
their equipment. The Secretary shall send a copy of this Notice
of Proposed Rulemaking including the certification to the Chief
Counsel for Advocacy of the Small Business Administration in
accordance with paragraph 603 (A) of the Regulatory Flexibility Act.
Pub. L. No. 96-354, 94 Stat. 1164, 5 U.S.C. Section 601 ~ ~
(1981)'\. .,'..... ,~.... ,

!

~y Significant Alternatives Minimizing the Impact of small
Entitles Consistent with the Stated Objectives

The Notice of Proposed Rulemaking solicits comments on a
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