
11.. RECEIVED
1633 Bayshore Hwy. Suite 120
Burlingame, CA 94010
415/259-1688

:.:.::.: tIM 141994 ~~~~~~~~ ~~6 FAX

FCC MAIL ROOMDCCf<cT F!LL~ COPy ORIGU~AL J
Mr. William F. Caton, Acting Secretary CC Docket No. 93-29
Federal Communications Commission, Common Carrier Bureau ~ ~

1919 M Street NW,
Washington D.C., 20554

SUBJECT: CPE TOLL FRAUD PREVENTION

Customer Premises Equipment (CPE) Toll Fraud is in most cases
avoidable and preventable if "special diligence" is practiced by
all businesses involved in the calling process from phone to phone.

Phrack Magazine, Volume Four, Issue Forty Two, file 2b of 14
states: "Why aren't stockholders crying for the head~ of system
administrators, MIS managers and CIOs? These are the people who
have not adequately done their jobs, are they not: If they had
expended a bit of time, and a small amount of capital, the tools
exist to make their systems impervious to attack. Period.".

CURRENT PRACTICES TO CURB CPE TOLL FRAUD ARE:

1- PROTECTION: Customer diligence against CPE toll fraud.

2- DETECTION: Suspicious calling patterns may be identified.

PROTECTION

THE CPE IS THE STARTING POINT FOR TOLL FRAUD SECURITY PROTECTION.

CPE Switch Manufacturers have been providing, since the invention
of the 'Stroger Switch", access control and privileges. The CPE
switch is designed to provide or deny calling privileges. If the
privileoes are constructed according to business objectives, known
hacker activity and toll fraud security, the switch will be
virtually secure. Hacker technological migration and social
engineering skills are the major obstacles to a completely secure
envi ronm,en t .

FOUR STEPS TO CPE TOLL FRAUD SECURITY

1- Deny access to known hacker penetration points.

Equipmeint is available to protect against hacker penetration of the
CPE thrOUgh dial-in access and maintenance ports.

2- CODI....ct a Risk Analysis of each CPE to identify its
vu~neraltli!li.li ty to toll fraud.

Ria~ Arn~llysis is used to identify in the CPE business communication
con:lf igulriatt ion , the vulnerabili ty to toll fraud. This process is
baSed on known hacker activity and corresponding protecti~ ~
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3- Reprogram and configure the CPE calling privilege pattern with
security in mind.

Reprogramming the CPE provides a "benchmark" calling privilege
pattern including security.

4- Monitor and check the CPE communication system for fraud.

Equipment and software programs exist to monitor and check the CPE.

DETECTION

RBOCs, Interconnects, Independents, Carriers and others providing
calling service must assist in providing security. Network
service providers have monitoring abilities to assist the customer
in the fight against toll fraud. Moni toring and checking
services are available free, or for a fee, to identify suspicious
calling patterns. Timely notification and fraudulent activity
shutdown need to be worked out for financial responsibility.

Maintenance Service providers must provid-e the client wi th the
methodology to control the CPE in regards to security or accept
some liability.

TeleDesign MANAGEMENT appreciates the opportunity to share our
views on a common industry problem. We have been on the forefront
of toll fraud by managing CPE systems with security in mind. We
have a successful proven track record with clients, vendors,
manufacturers, and long distance carriers.

We would like to testify before the FCC in regards to Toll Fraud.
With over twenty years of fraud detection experience, beginning

with coin boxes, now working in the private business sector of the
telecommunications industry, we bring a unique perspective to the
problem of toll fraud.

Thank you for reading these comments.

Sincerely,

Ed Simonson, Owner, Vice President
TeleDesign MANAGEMENT

~~
Ken Kumasawa, Sales/Marketing
TeleDesign MANAGEMENT
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Toll fraud is a significant and growing concern within the telecommunications
industty-one that could cost your company thousands of dollars.

Criminals seeking unauthorized network entty are targeting companies' Direct
Inbound Service Access (DISA), voice mail, automated attendants and remote
maintenance/administrative ports. Hackers use personal computers, random-number
generators and password-cracking programs to break into even the most sophisticated
systems. Once a hacker penetrates a system, thousands of unauthorized calls
primarily to expensive international locations-will be made.

Telecommunications fraud has become a highly profitable criminal activity.
AT&T estimates that 1992 losses will be close to 4 billion dollars. The average toll
fraud loss (after excluding losses over 1 million dollars) was $90,000 per incident, as
reported to the Tele-Communications Association (TCA) in a recent industty alert.
Some industty analysts anticipate a thousand-fold increase in the number of incidents
by the end of 1993.

No company is immune, regardless of size. Small companies could be bankrupt
by hackers. Recent court cases and current.FCC rulings establish the loss as the
individual customer's, not the carrier's. Therefore, a company hit by toll fraud is
responsible for paying unauthorized long-distance charges.

The TelGuard Solution

Protection and security measures must be installed to discoura~e unauthorized
and fraudulent use of company resources. While no telecommunicanons system can be
made entirely free from the risk of toll fraud, diligent attention to system security can
reduce the nsk considerably.

To protect against toll fraud, TeleDesign. Management recommends a four
step program:

1. Stop unauthorized access to s~tems maintenance/administrative ports with
a Telguard™ or TelGuarcffMn System.

2. Review current configurations with a security check from TeleDesign
Management.

3. Reprogram your system to eliminate possible security breaches based on
TeleDesign Management's recommendations.

4. Monitor or have TeleDesign. Management monitor your system on a
weekly or daily basis.

This program offers the best protection available to secure your telecommunica
tions system, and it needs to be done now. Users and attendants alike need to be
aware of how to recognize and guard against hacker activity. A sin~le fraud
prevention will save your company an amount many times the origmal investment.



Corporate America is playing a l1igl1
stakes game ofchance-and losing billions.
Too little attention is given to the security
risks inherent in today's highly-sophisticated
telecommunications systems. It is mere
chi/d's play for hackers and other l1igh-tech
thieves to break into these systems, sell access
to a company's telephone lines, and rack up
thousands ofdollars in unauthorized toll
charges-all at the company's expense. In
fact, before the crime is detected and the
hacker shut out, the average company suffers
a $90,000 loss.

A hacker can gain unauthorized access
to a company's telecommunications system
in a number ofways. A common scenario is
for the hacker to find a remote maintenance
port, enter the switch and set it up tor future
illegal use. After waiting a few days until the
transaction can no longer be traced, the
hacker sets up shop-with little fear ofbeing
detected, let alone apprehended or prosecuted.

With today's rapidly-changing
technology, every innovation opens the door
to a new security risk. No company is
immune. According to MCI attomey James
Snyder, fonnerly with the Secret Service,
"There are two kinds of[phone] customers:
Those who have been victims of toll fraud,
and those who will be. J/* Fortunately, there is

a simple, low-cost solution that will uncover
your security risks... TelGuarcf" Risk Analysis.

TelGuard'M Risk Analysis helps

protect your telecommunications

system from hackl'rs and other

high-tech tlll('\,C\ hy' 1IIlc()\icring

inherent s('unity' risk,

TelGuarcj'"M Risk Analysis Puts You Back in Control

No manufacturer has developed an impregnable telecommunications
system. Whether you have installed sophisticated features like voice mail
and SMDR or simply have remote maintenance and administrative ports,
your system is at risk. Hackers and other high-tech thieves will attempt
entry.

TelGuard™ Risk Analysis will put you back in control. This
comprehensive security audit is designed to help you strike a balance
between security and ease of use. Weighing the security risks inherent to
each, we help you select the combination of features that best fit your
needs and ensure the proper safeguards are in place.

.. FORBES/AUGUST 1,1992 "Crin10 or tho· I irlf'''



Stop Hackers Cold with
TelGuarcr Systems

TelGuarcfM Systems lock out toll
fraud bandits by preventing unauthorized
remote access to your telecommunications
system's dial-up maintenance and
administrative ports. TelGuarcfM continues
to allow the system to automatically report
trouble but blocks incoming calls to the
maintenance port, requiring a manual
override each time remote access is
necessary. TelGuarcfM II has an added
hang-up and call-back feature which
allows authorized users 24-hour remote
access but stops hackers cold. Both units
are compact, measuring less than seven
inches long, seven inches wide and two
inches tall, and weighing less than three
pounds. They can easily be installed
anywhere on site using standard jacks and
cables.

For Added Protection, Ask About
Our Management Service

For continued protection, TeleDesign
Management and our network of
qualified telecommunications specialists
can provide a complete telecommuni
cations management service. We can
educate users and attendants alike in how
to recognize and guard against hacker
activity, monitor your system on a daily or
weekly basis to ensure security is not
compromised, or establish aplatfonn for
future software enhancements. Ask about
our comprehensive telecommunications
management service.

Controlled Access Eliminates Worries
Vendors have typically shipped PBX systems in a full-permission

environment that allows maximum functionality but provides little
security against illegitimate users. TelGuard™ Risk Analysis takes the
guess work out of systems security.

Here's how TelGuard™ Risk Analysis works: First, we conduct a
security audit designed to point out inherent risks. Then we assist you
in determining the appropriate means of securing your system
recommending ways for you to control access while achieving a balance
between functionality and security. Finally, we enter your system
remotely, purge existing security breaches and secure the system.

TelGuard™ Risk Analysis makes use of every available feature to
prevent toll fraud, using as many as four levels of security. No where
else can you find a safer, more secure approach.

TelGuarcr Risk Analysis Means Peace of Mind
You'll get peace of mind knowing all work is performed by

TeleDesign Management's security specialists. With over three decades
of experience in telecommunications sales, product development,
training, software design, technical support, installation and repair,
there is no better source for telecommunications security and software
support.

Security You Can Count On
No company is immune from toll fraud. Imagine explaining a

$90,000 loss that would have been prevented by a small investment in
TelGuard™ Risk Analysis. For one low fee, you'll get the most
comprehensive, convenient and cost-effective security audit available.
Don't wait until your company is hit. Get security you can count on.
Get TelGuard™ Risk Analysis today.

Don't Delay. Order TelGuard™
Risk Analysis Today.
800/547-1771

-IIi~~~,
1633 Bayshore Highway, Suite 101
Burlingame, CA 94010
TEL 415/259-1688
FAX 415/259-1690

TelGuardTlll and TelGuardrMII are registered trademarks of TeleDesign Management Inc. Copyright 1992, TeleDesign Management Inc.
All rights reserved. Form # n~ 1292
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R. E. Bozzomo
Director.
Developmental Relations Group

August 13, 1993

Mr. Ed Simonson
TeleDesign Management
Suite 101
11633 Bayshore Highway
Burlingame, CA 94010

Dear Mr. Simonson,

295 North Maple Avenue
Basking Ridge. NJ 07920

Thank you for participating in the compatibility test ofthe TeleDesign Management Risk Analysis,
which was remotely conducted on luly 12,1993 from Burlingame, CA on the Definity G1 at
AT&T's Holmdel test f8cility. This test is part ofthe overall test program for assessing security
audit services for NetPROTECT<SM) Service.

Our test report, Attachment A, shows the Risk Analysis complied with the requirements of
Advanced and Premium NetPROTECT service tariffs and may be listed as an acceptable security
audit service.

Attachment B is a model press release which, I believe, will strengthen the market appeal ofyour
product. Please send lohn Mikulak an advance copy ofyour press release prior to publication.

Please contact lohn Mikulak on (908) 221-6077 ifyoU-$hould have any questions.

Sincerely, /'? ~

Q~~~
Ro~ertrBo~O ( ;_///

---' /--
Cc: J. ~ku1ak
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AT&T Bell Laboratories

Iabjcc TeleDesip Ma ss--t 1Usk Auis)'I NetPROTEC'f"M
Service C_...... Tilt
Work Project No. 981fO.l0G0
FOe Case '11.

dIIa: Jul129, 1993

tza.: J. H. H.....
0rI- IP5A51800
H03D13
(908)" 4441
boaet5!laoIIIaD

.. ,........ '

Te#Repon

The compliaDce tesliDa of the TmeDesip MInq..... R.tIt ADIIIys Security Audit~
conducred on July 12. 1993. 'Ibis .. is part of die oveaIl .. propn for assessing NoIPR
.-vice conformance ofsecurity audit services.

The TeleDesign MIMpm_Ri* Analysis is a~ IIIdit IKYice .... meISIIIeS the reJIIiwJ securily of
a Ieleptaone system and ftlCOIIUIlends ways « incIaIing dle security. The evalualioo « this security audit
..nee is Usted here:

1. Covered PBXes. TdeDelign Manaplent is able to audit die following PBX systems:

1. AT&T Deinity Series.

2. FujilSU.

3. Mite1.

4. Nordlem Telecom.

s. Ro1m.

6. Toshiba.

7. Tadiran.

2. Paawords. A check is nIIde to ....., in all "'WOIds haw been cba!'ged from their factory
default values.

3. Adminisa'alion. MaiI.-...ce._Testpcm. Pcrrs lie dIecked foraccess pIOIeCtion.

4. Trunk to IrUI1k aansfws. Trunk 10 trunk CIIl nnIfIn..WIri6ed to be bJockable.

S. OISA. A check is JUde wbedaer OISA is acd'Ye and the bmier codes are checked.

6. Trunk Wlriticalion codes IIIClIrUl1k acc:ess codes. A check is made on an 1IUIIks for ac1M aunt
access and II'UIlk verifi.cadon codes.

7. Stalion Message Delail Recording (SMDR). A check is nIIde to decerimine ifSMDR is acdYlled.

8. Unusual mainam.nce and administration activity. A check of the system logs is made for any
unusual adminiSD'llion activities.

AT&T-PROPRIETARY(ItES17UCTEDJ
Solely for authorized pal'lDlllhaYial a need ID know

pursuant to Company 1nsa'uctions.
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AT&T Bell Laboratories

~ TeIeDesip MMBII_" RJIk AD"" NetPROTEC....
StnkeC_p...T_
Work Project No._1..1_
PDeeue'l1.

Ina: J.ReB....
0rI0 IFSAIl..
H03K5l3
(MI)Mt 4441
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HO-IP5A51000-JHH-jhh

ne complililce ....... of dII TeIeDesip MIIl-.uu_ IU* A.IIIIIys seemly A~_.!-"~....2
conducred on July 12. 1993. 11IiI _ is put of die oveaJ1 .. JIIOII'IIIl (OJ' ....., Nelt"KUUS\.;r--

...confOlllllllCe of..ity 1IIlIit.w:..
The TeleDesi,n~ JUst Analysis is • secaricy...-vice Ihat mas_lite relalive security of
• "epholle system .. recomlMIIdI ways U incIeIIinl die securily.

The TeleDesian MIl....... Itisk AMlysis meets die ...... requirements of Advanced and Premium
NetPROTBCT service wilf..may be IisIed as an accepcaIlIe security audJr service.

~f!..J/-k-y
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Stop Hackers Cold
with TelGuard™.,

A modern-day techno-nightmare is
costing corporate America billions. Bright,
well-educated, computer wiz-kids are using
personal computers with random-number
generators and password-cracking pro
grams to infiltrate even the most soph
isticated telecommunications systems.

Once a hacker gains remote access to
a company's PBX maintenance/admin
istrative port, it may be sold to crime rings
throughout the country. Drug dealers, and
the unsuspecting immigrants who are sold
illegal call access at public telephone
booths, then make thousands of
unauthorized calls-most of them to costly
international destinations.

Before the crime is detected and the
hacker shut out, the average company
suffers a $90,000 hit. Worse yet, despite
the fad the calls are unauthorized, the
courts have ruled that the corporate victim
must foot the bill. And no company is
immune. According to Mel attorney James
Snyder, formerly with the Secret Service,
"There are two kinds of[phone] customers:
Those who have been victims of toll fraud,
and those who will be.!/* But there is a
simple low-cost solution that will stop
hackers cold...TelGuard. ™

• locks Out Toll-Fraud Bandits
• You Control Access with Touch of Button
• Easy to Install Anywhere on Site
• Could Save You Thousands

TelGuard tM protvcts the dt'tlit;lle(\ maintenance line of your PBX or Voice Mail/Auto
Attendant from unauth(lr;/('(I rell1()jr.' access.

TelGuarcr Locks Out Toll-Fraud Bandits Without Fail
TelGuard™ provides absolute protection from unauthorized remote

access to your dial-up maintenance/administrative port, because it
requires a manual override. Protection devices that allow software access
can be compromised. Not TelGuard.™

Our foolproof design means you control entry to your maintenance/
administrative port at all times. TelGuard™ continues to allow your
system to automatically report trouble but blocks incoming access to your
switch. No one can enter unless you decide to unlock the door each and
every time maintenance is required. With TelGuard™ in place, your
maintenance line simply cannot be hacked from a remote location.

* FORBES/AUGUST 3. 1992 "Crime 011 the Une"



For Added Protection, Ask
About Our Security Review

For protection from other security
breaches such as Voice Mail, DISA
and dial access codes, TeleDesign
Management and our network of
qualified telecommunications specialists
can provide a complete security review or
your existing PBX, Voice Mail and Auto
Attendant software. We can also
reprogram the system and provide daily
and weekly monitoring as needed. Ask
how we can help you ensure the proper
sareguards are in place.

TelGuard™Model #1100
Product Description: Security device for PBX or

Voice Mail/Auto Attendant maintenance port

to protect from unauthorized access.

Power: 15-35 VDC (Not less than 30 MA)

Manual Override

LED Indicates Open/Secure

Dimensions: 4.24/1 x 5.65/1 x 1.25"

Shipping Weight: 1 pound

Patent Pending

Control Access with a Touch of the Button
TelGuard™ couldn't be easier to use. Its simple on/off switch gives

you control of maintenance port access at the touch of a button.

Here's how TelGuard™ works: Either you call to gain remote access
to the switch or the switch sends out a trouble report and the
maintenance provider calls. Once the caller is identified and mainte
nance/administrative port access is authorized, the attendant pushes
the button on the TelGuard™ unit. The red light comes on and the
switch is open for maintenance. When the maintenance provider has
logged on and is in the switch, the attendant pushes the button again
and the system is secured without disrupting the call in progress.
TelGuard™ is alway) in the secure position if there is a power failure or
the warning light i~ (JUt.

If a hacker tries to access your maintenance/administrative port, a
"ring no answer" is heard instead of the usual sign-on tone. The hacker
can't identify or access the maintenance/administrative port and hangs
up. Your telecommunications system is secure.

Te/Guarcr is Easy to Install Anywhere on Site
TelGuard™ works on all maintenance/administrative ports includ

ing AT&T Definity, Rolm, and ~orthernTeleom SU, and installation
couldn't be easier. TelGuard™ uses standard phone jacks and cables and
can be wall or desk mounted anywhere on site. The compact unit
measures less than six inches long, five inches wide and two inches
high. You select the best location after weighing the security issues of
your building. Common locations for TelGuard™ installation include
the telecommunications director's office, PBX attendant's desk or
equipment room.

Low-Cost Hacker Protection Could Save You Thousands
No company is immune from toll fraud. Imagine your company is

hit next. Then imagine explaining a $90,000 loss that might have been
prevented with a small investment in TelGuard.™ Don't wait until your
company is hit. Get TelGuard™ today.

Don't Delay. Order Your
TelGuard™ System Today.
800/547-1771-,Ii~~~
1633 Bayshore Highway, Suite 101
Burlingame, CA 94010
TEL 415/259-1688
FAX 415/259-1690

TeIC..erd™ is a registered trademark 01 Tfc'leOesign Management. Copyright 1992, TeleDesign Management. All rights reserved
Form # Tl -0992



AT&T Bell Laboratories

sabjc&:TeleDelip MRI.__t TeiGuard I Ned'ROI'EcrSM
Senice Cc.,alilllce Tilt
Work Project No. .591160-1000
File Case 61108

T~stRqHJn

dire: April 9, 1993

e-: J.H.....
OrI-lJPS..ut
H03K513 .
(908)"" 4••1
lao.......

The compliance __8 of die TeleDesign M....... TeIG..-d I .". conducIed on Pefx~..!6. 1993
and March 23. 1993. ThiI rest is part of the meraIl rest pmpam for assessing NelPROTEcr- service
conformance ofcustomer PBX adjunct equipment.

The TelGuard I is an ingress barrier device that requires human intervention to operare. The evaluation of
dIis unit is listed here:

1. ProleCUld port type: RMAT. test. and any analope voice grade telephone circuit.

2. Ingress access operarion: Push butIDIl.

3. Unpowered--= Inpoess and egress are secure.

. 4. Power-up swe: Secured.

5. ProleCUld port SIBle: Unblocked when powered.

6. ProleCUld port in access SI8lUS indicMOI. Lit red LBO wilen the inpoess port is in die illlllClR
SIBle.

7. ProleCUld port in... access UIIIeC1IIe timeoaI: Neill. howewr ifa caJl is in ..... 10 die piOllCllld
port and me buaon is push to leave die lID5CiKe..dIeD die current connection will be maiMllined
undl the call is 1mIIIinaIed and the ingress port is blcx:bld

The Te1Guard I meeIS the expressed ftlqUiremenII of NetPIlOTBCI' service tariff and may be listed as
acceptable for prorecring customer telephone sys1emS.

HQ.IF5A51000-JHH-jhh J. 9.H'"

AT&T -PROPRJErAllY (RESTRICTED)
Solely for llIlthorized persons lavin. a need to know

pursuant to Company Insauctions.
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A modem-day techno-nightmare is
costing corporate America billions. Bright,
well-educated, computer wiz-kids are using
personal computers with random-number
generators and password-cracking pro
grams to infiltrate even the most soph
isticated telecommunications systems.

Once a hacker gains remote access to
a company's PBX maintenance/admin
istrative port, it may be sold to crime rings
throughout the country. Drug dealers, and
the unsuspecting immigrants who are sold
illegal call access at public telephone
booths, then make thousands of
unauthorized calls-most of them to costly
international destinations.

Before the crime is detected and the
hacker shut ou~ the average company suffers
a $90,000 hit. Wor.se yet, despite the fact the
calls are unauthorized, the courts have mled
that the corporate victim must foot the bill.
And no company is immune. According to
Mel attorney James Snyder, formerly with
the Secret Se1vice, "There are two kinds of
[phone] customers: Those who have been
victims oftoll fraud, and those who will
be. "* But there is a simple low-cost solution
that will give you round-the-clock remote
maintenance access and stop hackers
cold... TelGuard"" II.

• Locks Out Toll-Fraud Bandits
• 24-Hour Remote Access for Authorized Users
• Easy to Install Anywhere on Site
• Could Save You Thousands

TeIGuard"'1I protects the tit-dilated maintenance line of your PBX or Voice Mail/Auto
Attendant from LlTlaut1wri led relTlOtl' acccs-;.

TelGuarcfM II Locks Out Toll-Fraud Bandits
While Preserving Remote Maintenance Access

TelGuard™ II provides absolute protection from unauthorized remote
access to your dial-up maintenance/administrative port. Yet, its unique
hang-up and call-back feature means you continue to enjoy the benefits of
your remote access capability 24 hours a day. Protection devices that allow
software access can be compromised. Not TelGuard™ II.

Our foolproof design means you control entry to your maintenance/
administrative port at all times. TelGuard™ II continues to allow your system to
automatically report trouble but blocks incoming access to your switch. You
give out the "keys" to up to 40 dedicated call-back lines that allow remote
maintenance access to authorized users. No one else can enter the system unless
you unlock the door manually. With TelGuard'M II in place, your maintenance
line simply cannot be hacked from a remote location.

• FORBES/AUGUST 3, 1992 "Crime on tile line"



For Added Protection, Ask
About Our Security Review

For protection from other security
breaches such as Voice Mail, DISA and
dial access codes, TeleDesign
Management and our network of
qualified telecommunications specialists
can provide a complete security review of
your existing PBX, Voice Mail and Auto
Attendant software. We can also
reprogram the system and provide daily
and weekly monitoring as needed. Ask
how we can help you ensure the proper
safeguards are in place.

TelGuard™ II Model #2200
Product Description: Security device for PBX or

Voice Mail/Auto Attendant maintenance port

to protect from unauthorized access.
Power: 120 VAC 60 Hz, 24 VDC 350 M

Local Only Programmable Dial Back/Manual
Override

LED Indicates Open/Secure

Power Indicates On/Off

Status Indicates Programming Activity

Dimensions: 7.0" x 6.3" x 1.6"

Shipping Weight: 3 pounds

Patent Pending

24-Hour Remote Access for Authorized Users
-Simple as Dialing the Phone

TelGuard™II couldn't be easier to use. Up to 40 dedicated call-back lines
allow authorized users to access your remote maintenance/administrative
port. And setting up a se<-ure call-back is as easy as dialing the telephone.

Here's how TelGuard™ II works: The authorized user calls and enters
a unique call-back code. The system hangs up and calls the authorized
user back. The switch is then open for maintenance. If an unauthorized
user attempts to access the maintenance/administrative port and enter a
call-back code, TelGuard™ II hangs up. The system is not programmed to
call the unauthorized user back. The hacker is locked out.

When an authorized system provider requires access to your
maintenance/administrative port, an attendant must perform a manual
override once the caller is identified and maintenance/administrative
port access is authorized. In such cases, the attendant pushes the button
on the TelGuard™ II unit to allow access and the red light comes on.
When the maintenance provider has logged on and is in the switch, the
attendant pushes the button again and the system is secured without
disrupting the call in progress. The unit is always in the secure position
if there is a power failure or the warning light is out.

TelGuard™ /I is Easy to Install Anywhere on Site
TelGuard'M II works on all maintenance/administrative ports includ

ing AT&T Definity, I{olm, and Northern Telecom SU, and installation
couldn't be easier. TelGuard™II uses standard phone jacks and cables, and
can be wall or desk mounted anywhere on site. The compact unit measures
less than seven inches long, seven inches wide and two inches high. You
select the best location after weighing the security issues of your building.

Low-Cost Hacker Protection Could Save You Thousands
No company is immune from toll fraud. Imagine your company is

hit next. Then imagine explaining a $90,000 loss that might have been
prevented with a small investment in TelGuard™ II. Don't wait until
your company is hit. Get TelGuard™ II today.

Don't Delay. Order Your
TelGuard™ II System Today.
800/547-1771

·-1Ii~_~
1633 Bayshore Highway, Suite 101
Burlingame, CA 94010
TEL 415/259-1688
FAX 415/259-1690

TelGouard™ II is a registered trademMk 01 feleDesign Management. Copyright 1992. TeleDesign Management. All rights reserved.
Form # T2-0992
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Attach_nt aT

AT&T Bell Laboratories

subjed: TeleDesip MM ..nat TeiGuard n NetPtlon:<:f"M
Service C......... Test
Work Project No. _160·1000
File Case 61108

Test Report

...: April " 1993

from: J. H. HeIIIoa
OrI-llI'!AI1.
H031t513
(981)'" 4441
boaet5!bo....

The compliance telling of the TeleDesign Manapment Te!GUIId II was conducIed on~18. 1993
and March 23. 1993. 'l1Iis .. is part of the overall .. propn for assessing NetPROTE~ service
conformance of cusmmer PBX adjWlCt equipment.

The TelGuard nis a ca11b8ct barrier device. The evalUllion of this unit is listed here:

1. ProIected port type: RMAT. test. and any analogue voice grade telephone circuit.

2. Identificalion process: Digit. Digit. #.

3. Password: None.

4. Identification. Password. and phone num_ SUJr8Ie: Non-voJaIi1e memory.

S. Maximmn aampll: UnJimired. a penon can by ill any~ indeDniIe1y. die process ......
only when digit. digit. , are keyed in and die two diIiII poinlto a valid telephone run_ emry in the
list. At thal time the unil hangs:up the original call and caDs the specific phone number in the Iisl on
a second line.

6. Failed Access Action: None.

7. Unpowered SID: InIftlSS and egress are secure.

8. Power-up SIDle: Secured.

9. Procected port egress SIDle: Unblocked when powered.

10. Prorected port ingress access StanIS indicaror: Lil red LED when the ingress port is in the unsecuIe
stare. Lil green LED if the unit has called an aurhorized remote user.

11. Prorected port ingress access unsecure timeout: SeIIIdtIe in one minUIe increments from one min_ to
99 minutes. If set to zero die time out is unlim-. Howewr. if a call is in propess to the pIOIICIIId
port and the button is push to leave the unsecure swe then the current connection will be maintained
until the call is tenninared and the ingress port is blocked.

AT&T - PROPRIETARY (RESTRICTED)
Solely for authorized persons having a need to know

pursuant to Company Instructions.
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The Te1Guani II meeII die apreaed reqairemelllS of NerPItOTBCT service rariff and may be lisald as
acceprable for prorecdnl cuaomer teJepbone SYSIBmS.

• Ii
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AT&T- PROPRIETARY (ItBSTRlCTED)
Solely for audlori2lldpeI_..... a need CD know

pursuant CD Compuy 1nsIructions.
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'Il.lckersusu<llh llc\t' ( 'i,I n
all\" internal destlll(1tll' 1 I Ii ,1-

kl ,1 \1',1\' out ot the c,' \11, ! i : ,'-

m( ltC ,e,clvin' p( )rl pn 'I' el( .. q 1 r '1' h
Iimitlt'ss access 1(\ ,Iii -'\ Ii' ,: '("'0

Onl"l' l'lltry is gal11l'li ,,,il,'r ", \ 'r
tIlt' 11l,magemenl oj th,' ~\tl i 'J)~

restrictions on when '. ',1 b.: il . . 1,,1

is \loin,> to m,lke tl1\'111 lil, 1 1, II',"i l'l

lCpilW II' IX' madt.
~I l 1

"When a company has a 'plain vanilla'
PBX system, there are untold numbers of
telecr~)oks who can crack the system,
There are even publications on hacking,
John Williams of Almagordo, r\evv
Mexico got some pretty good press in the
August lLJLJ2 issue of Forbes' special issue,
'Crime on the Line'. John makes S200,OOO
a vear selling items that cost from $29 to
S39, such as a Robo-phone and Auto
dialer that make repetitive dialing auto
matic. There's also a document called The
26()() published by Coldstein in Washing
ton, DC This hacker quarterly has been
published since lLJR4 and offers such ar
ticles as 'Revelations Letter,' 'Dt'feating
*6LJ,' 'HackingAmericanExpress and 'De
feating Callback V(~rification.'

Telt'communications technology is
changing rapidly and every innO\'ation
creates new opportunities for fraudsters
/\S Alfrl'd Svkes, Chairman of the FCC.
said 1l'Ct'ntly, 'Without active work by all
participants, toll fraud will get ,vorse as it
migrates from one technology to another
1\,0 telecommunication system is entirely
safe trom the risk of toll fraud. While
diligent attention to security reduces risk,
users must constantly make a trade-off
between timctionality and security.'

HACKER PROTECTION: AFOUR·STEP
PROCESS

'Protection from toll fraud is a four
step process. The first step is to install a
protection device to stop unauthorized
,Kcess to the system's maintenance port.

Ill''>,
'.! ! d

i \,1 rl

r " A 'Iremote maintena I1ll' f' III I

(niIA Otl(('/l (If/ciciO, Hn ,l' "

it Ihl''>l miscrb11lh h !\ t i

1'll'ltronlc sophistil<llil Ii h

thclr Ir,ll'ks thwt,gh tli I, t

mmd-boggling lilltr.,'ll ,

still managing It ),' 1,1
"1 1I11C'( i1lt'.

At the Fe/millry meeting of the National
Association I)t" Tclecoml1lllnicatioll~ Dcal, T~
(NATO), Ed Simollson, (licc prcsidmt, sub
of Tcld)csigll l'v1mzagemcnt, fllc', addn's',cd
tile ml/tual (ilIl1WnS and rcsponsibilitlc' ill
ilclldor~ (llId Ilsers in protecting tClr'COlIllIIJl
nil'otioilS Sljsteliis from tollfi'(//(d, Below,!i"('
excerpt.; fr;JlII tlll71 speech,

'The definition of toll fraud is the ilIP
g-a1 use by a third party of another
person's communications system. Until
recently, what concerned us was internal
abuse," or theft of services, While the
abllse of long distance service by e111

ployees is costly, such casual toll fraud
has gone the way of the Edsel and the
regulated airline industry,\1ost fraud
thefts today can actually threaten to )'11t, , ,

small companies out of business

"We need to remember that hack, '1"

violate corporate security and stt'all' \i

purate assets, They open up i1 gall'It\.l\
into the direct line of credit their vil'i! 111

has with the long-distance carrier ,md
lise it as if it was their own, Wl' h,1 It(
found that if they hit yOU, it can cost It, HI

" J

about SIOO per hour per trunk, 50 \illl
could easily get hit for many thousands
of dollars over a weekend. It would he
difficult for i1 telecom manager to wdk
into the CEO's office and say, 'We just held
a SY(),OOO preventable toll fraud loss,

"A hacker's goal is to gain entry to Ihe
PBX via remote access, dial (leCt'SS codee"
voice mail, automated attend,mt or !he

DAILING THROUGH THE NETWORK



Thesecondstepis toconductariskanaly
sis of the current configuration of the
system. The existing software may allow
the hacker to get in and out without
doing anything special. The system may
have been shipped with all permissions
marked 'YES' oritmayhavebeenopened
up for maintenance somewhereand then
not properly closed. The third step is to
re-program the system. This is acomplex
process because of the amount of inter
related software, but it is vital to system
security. The fourth step is to make sure
youhavesobeonemonitoringandcheck
ing the system on adaily or weekly basis
to ensure that the changes you make do
not aid the hacker.

"Remember, hacker detection is quitea
different thing from hacker protection.
Don't rely on one type of device to do the
work of the other. Today, most SMDR
and CDR programs have some means of
telling you who is doing what to a sys
tem. You can monitor a system with the
appropriate program or you can go in
physically and look at the system your
self.

"There are many protection products
on the market today. AT&T Services and
AT&T Long Distance have developed
programs through Bell Labs to screen
potential vendors to see whether their
products do what they are supposed to
do to prevent toll fraud. For those who
subscribe to AT&T NetProtect, the
NetProtect tariff includes instructions on
what the client must do to be eligible for
this service. I urge that you keep a close
eye on the market place and make deci
sions on what products to employ only
after you have done your homework
thoroughly.

WHAT TO WATCH FOR

"There are several things to watch for
when evaluating different systems. Al
though I point to AT&T systems in my
examples, what I say is true for all sys
tems currently in use.

"MAINTENANCE PORTS: Make sure
that maintenance port protection is in
stalledand that the hacker can'tget at this
port in any way.

"PASSWORDS and LOG-INs: Neveruse
any default password in any of your
systems. Use of computer-generated
password-breaking programs is well
known in the hacker underground. I
personally listened to a recording of a
hacker who walked through a 32-digit
pass code with a 20-second delay before
the last eight digits. It was apparent he
had purchased the security device they
were using prior to the break-in.

"PREFIX CODES: Check to make sure
that your maintenance port has a differ
ent central office prefix from the DID, the
personal lines. Hackers are using :e~ote

automatic dialers. You make therr lives
easier if you've got a series of numbers
where the prefixes canbe matchedup. So
check to see if the remote access feature
has been activated and make sure it has a
different prefix.

"DISA: Hackers will attempt to find or
create DISA in any system that they en
ter. In the Definity, when you command
'Display Remote Access,' the screen re
mains blank. Ifhackers are going in, they
can display the remote access. And if it's
not there, they know how to fill it out.
Then, they set up their trunks and go
away so they can come back at their
leisure. The remote access should be
changed on at least a monthly basis and
probably more often if there was a pass
word on it.

'VOICEMAIL/AUTOMATEDATTEN
DANT: Theseare the hackers' first choice
for break-ins. Voice mail stations should
be restricted from transferring to outside
trunks. Setupaclassofservice and aclass
of restrictions for voice mail to make life
difficult for hackers. Add as many layers
as possible to your security codes. An
article in The 2600 advises hackers, 'Ifyou
can't get into a particular system, just
wait. Comeback to thatone whenyou've
got more time.'

"ACTIVITY: Watch on a continuous ba
sis whether there is unexplained remote
maintenanceactivity. Uyouareavendor,
urge your customer to watch the mainte
nance track because that will give an
accurate report of anyone going in and
doing something they should not be do
ing.

"TRUNKS: In our investigations, we
look for free trunks that are connected to
an answering service. Hackers will do
the same. They will call a trunk, and
when the service hangs up, the system
returns adial tone and the fraud is on the
way. So watch your trunk access codes.
Watch all the calling permissidns and
build them so it makes things tough for
hackers to get through.

''TAKING CONTROL: Expanded use of
features, such as least-eost routing, can
improveswitching and contribute to cost
savings. However, these features also
make things easier for the hacker. Re
member, every system is going to be the
victim of an attempted hacking and no
manufacturer of communications sys
tems has yet developed or installed a
system that is impregnable. You must
control the outcome of these attempts.

"In summary, you must select and
implement only the combination of fea
tures and vendors which best fits your
needs: voice mail, SMDR, voice recogni
tion, port security, etc. A constant
tradeoff must be made between secu
rity, flexibility and convenience. Hack
ers live in arapidly changing world and
working together, we must keep a step
ahead of them."

For furthel' information, regarding
TelGuard and felGuard II security devices
or TelGW1rd Risk Analysis, call TeleDesign
Management, Inc. at 1-800-547-1771.

Reprinted with permission of Telecom Reseller.

TeleDesign Management, Inc., 1633 Bayshore Highway, Suite 101, Burlingame, California 94010, 1-800-547-1771



I·~".'.

December 17, 1993

STANDARD PRODUCT REVIEW WHITE PAPER
of

TeleDesign Management Inc.
TelGuard~ & TelGuardN II

A. PQRPOSE·

This white paper is a review two telecommunications guard products,
TeleDesign Management Inc. TelGuard'l'll and TelGuarc:fN II.

B. PRODUCT DESCRIPTION;

1. Product Function. The two products are add-on units that prevent
unauthorized access to commercially available private branch exchanges
(PBXs) and voice mail systems (VMS). Several incidents' of hackers,
using sophisticated computer hardware and software, have broken into •
computer systems and corporate phone switches. Using the administrative
and maintenance port, they have created their own accounts, read through
data files, stolen passwords, and, in the case of phone switches,
reprogrammed them for free long distance service. TelGuard"l and _
TelGuard~ II provide a physical security barrier against these attacks.

2. Product Operation (see the Figure). The TelGuard'l'll utilizes a man-in
the-loop concept. When a maintenance technician dials in, the unit
traps the ring signal resulting in a ring-no answer condition. A
hacker's autodialer would ignore this signal and move on to the next
number. The maintenance technician however knows to call the PBX
operator who verifies the caller identification and pushes a button on
the unit which ·unlocks· the port by allowing the ring signal through to
be answered by the system. When the technician logs onto the system,
the operator pushes the- button again to reactivate the ring signal trap.
The TelGuarc:fN defaults to lock mode during power outages. In a
distress mode, the TelGuard"l all~ the PBX to dial out to the
maintenance technician when a trouble report is generated. In this case
the TelGuard~ detects the off-hook condition of the PBX and connects
the PBX to the central office (CO) line.

The TelGuard'1'll II operates in the same fashion but, has an additional
feature tbat allows access 24 hours a day. The using organization can
issue up to 40 access codes to authorized users. When an authorized
maintenance technician calls and enters his unique access code the unit
hangs up. The 'l'elGuard'l'll verifies the code and calls, on a second line,
the telephone number assigned to tbat access code. Once the remote site
answers the call back, a script is run to change. the remote modem to the
·originate caller- mode. The 'l'elGuard"l II then opens the port to the
PBX, waits for an off-hook indicator, and connects the PBX line to the
CO line. The call back features and telephone numbers are hard coded
into the unit and cannot be remotely altered. Programming can be done
by the user or by the installer and can only occur with the unit
disconnected from the PBX and attaching a dual-tone mUlti-frequency
(DTMF) phone into the PBX jack of the unit.

For the TelGuard~ II, If a backer randomly dials the number and enters
an access code, the unit again hangs up. The unit will compare the
access code to the authorized list. If it finds a match, it will dial

1
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the corresponding authorized user number and not the hacker. Using the
second line for call back circumvents published methods tor breaking •

C. PROPYCT DETAILS;
•.".

•

TelGuard'l'll and TelGuard'N II are caa.ercially available trom TeleDesign
Management, Incorporated. TeleDesign Manaq~t is a privately held
California corporation that has been in business since January 1993. The
principal owners are Stan Distel, President _ CEO, Ed Simonson, VP-Marketing
and Sales, and Don Costa, VP-Operations. All three are retired Pacific Bell
and AT&T employees with a total of 80+ years experience in telecommunications.

TelGuard'l'll measure. 5.65 inches long by 4.24 inches wide by 1.25 inches
high, weighs 1 pound, and can be wall or desk mounted at the customers'
convenience. TelGuarQN requires 15 to 35 Vdc, 30+ milliamperes of power to
operate.

TelGuard'1'K II, the larger of the two, .....ure. 7 inches long by 6.3
inches wide by 1.6 inches high, weighs 3 pounds and oan be wall or desk
mounted at the customers convenience. TelGuard'1'K II uses a 120 Vac 60 Hz
transformer that generates the required 24Vdc 340 milliampere. power. Both
products were developed under internal funding. They are designed for all
AT&T Definity, Rolm, and Northern Telecom SL100 PBXs. Both use standard phone
jacks and cables.

D. PROpucT STATUS;

Both TelGuarQN and TelGuard'N II &roe available today from TeleGuard
Management, Inc. The only known government installations are in Veterans
Administrative offices located in California.

E. FUNDING STATUS;

There has been no cost to the government to date for development of
the.e products. The only. anticipated co.ts are for acquisition of either
product should a gover.n.ent facility decide to purchase them and potential
labor costs associated with operating the unit. Purchase prices are $1,000
for the TelGuard'N and $2,000 for the TelGuarci'nl II.

F. QOcyMENTATION STA'mS;

Operating instructions and the FCC Approval Report which contains the
product specificatiolW and sch_tics are available from TeleDesign~t

. for TelGuard'N. An Owners Manual and the Pee Approval Report are available
- for TelGuard'N II. No technical do~tationwas provided tor this analysis •.

Sales brochures, the AT&T :sell Laboratorie. COIIIPliance Report, and several
articles on the threat were received. Teleoe.ign ~ement has agreed to
submit all design documentation, reports, analyses and sample units to the
government if there is a decision to submit the products to NSA tor a security
product profile analysis.

3
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G. TECHNICAL AHAt,XSISj

1. Architectural Compliance: The products can provide a first lin, def~e
against hacker penetration to administrative and maintenance ports of
PBX and Voice Mail systems. They are Bnd System (BS) support devices.
They are not distributed information processing devices. They are not
intended to support information proc..sing among multilevel u.ers or
systems. They do provide a degr_ of BS protection from hostile
Communication Networks (CN). The unit. are de.igned to prevent toll
fraud and denial of service due to unauthorized access and reprogr..ung
of the ES. Either type of unit can only protect the port to which it is
connected and works only when the port (or its modem) is active or
connected to a CN. They do not fit into the OoD GoAl Security
Architecture (DGSA), but may have a role as transitional products.

2. Engineering and Design: The units can protect most dial-in modem·
interfaces from remote hostile attacks. They prOVide a mechanical
barrier between a local modem (i. e., PBX) and a telephone line that is
disabled only by trusted human intervention, and in the case of
TelGuard'ftl II by a call back feature to a predeteDlined, hard coded
phone number. Call back is done on a separate phone line which foils
any attempt to defeat the system. CUrsory examination (telephone.
conversations with the manufacturer and review of the sales literature)
found no apparent technical weaknesses.

H. REQuIREMENtS ANALYSISj

~e were not able to identify any formal statements of requirements
(e.i., Require Operational Capability (ROC» for access port protection. The
threat is well documented in hacker bulletin boards, hacker publication such
as 2600, and in trade and newspaper accounts of penetrations to the INTERNET
and other information systems. There is an operational requirement tor such a
protection device at sites that have a r.-ote access capability, whether it
be on a PBX or other computer based cOlllllUnications device.

Either product provides I/O port protection in the form ot denial of
access to unauthorized users. Denial ot access to the I/O port helps to
ensure that unauthorized users can't penetrate the system and establish bogus
accounts or reprogram it for their benefit.

The products cannot protect against an aggressive attack against voice
mail, or direct inward service access (the ability to dial into your office,
key in an access code and dial out long distance, if that service is
available). It cannot protect against poor programming by the PBX installer.
Nor can it protect against trojan horse. or malicious code that existed in the
software prior to iastallation or that was planted during maintenance by a
disgruntled employee. '

TeleDesign Management provided an AT&T Bell Laboratories Proprietary
Compliance Report which concluded both products met the -expressed
requirements of NetPROTE~ service tariff and can be listed as acceptable
tor protecting consumer telephone systems.-
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Unauthorized acces. by a hacker can result in thousands of dollars of
long distance phone calls, or toll fraud. for which, the courts have ruled, the
company is liable. For a thorough discussion of the threat and status of
current Network Security activities, see attached reports 1 and 2. These
products can prevent such access.

I. ACCREpITATION;

No product certification is anticipated. If a PBX system that us.. one
of the.e products is to undergo certification, the unit will be subjected to
the same level of scrutiny as the PBX.

J. ISMS;

No technical is.ues were found during our review. There are operational
issues which should be considered.

1. Budget and Manpower Downsizing. All services and agencies are •
experiencing shrinking budgets and are being forced to reduce the size
of their forces. This reduces the availability of hands on operators
for PBXs and other equipments.

2. Evolution of Remote Network Management Systems. Due to a number ot
factors, one of which is discus.ed above, the government is migrating
away fram full-time, on-site staffing of telephone switches and towards
remote operations and maintenance. This -lights out operation
philosophy increases the need for products like the TelGuardft II.

K. ASSESSMENT;

Lengthy discussions with the designer of the prociucts, Don Costa, VP
Services, TeleDesign Management, Inc., (415)-259-1688, revealed they are lowr· .' ",;: . cost, reliable products to deter high level PBX hacke~s. Both the TelGuarQ'll

:",;., ~.:.' . ancI 'l'elGuarQ'll II protect astivo administrative and ma1.ntenance ports of Voice
. :!:;~~i;~:fl~ ~ Mail Systems, PBXa and te~ephone switches. They also provide protection to
·.c7':;:.~;:,~:;;; any other type of active modem or modem-11ke system. One TelGuarQ'll unit can
.' . .... .··~,l only protect one port. Sites that impl_nt policies mandating that

.>?: administrative and JIIlintenance ports remain inactive, with strictly controlled
.'> and monitored excllptions, will receive little or no additional protection from
;:.'jthes. products. Discussions with MILDEP representatives have not revealed any

,. '~"'''.:(;1:~1(~~''Uch 000 operating policy.

. (,,':J ....{t~f" L. IICQMMBNPATIONS;
~>~ ;'{;:~.;l'f':-'.;~. ~ >~ .:- .~.:A'..~f' J.'''J~ . J,"J;~.... .

'. <.' :";f ".~~::,.~: It is recODllllended that:
~~:l~"~'.~.'~'~):.~;~-:~~~~,·~'· f

:,····.~If' :.' 1. An additional effort be Wldertaken to educate 000 users on the
'... " , potential INFOSEC probl_ of hacker ingress to government owned

information processing syst... and PBXs, and to help them document
their requirements to counter the threat.

2. A vulnerability analysis of all government PBX switches with
respect to remote access be initiated.

3. An industry search of technologies and products that are
designed to protect dial-in access be initiated.
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~. Product. INch .. ~ T.lCJuarcPI Md 'relguard"l II, be conaictered
for \1M in gowrmDent faciIlti'. where r-.ot., online progr~ng
ace••• to ~ .~ut.r or phon. ay.t~ i. nquired. fI

s. A .ecurity profile evaluation of T.lGuard'JII and TelGuard"l II be
performed. .
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