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A Wealth of Experience

Members of the MCI Systems Integrity

team draw upon key skills and experience

derived from a wide variety of previous

positions, as well as that gained in

advanced training and on the job.

This multi-disciplinary team is built on

the experience and skills of systems

analysts, engineers, safety officers,

security experts and former law

enforcement officials, investigators and

prosecutors. Operating nationwide, they

use every possible means to prevent or

minimize a wide range of potential

business problems such as

telecommunications fraud, information

protection, physical security and

environmental issues.

As appropriate, the talent, knowledge

and experience of the MCI Systems

Integrity team is available to support

certain customer efforts in these areas.

We will share our considerable

experience, assist in minimizing fraud,

and offer consultative support to help

establish or enhance customer programs.

Our team is ready to be a part of your team.



Physical Security

Information Security

The Systems Integrity group also
has expertise in the physical security of
corporate personnel and property.
Certain of these skills may also relate to
telecommunications fraud control.
•officers and electronic monitoring
systems

.key control
·electronic and physical access
management

•crisis management and executive
protection

·threats and/or acts of violence
.fire and safety training

Many of the steps needed for the
prevention of telecommunications fraud
are also lIsed in information security,
particularly security for electronically
transmitted or stored information. The
Systems Integrity group has expertise in
the protection of data, text, voice, image
and materials which may be in use,
storage or transit that contain proprietary
Information.

In addition to many of the steps listed
under telecommunications fraud, the MCI
Systems Integrity group offers experience
In these and other areas:
•electronic and physical access controls
and monitoring

•computer virus prevention and detection
·disaster recovery
•security organization and planning
•employee, vendor and consultant
security issues

Telecommunication
Fraud Prevention

This is a major focus of the MCI Systems
Integrity Customer Support program.
Efforts are aimed at preventing or
reducing the costs of fraud occurring
through the abuse of CPE equipnlent alld
calling cards.

Steps range from prevention of
unauthorized access to identification of
fraud perpetrators and include:
-the evaluation, selection and/or
recommendation of access control and
monitoring equipment and systems

-development of MCI network-based
fraud prevention, detection and control
systems

-increasing fraud
awareness
through seminars,
literature,
publicity,
consultation and
other steps

-assisting in the
determination of
fraud methods
and development of
countermeasures

-assistance with the
identification of fraud
perpetrators

-risk identification
-liaison with federal, state
and local law enforcement
and prosecution authorities



Environmental Program

Available Through Your
Mel Representative

The services of the Mel Systems
Integ r1ty Customer Su pport Program are
available to Mel customers at no
cost or on an actual expense basis.
They are offered by MGI to supplement
and support customer telecommunica
tions fraud control and related programs
on a resource as available basis.

Discuss your needs with your Mel
Representative.

MCI stands ready M'CI
to work with you.

MCI has experience in addressing a wide
area of environmental compliance
issues. Among these are:
• compliance, evaluation, training and
awareness program

•hazardous materials management
• storage and disposal of lead
acid batteries

•recycling
• underground storage tank
• indoor air quality
• emergency response and preparedness
•ergonomics





Typicol PBX Fraud Methods
and Summary Solutionshave been put in place. They will also enahle out

dialing features that do not normally exist on the
PBX. These situations can be difficult to detect
Hackers have been known to change the system at
8:00 pm to allow fraud calls. Then, at 5:00 am the
next morning, they re-program the system hack to
its original configuration. A telecom manager \\ ho
reviews the configuration in the Illorning will not be
looking at the configuration that was abused. This
can lead to delays in resolving the abuse.

fRAUD SOLUTlON(S):

fRAUD SOLUTlON(s):
Many times a PBX owner will also take proactive
actions to minimize the risk of fraud. These actions
include

• Blocking of 011 or 809 dialing.

• Block lOXXX codes if possible.

• Block 950 access if pOSSible.

• Monitor lOXXX, 950 and 800 calling on the
system to identify possible looping.

M ( I Systems Integr t y

To solve this problem a Security Access Unit (SAlf)
should be placed in front of the maintenance port.
SAUs provide another level of user In amI password
protection. This ID and password should be con
trolled by the PBX owner and not any vendor. In
addition, SAlis can be set up to funl1l'r validate a
user via callback or various token devices While
somewlul expL'I1."i\ L·. therL' arlO pI'< ldlllb \\hil·h lI"l

voiCt' validation lor authenticllioll

LOOPING

FRAUD METHOD(s):
!.oopll1g I" a 11lethod whidl callsdl 0pl'utors USL' lo
CirUllll\L'nt restrictions that (xes put in the nL'tvvorks
to control calling card fraud. Looping is also used
to avoid identification of the origination of the calls.
As an example, all carriers block calling card calls
bound for the Dominican Republic that originate in
NYC. If a call-sell operator is able to obtain a dia1
tone from a PBX hut is not able to dial 809 or 011
call directly, they will reven to looping. They could
dial an 800 numher outbound from the PBX. The
800 number could he to another PBX or could be a
calling card or operator access number. They could
also dial 950 carrier access numhers, Lastly, they
can dial various lOXXX carrier access codes. In any
case they can still use the PBX to place a fraud call.
If the PBX is not in NYC they can use the calling
card. Use of the lOXXX codes could allow for direct
hilling to the PBX.

Mel'"

The
MCI Network

Means
BUSINESS



DISA
FRAUD METHOD(s):
I )(SA i,~ dl',~ignl'll to ~dlo\\ remote access to :\ PBX and
:hell llrigil1~II(' ~111 outhound call As a result of this
design, many PBX o\\ner,s use DISA in lieu of Calling
(:ards: hm\\'\l'l, it is also uscd hy call-sell operator:, in
placil1g fLludulent calls

'11K' hackers arc able ll) locate the DISA feature with
till' IN' of a "war dialer." The "war dialer" dials tL'le
plH lTle numhers r:llld( )111ly, generally HOO numbers, until
:1 TTlodeIII or di~11 tone is ohtained, After a numher is
round, h:Il'king ,software i,s then used to search for \'Jlid
;llltIHlril.ati<m c(xles (auth c()lIes), C()des are "frequent
ly" hili 1101 always distrihuted to pir:lled \oice 1ll:lil ,S\S
ten1.~ :ll1d cOlllputer hulll'lin hoards '1111' codl's :IrI'

usualh distrihut('d to :1 nl'lwork of call Sl'lI opl'utors
and 111:1\ ,d~ll 1l(' pos«'d Oil hulit'til1 hO:lrds :lI1d \Ilin'
1ll:lil ~\~tl'lll~

FRAUD SOLUTlONS(s):
I hl'f·" In' In lt1\' <..;,llT' ..... I PH\. ()\\fltT ( :11 Llkl' III PH,'\tT1I

I""k", 11'>1" "I'!.II'lill,c; ,iillllt,ill,luk'I1IJo, 11',111)-: IIll' 1)1"\
il';111I1l' 1<> I l('gllL ,Iuth ",d,'~ ~!loIJld 1Jt' 111.I1it' .I~ 1<>l1g
,I', !l",... ihl, \1 \"1\ 1<-,1,1 I 1.1,1"1 "I 111111111 ~!l"IJl(1 ,'\;i~1

1)('1\\1'1'11 IllI' :11'\1\" I<>dc~ hlll'\;;llllpl, ilt!lITl' ;1",' III
IIscrs 11 H' (ode sh<>1 Jld ht' ,11 II ';< sl ':, digits I<>ng ( II) \;
IO,(H)() - 100,000 <>1' ') digits) AUlh (1)(It,S sh<>IJld he
r:lI1dlll11ly sC:lttl'1'ed throughout thL' pos,sihll' LII\gl' hut
not l'asih ddinl'll (iI' 125\ I)r 1111) C:b,s,s 01 SI'lyicl'
re,stl'llt jOl1sshould 1)(' applil'd 1<> Ihe :lIlt h 1'01 it's Onh
U,S<'fS \\ith :1 truly legitill1:llt' I)l'l'd should Il(' all,)\\,.'d
Intl'rn:llion~d dialing tll1lHlgl\ 111l' DISA A Illoniloring
sysh'lll sh'HJld 11(' sl'l lip II) re(<>" I DISA uS:lge
!\!onll<>l'll1g n'P' lib shl HJld sh<>\\ ihl' Illllllhl'r otlillles
:Illd millllh" :111 :Illth ,'<>(\t' i~ IIs,'d ill :I d:l\' 11' pns,sih\t',
the dollar \':tluc of tlHlsl' c:lILs ,should :tlso he noted Oil
the wpol1s,

VOICE MAIL BOXES (VMB)
FRAUD METHOD(s):
Thew are two types of VMB Systems fraud, The first
typt' occurs whell a hacker t:lkes ovcr a hox :lnd uses
it to c< )mmuniC:.lte with other hach'rs, This can he
expensive if access is gained to the VMB Sy;telll via an
ROO numher. In this situation, a halker typicaliy hack~

out the box password and changes it along with the
~reeting.

FRAUD SOLUTlONS(s):

10 protl'1t ag:llllst :1 Y!\IB hl'ing piLIIl'd till' !<>llll\\illg
steps should he takell'

• Do not allow administrative anl'ss via the
phone, If a tclecolll person can add, delete and
change hoxes via the phone, so can a hacker.

• Do not have active mailboxes that do not have
an owner.

• Pass\vords should hl' at least 6 digits long.

• If possihle, passwords should expire every
50-')0 da ys,

VOICE MAIL BOXES (VMB)
FRAUD METHOD(s)
The second type ()f ahuse in\o!lL's g~\n1l'ril1g :1 PBX
di:i1 I' )111' \i:1 the \'1'11\ This IS :Ilcomplislll'd III 1\\ (,

\\:I\'S I\olh I1wlh"ds C:1ll Ir:lnstvr out oj Ill<' \\11\ III
,I phlll1\' "!l IllI' '\Sklll It Ilw 1'1\\ IS 11<>1 s,', 'II'
propl'lh IIIl' ILlIlskl 1:111 1)(' 111,ldl' dirulh ,,, lli.ll
IOlll', III lltlll'r 1I1sl:lllll'~ IIll' I,tlk'! Ir:IIl,sl(T~ 1<> ,III
t':\ll'lL"I(Jll 111 ..... lJl\lt.. l...,\ ..... ('-, till..' t'\,lt'n"";j()Jl 111.1\' 1)(' f!T:

:lIlotlll'r 1'1\\ :llld rl'l\ulrl' tr:1I1,Slllis~llll1 <>\,,! ,I IiI' 1111"

II the til' 11Ill' IS 11<>1 propl'llv sl'(urnl. di,tI IOIll' C:111
he rl'! ril'\'l'd :lI1d Ir~ludu k'nt ctlls pLtI'l:d Finall\, :tli
PBXs h:I\I' Tnll1K Access Codes <TAC.s) or Llcililv
Access Codl's (FAC.s l, Ted1l1ici:II1,s use tlll',se code,s to
makl' tl'sl calk If allo\ved, a lucker can transfer llUt
oj the VMI\ to till' TACs or FACs,

FRAUD SOLUTION(s):

Steps to prl'lenl this t\'PI' of fraud indudl"

• Disabling the tr:lI1skrring out k~lture Thi,s
would re,strict use to only rl'Ceiving
and retrieving Illessages,

• Limiting :1l'l'l'SS to only ij digit extension, if
transferring is allowed,

• Blocking H & ') access (H & ') generally heillg
draw dial tone numhers),

• Prohihiting trunk-to-trunk access from
tic lines,

• Disallowing TAe and FAC access from
the VMB,

FRAUD METHOD(s):

Call attendants are used hy l1uny cOl1lpanil's tll
replace a switchhoard operator. When a call atten
dant answers, the caller is generally given numerous
options, A typical greeting would he, "Hello, you've
reached ABC Bank, Please enter (1) for Auto Loans,
(2) for Home Mortgages, If you know the numher
of the person you are calling please enter that now,"
In many call attendants, option nine would he
allowed on outbound calls, In addition, when asked
to enter an extension the call- sell opera lor will entn
91 HO or 90 I I. If the system is not properly config
ured, the call allendant will pass the call hack to thL'
PBX, The PBX will react to the <) as a reqllt'st for a
dial tone, The IHO would hecome the first numbers
of a I-HO') lall to the Dominican Hepuhlic, The 01\

\\ould he Ireated ~IS Ihe first
digits of :In Inll'rn:ltioll:t1 1':111

FRAUD SOLUTlON(s):

.1'11"111\' lIlliit'd it':llllrl'" :11'<' ,lis,iI'!I'd 111111('
:iI)(l\(' "\;;Illlplt' ,hI' (,tlll'l I\;\s 11I"'Il (l1it'lt',1
Ojlllllll', I :\11<1 ~ 1111' I ltl'l" "pilI lll~ 11.1\, 1,(,( II

11lI1lI't1 I'hl'\ III II sl 1)(' slnil (lit t(l gU:lr,IIlI""
that tl1l' 11IUll'lII".'~llur\',s arl' 1101 ~Icti\l' :lIld 1:111
nol hI' :Icc\,s,snl.

• Allow onlv line side acCl',.ss to any calls passed
hI' the call :Illelldant to the PBX,

• Dis:t1low TAC and FAC access 10 the call
:Ittendant trunk.s,

• Configure till' call attl'ndant so that only \':liid
extl'nsions arc transfl'rred hack to the PBX,

MAINTENANCE PORTS
FRAUD METHOD(s):

Maintenance ports are the most recent type of ahuse,
In this scenario a lucker finds a maintL'nance port
numbL'r with his "war dialer." He/she then hack out
the user ID and password, At this point they have
access to all the features and controls within the
PBX, They will program out any restrictions that



Using Your Vnet Card
•• A. Easy As 1-2-3 ...

When callinx fwm the liS and Canada:

,,~&!:f:L
i!i"t*! 01~~ cocIe+ city code + number
"M.. ....ilatIo6Il-....\.1!'!\lR,If~~~~J' or"". : .... ' ....

ml\n:}':OIaIilI:+~private dII1InI pbn

.~·W.. ,: ......(IfU8cld by your cotnpruly).. jill. .

.• '<1Ii'. Ybcid yl)u bdt the second tone,

~l! Dbl rout authorization code (the numbel
';!k on the front of yOUl Vnet Card).

To make additional calls, \'nu dOll" 11:1\ " If' '!:m
ovn v.i1h your access numhn simplv press till'
h 'lgl1 Inl.1 lull S('(nIH! 1f1'l<':IlI ,II 1l:Il1\!tnl' I:P "",I

,Il"ll repeat '(<'I' ..' I)nu d"" t (,\TI1 h;I\" !u dl.ll
the :Hilllnriz:ltinl1 c"de ag:lIl")

If you dial a wr()n~ numher. prc's the h sign ;m
;1 full second, then dial the corred numlwr It It

is the first call, dial the authorization code at the
second tOIle. If n,,1, tht'le's no need to n:di;11 the
authorizat i')(l number.

• If vou are callinx from a rotal\' phone, dial the
access numher and wait for an 0rcrator to
assist you

.11' vou arc callinx Irorll.1 j),l\'p;\llne. please
chn" Ihe instru, lions Oil Ihl' P:l\vh"ne lor
makinX an "HOO" call· vnli mav Ill'ed to dial
o HOO')')O 1111 .

• If you arc caliinX from a hotel phone, use the
hotel's instructions for making an "HOO" ,'all,
dial 1 HOO·<)')O 1111 and follow st,'ps 2 and ::'l to
complete the cd!. (You T,lav'itiil be hilled a sur
charge bv the hotel)

T\lnet,m



• One number is all you need-from either ;1

touch-tone or rotary phone, When you're
traveling, eonvenience and effieiency art' nilicJI.
When it comes time to make a CJII, you don'(
have time to look up a lot of numbers,

• All the benefits of your company's phone
network-when you're on the road! If your
company has a seven-digit pnvate dialing plan,
the same number you use to call your colleagues
from your office can be used with the Vnet
CardsM You also get the benefit of other network
services, such as having your call Jutoll1JlIullv
forwarded, or receiving speciJI "help-messages'
when there's any kind of change or prohlem

Or More Convenient ..•

• Once you access the system, you can make as
many calls as you want, When your convers<.l
lI<Hl IS fll1lsht'll. Il1sread of Ilanglll~ UP '1lllph
prc,s till' t1 1\('\ ,llld I' IU l .III I'I.Ii" .111"1111'1 I, '").~

dl.sUIl'" "ill

.It\ <.II", t'.1~\ '"' <.Ill Irolll ,III t'\l'r eXp<.llllllllK It"t
of (Hller t 'JunlfU'" ,ill 11)'-,( [Ill! Ii ill ...... il t \ I JII1.illll \!

Illllw \\.dJ< I 1,'( ,I (.1'\ 1,1 flljj(l\\ \rHl 1.1['\

(.I, )1i,i1 1\,'," I, " I'> >' 1,"1 l "lid,

Or More Practical.

• The Vnet Card offers your company consider
able cost savings, Every call you make using the
Vnet Card contributes to your company's savll1gs
plan with MCl<!i--the more you use ,t, th,' more
your compJny will save' When you use vuur
Vnet CJrd to call your uffice or any of your
company's major facilities, you save even more
because you'll be going through your company's
private network, The Vnet Card's fast connec
tions will save you time roo'

If you have a problem with your Vnet Card,
Call customer service to report the problem (the
number is written on the carrier in which you
received your Vnet Card), For your convenience,
you can write this number in the space proVided
on the back of your card,

If your card is lost or stolen, , , You should
immediately call the customer service number

If you dial a wrong number, , , You can rt'l'Cive
immediate credit. Simply dial l-ROO-9,)()-IIII, wait
for the operator, Jnd explain thJt you want credil

If you get a recording that says you are not
authorized to call the number you dialed SCl'
your mJnager To increJse security in CJse of J
lost or stllien Vnet Cartl. vllur cllmpJnv can specil\
calling privileges lor eat h ('ard rhe ,lrCI ltl\l'Il'li
I,S duermmed In ""hl'll' '"Li till IlUSIIICS' II \"U

nct'll lil m;lkc lalh ililtsldc ,Jt Iht' ;trC;l "'I '"l" 'ill
,;trl1 \' lUI' llul1agcr (';111 l1uk,' 'he I'IL/llg", I') PCI
Ilill slI' h (,Jlh

11 Villi Ill't'd to nuke calls from outSide tht' U,S or
Canada I,,,,ru, tlil'" IiiI' LJ'lllg \(lur Vlle( lJrd
,Ill' pr(lvlunl'll V(lur \'Ilet lard (.Iohal Keach
I'",kct (;uldl', whicll ) ou rt'ccivnl with YOllr
ctrd Mll IS contll1uouslv adding countries in
whIch vou call use your Vnet Cud, Bdorc VOlil
next husiness trip <.Ibroad, CJlI I HOo--f'\'t 'tl-tl to
get the most recent list of countries and the fre,'
phone (toll-free) numhers for each one

If you are trying to access Vnet® from any phone
in the U,S, , , , Dial the "HOO" access number for
all types of calls from all types of phones (Other
companies require several different access num
bers depending on the type of call and the pJy
phone carrieL) This access number allows you
to make multiple calls,

>'Ii,

U_Your ¥net CercI WIllI~!M

Your V'le: C;lrd (all ;wlp you and your company
fight the tr;ludulen( liS" of credit cartls by pro,
gramming your card to COVl'l only those areas
where you aetuJlly do bus'lless, Should your card
he lost or stolen, the risk of fraud is significallliv
reduced bn'aust' \OUr \'nu Cartl will onlv 0Pt'Lilt'
within designated areas

Ilcre are sOll1e ,'thn ways you can help com hat
frJuti

.If your Vnet Card is lost or stolen, replll! iI l<)

customer sen itT (tile IlUmher writtl'n on thc
Vnet C;trd cJrner) JS 'sOOIl as I', HI bt'C(ll1lt, ;IW;lr,'
of it.

• Don't shan: your Vnet Card with other people
pr(lt('C( It .Is V'OIl would ,1111 llnllt ,"IHI

• Try to memorizt" vour Vnet (,ard authoflzallon
code ,lile illlllliwi (>II lI'l II(lIl( oJ lill" 'lidi 1111
ie", v, IU Llk,' It OUI III puhli, the !L's,s Iikel\ It

J" th.11 "(IJIll"(i1H \\111 -';1(";1111 (.1' \.\1\1\ t..!(/\\Tl tIll

11I1lllli"1

• lie ..ware of pc:ople loitering around payphones,
If I'OU kl\'t, nil( l1lunorized VOIU 'lumher, Ir\'

Il! prnent oillus frolll s.:ung your Vnet C.lrd
wile!! VIJU take It out to use it

• When placing operator-assisted calls, speak
directly into the phone in a normal tone of
voiu:-he careful not to allow Jnyone to Ileal
yl )uI' ,Iuthl lril.aUl)ll IlllmhcL





NEW TECHNOLOGY, OLD SCAMS

fhe telephone offers American l'l 111c.,unwrs an irH'\pt 'Ihi\ I' t! it t'nt way to con1municate directly

with famil'v', fril>nds and btlsim>s.'-,l'c." '\Jew tl'iephonc tt-chn ' ll..?,lt 'c." from increasingly versatile HOO

,1nd l)OO numb<.'r sl'rvices to fa\ l1l<1chines and celJuLn It·IIT' 1~1", have changed the way we

cumn'unicZltl' "vith each other.

To use cZllling cards or HOO and 400 numbers, G1Ilerc., Lil) 'll)f h,we to understand the technologies

and database~ that make these kinds of services possii1le h lllo",ing a few simple steps, callers learn

quickly to complete these calls with a minimum of effort.

Unfortunately, con artists have learned to use the tdephl1ne to promote confusion and deceive

consumers. Using the communications tools of legitimate businesses, they sell everything from

'fraudulent investments, loans and travel bargains to boats th<1t tum out to be inflatable rafts. Like

burglars stealing through the night, they use telephones to become "invisible".

American consumers can outsmart the telephone scam artists. By following some rules for

telephone shopping, callers can make sure that they don't ,e;l\e ,1 criminal a chance.

OBSERVE AFEW BASIC PRECAUTIONS WHEN
MAKING PURCHASES BY TELEPHONE

Telephone shopping is so popular with

Americans that con artists recognized an

opportunity to deceive consumers. They could

sell their valueless products or phony securities

while hiding behind the anonymity of the

telephont,. These con artists started out by simply

calling n lI1sumers and pressing them into buying

tl1l'ir 'IV! )rthless wares. After this approach stopped

working they often used newspaper and cable

(ldvertising, postcards and other types of mail to

urge thelT "unsuspecting prospects" to call them.

Their techniques are sometimes a near-perfect

imitiatioD of the techniques of legitimate businesses.



AVOID FRAUD - FOLLOW THESE SIMPLE
PROTECTIVE MEASURES
1. Make sure that you know the company with which
you are dealing, whether the company calls you or you
make the call. The companv should be willing to
provide its n,1l1Je, address and phone number.

2. If you need more information about a company,
check it out with the consumer protection office or the
office of the attorney general where the business is
located.

3. Do not give credit card or checking account
information over the telephone unless you know the
company and are making a purchase.

4. Ask for written information about sales transactions.
You should expect to receive a written confirmation lIt
costs, and terms and conditions of purchase transactiunc,
Ask about price, including all fees, delivery charges.
sales tax. Insist on a detailed description of the goods
and services that you are considering for purchase.

5. Ask about guarantees and refunds, and make sure
you have them in writing before you make a financial
commitment.

6. Do not agree to send cash by mail.

7. Resist high-pressure tactics.

8. Be skeptical of offers that sound too good to be true.

USING ACALLING CARD
Thieves do not need the calling card itself to use it for
fraudulent purposes. They need only to learn thel-i
digit authorization code to "steal" your card from yuu
Important do's and don'ts include:

1. Do memorize your calling card number.
Memorization of your card number reduces the risk lIf
the number being stolen as you use the card.

2. Do be aware of people loitering around the phone.
People may pretend to be having a conversation un ,)
nearby payphone, to place themselves in a good positilln

b I Cl 'pv duwn your authorization code whilt' vuu ,Hl'
makll1g yuur call. Stand directly in front of the phone
\\hJle pressing the authorization code numbers. Abo.
u..;e d l1unnal conversational tone when reciting the
number to an operator.

3. Don't give your calling card number to telephone
security or others. Any legitimate telephone
reprL'sent,ltives already have your authorization code
,I nd will not need to ask vou for it.

4. Don't share your calling card number with others.
" our calling card number can be ilbused just like anv
l rl'c1Jt card; guard the numbt~r d" \iOU \vould ,1 ViSd ur
\la-"!L'rC,ud numbL'r.

'i. Do report lost or stolen cards. Report the loss to the
d ppn lpriate long distance company as soon ilS possible
!. I tlllnimize the risk of abuse bv thieves.

DON'T ACCEPT THIRD-PARTY CALLS FROM PEOPLE
YOU DON'T KNOW
IllIrd-party calls are calls billed to your telephoIle. bv
~L1nlt'l)J1e calling outside your home or office.
I )~'t'fators. before placing third-party calls, must obtain
f'l'rmission from the party who will be billed for the
all It is appropriate to approve such calls when vou

i-.n, ,\\ the person calling, and wish to pay for the call.
;)1' not gi\'e permission to unknown parties to bill calls
t, I \ I lur number.

900 NUMBERS: CONSUMER SAFEGUARDS IN PLACE
\Llnv companies and organizations provide
,nil lrmatilln about their products or services, take
•'rciL'r<.;, or offer advice or educational messages via Y()()



\.>~)J1~L1{11l'r'-, \\·/11 j U<...,t> thl'lr ,1111 rH.inf)~' ,JI!i' i t\:t'r

rule" dnc] lUIl!,,- di,;tal1\t'" '1ll!',\1l\ r"\:l;l,II" I'" I,'UII

rn1\'lder'- '.If u(1(l "LT\ in' /<1 f>I"/<"'! '·!'~'ilr,'r... h

rreced ing tIl\' l'iI1dhie p,1rt, It th· , , .1]; \ \1' h 1 ~t.l tv111 , '111

preamble, l'\pLlinin,L;

1. The cost of the call per-minute or the flat rate, if it
will exceed 52.00. The name ut the Il1fllrrnatilln pr"\III"

and a description ot the Il1tormatllln ,II' '~en'IL'l' tll 1'1'

pn1\'ided must be cll\1rlv indicatl'd

2. The exact point when billing will begin (for
example, a beep tone might show when the charges
start for the cal\). The pwgram mu"t .11111\\' vou tl I

disconnect bdore that point ",ith, )ut lharge.

3. If the program is directed toward minors, it must
warn them that they must obtain parental pemlission
to complete the call.

Federal rules require long di,;talll'e larriers to pnl\id,

the name, address zmd custonwr "en ice tdephnne

number of the information pro\ider elt no charge, Llll d

telephone l'umpanies must otfer .1 tree I for the first
request) l}OO service block option to residential

customers. Local phOlw llllllp.1I1Il"i may not disco11lwd
local phone sen'ice for non-p.n'ment of interstate lJOU

pa v-per-cc1lls.

',' ,I'! !\lr'!ll'l rr,'ll'l' ctJ11"unwrs, lung

I'" ,IITll'r" 1ll1'''''' .1,1L1iuUIl.ll re'trictiuns l1l1 tJw
~ ,>t '! II' 1'1'< ',~,r,1I1)'" !< II \\ I,l<. I, tbt'\ wIll pl'rtl )rm t11l'

USING 800 NUMBERS
\ \11'11 '-;1)(1 ,en'ice l\elS tir~t introduced, it was widely

), ,'rti,;,'d.1" tull-free. Tlw intent ot the lung distance

• ! Pl'rs 1'- tIl \untInue to promote dnd protect toll-trel'

"I I >L'nllL' In "llnw ~hort-li\ed scams, Clm ,nti"b
,j .,(, )rtl'd the .'Inn ,;eT'\'ice bY' confusing consumers clnd

IlglI1g tor l.llls that they l'xpected \\lluld bl' trl'e.

I'll prtltl'ct c,lllers, lung di,;tance cdrriers prohibit

,I ngins callers tor intormatilll1 carried on ~OO number,

LI Il's,; the caller h,lS an est.1blished billing relationshIp

\'. ,til till' ~l)O intormation servin' or lhC... el credit c,nd tll

f' II tllr till' ,;ervice. For example, a caller clluld dial .111

SI III number tll rt'ach a stock infurmation "erVICl' which

,urges ,1 fee, but wlluld be required to h.1\l' a billing

II ,1tIlln,;hip with the service or use ,1 credit card tll

!' I i\'L' till' service. The SO() intormation ,;crvice

\ '\ ~( n bill the customl'r'" phone number or ~'l'rmit

,I "ge'" bV.l third p'1rty with \\hllm the l'unsunll'r h.l';
I' ,business re1,ltionship,

It VllU call an SOO numbl'r and are asked tu call

another long distancc number llr tl I

receive a collect call to ubta in

additional information, vou m,l\' bt
, ,

charged for the collect or additIon.ll

call. The collect ur additional ,all I',

not a part of the llriginal SOUl,ll!
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DIS~

FRAUD METHOD(s):
DISA is designed to all()\\ remote access to a PBX and' her originates an outbound call. As a result of this
design, many PBX owners use DISA in lieu orCJiiIng II,!S however, it is also used by call-sell operators
in placing fraudulent calls.

The hackers are able to locate the DISA feature \\ I th \ht the of a "war dialer". The "war dialer" dials
telephone numbers randomly. generally 800 numbers. LIlli Iamodem or dial tone is obtained. After anumber
is /(Junu, hacking soft ware is then used to search tor nll jill thorization code~ (Auth Codes). The Auth Codes
are then distributed via bulletin boards or piTall'J \( ".: \t,;] boxes.

FRAUD SOLUTlON(s):
There are many steps a PBX owner can take to pn:ve[' 1 ndckers frtlm obtaining and fraudulently using the
DlSA feature. To begin, Auth Codes should he made .t"i long as possible. At velY least a factor of 10,000
should exist between the active codes. An example. if there are 10 users the code should be at least 5digits
long (lOx 10,000 = 100,000 or 5digits). Auth ( odes \holJld be randomly scattered throughout the possible
range but not easily defined (i.e. 1234 or [1[II Clas, III "iervice restrictions should be applied to the Auth
Codes, Only users with a truly legitimate need should he allowed International dialing through DlSA. A
monitoring system should be set up to record DIS AUS;rf!e Monitoring reports should show number oft imes
and minutes an Auth Code IS lIsed in a day IfpoS\lh l.. the dollar value of those calls should also be noted
on the reports.

VOICE MAIL ROXES (VMB)
FRAUD METHOD(s):
There are two types ofVMB Systems fraud. The fir\1 I .. Pl' I ,ccurs when a hacker takes over a box and uses it
to communicate wi th other hackers. This can be ex pl ni \e Lmess is gained to the VMB System via an 800
number. In this situation. a hacker typically hach.'I' the hox password and changes it along with the
greeting.

FRAUD SOLUTlONS(s):
To protect against a VMB being pirated the follov, i), ,Ie]), ~hould be taken:

Do not allow adminlstrat \<.' ,[ClesS via the telephone. Ifa telecom person can
add, delete and change hI \1\ .1: i the telephone, so can a hacker.

Do not have active mallb, \ <." tl :11 do not have an owner.

Passwords should be at tl I I '1 dIgits long.

Ifpossible, passwords ,hi Ii Id e\ pire every 30-90 days.



(Continued) VOICE MAIL BOXES (VMB)

FRAUD METHOD(s)
The second type ofabuse involves garnering a PBX di~tI [lIne via the VMB. This is accomplished in two ways.
Both methods can transfer out ofthe VMB to a teleph\ Ine)\1 the system. If the PBX is not set up properly the
transfer can be made directly to dial tone. In other instlnct'S, the caller transfers to an ex tension. In some cases
the extension mav be on ano ther PBX and require tran~mi\.,i(jn over atie line. Ifthe line is not properlysecured.
dial tone can be ~etrieved and fraudulent calb placed h na I! y. all PBX have Trunk Access Codes (TACs) or
Facility Access Codes (FACs). Technicians use Ihese IIUt S1,) make test calls. Ifallowed. ahacker can transfer
out of the VMB to the TACs or FACs.

FRAUD SOLUTlON(s):
Steps to prevent this type offraud include:

Disabling the transtl'rrtn~ !itlt tt:al.ure. This would restrict use to only receiving
and retrieving messages

Limiting access to onl> 4 ,hg t ,·,tensions, if transferring is allowed.

Blocking 8 & 9 aeee\s (S,1. 'I \cenerally being draw dial tone numbers).

Prohibiting trunk-to-tn n/( luess from tie lines.

Disallowing TAC cll1d F \(. IC' ess from the YMB.

CALLATTE~DANT

FRAUD METHOD(s):
Call attendants are used by many companies to repbt ;1 \V\ I tchboard operator. When acall attendant answer\,
the caller is generally given numerous options. \ t \ 11i, al greeting would be. "Hello, you've reached NatIons
Bank, please enter one for Auto Loans, two for HOlih \lllrtgages. Ifyou know the extension of the person you
are calling, please enter it now." In many call att\IlJ" n1\. option nine would be allowed on outbound calls.
In addition, when asked to enter an ex tension the. ,II I 'It'll operator will enter 9180 or 90 II. If the system is
not properly configured the call attendant VI ill pa" tt:e \all back to the PBX. The PBX will react to the') as
a request for a dial tone. The 180 would become' hi: fir'! numbers ofa 1-809, call the Dominican Republic.
The 0II would be treated as the first digJts oLin ' 1" rr ational call.

FRAUD SOLUTION(s):
Ensure muted features if e It\abled. In the above example the caller has been
offered options I and ~ Ihe \)ther options have been muted. They must be shul
DITto guarantee that t"! n LJ 1ed features are not active and cannot be accessed.

Allow only line \ldl' ~\( \ \, l" any calls passed by the call attendant to the PBX

Disallow TAC and F,\ I d :CI'\S to the call attendant trunks.

Configure the call all l nJ:,t1' so only valid extensions are transferred back to the
PBX



MAINTENANCE PORTS

FRAUD METHOD(s):
Maintenance ports are the most recen t type (,!abu\e. In this scenario a hacker finds a maintenance port
number with his "war dialer." They then hael-. (Illt the user identification and password. At this point. they
have access to all the features and wn tro 1s \\ ith I11 1ht, PBX. This will program out any restrictions that havp
oeen put in place. They will also enable outdialing leatum that do not normally exisi on the PBX. These
si tuations can be difficult to detect. Hackers h,ne been known to change thesysttm at 8:00 pm, to allow fraud
calls. Then, at 3:00 am the next morning the' re-program the system back to its original configuration. A
telecom manager who reviews the conligurati'll' Jill he morning will not be looking at the cop-figuration rha I
was abused. This can lead to delays I[~ resoh !f'g the abuse.

FRAUD SOLUTION(s):
Tosolve this problem, aSecuri ty Access [:nl tiS -\ 1 )\hould be placed in front ofthe maintenance port. SA U\
provide another lever of user identification and password protection. This identification and password
should be controlled by the PBX O\\I1er and not the vendor. In addition, SAU's can be set up to further
validate a user via callback or numerou'i 10k! 11 dl,'v ices. While still a bi t expensive there are products which
use voice validation fOf authentication

LOOPING

FRAUD METHOD(s):
Looping is a method which call sell opera tor, u,e to circumvent restrictions that IXC's put in the networks
to control calling card fraud. All camers blod calling card calls bound for the Dominican Republic that
originate in NYC. If a call sell operator IS a;,le fO obtain a dialtone from a PBX but is not able to dial 809
or 0II call directly, they will reverllo looping They could dial an 800 number outbound from the PBX.
The 800 number could be to another PBX D' l ould be acalling card or operator access number. They could
dia1950 carrier access numbers. lastly, Ihe\ ,an olal various IOXXX carrier access codes. In any case, they
can still use the PBX to place a fraud call. It tht' PBX is not in NYC they can use the calling card. Use ofthe
IOXXX codes could allow for direct hdlIni 1'1 f hi' PBX

FRAUD SOLUTlON(s):
Many times a PBX owner will also take prna 1 \" a,~l ions to minimize the risk offraud. These actions include:

Blocking. of0 I l ,,~()(, lhaling.

Block IOXX\cl <it!. I possible.

Block 950 acct!s'- t :lihslble.

Monitor 1() X\ \ y:(l and 800 calling on the system to identify possible
looping.
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ATTACHMENT B

The United states Department of Treasury
The united states Secret Service
The United states Department of Justice
The Federal Communications Commission
Cable & Wireless Communications, Incorporated
Octel Communications Corporation
The Tennessee Valley Authority
Sandia National Laboratories
sprint
The Central Intelligence Agency
Southern Bell
The united states Coast Guard
Intel Corporation
The Orange County Transportation Authority
Indiana University
Rolm
KDD
The Massachusetts Department of Revenue
The Securities and Exchange Commission
Kemper National Insurance Companies
Mellon Bank
The United States Department of Commerce
The University of Texas
Northern Telecom
The National Aeronautics and space Administration
US West Communications
The united states Air Force
The State of Ohio (Auditor of state)
The united states Department of the Navy
Bell Atlantic
Seattle Post-rntelligencer Newspaper
National Association of State Telecommunications Directors
Coopers & Lybrand
Switching Systems Division, Rockwe] 1 International corporation
American Airlines
Teleconnect Magazines
Discover Card Services
GTE Mobilenet
AT&T
National White Collar Crime Center
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MCI DETECT: A MULTI-DISCIPLINARY APPROACH
,- ,,,lllIill'\ attal'k on tilt' pl'obl"lIl "I' fl'alld,

- 1"'1>\ id"d al 110 additional l'O"'t. It indlld,'-:

! 11,,1 ./ral'l'd \\ ith 0111' "\l~IOI1H'r"" ,",ol'kin!!

\1(:1 will do ,b IIlIH'h a", w.. can 10 111'11'
I" find 0111 what \011 ('an do to "01111'101

I .d 1/ I'at,,- til -tn,,'t "II-lolI\t'/'· .. ,otlWI'- 11-1'

II Ikill!! 1I01l-II'w'..ald .. ('all- to dl'lI!! "",tI",,-
t, " \\ IIt'll IIl1allllwriz"d IIIII!!-

, I ,,",'I-p"('lin!! "11l11l'anll" find 11111 tlla!

I'" 111-"- LqlliI'IIH·IIII(:PEI'llI'h a- PH\

.' 'I "'~ illto -\-1/'111~ Ihnlllgh ,'I""II'lIni,'

1IIt,\,,- a ... · al.l,' III 11-" -OIlH'lIIH' ,,1-.:·

CPE-ITlatt',( fralld, tilt' illt':.:~d I,·, 1>1 I'

~.'rioll-prold'·111 1'01' ""'WI'- "I \ '1-'1>111'

and \ oil'/' mail -\ -I"m-, ";\11'1"'1"'" ,"-I,

"hat'i,illg" III' 1/\ -"'alill!! ~14'('1'-- • '" I,

pho/H' li,It'-lo "Ial't'/'II-t" ;111.'1'11,1'1"'1,1

\Iall\ of th"llI -,·11 o\"I'-"i1-' ,111-/

tilt' a('(','-,- I'll" tllt'i,' IIIHI 1'"1'1""" i" I

ill l'o!'t'i!!n"11l1l1lri.·-, It'- nlll 111111i '\ •

,(i~tan(',' ,'al,· -hll" lip lin I'ltl>'" ,Ii:·

th,'\ '\,,1""'11 \ ,,'lilll;Z,'d,

Allalysis of Customer Trrtfll!

ePE Fraud Detectloll Equlpmelll

T h I rd· Par t V I II S 1I r <I II I; I:

Customer Awareness (lild EduCiltlllll

\1(:1 IJa~ d"\/'lopl',( \1t:1 Dt'l""! '" i i

Thi- \altw-addl'd approach fill' "'" . 11-"

Th,'''/' "I,'lIll'nl- al''' 110\\ I... ill~ ""1 '/'"
"ilh ~ 011 a- pal'! of \ 0111' fralld ' ,. !Iii

\ Oil limil ~ '1111' "\.po'lln' alld filL, !, •

fl'allt!. lak.· a,h anta!!,' of Ih.· \11 I I',

YOUR PARTNER
IN TELECOMMUNICATIONS
FRAUD PREVENTION

CPE-RELATED FRAUD ... A COSTLY, GROWING PROBLEM



c U S TOM ERA WAR ENE S SAN D E 0 II CAT ION

Securing Your CPE .. ,the first line of Oefense

o I· \,111-1\" frallo! ;lllar"I1"" \ I,!" I " \Ii I, ]·,t,,"10"'-

• \l<ll1ilal 'HI ,'a-I/I ""1111'1':11"1-",1 ~ I'l i'it·

• \,,\\-1"'1",' olllatt--1 f"<lII,I, "I,ll ,J'" I I' ",

.
l;~:·~

b H.- ~... .)

awar eness video 'or

MCI customers

\1~,Il't'Il"-- "f f";lIHIp"I"l1lial1- I,ll' ,II

prf· .... t·lltatlllll. "(I" i:",ihlt~ (:rillllll lj~

a 1,'adil1:c. ""I" III "./lu'atil1:c. "II-I, 'If 'I

",,1111',,1 11,11\ ,'r Ih" I'a-t ,Ill"'" \,

~.(lI)(ll'ar'i"II'all'-,

Tlw fir'-I dlld 1110.1 ;1111"1/1 I1I 1 I· ,I

TIlt' \Iel 1l1'\""1 II,,\\-I,-tt,-r II ill k, 'I

all./ id" a -, \ III a Ill! a I fo I' \I ( I , 'I'

\ 1III1",'ald" I" allill'k \\illl", ,1\ ",I i,l,

""II-ul,ill:c. a--l-lal1"" "II ,I -,"" 1,1'

-\ ~1"llI-,

"1- ,1t'I",'li,"\. \ IWII fnilld allill"'IW-- lid""

,I I. 1.1" I" atl 'I( :ll'll_""ll"I'~, \1(:1 ha~ pial "d
I II ,II'"I'-Illial alld ill \\al - I" id,'lItih <lIId

II I ',,,rk.\;,,,.- hal,'1w"11 111'1.1 fOl'lIIllrt' thall

I, I<'I"I,holll' fralld i- t" -""111'" \011/' I :PE,

'I' Lil"d Oil tilt' latt·~t It'dllliqlll'-. It'('hllolo~:

'I 1,lillill~ tl1l' {I'atllr,'- "f<:PF "hi('h a,:'

"J\, \11,1 "all al~o ,.rm iii., -I'\'lIrill

'''I' "II-IOlllt'I" Ilh" ha\!' 111111'., "IIml'l,,\

CPE FRAUD DETECTION EQUIPMENT THROUGH AFFILIATES PROGRAM

• \lolli'"rill~ "I' PBX Indli, "II

1<',1 -pikt·- ill t,·( .. ,.holw lI~a~1' aloll!! ~\ith

'1,.,-" IlIdi('alfl!'~ oftI'll Iwcollw appan'nt

Ie," Ita- aln'ad: IWI'Il .lOllI', \ ullin' linH'h.

1,11-llI'tl "ith PB\. add-Oil I'lJllipnlt'llt.

, '''/lilt! tnd'fic nlOllito/'ill!! a,'l' ,nadal,ll'

I 1.1111" alld \.io'\.. Thl'~1' IIllit~ monilol'

-11"ltl- aI',' tl'i!!l!l'rl'd. tilt' t'tlllipnwllt ~l'lld

Ill'" "I' ~lllIttinl! down tIlt' ahwwd facilitl

, 11-"- hoth \li('roF'ralllt' and \.io'\.

IIT;1I1~"d a 20(/( disnJllllt on CPE-atta('llI'd

,I

The First Signs of Fraud Can Be Costly

I -llalh, tilt' fil'~' -i;.m~ of 1'1'.111,1

a -l/dd"11 "1-" ill ('illl~ to ~',"'Lifrl

\1 Pl'\..- arkr till' fa('t. 11111'11 11111' I, ,I

,'olltillll"ll- allah_i~ of traffi,'

'Ial,·-"I'-IIII'-art a('/'.'.- ""II i',

Ihl'olld, "'/lli,.lIwllt millll/ta,'till ,r

PH\ traffi .. "11 a l'l'al-tim,> I,d-I- \\ I

alann- alld call1'lt'n tak.· till' 1111'"

Ilithllllt hl/mall ill!t'\'\l'lltioll, \1' I

,-,\"il'11I1'1I1 1111 11- OWIl ot'fi,'" 1'1; \

hal'lh~al"- Ilnlt~ 1'0/' \leI ,'11-1,,"1

20', discount

on recommended

CPE, attacned

hardware,



ANALYSIS OF CUSTOMER TRAFFIC

.~ - - - .- --- - .
, - ..

• \Il<lh -i- of ollthound inlt'l'ndtiollal <111.1 illl"'IIIl.l BUO tnt/lie

to ddtTlllint' fl"allllnlpnt lI~a~t' "atkl'll-

• ClI~tonlt'r 'lOtifil'atiol1 of ~ll~pt'I,lt'd 11',111.1

• _\~~i~tan('p with idpntifyil1l! 110\\ (,PE "a~ "'lllpl'Ollli-t'd

Mel Program Helps Spot Possible Fraud

Mel monitoring

orogram helps spot

possible fraud

Frand can ~till ,wI'ur. no mattt'r lit'" 1'<In'flllh ,1<""--" to lon~ di~taIll-p lilw~ i~ I'on

trollpd. A ha"kpl' can ITt'! Iud"" 11"\\ 1"I,lllll.lo!!\ may iH' ahlp to ~ull\ l'rt \our,..
~. ' . . .

di~l!nll1tl,'d plllploypp~ may ~pll ,'0.1"-",111" 1'0--i1lilitip~ an' pn, 111''';''; ,

\ 1'l'0l!t'am of I'p,'onlinl! and allah fill!! "Il-tollwr-' lI";<!l,W in an t,ffol,t to dptt'ct

traffic with hil!h-fra lId-I'0tt'ntial a II 0" - \11: I '" -"ot ~lI";l'il'ioll";callinl! pattpm,. and

alhi~p cn,.;toml't'~ lwforp tlw ,'hal'l!I'- ,q 'I II"a I' oil ,Iwil' hill,.;, Thet'p i~ no char;!" to tlw

,'u,.;tompl' for' thi,.; ~pl'\i('p and I!I'adll<l1 '''''''Il-i''l1 i- "lalliit'd a~ tpl'hnolog) Ilt'rlllit",

It",.; anothpl' pal't of \1<:[',.; COlllmitlll"111 '0 "III' "II~tolllt'r~,

fHIRD-PARTY

'Clworks

r non-restrictive

aud Insurance,

INSURANCE

• TntI' in~uran",' that tntn"fpl'''; ri-I-..

• Cmpl'al!p of illlliong distancp ('a I'l'i,',,· - 11',,11,1

111111l,.;tl'y pfforb havp Iwpn madp to lillll! f",lIill 10•• tl1l'ollgh ~pt'\i('" guanll1tpp,.; that

flllwtion ,.;imilady to insllrancp 1'0\ ,·ra:.:" 11,,\\,,\ "I'. tllt',.;p plans an' limitl'd to "Iwcifi"

l'alTipl'" and rl'quirp sppcific \OlllllW 1I',illi, """1111 it IIlt'l1ts.

:\-ICI has a working rplation,.;l1i" "It Ii .III 111'III'a1H'1' hrokpl'. Hpl1ry \\anl Johnson

&. Company, Inc,; and a major in";llI"allt" '''1111',111\ 1'01' thp intnl4hlf'tiol1 of an

in,.;ul'ancl' policy whil'h tran~fpr,.; fnllld 1'1-1- \\ 1111t,"t thl''';'- ~hor,tcoming~. \ICI dol'S

not vit'w in,.;uranl't' as a salt'S tool. \\,. \\.1111 .i11 0111' "lI~tonlt'rs. no mattt'r how many

('arriers thpy may Iw lIsing. to l1an' 1I1a\lllllllli I"'d""tion and minimum loss,

FOR MORE INFORMATION, TALK TO YOUR MCI REPRESENTATIVE.

o E TEe TMel

\'\1"11 work with you in pvpry way po~-i1.1,' ,,, I"dllt" tlw I'isk ofCPE-rplatt'd fraud loss,

Through -"leI Optt'C!. .\ICI makl'~ il~ "'1""11'" "11 l :PE-rplatt>11 fraud ayaiJahlt> to it~

"lI~tonlt'rs at no additional chargp,

As an -"ICI,'ustompr. .\1e[ Dpt,-"t \\ til 11t'11' \ Oil plan and implemt'nt a fraud

I"'pvpntion pr0l!t'am tailorpd pxpn·~-h I" \ "III II.Td., \\1' will kt'pp you ahl,t>ast

of rww ,lpvploplIIpnts. pnlt'rging tp"l1l1olo:.:I'" 1"".11 I",'a~ and

pfft'I,tivp ~oluti()ns. \'\'p'll do pVI'I'ythil1:': \\, '.111 t" 11,·lp ~()u

makp your own pnlgram t'fft'ctiH' alld "",I ,IIII'It'IlI,

Tt>It>I'ommUlltl·ation .. Fraud PrIll,






