Asst. Director of U.S. Secret Service
(Office of Investigations)

Deputy Specia! Agent in Charge, U.S.S.S.
Special Services Director

Director, Technical Security, MCI
Director, Information Security, IBM
Deputy Chief Counsel, U.S. Secret Service
Network Development Engineer, MCI
Asst. Director FBI (Intelligence Div.|
Director of investigations, MCI

Corporate industrial Hygienist, PEPCO
V.P. Systems Integrity, MCI

NotwariSystems Planning Engineer, MC

Chief, Superfund Site Investigatieas Section, EPA

Director, Federal Systems Div. Sscurity, IBM

Director, Security & Safety, -

Special Assistant, U.S. Attorney, U.S. Dept. of Justice

A Wealth of Experience

Members of the MCI Systems Integrity
team draw upon key skills and experience
derived from a wide variety of previous
positions, as well as that gained in
advanced training and on the job.

This multi-disciplinary team is built on
the experience and skills of systems
analysts, engineers, safety officers,
security experts and former law ‘
enforcement officials, investigators and
prosecutors. Operating nationwide, they
use every possible means to prevent or
minimize a wide range of potential
business problems such as
telecommunications fraud, information
protection, physical security and
environmental issues.

As appropriate, the talent, knowledge
and experience of the MCI Systems
Integrity team is available to support
certain customer efforts in these areas.
We will share our considerable
experience, assist in minimizing fraud,
and offer consultative support to help
establish or enhance customer programs.
Our team is ready to be a part of your team.



Telecommunication
Fraud Prevention

This is a major focus of the MCI Systems
Integrity Customer Support program.
Effcrts are aimed at preventing or
reducing the costs of fraud occurring
through the abuse of CPE equipnient and
calling cards.

Steps range from prevention of
unauthorized access to identification of
fraud perpetrators and include:
the evaluation, selection and/or

recommendation of access control and
maonitoring equipment and systems

*development of MCI network-based
fraud prevention, detection and control
systems

sincreasing fraud
awareness .
through seminars,
literature,
publicity,
consultation and
other steps

eassisting in the
determination of
fraud methods
and development of
countermeasures
eassistance with the
identification of fraud
perpetrators

erisk identification

sliaison with federal, state
and local faw enforcement
and prosecution authorities

Information Security

Many of the steps needed for the
prevention of telecommunications fraud
are also used in information security,
particularly security for electronically
transmitted or stored information. The
Systems Integrity group has expertise in
the protection of data, text, voice, image
and materials which may be in use,
storage or transit that contain proprietary
information.

{n addition to many of the steps listed
under telecommunications fraud, the MCI
Systems Integrity group offers experience
in these and other areas:

- electronic and physical access controls
and monitoring

-computer virus prevention and detection

-disaster recovery

-security organization and planning

-employee, vendor and consultant
security issues

Physical Security

The Systems Integrity group also

has expertise in the physical security of
corporate personnel and property.
Certain of these skills may also relate to

telecommunications fraud control.

-officers and electronic monitoring
systems

-key control

-electronic and physical access
management

-crisis management and executive
protection

-threats and/or acts of violence
-fire and safety training




Environmental Program

MCl has experience in addressing a wide
area of environmental compliance
issues. Among these are:
. compliance, evaluation, training and
awareness program
-hazardous materials management
- storage and disposal of lead
acid batteries
srecycling
«underground storage tank
«indoor air quality
-emergency response and preparedness
+@rgonomics

T

Available Through Your
MCI Representative

The services of the MCI Systems
Integrity Customer Support Program are
available to MCI customers at no

cost or on an actual expense basis.
They are offered by MC! to supplement
and support customer telecommunica-
tions fraud control and related programs
on a resource as available basis.

Discuss your needs with your MCI

Representative.
MCI

MCI stands ready
to work with you.



‘Sisce 1988, MCIl has operated a
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" Systems lIntegrity 0'93“'23“0"

lts m|SS|on... to msure that the'::

telecommunlcatlons networks-
of MCI and its customers ‘are
"as free as posmble from un—-"
authorized access and fraud.

to protect against Idss,or
damage to corporate information
and records... to maintain the
physical security of properties
equipment and personnel... and
t- insure compliance with an-

anmental and safety standards.
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have been put in place. They will also enable out-
dialing features that do not normally e¢xist on the
PBX. These situations can be difficult to detect.
Hackers have been known to change the system at
8:00 pm to allow fraud calls. Then, 4t 3:00 am the
next morning, they re-program the system back to
its original configuration. A telecom manager who
reviews the configuration in the morning will not be
looking at the configuration that was abused. This
can lead to delays in resolving the abuse.

FRAUD SOLUTION(S):

To solve this problem a Security Access Unit (SAUD
should be placed in front of the muintenance port.
SAUSs provide another level of user 11D and password
protection. This 1D and password should be con-
trolled by the PBX owner and not any vendor. In
addition, SAUs can be set up to further validate o
user via callback or various token devices. While
somewhat expensive. there are products which s
voice validation tor authentication.

LOOPING

FRAUD METHOD(s):

Looping v 4 method which call-sell operators use 10
circumvent restrictions that 1IXCs put in the networks
to control calling card fraud. Looping is also used
to avoid identification of the origination of the calls.
As an example, all carriers block calling card calls
bound for the Dominican Republic that originate in
NYC. It a call-sell operator is able to obtain a dial
tone from a PBX but is not able to dial 809 or 011
call directly, they will revert to looping. They could
dial an 800 number outbound from the PBX. The
800 number could be to another PBX or could be a
calling card or operator access number. They could
also dial 950 carrier access numbers. Lastly, they
can dial various 10XXX carrier access codes. In any
case they can still use the PBX to place 4 fraud call.
If the PBX is not in NYC they can use the calling
card. Use of the 10XXX codes could allow for direct
billing to the PBX.

FRAUD SOLUTION(s):

Many times a PBX owner will also take proactive

actions to minimize the risk of fraud. These actions

include:

Blocking of 011 or 809 dialing.

B Block 10XXX codes it possible.

B Block 950 access if possible.

B Monitor 10XXX, 950 and 800 calling on the
system to identify possible looping.

Typical PBX Fraud Methods

and Summary Solutions

MClI Systems Integrity

Th

MCl Network
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BUSINESS
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DISA

FRAUD METHOD(s):

DISA is designed o allow remote aceess to a PBX and
then originate an outhound call. As a result of this
design. many PBX owners use DISA in licu of Calling
Cards: however, iUis also used by call-sell operators in
placing fraudulent calls.

The hackers are able to locate the DISA feature with
the use of a “war dialer.” The “war dialer™ dials tele-
phone numbers randomly, generally 800 numbers, until
a modem or dial tone is obtained.  After a number is
found, hacking software is then used to search for valid
authorization codes Gauth codes). Codes are “frequent-
v Dt not always distributed to pirated voice mail sys
tems and computer bulletin boards. The codes are
usually distributed to a network of call selt operators
and may also be posted on bulletin boards and voice
mail systems

FRAUD SOLUTIONS(s):

Phere arce many <tens 0 PR osoner can Btke 1o prevent
Hackaors o obtaming and fravdulendy g the DISA
feature 1o begin, auth codes should be made as long
as possible AT vers Teast a fctor of 10000 <honld exis
between the active codes For example. it there are 10
users the code should be at least 5 digits long €10 x
10000 = 100,000 or 5 digits). Auth codes should e
randomly scattered throughout the possible range but
not casihy detined (e 1230 or 11H ). Class of service
restrictions should Do applied to the auth codes. Only
users with a truly legitimate need should be allowed
International diading through the DISAL A monitoring
system should be set up 1o record DISA usage.
Monitoring reports should show the number of times
and minutes an auth code s used ina day. T possible.
the dollar value of those calls should also be noted on
the reports.

VOICE MAIL BOXES (VME)

FRAUD METHOD(s):

There are two types of VMB Systems fraud. The first
type occurs when a hacker takes over a box and uses
it to communicate with other hackers. This can be
expensive if access is gained to the VMB System via an
800 number. In this situation, a hacker typicaliy hacks
out the box password and changes it along with the
greeting,.

FRAUD SOLUTIONS(s):

To protect aganst 1 VMB being pirated the following
steps should be taken:

8 Do not allow administrative access via the
phone. 1 a telecom person can add, delete and
change boxes via the phone, so can a hacker.

B Do not have active mailboxes that do not have
an OWnNer.

® Passwords should be at least 6 digits long.

® if possible, passwords should expire every
30-90 days.

VOICE MAIL BOXES (VMB)

CALL ATTENDANT

FRAUD METHOD(s)

The second type of abuse involves gamering o PBX
diil tone via the VMB This is accomplished in iwa
wavs Both methods can ransfer out of the VMB o
A phone on the sesteny 11 the PBY s not set ap
properiy the transfer can be made directhy 1o dial
tone, I other instances the caller transters o an
extension. by some cases the extension mayv be on
another PRN and require transimission over a tie hine
If the te line s not properly secured. dial tone can
be retrieved and traudulent calls placed. Finally, all
PBXs have Trunk Access Codes (TACs) or Facility
Access Codes (FACGs). Technicians use these codes to
make test calls. 11 allowed, a hacker can transter owt
of the VMB to the TACs or FACs,

FRAUD SOLUTION(s):
Steps to prevent this type of fraud include:

® Disabling the transferring out feature. This
would restrict use to only receiving
and retrieving messages.

B Limiting access to only 4 digit extension, if
transterring is allowed,

B Blocking 8 & 9 access (8 & 9 generally being
draw dial tone numbers).

B Prohibiting trunk-to-trunk access from
tie lines.

B Disallowing TAC and FAC access from
the VMB.

FRAUD METHOD(s):

Call attendants are used by many companies to
replace a switchboard operator. When a call aten-
dant answers, the caller is generally given numerous
options. A typical greeting would be, “Hello, you've
reached ABC Bank. Please enter (1) for Auto Loans,
(2) for Home Mortgages. If you know the number
of the person you are calling please enter that now.”
In many call attendants, option nine would be
allowed on outbound calls. In addition, when asked
to enter an extension the call- sell operator will enter
9180 or 9011, If the system is not properly config-
ured, the call atendant will pass the call back to the
PBX. The PBX will react to the 9 as a request for a
dial tone. The 180 would become the first numbers
of a 1-809 call to the Dominican Republic. The 011
would be treated as the first

digits of an International call.

FRAUD SOLUTION(s):

B Encure muted featares dare disabled o the
above example the caller has heen oltered
optons 1 and 20 The other options Tunve been
muted. They must be shut oft o guarantee
that the muted Teatures are not active and can-
not be accessed.

B Allow only line side access to any calls passed
by the call attendant to the PBX.

B Disallow TAC and FAC access to the call
attendant trunks.

8 Configure the call attendant so that only valid
extensions are trtansferred back to the PBX.

MAINTENANCE PORTS

FRAUD METHOD(s):

Maintenance ports are the most recent type of abuse.
In this scenario a hacker finds a maintenance port
number with his “war dialer.” He/she then hack out
the user 1D and password. At this point they have
access to all the features and controls within the
PBX. They will program out any restrictions that



Using Your Vnet Card

.' A‘ Ea‘y As 1-2-3 - -_-

When calling from the U.S and Canada:

mm *wumryeodci»clty codc+mmﬂ>et
{for invésnational calls); or

Dl ﬂ+m—dgit private dialing plan
! otwbier (if used by your company).

: by Whet you hedr the second tone,

Dial your authorization code (the numbe;
on the front of your Vnet Card).

To make additional calls, vou don't have ro srar
over with vour access number- simply press the
Z s tor a full second matead of hanging up and
then repeat step 2 tYou donreven have to dud
the authorization code agam'

If you dial a wrong number. press the # sign Jor
a full second, then dial the correct number. If it
is the first call, dial the authorization code at the
second tone. If not, there's no need to redial the
authorization number,

B It vou are calling from a rotary phone, dial the
acceess number and wait for an operator to
assist you.

&8 If you arc calling from u pavphone, please
chedk the instructions on the pavphone for
making an "800 call vou mayv need 1o dial
0 8O0-950-1111.

B if you are calling from a hotel phone, use the
hotel's instructions for making an "800 call,
dial 1-800-950-1111 and follow steps 2 and 3 to
complete the call. (You may stiil be hilled a sur
charge by the hotel.)

=¥ \net"




® One number is all you need—f{rom cither a
touch-tone or rotary phone. When you're
traveling, convenience and efficiency are critical.
When it comes time to make a call, you don’t
have time 1o look up a lot of numbers.

8 All the benefits of your company’s phone
network—when you’re on the road! If your
company has a seven-digit private dialing plan,
the same number you use to call your collecagues
from your office can be used with the Vnet
Cards™. You also get the benefit of other network
services, such as having your call automatically
forwarded, or receiving special “help-messages”
when there’s any kind of change or problem

Or More Convenient. ..

8 Once you access the system, you can make as
many calls as you want. When your conversa
uon s fintshed. mstead of hanging up. simpis
press the = key and vou can place another long
distance cali

B LS also casy to aall from an ever oxpanding list
of other countries = b st tons are ot d
i the soatlor oo casy o tollos Ve arnd
Globuad Reach Y Pocket Gunde

Or More Practical.

@ The Vnet Card offers your company consider-
able cost savings. Every call you make using the
Vnet Card contributes to your company’'s savings
plan with MCI®-—the more you use it, the more
your company will save! When you use vour
Vet Card to call your office or any of your
company's major facilitics, you save even more
because you'll be going through your company’s
private network. The Vnet Card’s fast connec-
tions will save you time too!

If you have a problem with your Vnet Card . . .
Call customer service to report the problem (the
number is written on the carrier in which you
received your Vnet Card). For your convenience,
you can write this number in the space provided
on the back of your card.

If your card is lost or stolen . . . You should
immediately call the customer service number.

If you dial 2 wrong number . . . You can receive
immediate credit. Simply dial 1-800-950-1111, wait
for the operator, and explain that you want credu.

If you get a recording that says you are not
authorized to call the number you dialed . . . Sce
your manager. To increase security in case of a
lost or stolen Vet Card. vour company can specity
calling privileges tor ecach card. The area covered
15 determined by where vou do busimniess. Hovou
need to make calls ourside of the wared set tor yvoun
card, vour manager can make the changes to e
nut such calls

I vou need to make calls from outside the US. or
Canada Instructions tor using your Vet Card
are provided m vour Vet Card Global Reach
Pocket Guide, which you received with your

card. MC1is continuously adding countries in
which vou can use your Vnet Card. Betore vour
next business trip abroad, call 1-800-444-4141 1o
get the most recent list of countries and the frec
phone (toll-free) numbers for cach one

If you are trying to access Vnet® from any phone
in the U.S. . . . Dial the "800 access number for
all types of calls from ali types of phones. (Other
companies require several different access num-
bers depending on the type of call and the pay-
phone carrier.) This access number allows you

to make multiple calls.

Use Your Vnet Card With Geare |

i
! gt |

Your Vact Card can belp you and vour compuany
fight the fraudulent use of credit cards by pro-
gramming your card 16 cover only those arcas
where you actually do business. Should your card
be lost or stolen, the risk of fraud is signiticantly
reduced because vour Vet Card will only operate
within designated areas

Here dare some other ways you can help combat
fraud:

® if your Vnet Card is lost or stolen, report it (o
customer service (the number written on the
Vnet Card carrier) as soon as you become aware
of it.

B Don’t share your Vnet Card with other people—
protect i as vou would any credit card

| Ity to memorize vour vnet Card authorization
code tthe aumber on the Itont ot the cardy Tl
fess vou take it oue m pubhic, the dess likely n
s that somcone will sreal wor copy down thic
nember

B Be aware of people loitering around payphones.
I you huve not memorized vour number, ey
to prevent others from secing your Vet Card
when you take it out 10 use it

B When placing operator-assisted calls, speak
directly into the phone in a normal tone of
voice—be careful not to allow anvone to hear
your authorization number.

i .
-
.



For more information

+ The Nétipna.l Fraud Information Center provides .. -
«+-+  informationto consumers about current. ..
' telephone frauds and tips for avoiding fraud.
Cent‘er staff is available from 10:00 a.m. to 4:00
pm. to answer queshons, ‘provide information and
, names,and addresses of agencies and,
N orgamzatxons that offer assnstance to consumers.-
**Recorded information is available 24 hours a dav v
Callé 'requmng personal assistance, when received
after hours will be returned as soon as possxble

'

_National Fraud Information Center
Consumer Assistance  1-800-876-7060
" TDD : 202-737-5084

This brochure was produced on behalf of the
National Fraud Information Center by MCl}
Consumer Markets and MCI Systems Integrity.

AVOIDING PHONE
AMESSAE HHl




PRI NE F R AT

NEW TECHNOLOGY. OLD SCAMS

The telephone offers American consumers an inexpensive - ficent way to communicate directly
with familv, friends and businesses. New telephone techn - ooues, from increasingly versatile 800
and 900 number services to tax machines and cellular telept ¢ws, have changed the way we
communicate with each other.

To use calling cards or 800 and 900 numbers, callers do not have to understand the technologies
and databases that make these kinds of services possible. Following a few simple steps, callers learn
quickly to complete these calls with a minimum of erfort.

Unfortunately, con artists have learned to use the telephone to promote confusion and deceive
consumers. Using the communications tools of legitimate businesses, they sell everything from
‘fraudulent investments, loans and travel bargains to boats that turn out to be inflatable rafts. Like
burglars stealing through the night, they use telephones to become “invisible”.

American consumers can outsmart the telephone scam artists. By following some rules for
telephone shopping, callers can make sure that they don’t give a criminal a chance.

OBSERVE A FEW BASIC PRECAUTIONS WHEN telephone. These con artists started out by simply
MAKING PURCHASES BY TELEPHONE calling consumers and pressing them into buying

their worthless wares. After this approach stopped

Telephone shopping is so popular with ,
, _ , working thev often used newspaper and cable
Americans that con artists recognized an o o

. , advertising, postcards and other types of mail to
opportunity to deceive consumers. They could ’ , o
. " urge their “unsuspecting prospects” to call them.
sell their valueless products or phony securities o , )
g : o T'heir techniques are sometimes a near-perfect
while hiding behind the anonymity of the o , . o .
i imitiation ot the techniques of legitimate businesses.

"I was really excited—I received a postcard in the mail
telling me I'd won a free prize if | called a certain number.

| ended up sending the company money for some
merchandise, and never received anything.”




AVOID FRAUD — FOLLOW THESE SIMPLE
PROTECTIVE MEASURES

1. Make sure that you know the company with which
you are dealing, whether the company calls you or you
make the call. The company should be willing to
provide its name, address and phone number.

2. If you need more information about a company,
check it out with the consumer protection office or the
office of the attorney general where the business is
located.

3. Do not give credit card or checking account
information over the telephone unless you know the
company and are making a purchase.

4. Ask for written information about sales transactions.

You should expect to receive a written confirmation ot

costs, and terms and conditions of purchase transactions.

Ask about price, including all fees, delivery charges,
sales tax. Insist on a detailed description of the goods
and services that you are considering for purchase.

5. Ask about guarantees and refunds, and make sure
you have them in writing before you make a financial
commitment.

6. Do not agree to send cash by mail.
7. Resist high-pressure tactics.

8. Be skeptical of offers that sound too good to be true.

USING A CALLING CARD

Thieves do not need the calling card itselt to use it for
fraudulent purposes. They need only to learn the 14
digit authorization code to “steal” your card from vou.
Important do’s and don’ts include:

1. Do memorize your calling card number.
Memorization of vour card number reduces the risk ot
the number being stolen as vou use the card.

2. Do be aware of people loitering around the phone.
People may pretend to be having a conversation on a
nearby payphone, to place themselves in a good position

to copy down vour authorization code while vou are
making vour call. Stand directly in front of the phone
while pressing the authorization code numbers. Also,
tise a normal conversational tone when reciting the
number to an operator.

3. Don‘t give your calling card number to telephone
security or others. Any legitimate telephone
representatives already have vour authorization code
and will not need to ask you for it.

4. Don’t share your calling card number with others.
Y our calling card number can be abused just like anv
credit card; guard the number as you wouald a Visa or
MasterCard number.

5. Do report lost or stolen cards. Report the loss to the
appropriate long distance company as soon as possible
rominimize the risk of abuse by thieves.

DON‘T ACCEPT THIRD-PARTY CALLS FROM PEOPLE
YOU DON'T KNOW

Ihird-party calls are calls billed to vour telephone, by
~omeone calling outside your home or oftice.
Operators, before placing third-party calls, must obtain
permission from the party who will be billed for the

all [t is appropriate to approve such calls when vou
know the person calling, and wish to pay for the call.
Do not give permission to unknown parties to bill calls
10y our number.

900 NUMBERS: CONSUMER SAFEGUARDS IN PLACE

Many companies and organizations provide
mnlormation about their products or services, take
orders, or offer advice or educational messages via 900

“What happens when | call a 30




"Someone charged calls on my calling card number. How
can that happen when the calling card was never out of

my wallet?”

.

fong distan o sertvice Mo e -
consumers who tse themr soe namber e Foden
rules and long distance company recalatio s rogue
providers ot YO0 service to protect cnsirers by
preceding the hillable part of theecali with o Sstatement

preamble, explaining;

1. The cost of the call per-minute or the flat rate, if it
will exceed $2.00. The name of the mtormation provide:
and a description ot the information or service to be
provided must be clearlv indicated

2. The exact point when billing will begin (for
example, a beep tone might show when the charges
start for the call). The program must allow vou to
disconnect before that point without charge.

3. If the program is directed toward minors, it must
wam them that they must obtain parental permission
to complete the call.

Federal rules require long distance carriers to provid.
the name, address and customer service telephone
number of the information provider. at no charge. Loca
telephone companies must offer a free itor the first
request) 900 service block option to residential
customers. Local phone compantes may not disconnuct
local phone service for non-pavment ot interstate 900

pav-per-calls.

number? When do the charges begin?”

Vo ror turther protec: consumers, long
Cnocmers impose adaitional restrictions on the
S~ ot 00 peegrams tor which thev wall pertorm the

oo codlecnion

USING 800 NUMBERS

W ren S0 service was trst introduced, it was widely
woertised as toll-free. The intent of the long distance
Sotrers is to continue o promote and protect toll-free
SCrservice. I some short-lived scams, con artists
Jotorted the 800 service by confusing consumers and
CUarging tor calls that they expected would be free.

l'o protect callers, long distance carriers prohibit
cEarging callers tor information carried on 800 numbers
u tless the caller has an established billing relationship
v th the 300 information service or uses a credit card to
P tor the service. For example, a caller could dial an
so number to reach a stock information service which
caarges a tee, but would be required to have a billing
r ationship with the service or use a credit card to
roocive the service. The 800 information service
CANNOT bill the customer’s phone number or permit
« sarges by a third party with whom the consumer has
1 business relationship.

't vou call an 800 number and are asked to call
another long distance number or to
receive a collect call to obtain
additional information, vou may b
charged for the collect or additional
call. The collect or additional call 1~
not a part of the uriginal 800 call.



—

MCI

TYPICAL PBX FRAUD METHODS
AND

SUMMARY SOLUTIONS

MCI
SYSTEMS INTEGRITY

OUTLINE

DISA

VOICE MAIL BOXES(VMB)
( AL L ATTENDANT
MAINTENANCE PORTS

' OOPING



DISA

FRAUD METHOD(s):
DISA is designed to allow remote access to a PBX and *her originates an outbound call. Asa result of this

design, many PBX owners use DISA in lieu of Calling  uds however, 1t 1s also used by call-sell operators
in placing fraudulent calls.

The hackers are able to locate the DISA feature with the use of a “war dialer™. The “war dialer™ dials
telephone numbers randomlv. generally 800 numbers. uniitamodemor dial tone isobtained. Afteranumber
isfound. hacking software s then used to search for valid authorization codes (Auth Codes). The Auth Codes
are then distributed via bulletin boards or piraicd Ve o> Mol boves.

FRAUD SOLUTION(s):

There are manv steps a PBX owner can take to prevers nackers from obtatning aud fraudulently using the
DISA feature. To begin, Auth Codes should be made 4s long as possible. At very least a tactor of 10.000
should exist between the active codes. An example. if there are 10 users the code should be at least S digits
long (10x 10,000 = 100,000 or S digits). Auth Codes-hould be randomly scattered throughout the possible
range but not easily defined (1.e. 1234 or L1 [1). Clas<of service restrictions should be applied to the Auth
Codes. Only users with a truly legitimate need should be allowed International dialing through DISA. A
monitoring system should beset up to record DISA usige Monitoring reports should show number of times
and minutes an Auth Code 15 used in a day. I possible the dollar value of those calls should also be noted

on the reports.

VOICE MAIL BOXES (VMB)

FRAUD METHOD(s):

There are two types of VMB Systems fraud. The first 1+ pe oceurs when a hacker takes over a box and uses it
to communicate with other hackers. This can be experive it access is gained to the VMB System via an 800
number. In this sttuation. a hacker typically hacks iv the box password and changes it along with the
greeting.

FRAUD SOLUTIONS(s):
To protect against a VMB being pirated the followie <tens should be taken:

Do not allow admimistrat ve 1ccess via the telephone. Ifa telecom person can
add, delete and change be v v1ii the telephone. so can a hacker.

Do not have active mailh: v et 1t do not have an owner.

Passwords should be at Ic ¢t 7 digits long.

If possible, passwords she i ld expire every 30-90 days.



(Continued) VOICE MAIL BOXES (VMB)

FRAUD METHOD(s) N o
The second type of abuse involves garnering a PBX diul tone via the VMB. This isaccomplished in two ways.

Both methods can transfer out of the VMB to a telephone on the system. If the PBX is not set up properly the
transfer can be made directly to dialtone. In other instances. the caller transfers to an extension. Insome cases
theextension may be onanother PBX and require transmission overa tieline. Ifthelineisnotproperly secured.
dial tone can be retrieved and fraudulent calls placed  Finally, all PBX have Trunk Access Codes (TACs) or
Facility Access Codes (FAC’s). Technicians use these - odis 1o make test calls. Ifallowed. a hacker can transter
out of the VMB to the TACs or FACs.

FRAUD SOLUTION(s):
Steps to prevent this type of fraud include:

Disabling the transferring out feature. This would restrict use to only receiving
and retrieving messages.

Limiting access to onlv 4 dvg:t extensions, if transferring 1s allowed.
Blocking 8 & 9 access (8& 4 venerally being draw dial tone numbers).
Prohibiting trunk-to-tri n« iccess from tie lines.

Disallowing TAC and F A weess from the VMB.

CALLATTENDANT

FRAUD METHOD(s):

Callattendantsareused by many companies to replace aswitchboard operator. Whenacall attendant answers.
the caller 1s generally given numerous options. A tvpical greeting would be. “Hello, you've reached Nations
Bank, please enter one for Auto Loans, two for Homme Mortgages. 1f you know the extension of the person you
are calling, please enter it now.”™ In many call attendants. option nine would be allowed on outbound calls.
Inaddition, when asked to enter an extension the -ulf sell operator will enter 9180 or 9011, If the system 15
not properly configured the call attendant w.ll pu the call back to the PBX. The PBX will react to the 9 as
a request for a dial tone. The 180 would become "he tirvt numbers of a 1-809, call the Dominican Republic.
The 011 would be treated as the first digits of un 1 rreational call.

FRAUD SOLUTION(s):
: Ensure muted features e divabled. In the above example the caller has been
offered options I and - The other options have been muted. They must be shut
off to guarantee that t'» n uted teatures are not active and cannot be accessed.
Allow only line side ac o8- te any calls passed by the call attendant to the PBX.

Disallow TAC and F At . :cess to the call attendant trunks.

Configure the call utte »den' so only valid extensions are transferred back to the
PBX



MAINTENANCE PORTS

FRAUD METHOD(s):

Maintenance ports are the most recent type of abuse. In this scenario a hacker finds a maintenance port
number with his “war dialer.” They then hack out the user 1dentification and password. At this point. they
kave access to all the features and controls within the PBX. This will programout any restrictions that have
been putin place. They will also enable outdialing features that do not normally exisi on the PBX. These
sttuations can be difficult to detect. Huckershave beenknown to change thesystemat 8:00 pm, to allow fraud
calls. Then, at 3:00 am the next morning the* re-program the system back to its original configuration. A
telecom manager who reviews the configuratior in the morning will not be looking at the configuration that
was abused. This can lead to delavs in resolsirg the abuse.

FRAUD SOLUTION(s):

Tosolve thisproblem, aSecurity Access LinitiS A1) should be placed in front of the maintenance port. SAU's
provide another lever of user identitication iund password protection. This identification and password
should be controlled by the PBX owner und not the vendor. In addition, SAUs can be set up to further
validate a user via callback or numerous token devices. While still a bit expensive there are products which

use voice validation for authentication

[LOOPING

FRAUD METHOD(s):

Looping is a method which call sell operator use to circumvent restrictions that IXC’s put in the networks
to control calling card fraud. All carriers biock calling card calls bound for the Dominican Republic that
originate In NYC. Ifa call sell operator is anle 'o ubtain a dialtone from a PBX but is not able to dial 809
or 011 call directly, they will revert to looping They could dial an 800 number outbound from the PBX.
The 800 number could be to another PBX o+ could be a calling card or operator access number. They could
d1al 950 carrier access numbers. Lastly, ther can dial various 10X XX carrier access codes. Inany case, they
canstill use the PBX to place a fraud call. It the PBX isnotin NYC they can use the calling card. Use of the
10XXX codes could allow for direct bilhing 15 the PBX.

FRAUD SOLUTION(s):

Many timesa PBX owner willalso take proa 1 v uctions to minimize the risk of fraud. These actionsinclude:
Blocking ot 011 ++ %04 dialing.
Block 1OXXX codes 1 possible.
Block 950 iccess 1 howible.

Monitor [0XX> 9-0ind 800 calling on the system to identify possible
looping.
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The United States Department of Treasury

The United States Secret Service

The United States Department of Justice

The Federal Communications Commission

Cable & Wireless Communications, Incorporated
Octel Communications Corporation

The Tennessee Valley Authority

Sandia National Laboratories

Sprint

The Central Intelligence Agency

Southern Bell

The United States Coast Guard

Intel Corporation

The Orange County Transportation Authority
Indiana University

Rolm

KDD

The Massachusetts Department of Revenue

The Securities and Exchange Commission
Kemper National Insurance Companies

Mellon Bank

The United States Department of Commerce

The University of Texas

Northern Telecom

The National Aeronautics and Space Administration
US West Communications

The United States Air Force

The State of Ohio (Auditor of State)

The United States Department of the Navy

Bell Atlantic

Seattle Post-Intelligencer Newspaper

National Association of State Telecommunications Directors
Coopers & Lybrand

Switching Systems Division, Rockwell International Corporation
American Airlines

Teleconnect Magazines

Discover Card Services

GTE Mobilenet

AT&T

National White Collar Crime Center
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YOUR PARTNER
IN TELECOMMUNICATIONS
FRAUD PREVENTION

CPE-RELATED FRAUD...A COSTLY, GROWING PROBLEM

CPFE-velated fraud. the illeaal u= of peonc e telecommunications systems. can he a

serious problem for owners of Crsronn
and voice mail <v<tems. Sureeptiesb
“hacking” or by stealing aceess ol
phone lines 1o place costhy intevinaosn
Many of them <ell overseas call-
the access for their own purposc- <
[t< not until we e
N

in foreizn countries,
distance call~ ~how up on phon

thes 've heen victimized,

MClI
MCT has developed MEL Detecs

Thix value-added approach for one oo

treii

Customer

Awareness

I« nr=es Eguipment (CPEY such as PBY
aap s into svstems through electronie
[ h“’\ e~ dre ill)l(' to Use someone Q'I‘f"‘

]
tanrates to street customers. . others nse
~tahing non-traceable calls to devg dealers
oo when unauthorized long-

bt ansuspeeting companies find out that

DETECT: A MULTI-DISCIPLINARY APPROACH

<= aplinarsy attack on the problem of fraud.

o - - provided at no additional cost. It inclades:

and Educatrona

CPE Fraud Detection

Analystis

Third-Party

These elements arve now bheine aopdoon
with vouw as part of vour fraad oo
vou limit vour exposure and fing oo

fraud. take advantage of the Mo [ -

of Customer

Equipment

Trattc

Insuvrance

i shared with our customers. Working
1 MO will do as much as we can to help
Lo findd out what vou can do to control

Poosrat now,



CUSTOMER AWARENESS AND EDUCATION

Exclusive fraud

awaraness video ‘or

MC! customers

o Fnclu=nve Veand awarenes<viieo L AT astoniers
» Manuad oo vasly compronn-ed € 1 ERTTIEN
o Newsletter on batest Praud cor e e

Securing Your CPE...the First Line of Defense

Wwarenes- of frand potential i~ cad oo detection, U new fraud awarene<s video

presentation. “lovisible Crimimads 7 acl Gle to all MCT customers, MCT has played
a leading vole b educating custorer -t 0] potential and in way~ 1o identify and
control it Over the past thees v 0 baorksbops have been held for more than
2000 participants,

The tirst and mostimport o oo -1 l»'lt'lrhnm* fraud is to secure yvour . PE.
The MCL Detect newsletter sall koo o o lated on the latest techniques. technology
and ideas. A manaal for MCUoie o aining the features of CPE which are
valnerable to attack will be avood L s MO ean also provide <ecurits
rnnsultinu de~i=tanece on a S e K - o tor cuastomers who have more ('nmplt'\

~ystenis,

CPE FRAUD DETECTION EQUIPMENT THROUGH AFFILIATES PROGRAM

20 discount

on recommended

CPE-attached

hardware.

o 2000 di~count on recommendeo v o ched hardware

o Monitoring of PBX tratfic on 0 IS

The First Signs of Fraud Can Be Costly

U~ualls. the first <igns of fraond o < ted spikes in telephone nsage along with
a ~udden cise in calls to eertaia 1+ U hiese indicators often hecome apparent
weeks after the fact, when mu b ¢ e has aleeady been done. Vore timely.
continuous analvas of tratfic . o phished with PBX add-on equipment.
State-of the-art access conis . U aanud tratfie monitoring are available
through cquipment manutuction Frame and Niox. These nnits monitor
PB\ traffic ona veal-time ha-i~ W holds are triggered. the equipment send>
alarms and can even take the alne + e of shutting down the abused faeility
without human intervention. Mt 1+ o« jjses both MicroFrame and Xiox
equipment on it own office PBN. avanged a 200 discount on CPE-attached

hardware units for MCI en<ton



ANALYSIS OF

N\

SR

MC! manitaring

program helps spot

possible fraud.

THIRD-PARTY

"Cl'works

7 non-restrictive

‘aud insurance.

CUSTOMER TRAFFIC

e \naly-i~ of outbound international and inhound 800 teaffic
to determine frawdulent nsage patterns
* Cistomer notitication of suspected frawd

o \ssistance with identifving how CPE was compromised
MC! Program Helps Spot Possibhle Fraud

Frawd can still oecur. no matter how carefully aceess to long distance lines is con-
trolled. A hacker can get lucky. new technolooy may be able to subvert vours.
disgruntled emplovees may sell code< . the possibilities are endless,

\ program of recording and anuly zing customers” usage in an effort to detect
traffic with high-fraud-potential allow < MCT 1o <pot suspicious calling patterns and
advise customers before the charges appear on their hills. There is no charge to the
customer for this service and gradual extension i- planned as technology permits.

[t's another part of MCI's commitment to our customers,

INSURANCE

¢ True insurance that transfers rishk

o Coverage of any long distance careiers" tratfic

Industry efforts have been made to Tt fraud los< through <ervice guarantees that
funetion similarly to insurance coverace. However, these plans are limited to specific
carriers and require specific volume tralfic commitments,

MCI has a working relationship with an m-aranee broker. Henry Ward Johnson
& Company. Inec.: and a major insurance company for the introduetion of an
insuranee poliey which transfers fraud vi-k without these shortcomings. MCI does
not view insuranee as a sales tool. We want all one customers. no matter how many

carriers they may be using. to have maximom protection and mintmum loss.

FOR MORE INFORMATION, TALK TO YOUR MCI REPRESENTATIVE.

We'll work with vou in every way possible to veduce the risk of CPE-related fraud loss.
Through MCI Detect, MCI makes it< expertise on CPE-related fraud available to its
customers at no additional charge.

As an MCI customer. MCI Detect wilt helpvou plan and implement a fraud
prevention program tailored expresshy to vonr needs. We will keep vou abreast
of new developments. emerging technolosice~. Tresh ideas and
effective solutions. We'll do evervthing v o to hielp vou

make vour own program effective and co~t - 1hicient,

Telerommunications Frauwd Prooo.

[



;'orkmg wrth our customers and the mdustry srnce 198%

‘ :MCI has created a Iong hrstory oi Ieaders«htp in preventron

) ""Vdetectlon and |dent|’hcatron oftelecommumcatrons fraud

‘ v'lproblems Our goal is to assist’our customers in every way
| possrble When it comes to telephone fraud MCI has
zero tolerance
“MCI has played key rales in the apprehens'ion of fraud
perpetrators, impreving telecommunications security, and
in helping to develop fraud resistant systems. Sharing cur
xnowledge, skills 14 experience with aur customers, we
have helped <+~ vqe grganizations as .osuranee oot
panies, manot. ms, governmental jrgantzat
comp: ¢ hanks to stem this costiy Heo
MCH: iecommuui-
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