Hand-off procedures are described in Specification 200, Figure R-1. In a brief summation, the base
station computer/radio, called the base controller package (BCP), reports that it has detected the
transmission of a data message from a train's mobile radio station. Then the BCP's cluster controller,
CC (A), announces to other CCs that it is receiving train X, and CC (A) checks to see if another CC
controls train X. CC (B), currently controlling the train, tells CC (A) that it is controlling train X.
The two CCs check signal strength until the train is stronger in CC (A) territory. The CCs jointly
control the train until the train is completely in A’s territory. At this point CC (A) announces that it
is now the controller of train X. The procedures defined in the hand-off specification are typical of
other operations to be performed by the ATCS.

Matrix Element Evaluation The system developers have provided a considerable effort to detail
the hand-off procedure between base stations, cluster controllers, etc. The concern remains in how
the procedures are to be verified in real-world circumstances.

5.7.3 Protection from Threats

In a data communications system, a threat is any possible or conceivable intrusion into or against the
system which either disrupts operations or causes the system to act in a manner other than its
intended functionality. In terms of the railroad control system, a threat could be defined as anything
from tampering with a switching device to breaking into the system and generating false messages.
The threats may include deliberate intruders (like terrorists) or accidental ones (like careless
employees). To properly address the concern of threats the user must conduct a threat analysis,
evaluate each threat and then determine which threats need to be mitigated through
hardware/software design or through modified procedures.

The ATCS addresses threats through a variety of different methods. A “Security Threat Summary”
is contained on page 3-27 of Specification 200. Developers of the specification indicated that their
threat analysis showed a very low threat probability, and further investigation is not required.

Matrix Element Evaluation 4n ATCS threat survey has been conducted and potential solutions
are contained within the specifications. Completeness of the threat analysis in Specification 200
can not be determined from material available to ITS. A literature search did not reveal any
additional threat studies. Modeling of system performance and the potential impact of intrusions
into the ATCS network could indicate a need for a more detailed threat analysis.

6. CONCLUSIONS

The Advanced Train Control System is a development project of two railroad associations, the
Association of American Railroads and the Railways Association of Canada. The ATCS' purpose is
to provide enhanced control of train movement with a common set of operating procedures and
system performance requirements across all railroads in North America. The ATCS implements and
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automates the safe operating procedures, presently practiced by the railroads, to help railroad
personnel perform their responsibilities in a safe manner. The system specifications are intended to
allow open competition among all vendors, while ensuring compatible and interoperable operation

of the system components.

The ATCS, as a set of specifications, have been developed from a well-planned open forum of
railroad specialists, system designers, and equipment manufacturers. The ATCS follows established,
safe operating procedures to aid railroad personnel in their decision-making and actions in the
movement of trains. The ATCS uses techniques that have been well tested by other systems to ensure
the validity, accuracy, and timeliness of the data sent from the data source to the data receiver. The
ATCS conducts self-tests to determine equipment faults and provides a means to recover from the
failures. When the ATCS begins to fail, the system alerts the human operators of the conditions while
maintaining as much of the data communications as possible. The system operates in a fail-safe
manner, in the event the ATCS suffers a complete failure, operators and other components of the
system are notified and the decision-making control is yielded to human operators. Finally, the ATCS
will allow for expansion of capabilities as new technology or new operating techniques develop in the
years to come.

A collision avoidance system provides the means of detecting and preventing impending collisions
between vehicles. The ATCS has the ability to provide collision avoidance or positive train
separation between ATCS-equipped trains operating on ATCS-equipped track. The significant factor
in the statement is "ATCS-equipped", which can mean anything from a very limited implementation
of the ATCS to a full implementation. However, anything less than full implementation of the safety
features provided by the ATCS may not result in positive train separation.

Additional ATCS development effort is required, or at least desirable, in the following areas:

® The ATCS specifications implement safe railroad operating procedures through computer
and communication hardware and software to assist railroad personnel in following the
procedures. Those ATCS specifications which define all the steps required to carry out
the procedures are called control flows. Because of the complexity of the control flows
and because correct control flows are essential to safety, ITS recommends independent
modeling and validation of the ATCS control flows under a variety of operating scenarios
to ensure that the system functions as intended.

® Various railroads and railroad equipment manufacturers have implemented portions of the
ATCS or have conducted limited tests of the ATCS system components. A coordinated
effort is required to field test a full implementation of the ATCS safety features on a
section of track with typical environmental conditions. The results of the testing could
be used to further improve the control flows and system specifications. A more
comprehensive test should follow in a more severe environment, such as the Northeast
corridor or the Chicago hub. A pilot demonstration in the severe environment will build
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A press release on April 28, 1994, by the Union Pacific and Burlington Northern Railroads indicated
the start of a joint project between the two railroads to develop the Positive Train Separation system
with a pilot test program to be conducted on Union Pacific and Burlington Northern track in the
Pacific Northwest. The preliminary descriptions of the joint project provide insight as to the scope
of the effort. Many of the ATCS features will be retained with potential new ones added. The field
tests and migration experiences will provide much of the knowledge requested in the last two

confidence in the system capabilities as well as provide information to further improve the
system specifications.

A migration plan and a timetable for full ATCS implementation is needed. The migration
plan will allow for an orderly transition from present control systems to the ATCS. Itis
important that presently available safety features are not disabled while the ATCS is
installed. The present ATCS implementation plan allows railroads to adopt any level of
the ATCS they desire. As noted in the ATCS specification documentation, the ATCS will
be at the lowest capability of either the equipment or track at any instant. For example,
ATCS-equipped trains on non-ATCS equipped track will not provide ATCS safety;
neither will non-ATCS equipped trains on ATCS-equipped track. The implementation
timetable accounts for the acquisition of funding, the installation and testing of the ATCS
equipment, and training for users of the new system. The timetable should seek to
accommodate all railroads to encourage widespread use of the ATCS at its fullest safety

capability level.

recommendations listed above.
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Appendix 3
Background Note: PTC Criteria and Technological Alternatives

Chapter IV of this report describes the history of automatic train control (ATC) systems and
similar safety systems (ATS, ACS) in the United States. In general, the most active phase of
ATC installation coincided with high frequencies of intercity rail passenger service. A
variety of ATC systems continue to be employed in the United States and internationally.

The purpose of ATC is to stop the train or reduce its speed to the prescribed rate if the crew
member fails to acknowledge and/or obey the more restrictive indication within the
prescribed time. These and similar systems have long been recognized as necessary to assure
safe operations of trains at high speeds. Although this report uses PTC to describe a range
of technology that includes signal-based ATC and other systems, contemporary ATC systems
remain among the most capable alternatives to promote safety.

From a regulatory standpoint, requirements for train control in the United States are
presently based exclusively on speed. The speed provisions contained in 49 CFR § 236.0
(which require ATC, ATS or cab signals above 79 miles per hour) have remained unchanged
since being issued in 1947. Different speeds, both higher and lower, were suggested at the
time the order was being considered. During the interim years there have been
recommendations to both raise and lower the speeds. As this report was being finalized,
FRA received a petition for rulemaking from a rail labor organization that would require the
latter.

Train density has been suggested as an alternative criterion for deployment of PTC systems.
In fact, the number and temporal spacing of train movements is employed as an evaluation
criterion by FRA when railroads seek to discontinue signal systems of all kinds. Factors that
may be pertinent to PTC requirements include number and kinds of trains in a specific time
frame, as well as speed. Although density, as such, is not currently a regulatory criterion
for deployment of ATC or other positive train control technology, it is definitely a practical
consideration with respect to the cost effectiveness of more capable train control systems.
Recently, for instance, the Florida East Coast Railway installed a new ATC system on its
heavily used main line in Florida.

The signal and train control system characteristics required in Europe for speeds between 100
and 125 mph are broadly similar to the FRA requirement for speeds of 80 mph and over.
The principal difference is that in the U.S., all trains operating on a line equipped with cab
signals and/or ATC are required to meet the minimum requirements. In Europe, only high
speed trains are required to meet the minimum requirements. This distinction is without
meaning, of course, on those lines dedicated to very high speed passenger operation.
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New train control systems in Europe, Japan and North America make extensive use of
microprocessors. New applications for high speeds invariably provide for all or most of the
features of positive train control. However, technical approaches differ.

On the French TGV Atlantique Line, the train operator controls the train, relying on input
received from the cab signal system. Information for the cab signal system can be received
from up to 18 ac audio-frequency coded track circuits. Information from the cab signal
system includes the speed limit of the current block and the speed required by the end of the
following block. The TGV has an automatic braking system that stops the train when the
operator exceeds the speed limit.

In Germany, the ICE train utilizes computers for vital safety-critical information and control
elements of the automated control system. Three operational methods are available: (1) fully
automated speed control; (2) manual selection of speeds, allowing the speed control to meet
the preselected speed; and (3) full manual operation, utilizing control system information on
the console for guidance. Communication between the train and right of way is provided by
inductive loops in the gage of the track (a communication method also employed in Austria
and Spain).

European planners are working toward a network of high speed railroads that may eventually
utilize a common ATC system. The extent to which lower speed lines used for mixed
passenger and freight traffic might be affected by this development is not presently known.
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