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COMMENTS OF McCAW CELLULAR COMMUNICATIONS, INC.

McCaw Cellular Communications, Inc. ("McCaw")! hereby submits its
comments in support of the joint proposals of the Mobile and Personal Communications
Division of the Telecommunications Industry Association ("TIA") and the Cellular
Telecommunications Industry Association ("CTIA") for limited modification of Section

22.919 of the Commission’s Rules.? McCaw believes that adoption of the limited

! McCaw is a wholly-owned subsidiary of AT&T Corp.

2 See Joint Reply of the Mobile and Personal Communications Division of the
Telecommunications Industry Association and the Cellular Telecommunications
Industry Association, CC Dkt. No. 92-115 (filed Feb. 2, 1995) ("TIA/CTIA Joint
Reply"”). These comments are being submitted pursuant to the Commission’s Order,
(continued...)



revisions set forth by TIA and CTIA will retain critical safeguards against fraudulent
cellular usage while seeking to accommodate legitimate needs for alteration of cellular
telephone electronic serial numbers ("ESNs").

McCaw viewed adoption of new Section 22.919, which embodies previously
established Commission policy and practice, as an essential step in combatting cellular
fraud. McCaw accordingly opposed efforts to modify or undercut this rule in the
petitions for reconsideration of the Part 22 Rewrite Order.’ McCaw did observe,

however, that the Commission could resolve any uncertainties by "clarify[ing] that

%(...continued)
DA 95-402 (Mar. 2, 1995) ("Extension Order") in connection with the petitions for
reconsideration of the Report and Order in the above-captioned proceeding, 9 FCC Rcd
6513 (1994) ("Part 22 Rewrite Order"). McCaw understands that no additional
submission, as contemplated by the Extension Order, was made by TIA and CTIA, and
thus only proposals contained in the TIA/CTIA Joint Reply are the subject of these
comments. See Extension Order, § 4.

3 See Comments of McCaw Cellular Communications, Inc. on Petitions for
Reconsideration and Clarification, CC Dkt. No. 92-115, at 4-16 (filed Jan. 20, 1995)
("McCaw Reconsideration Comments"); Celltek Corporation Petition for
Reconsideration to Proposed Changes to FAR 22.919; Cellular Paging Systems, Inc.
Petition for Reconsideration; Petition for Reconsideration of C-Two-Plus Technology,
Inc.; Petition for Reconsideration of The Ericsson Corporation; Zachary Len Gibson
Petition for Reconsideration; Edwin G. Jones Petition for Reconsideration; MTC
Communications Petition for Reconsideration; Sound & Cell Petition for
Reconsideration to Proposed Changes to FAR 22.919; M.C. Stephan Petition for
Reconsideration; the Mobile and Personal Communications 800 Section of the
Telecommunications Industry Association Petition for Clanfication and
Reconsideration.



software and firmware upgrades to phones that are not associated with the ESN are
permitted. "
TIA and CTIA have suggested modifications to Section 22.919 that would:

(a) require that cellular mobile equipment receiving Type

Acceptance approval after July 1, 1995 comply with industry

authentication standards, and (b) allow manufacturers to transfer

ESNs in connection with normal repair and service upgrade

activities provided that (i) the unit’s original factory-set ESN is

utilized at all times to uniquely identify the unit, and (ii) if the

unit has been activated for service on a carrier’s system, any

transfer of an ESN assigned to that unit must take place at a

location owned and operated by the unit’s manufacturer.’
With respect to authentication procedures, McCaw continues to agree that such
protocols in fact eventually will play an important role in controlling cellular fraud.®
McCaw accordingly concurs in the recommendation that all cellular mobile transmitters
receiving type acceptance approval after July 1, 1995, be required to comply with
industry standards regarding authentication. At the same time, authentication alone is
not an adequate substitute for the limitations on ESN manipulation embodied in Section
22.919 -- which the TIA and CTIA joint proposal appears to recognize. This is the
case because some systems may lack the capabilities necessary to deploy the

authentication activities described by TIA and CTIA well into the future.

4 McCaw Reconsideration Comments at 15.

> TIA/CTIA Joint Reply at 4 (italics in original; footnote omitted). TIA and
CTIA contemplate that the manufacturer rights would extend to a manufacturer’s
commonly owned and controlled affiliates. Id. at 4 n.9.

6 See McCaw Reconsideration Comments at 15.



McCaw also does not oppose the revisions to the rule intended to permit
"manufacturers to undertake certain unit repair and upgrade activities without
compromising the effectiveness of the FCC’s anti-fraud rules."” The Commission
should ensure, however, that any exceptions to the general .prohibitions contained in
Section 22.919 on ESN alteration, transfer, removal, or manipulation must be both
carefully crafted and strictly enforced. As the Commission is well aware, as soon as
one loophole is closed, perpetrators of cellular and other telecommunications fraud find
another means to pursue their illicit activities. The Commission must ensure that any
revised rule section concerning ESNs does not somehow, regardiess of the intentions of
TIA and CTIA, open the door for fraudulent use of cellular phone service.

For the reasons stated above and in its earlier comments on the reconsideration
petitions, McCaw supports limited modification to Section 22.919 of the Commission’s

Rules as suggested by TIA and CTIA, but also urges the Commission otherwise to

7 TIA/CTIA Joint Reply at 7. For example, the United States District Court for
the Southern District of Texas recently issued a preliminary injunction (a copy of which
is attached) determining that emulation violates the Commission’s policies and enjoining
the defendants from emulating the ESNs of cellular telephones where Houston Cellular
Telephone Company is the carrier.



maintain the limitations on ESN manipulation due to their importance in Commission

and industry efforts to combat cellular fraud.

Respectfully submitted,

McCAW CELLULAR
COMMUNICATIONS, INC.

By: W"(/ d

Cathleen A. Massey

Vice President - External Affairs
McCAW CELLULAR
COMMUNICATIONS, INC.
1150 Connecticut Ave., N.-W.
4th Floor

Washington D.C. 20036

(202) 223-9222

April 3, 1995
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custon  Wioistes UBHTED STATES ORI COURT
/} SOUTHERN DISTRICT (F TEXAS
ENTERED
MAR 1 7 w005
HOUSTON CRLLULAR
TELEPRONE COMPANY, g Michast N. iy, Cien
L
wWrsus § CiVLACTION H.85617
|
JOIN C. NELION, Doing Business 33 Both $
Call Thne Cobuiar snd Action Calulss snd $
DANNY HART, Doing Business as §
Action Colluler and $
ACTION CBLI R AR RXTRNSION, Inc., §
Detondents. :
PERMANENT INFUNCTION
A Finding:.

2°d

Based on the stipulations and evidence, the court mules theve findingsc

John C. Nelson, Y., who hee done busness a3 Coll Time Colluinr and who i3 2
represstative of Astion Celiular Exteasiom, Inc., has engaged in the euwistios of
the clectronic verial aumbers of celiular telephones sinve August 9, 1994.

Drasiei K. Hant, w8 1 representative of Action Celluier Exvensions, (ng., hus eagagod
%&:Wdhmﬂmudﬂhmmm

Action Celluler Extenions, Inc., has sagaged o the smualstion of the siectronic serial
nunbecs of celiuiar telaphonss sinos Decswber 13, 1994,

On May 4, 1981, after aotice In the Federal Register, tho Federal Comwaicmions
Cornwuission issued the [nquiry ito the Use of the Bunds $25-345 Mz and T0-390
Mz fix Calluter Commmpucations Systens; and Amendment to Parts 3 and 22 of the
Coromission’s Rules Relative 10 Cellular Conamunications Systems. (88 F.CC. 24
469 (1981). It sdopred the technical specifications for cellular telephomes that oach
telephone have s uniqus dectrons sen) mumber. This order war poblidhed in the
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Fedarel Regivter on My 21, 1981 (46 Fed. Rag. 27655) with carrections on Sune 16,
1981 (46 Fed. Rag. 31617).

s. On September 9, 025.;88 in the Federal Register, the POC imued the

’iemgwnom Eggaggg
Gan?n& hoxv This FCC order was published in the Fedaral Reglster on
Novermber 17, 1994 (55 Fed. Reg. 59502).

6.  Houston Collviar has suffired Ureparable damage 25 2 consequence of dofsndants’

onmlation of the electronic serial sumbers of callulsr selephones for which it is the
cusrier. The defendunls’ sctions have deprived Foustoo Celliuder of monthly acoses
chargss wl uther per vait chagen its cuvtoants would owe for additions!
connections.

7. Abough the damege is describeble, Houston Colbolar cannot rebebly quantily it,

making the logal remedy inadoquate,

3 The acts of the defbndants are aralogeus 1o thelr kaving installed uneuthoriond acoess

to & cable telovision ntwork. This pracy injures the wiliity snd i3 lagitimate
CUMOMOTY,

9. gﬁiggi?gg sdversely sificted by

the restrictions this imjunction imposes ou Nelson ead Hart.

B. Conclusions

18 gﬁﬂgiggi in the Fedorel Regieter, and served

Sgln&%ﬁw. C. § 552(3)1). Ses also, Fed. Crop Ins. v.

3. Thess orders adopeed by the FOC constimate orders within the memting of § 4031(0)

(47 U.S.C. § 901(b)) of the Conmmmmioation Act of 1934.

3. Emlation of the elsciranic sarial ramibers of celiclar weinphones by Nelsoa , Hart, and

Action Collular Extensions, Inc., viokstes the two FCC orders.

4. Section 401() of the Communioation Act of 1934 expressly suthodizns injnctive

volie{ for & party njured by discbedience of sa FCC ordes. The prerecuisie of

i&ﬁggf%ge&gi s exprenly

sthorized by siatee. {ied Siases v. Hayes Ins'T 99. 5 ¥2d 1038, 1045 (5th

Cir. 1960, Greshaw v Windrush Partwers. 730 F 24 1417, 1423 (1118 Cie. 1084).

Eggﬁﬂgo&gﬁ Eggsg

this suandard, having found vt it ves in fhct  irveperably infurod by defendants” acte
w0
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of collutar talechones for which Houston Cellular s the carier.

2 ?gtngg&ago&zﬁ;&g
inckuding thoes selzad by the Unitad States Marshal and others in thelr possession o¢
within thelr acoesy

A All 8sts, filcy, records, or other sfbemation contsining nRENS,
sddreeses, or telaphone mumbers of eutites for whom they altered,
transferyed, eminted, or maripuisted the disctrouic serls? nexbess of
collular telephooes from Jaonmry 1, 1990, to March 18, 1995,

D Documents cwvinoing 8 business relation of tranmction with

B. A compiets eopy ofall dxis on any storage madium, tacluding pepw-
ign&%g?ﬁinﬂ
opeical, snd tape drives and RAM). Houston Cellule will roimbuswe
the dofindents for copying costs incurred in producing s hard copy.

3.  Withthe exception of Houston Colluler subscribers” servios orders or aoutracts, the
defeodunts wre eatitled 0 retain the originsls of those documents, providiag Houston
Celhular with photocopies. The defendaats mary retuin photocopies of the Fonstos
Celiutar subscribers’ service anders or contrats ouly for the purpose of assisting in
voenwilation. The defendants Wil susrender 10 Houmon Cellvinr sl photosoples st
E«nusuga of the re-ennslation or upon written request of Hounston'Cellulas.
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4.  This order doss not require that the defimdants prvoducs Ca+ Technology, Inc,
propristary information, equiprosit, o scccssaries s wty form.

S. Thisis s finel jodgment The coust retaing jurisdiceion 10 enforcs the injunction and
the smsiement om which X wose.

Signed March 13, 1995, at Houston, Texzs,

Lyw N Hughw
Usited States District Judge
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CERTIFICATE OF SERVICE

I, Robin Walker, hereby certify that I have caused a copy of the foregoing
Comments of McCaw Cellular Communications, Inc. to be served this 3rd day of
April 1995, by first class mail, postage prepaid, to the persons set forth below.

Michael F. Altschul, Esq.

Randall S. Coleman

Andrea D. Williams, Esq.

Cellular Telecommunications
Industry Assocation

1250 Connecticut Ave., N.W.

Suite 200

Washington, D.C. 20036

Grier C. Raclin, Esq.

Anne M. Stamper, Esq.
Gardner, Carton & Douglas
1301 K Street, N.W.

Suite 900, East Tower
Washington, D.C. 20005

A B Walku

Robin Walker




