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A Findings.
Based on the stipulations and evidence, the court malees thees Sedings:

1 Iolm C. Neloon, Jr., who has dene business a3 Cail Time Collulsr snd wiv is s
of Action Celluler xtensions, Inc., has eugaged in the emuletion of
the electronio swrial ourabers of osliulir telephenss sewe Augnst 9, 1994,

2. Deaiel K. Hast, a8 8 ropreseniative of Actios Coellulir Exaeasions, Ine., has engaged
in the cumintion of the slectyonic serigl members of cellular telsphocies since December
1S, 1994,

3. Acion Colilar Exnsions, Ina., has sagaged I the enuslation of'the dleatronis serla
‘manbers of celiuler telephonss sinec Dessndor 15, 1994, o

4. On May 4, 198}, sfter notice in the Federal Ragiswer, the Federsl Conpmuniomions
Wummmwahwmmum _
Miis for Comvemications Sysserns; and Amendment to Parts 3 and 22 of the
s;m‘;mu:r'« c-lducomd:rﬁu-m (ur‘c..‘c;g

1981). It adopted the technical apesifications far esliuler telephonss
ea.:mlm.mmmww This arder was published in the



Redaral Ragitter on May 21, 1981 (48 Fed. Rag, 27888) with corrections on June 16,
1981 (46 Pod. Reg. 31417),

On September 9, 1994, sfter notics (a the Pederal Rogister, the FCC issued the
Revision of Part 22 of the Cownission Rules Governing the Public Mubile Services
(9 FCC Rod 6513 (1994). This FCC order was published in the Feders! Register on
November |7, 1994 (59 Fed. Reg. 59502).

Houston Cellular hes euffered Ureparsble demage as & consequence of defendants’
omulation of the elestronic serial aumbers of celluler telephones fir which it is the
carrier. The defendants’ actioas have deprived Houston Cellular of moathly access
chargw wml uther per unit charges its customers weuld owe for additional
connections. :

Although the desmage is describeble, Howston Calluler cansot relisbly quantidy ¢,
making the lagal remedy inedequals.

The acts of the defindants are analogous to their having installed unexthorined access
to s cable televislea network. This pirecy injures the willity and ke legitimate
customers. -

- No unsepresemted third-party no? aay ¢iffises publlc interest is adversely affeoted by

the restrioriang this injuncton imposes ca Nelsoa snd Hart.

Conciutions,
The PCC arders wars reguiarty mads, published in the Federal Ragiater, and served

- on defendents by publication. $ U.S.C. § 553(:)(1). See aiso, Fed Crap Ina. v.

Merrtll, 332 U.S. 380, 384-83 (1947).

These orders adopeed by the FCC constitte orders withia the meaniag of § 401(b)
(47 U.5.C. § 401(0)) of the Commumivation Act of 1934,

Bundetion of the elestranic sarlel cumbers of celulier twelephones by Nelosn , Hart, and
mmm Inc., violsies the two FCC orders.

Sestion 401() of the Communioation Act of 1934 expremly astherises injunctive
relief for & pasty injured by dissbedionss of sa FUCT order. The prerequisiie of
irrepersble injury neod net be catablished whore sush injunetive relief is expromly
asthoriaed by statwe. Ubwited Sistes w. Mapues Int'? Corp., 415 P24 1008, 104S (Sth
Ciz. 1960); v. Windrwsh Partners, T30 724 1417, 1423 (11th Cl. 1984).
Although Hewston Celkular need only demonetrate thet it has besn iejuved t0 satisfy
this standerd, having found that it was in fuet ireperably injurcd by defindants’ acts
and in an amount not susceptible (o celculation, the court concludes that injunative
reiief is available at common law. :



C {nfunciien,

Based o these findings and conclusions, Joln C. Neison, Jr., Dandel X. Hart, and Action
Caiigler Extensions, Ine., sre enjoined permaneatly from smulating eloctroaic serial rumbers
of colluler telepbones for whish Houston Celhular is the carrier,

This restriction binds them and all thoss who may knowingly act in concert with them,
including employess, agents, and consumers.

1. Spesifically, the defindents are enjoined fom eitering, tranelirriag, eowlating of
masipuisting slectronic serial rumbers of cellular (elephones for whish ITousten
Caliuler is the carrier except in strict compliance with the FFC ordera.

2. The defondants shall produce immedistely to Housten Celivler thess dosumants,
including thaee selaed by the United States Marshal and others in their possession or
within thelr acoess:

A All fiste, files, records, or other indormation comainiag names,
m«mm«*h%ﬁqm
trasaferred, crmainted, or masipulsted s destronis serial sembers of
cellutar telephoncs flom Jarmary 1, 1990, to Massh 15, 1998,

B. All advertisementa, brochyres, or other doouments that sdvertised

services to the publlo for uteiang, tranafirring, emmisting, or
manipuleting the alestrenic serial nambers of celivlar talsphones.

C.  Docummmts in thelr posssesion thet identlfy other entities which offer
servioes to alter, trunsfer, eﬂhwmpdﬂeﬁnm“

numbers of celtuler telephonss.
D. Documents evincing & business relstion or tranmaction with
Technology, I0o.

B A-qlnmdd unqmm insloding papor~

) bosad, fieed-disk, and removebie-disk dats (hard, remevable, floppy,
opsiesl, and tape drives and RAM). Huvsten Cellular will reisnburss
wummwamﬁcmm

3. wum«mmwmm«mu
dafaderss are erwitied 10 retain the originals of thoss dosuments, providing Houston
Celivias with phatocopies. The defondssts ray retain photecopies of the Houstos
Caliular subscribers’ servics arders or contracts oaly for the purposs of assisting is
re-emulation. Ths dafendants will survender to Houston Celiular all phatosspies o
the completion of the ro-emulation or upos writtes request of Houston Calluler.

-3-



| 4 This order doss not require that the defimdancs produce C3+ Technology, [nc.
- propristary infarmation, equipment, o sccescries is any form.

o S.  Thisise fieal judgment. The court reteing jurisdiction to enfbree the injunction and
| o the sectlemant from which it wose.

Signed Marsh {5, 1993, st Houston, Texss.

oh-
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CRA:3jJj¢

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

.................................... X
NYNEX MOBILE COMMUNICATIONS COMPANY,
AFFIDAVIT
Plaintiff,
- against -
CELLULAR EMULATION SYSTEMS, INC.,
Defendant.
.................................... X

STATE OF NEW YORK )
)s8:
COUNTY OF NEW YORK )
| CAROL R. ABRAMSON, bkeing duly sworn, upon information and
belief, deposes and says:

I am the attorney for NYNEX MOBILE COMMUNICATIONS COMPANY
(“NYNEX Mobile”) herein and as such am fully familiar with the
facts and circumstances set forth herein.

I submit this affidavit in support of NYNEX Mobile’'s

' application for a temporary restraining order, a preliminary
injunction and ultimately, a permanent injunction barring

defendant from violating the FCC's BESN orders and for an order

pursuant to 28 U.S.C. 2201 (a) declaring that defendant cannot
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alter, transfer, emulate or wanipulate the ESNs of cellular
telephones in viclation of the FCC’s ESN Orders.

NYNEX Mobile is licensed by the Federal Communications

Commission (“*FCC~”) to be a cellular t:cléphono carrier in certain
geographic regions including the State of New York.

CELLULAR EMULATION is not licensed by the FCC to be a
cellular telephone carrier.

Defendant is engaged in the ©process of altering,
manipulating or emulating the Electionic Serial Numbers on
cellular telephones in violation of the FCC’s ESN Orders.

A cellular telephone is a wireless transmitter and receiver
that allows a person to place and receive telephone calls without
being connected directly to the wire-lined telephone system.

The Electronic Serial Number (“ESN*) is a 32 bit binary
number that uniguely identifies a cellular mobile transmitter to
a cellular system. It is separate and distinct from the phone’s
10-digit telegaaqga:umber. One purpose of the ESN in a cellular

S \DEEMEY THE CEUBLAE TELEPRONLS,)
telephone is{similar to the Vehicle Identification Number in an
automobile; Specificall&, it uniquely identifies the equipment
to assist in recovery, if it is stolen. More importantly, the

ESN is designed to identify an authorized subscriber and enable

NYLD$O0L\2866-2
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cellular licensees, like NYNEX MOBILE, to authorize system usage

and to properly bill for calls made to and from a cellular
telephone.

The alteration of a cellular telephone’s ESN allows a person
to simulate the signal of a differenﬁ cellular telephone. This
process, called emulation, allows one ;ellular phone to emulate,
or imitate, another cellular phone. This allows a person to make
a call on one cellular telephone while actually charging the call
to another. Alteratrion of an ESN facilitates fraudulent and
unauthorized cellular calls. An unauthorizcd user of a cellular
phone that has an altered ESN can maﬁe numerous loczxl and long
distance calls and have the charges billed to a totally
unsuspecting cellular customer. Alternatively, ESN alteration
enables one cellular phone to emulate another cellular phone
beyond the detection abilities of cellular licensees. This
enables a customer to use more than one telephone for the same
telephohe number, thereby avoiding monthly access charges charged
by NYNEX MOBILE and other 1licensees. By altering an ESN, a
customer‘can fraudulently avoid paying the monthly access charge
for multiple cellular phones, resulting in a significant loss of

revenues toc NYNEX MOBILE.

WYLDEO1\1866-1
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As more fully described in the affidavit of John F. Talt.
(annexed to the Complaint as Exhibit “A”), CELLULAR EMULATION has
been engaged in the unauthorized practice of altering,
transferring, emulating, or manipulating the ESN of cellular
telephones to emulate other phones subscribed to NYNEX MOBILE.
Specifically, at the beginning of May 1995, for the sum of
$289.95, Alan Gedachian, President of CELLULAR EMULATION altered
an ESN on a cellular phone to emulate a NYNEX MOBILE subscribed
phone.

FCC REGULATIONS

On May 4. 1981, the FCC released an Order entitled *“An
Inquiry Into the Use of the Bands 825-845 MHz and 870-890 MHz for
Cellular Communications Systems; and Amendment of Part 2 and 22-
of the Commission’s Rule Relative to Cellular Communications
Systems,” 86 F.C.C.2d 469 (1981) in which it, among other things,
adopted technical specifications for the wuse of cellular
telephohes, including a requirement that éach phone have a unique
ESN. See 86 F.C.C.2d at S08 & n.78, 573, and 593. This FCC
Order (the “"Eirat ESN Order”) was published in the Faderal
Register on May 21, 1981 (46 Fed. Reg. 27658) with corrections on

June 16, 1981 (46 Fed. Reg. 31417.) A copy of this First ESN

NYLDS02\1866-1
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Qrder is attached to the Complaint as Exhibit “B.” 0On September
9, 1994, the FCC released an Order entitled “Revision of Part 22
of the Commission Rules Governing the Public Mobile Services.”
This FCC Order (the *“Sacopd ESN Oxder”) was published in the
Federal Register on November 17, 1994 (SS9 Fed. Reg. $9502). (The
Eixsc ESN Order and Sagopnd ESN Order are collectively referred to
herein as the ESN Orders.) A copy of the Second ESN Ordexr is
attached to the Complaint as Bxhibit “C.*

In response to an FCC Notice of Proposed Rule Making,
released June 12, 1992, 7 F.C.C. Rcd. 3658, and published in the
Federal Register July 1, 1992 (57 Fed. Reg. 29260), C2+
Technelogy, a company that altered ESNs, requested the FCC to
amend the Commission‘s rules and allow companies to market
ancillary cellular eguipment that emulates ESNs for the purpose
cf allowing more than one cellular telephone to have the same
talerhone number. Sgg paragraph 67 of the second ESN Order,
Exhibit “C” to the Complaintt

The FCC specifically rejected the proposed amendment of the

emulatory. The Commission wrote:

“Further, we conclude that the practice of altering cellular
phones to “emulate” ESNs without receiving the permission of
the relevant cellular licensee should not be allowed because
{1) simultaneous use of cellular telephones fraudulently
emitting the same ESN without the licensee’s permission

NYLDSO1\2066-2
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could cause problems in some cellular systems such as
erronecus tracking or billing; (2) fraudulent use of such
phones .without cthe 1licengee’'s permission could deprive
cellular carriers of monthly per telephone revenues to which
they are entitled: and (3) such altered phones not
authorized by the carrier, would therefore not fall within
the licensee’s blanket license. and thus would be unlicensed
transmitteras in violaticon of Section 303 of the Act.”

See paragraph 60 of the Second ESN Order, Exhibit *C” of the
complaint.
The Commission further concluded:

*Nevertheless, with regard to existing eguipment, we
conclude that cellular telephones with altered ESNs do not
comply with the cellular system compatibility specification'
and thus may not be considered authorized equipment under
the original type acceptance. Accordingly, a consumer’'s
knowing use of such altered equipment would violate our

rules. HWe further helieve that any individual or company

See paragraph 62 (emphasisg added).

In conclusion, in its Sacond ESN Order. the FCC clearly
stated (1) use of altered cellular telephones constitutes a
violation of both the Communications Act of 1934, as amended, and
the Firet ESN Order as codified in Commission rules, and (2) any
company that knowingly alters cellular telephones is "aiding in

the viclation of our (FCC) rules."

. ! Sme previous 47 CFR 522.915, which became new 47 CPR 322.933, adopted in the

Second FSN Order.

NYLDSO1\1366-1
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Purguant tq 27)U.S.C. §401(b) and Rule 65(b) of the Federal
Rules of Civil Procedure, NYNEX Mobile seeks a temporary
restraining order from the court asking the court (1) to enjoin
defendant from altering, transferring, emulating or manipulating
the ESNg of cellular telephones and (2} that all records,
computer disks, and other Iinformation <c¢oncerning altered
telephonas be preserved in their current state. As shown by the
complaint affidavits and evidence attached hereto and
incorporated herein, NYNEX Mobile would show immediate and
irreparable injury will occur to NYNEX Mobile if an order
enjoining defendant from altering, transferring, emulating or
manipulating the ESNs is not granted. Specifically, as shown by
the affidavit of Gary Suteliffe, Project Manager - Technology of
NYNEX Mobile, NYNEX Mobile would show that it has no way of
monitoring altered telephones and will continue to suffer
fraudulent and unauthorized use of air time and theft of air time
unless this order is granted. Furthermore, without records from
defendant indicating the names of customers who have received
altered ﬁelephones NYNEX Mobile does not have a way to monitor
the unauthorized use of cellular telephones or notify specific
customers that they are using cellular telephones in an
unauthorized manner. NYNEX Mobile would show that it has no way
of monitoring altered telephones and will continue to suffer
fraudulent and unauthorized use of air time and theft of air time

unlegs this order is granted. Furthermore, without records from

- 7 =
NYLDEO1\1866-1
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defendants indicating the names of customers who have received
altered telephones, NYNEX Mobile does not have a way to monitor
the unauthorized use of cellular telaphones or notify specific
customers that they are using cellular telephones in an

unauthorized manner.

In addition, 47 U.S.C. §401(b) states:

"(b) If any person fails or neglects to obey any order
of the Commission other than for the payment of money,
while the same is in effect, the Commisgion or any
party injured thereby, or the United States, by its
Attorney General, may apply to the appropriate district
court of the United States for the enforcement of such
orxrder. I1f, after hearing, that court determines that
the order was regularly made and duly served. and that
the person is in disobedience of the same, the court
shall enforce obedience to such corder by a writ of
injunction or other proper process, mandatory or
otherwise, to restrain such person or the officers,
agents, or representatives of such person, from further
disobedience of such order, or to enjoin upon it or
them ocbedience to the same."

In South Central Bell Telephopne Company v. Touisiana Public
Service Commisgion, 744 F.2d 1207 (Sth Cir. 19$84) vacated on

other grounds 106 S.Ct. 2284, the Fifth Circuit, interpreting

§401 (b)), stated:

"Under §401(b), a party seeking enforcement o¢f an FCC
declaration may obtain an injunction upon a {inding
that (1) the declaration is an FCC "order" within the
‘meaning of the Act, (2) the order was regularly made
and duly served upon the defendant, (3) the defendant
is in disobedience of the oxder, and (4) the party
seeking the injunction has Ybeen injured by cthe
defendant's disobedience."”

Id. at 1114-111S.

NYLOS03\1866-1
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An FCC declaration 1s an "order," if the “agency acts in
- accordance with its legislatively delegating rule wmaking
authority" and intends it to be binding on all applicable
persons. Id. at 1115, On their face, the ESN OQOrders are
“orders" prohibiting individuals, iptar alia, from using cellular
phones with altered ESNs or from altering ESNs in cellular
phones.
In order to show that an order was duly served, the Fifth

Circuit has stated:

"Thus, the requirement of "due service" is met if the
defendant in a §401(b) proceeding received notice
legally sufficient to make the order enforceable.
Under the APA [Administrative Procedures Act], a rule
is enforceable once it is published in the Fedaral
Regigter, S5 U.sS.C. §552(a){(l). The Supreme Court has
held that appearance of a rule in that publication
constitutes legal notice to the general public.”

14, at 1119 (cites omitted). The FCC adopted the ESN Qrders
pursuvant to lawful notice and rule making proceedings under the
APA, and the referenced ESN Oxders were published in the Federal

'~ Register.

NYNEX Mobile, through the affidavits. and Exhibits attached
herq:o and incorporated herein, has shown that the defendants
have violated "orders" of the FCC which have been "duly served"
upon the dJdefendanta. Because NYNEX Mobile has been injured by
defendant's disobedience, it  is entitled to a temporary

restraining order prohibiting the altering, transferring,

. NYLDSO1\1866-1
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emulating or manipulating of ESNs of cellular telephones and

@ enjoining defendant from altering or destroying any records

relating to the altering, emulating, transferring or manipulating

of ESNs.

In early 1995, Houston Cellular Telephone Company brought an

action virtually identical to this one against two ESN emulators.

The action, Houaton Cellulax Telephone Company v, John C. Nelson,

et al, (Civil Action H-95-617) was brought in the United States

District

Division.
22.

permanent

follows:

NYLDSO1\1866-1

Court

for the sSouthern Diatrict of Texas, Houston

The Court, by order dated March 15, 1995, granted a

injunction (annexed hereto as Exhibit "E®) holding as

C'B.

Conclusions.

The FCC orders were regularly made, published in
the Federal Register, and served on defendants by
publication. 5 U.S.C. §SS2(a) (1). See also.,
FPed. Crop Ins v Meryitt, 332 U.S. 380, 384-85
(1947) .

These orders adopted by the FCC constitute orders
within the meaning of §401(b) (47 U.S.C. §401(b))
of the Communication Act of 1934.

Emulation of the electronic serial numbers of
cellular telephonas by Nelson, Hart, and Action
Cellular Extensions, Inc. [defendant emulators]
violates the two FCC orders.

Section 401(b) of the Communication Act of 1934
expressly authcorizes injunctive relief for a party
injured by disocbedience of an FCC orderx. The
prerequisite of irreparable injury need not be

- 10 -
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established where such injunctive relief i3
- expressly authorized by statute. Upnited States v.
N 415 F.2d 1038, 1045 (Sth Cir.
1969); Gresham v, Windrmush Partpners, 730 F.2d
1417, 1423 (lith Cir. 1984}). Although Houston
Cellular need only demonstrate that it has been
injured to satisfy this standard, having found
that it was in fact irreparably injuraead by
~ defendants' acts and in an amount not susceptible
to calculation, the court concludes that
injunetive relief is available at common law."

NYNEX Mobile asks the court to set a date, within ten
(10) days of the signing of the temporary restraining order, for
hearing on the preliminary injunction. At the same time, NYNEX
Mobile asks the court to order defendant to produce certain
records relating to the altering, transferring, emulating or
manipulating of cellular telephones, the servicing of clients,
and/or responses to inquiries about such altering, transferring,
emulating or manipulating on cellular telephone to the court for
in camera inspection and safekeeping. In particular, plaintiff
asks for the following records:

1. All lists, fileg, records or other information
containing names, addresses and/or telephone numbers of
individuals or entities for whom defendant altered,
transferred, emulated or manipulated the electronic
serial number of cellular telephones from January 1,
1990 to the present.

- 2. All advertisements, brochures or other documents which
* advertised services defendant provide to the public for

altering, transferring, emulating or manipulating the
electronic serial number of cellular telephones.

NYLDSO1\1866-1



Ja= LTI owioe

JUL-26-1995 14:@1 FROM NMCC BENSCHOP OR ARCURI N TO 12924529133 P.22

3. Documents in defendant's possession which identify
other individuals or entities which provide services
which alter, transfer, emulate or wmanipulate the
electronic serial numbers of cellular telephones.

4. Documents which evidence any previous or current
business relationship or dealings with the entity C2+
Technology.

Furthermore, after the preliminary injunction hearing, NYNEX
Mobile asks for a trial at the earliest possible setting in order
to paermanently enjoin defendant from (1) altering, transferring,
emulating or manipulating the ESN on cellular telephones, -~ (2)
altering or destroying any record that relates to the altering,
transferring, emulating or manipulating of cellular telephones,
or the servicing of clients or responses to inquiries about such
altering, transferring, emulating or manipulating on cellular

telephones. .

REQUEST FOR _DECLARATORY RELIEF PURSUANT TO 28 U.S.C, 2201 ET SEQ,
Additionally, pursuant to 28 U.S.C. 2201(a), NYNEX Mobile
seeks a judgment from this court declaring the rights and
obligations of NYNEX Mobila and the defendant. Specifically,
NYNEX Mobile asks the court to declare:
a, Defendant's altering, transferring, emulating or
manipulating ESNs8 is a violation of the FCC's ESN
Qrdexs and regulations and aids and assists others in
violating the FCC's RSN QOrders and regulations.

- 12 -
NYLDSO1\1866-1
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The use of emulated or altered telepheones ijis a

viclation of the FCC's ESN QOrders and regulations.
NYNEX Mobile has the right and the obligation to

determine the names of all customers who have had their
cellular telephones altered, transferred, emulated or
manipulated so as to advise and notify the customer
that the use of altered, transferred, emulated or
manipulated telephones is a violation of the FCC's ESN
Orders and regulations,

Defendant has no right to azlter, transfer, emulate or
manipulate cellular telephones of NYNEX Mobile

customers.

Plaintiff’s request for injunctive relief complies with all

the requirements of this court for an injunction:

a)

the summons and complaint annexed hereto demonstrate

clearly that defendant violated the ESN Orders:;

b)

there is no adequate remedy at law since plaintiff’'s

damages are not calculable; and

c)

there is every likelihood of success on the merits as

both the PCC and the courts have held that the alteration of

ESN numbers is a violation of law.

No prior application for relief has been made herein.

wYLDSO1\1866-1
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For the foregoing reagons plaintiff respaectfully request
that defendant, CELLULAR EMULATION SYSTEMS, INC., be enjoined
from altering, transferring, emulating or wmanipulating the ESNs
of cellular telephones and altering or destroying any records,
computer disks, and other informacion that relates to the
altering, transferring, emulating or manipulating of cellular
telephones or servicing of clients or responses to inquiries
about such altering, transferring, emulating or manipulating on

cellular telephones.

+ Dated: New York, New York

June S, 1998

CAROL R. ABRAMSON (CRA-2144)
Sworn t¢o before me this
5t day of June 1995

WS, debl

J NOTERY PUBLIC

JOWN J. COLLINS
Notary Public. State of New York
NO. 01005037445
“aancd i gusens County
Coil viae LGe In Mew York Cosmly
Commission Expirss Docember 27, 19,

- 14 -
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK
NYNEX MOBILE COMMUNICATIONS COMPANY,
Plaintiff,
- against -

CELLULAR EMULATION SYSTEMS, INC

=7

Defendant.

MEMORANDUM OF LAW
OF PLAINTIFF,
NYNEX MOBILE COMMUNICATIONS COMPANY

CAROL R. ABRAMSON, ESQ.

Attorney for plaintiff

NYNEX MOBILE COMMUNICATIONS COMPANY
1095 Avenue of the Americas

New York, New York 10036

(212) 395-0198



PRELIMINARY STATEMENT
Plaintiff submits this memorandum of law in support of NYNEX
Mobile’s application for a temporary restraining order, a
preliminary injunction and ultimately, a permanent injunction
barring defendant from violating the FCC’s ESN orders and for an
order pursuant to 28 U.S.C. 2201 (a) declaring that defendant
cannot alter, transfer, emulate or manipulate the ESNs of

cellular telephones in vioclation of the FCC’s ESN Orders.

STATEMENT OF FACTS

NYNEX Mobile is 1licensed by the Federal Communications
Commission (“FCC”) to be a cellular telephone carrier in certain
geographic regions including the State of New York. CELLULAR
EMULATION is not licensed by the FCC to be a cellular telephone
carrier.

Defendant is engaged in the ©process of altering,
manipulating or emulating the Electronic Serial Numbers on
cellular_;elephones in violation of the FCC’s ESN Orders.

A cellular telephone is a wireless transmitter and receiver
that allows a person to place and receive telephone calls without

being connected directly to the wire-lined telephone system.

NYLDS01\2105-1



The Electronic Serial Number (“ESN”) is a 32 bit binary
number that uniquely identifies a cellular mobile transmitter to
a cellular system. It is separate and distinct from the phone’s
10-digit telephone number. One purpose of the ESN in a cellular
telephone is to uniquely identify the cellular telephone similar
to the Vehicle 1Identification Number in an automobile.
Specifically, it uniquely identifies the equipment to assist in
recovery, if it is stolen. More importantly, the ESN is designed
to identify an authorized subscriber and enable cellular
licensees, like NYNEX MOBILE, to authorize system usage and to
properly bill for calls made to and from a cellular telephone.

The alteration of a cellular telephone’s ESN allows a person
to simulate the signal of a different cellular telephone. This
process, called emulation, allows one cellular phone to emulate,
or imitate, another cellular phone. This allows a person to make
a call on one cellular telephone'while actually charging the call
to another. Alteration oflan ESN facilitates fraudulent and
unauthorized cellular calls. An unauthorized user of a cellular
phone that has an altered ESN can make numerous local and long
distance calls and have the <charges billed to a totally

unsuspecting cellular customer. Alternatively, ESN alteration
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enables one cellular phone to emulate another cellular phone
beyond the detection abilities of cellular 1licensees. This
enables a customer to use more than one telephone for the same
telephone number, thereby avoiding monthly access charges charged
by NYNEX MOBILE and other licensees. By altering an ESN, a
customer can fraudulently avoid paying the monthly access charge
for multiple cellular phones, resulting in a significant loss of
revenues to NYNEX MOBILE.

As more fully described in the affidavit of John F. Talt,
(annexed to the Complaint as Exhibit “A”), CELLULAR EMULATION has
been engaged in the unauthorized practice of altering,
transferring, emulating, or manipulating the ESN of cellular
telephones to emulate other phones subscribed to NYNEX MOBILE.
Specifically, at the béginning of May 1995, for the sum of
$289.95, Alan Gedachian, President of CELLULAR EMULATION altered

an ESN on a cellular phone to emulate a NYNEX MOBILE subscribed

phone.
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ARGUMENT
ECC Regulations

On May 4, 1981, the FCC released an Order entitled “An
Inquiry Into the Use of the Bands 825-845 MHz and 870-890 MHz for
Cellular Communications Systems; and Amendment of Part 2 and 22
of the Commission’s Rule Relative to Cellular Communications
Systems,” 86 F.C.C.2d 469 (1981) in which it, among other things,
adopted technical specifications for the wuse of cellular
telephqnes, including a requirement that each phone have a unique
ESN. See 86 F.C.C.2d at 508 & n.78, 573, and 593. This FCC
Order (the *“First ESN Order”) was published in the Federal
Register on May 21, 1981 (46 Fed. Reg. 27655) with corrections on
June 16, 1981 (46 Fed. Reg. 31417.) A copy of this First ESN
Order is attached to the Complaint as Exhibit “B.” On September
9, 1994, the FCC released an Order entitled “Revision of Part 22
of the Commission Rules Governing the Public Mobile Services.”
This FCC__Order (the “Second ESN Order”) was published in the‘
Federal Register on November 17, 1994 (59 Fed. Reg. 59502). (The

Fixst ESN Order and Second ESN Order are collectively referred to
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