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Department of Defense May 30, 1996

Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Matter of

Implementation of Local Competition CC Docket No. 96-98
Provisions of the Telecommunications
Act of 1996

)
)
)
)
)

The Secretary of Defense, for the Department of Defense
and as Executive Agent of the National Communications

System!, through duly authorized counsel, pursuant to

1Executive Order 12472, “Assignment of National Security and Emergency Preparedness Telecommunications
Functions”, April 3, 1984, (49 Fed. Reg. 13471, 1984), established the National Communications System (NCS), which
consists of an administrative structure involving the Executive Agent, Committee of Principals, Manager, and the
telecommunications assets of the Federal organizations which are represented on the Committee of Principals. Section
1(e) of Executive Order 12472 designates the Secretary of Defense as Executive Agent of the NCS. By direction of the
Executive Office of the President, the NCS member organizations (which are represented on the Committee of
Principals) are: Department of Agriculture, Central Intelligence Agency, Department of Commerce, Department of
Defense, Department of Energy, Federal Emergency Management Agency, General Services Administration,
Department of Justice; National Aeromautics and Space Administration; the Joint Staff;-Department of State, Department
of Transportation, Department of Treasury, U.S. Information Agency, the Department of Veterans Affairs, Department
of Health and Human Services, Department of the Interior, National Security Agency, the National Telecommunications
and Information Administration and the Nuclear Regulatory Commission. The Federal Communications Commission,
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Section 201 of the Federal Property and Administrative
Services Act of 1949, 40 U.S.C. Section 481, and the
Memorandum of Understanding between the Department of
Defense and the General Services Administration dated
November 27, 1950, hereby files these reply comments in
response to the above captioned notice. DOD also supports
the separate reply comments filed by General Services

Administration in response to this Notice.

I. Security and Reliability
Should be Fundamental Considerations
The Department of Defense, and those other Federal Agencies
that make up the Nat:onal Communications System, wish to strongly
reiterate our belief that risks to network reliability and harm
to the network should be fundamental considerations in any
interconnection rules set by the Commission. A number of other

parties who filed comments in this Notice of Proposed Rulemaking

the United States Postal-Service and the Federal Reserve-Board-also participate in the-activities of the NCS. The vast
majority of the telecommunications assets of these 23 organizations are leased from commercial communications
carriers and serve the National Security and Emergency Preparedness (NS/EP) needs of the Federal government as well
as State and local governments.
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expressed a similar belief. The Florida Public Service
Commission included “possible degradation of network quality and
reliability” and “network security” in a list of factors
important in determining what constitutes a technically feasible
point of interconnection within an incumbent LEC network. This
was echoed by other state commissions, the USTA, incumbent Local
Exchange Carriers and others from diverse segments of the
industry.

This is one of the bedrock principles most comménts appear
to agree on. We believe it is because they recognize that the
telecommunications infrastructure is critical to the safety and
welfare of our Nation’s citizens and risks to network reliability
could have an adverse effect on national security. For example:

- The telecommunications infrastructure provides national
security and emergency preparedness (NS/EP) communications
capabilities which enable a local emergency medical service to
respond to an E-911 call, facilitate a coordinated emergency
response to a regional disaster, or ensure that the President has

immediate access to any telecommunications services he requires,
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anytime, any place.

- Other critical national infrastructures rely on the
availability and reliability of telecommunications services and
this dependency will increase as more sophisticated information
and communications technologies are deployed. For example,
telecommunications services are essential for financial services,
such as funds transfers and point of sale transactions. They are
key to command and control systems that are part of our national
power distribution network. And, they are integral to our
transportation systems like air traffic controcl. Our national
economic security depends on the availability and reliability of
these infrastructures, which, in turn depend on the high degree
of reliability that »our telecommunications networks have
heretofore afforded.

Today'’'s sophisticated telecommunications services, and those
of the future are made possible by the interaction of hundreds of
computers and databases. To the extent that one of these is
corrupted or fails to function correctly, the reliability of the

telecommunications service could be impaired. A study has been
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performed by the National Communications System and the
President’s National Security Telecommunications Advisory
Committee (NSTAC) on the security of the Public Switched
Network.? This study has shown that the interconnected nature of
the systems that make up the Public Switched Network, and the
trusted relationships that exist between these systems, make the
security of each part of the network dependent on the security of
the other parts. This study has also shown that the
telecommunications network is a favorite target of the “hacking”
community. Often hackers are able to exploit weak links or
substandard security in one portion of the network in order to
gain access to other portions to cause mischief, obtain financial
gain or damage network components. The telecommunications
companies have worked hard to identify and correct such weak
links in their systems. As a result, it is critical that all
service providers understand the need for security in their

networks and its importance to reliability of the whole network.

2  Copies of this study are available through the NCS or undersigned

counsel.
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These issues are truly national in scope and we urge the
Commission to include a strong statement addressing network
security and reliability when it issues its interconnection
guidance. These are core considerations which should be
addressed at the national level. In reading the comments of
state commissions filed in this NPRM, several clearly stated that
they too believe these issues deserve consideration and have
included them in state rules for interconnection. But others did
not address the subject. These issues are simply too important
and have too many national ramifications to leave to a state by

state approach.

III. Security and Reliability Issues
Are A Legitimate Focus of Commission Attention.
The Texas Office of Public Utility Counsel urged the
Commisgion to be " generally suspicious of claims that
interconnection for unbundled elements or exchange of local

traffic will harm the integrity of the incumbent LECs network.”
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In support of this statement, the Counsel noted that “Thousands
of networks are already interconnected in the United States. The
networks of IXCs, LECs, Cellular Carriers, and others, are
currently connected and they are handing-off traffic to one
another on a daily basis. Engineers know how to do these things
and claims about harm to the integrity of the network will most
likely stem from anti-competitive considerations.” This
sentiment was echoed by other parties.

Counsel is correct in her belief that sometimes such
concerns may stem from anti-competitive considerations. However,
there are many instances when legitimate issues of network
security and reliability are clearly at stake and should be given
careful and thoughtful consideration by the Commission.

There are many points of interconnection and unbundling of
networks elements which have been tried and tested over the last
decade or so. Clearly, network engineers have been able to make
these interconnections work without harm to the network.

However, when the architecture and components of today’s

telecommunications infrastructure were designed, the level and
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extent of interconnection set forth in the Telecommunications Act
of 1996 was not envisioned.

For example, the SS7 architecture was designed with the
expectation that access to critical components would be limited.
As such, i1t is not currently partitioned in a fashion that will
accommodate access by multiple providers without jeopardizing the
security of those components. Consequently, before access to
such critical network elements is approved, there should be
assurances that those connecting to such elements have taken
appropriate measures to protect those elements from inappropriate
access There are many excellent suggestions in the comments on
how best to accomplish this and other new and innovative forms of
interconnection and unbundling.

We are not suggesting that security and reliability be used
as a mantra to erect a protective wall to slow down or hinder the
development of a more competitive marketplace. We simply want
these concerns to be clearly and carefully included in the
balance of decision making on interconnection and unbundling of

network elements. As one other party noted, they should not be
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“casually” dismissed.
1V. Guidelines Must be Flexible

Interconnection and unbundling of network elements can have
a positive effect. As the Network Reliability Council indicated,
“. .increased interconnection can actually improve network
reliability from the end users’ perspective by providing more
opportunities for mutual aid and alternative routing.” They went
on to note the downside stating that “the increasing number of
telecommunications service providers and interconnected network
configurations could make network reliability problems more
difficult to solve. There was concern, as well, that there could
be greater difficultv in identifying and isolating network
problems to the responsible element or entity so it could be
remedied while not affecting other parts of the network.

The Network Reliability Council urged the Commission to
allow enough flexibility in its guidelines to allow incorporation
of future recommendations on reliability issues from the newly
renamed Network Reliability and Interoperability Council (NRIC).

We encourage the Commission to do this. The NRIC could be very

10
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helpful in providing more concrete recommendations on
reliability. 1In a similar vein, we encourage the Commission to
incorporate future recommendations from independent standards
bodies on development of security standards.

A strong Commission guideline incorporating security and
reliability considerations into the interconnection and
unbundling process is of critical importance. However, we do not
expect the standards to remain static and feel it is important to
build flexibility into whatever approach the Commission decides
to take in setting its interconnection rules.

Respectfully submitted,

L SO

Rebecca S. Weeks, Lt Col, USAF
Office of Regulatory Counsel
Telecommunications, DoD

(703) 607-6096

éw/aynfe Smgg

Chief Regulatory Counsel,
Telecommunications, DoD

Defense Information Systems Agency
701 S. Courthouse Road
Arlington, VA 22204

11
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