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largest business customers would be able to enjoy the one-stop-shopping benefits of the

integrated marketing of basic and enhances services- because "[a]pplying a prior

authorization rule for other than the largest customers likely would require a SOC to

establish separate enhanced and basic service marketing forces for those customers. If

a customer has restricted CPNI, whether through action or inaction, then for basic

services that customer must deal with "network-services-only" personnel, i.e., those

with no involvement with enhanced service marketing or sales, because only those

personnel are pennitted under the Commission's (FCC's) CPNI rule to have access to

restricted CPNI.· GTE-SW argued in comments that the proposed rule would require

separate marketing channels for supplemental services in direct conflict with FCC

orders. They further argued that the "increase in cost and the administrative burden

created would make the provision of these services unattractive to GTE-SW and other

LEes. LEes operating only in Texas may not choose to offer the service at all, while

LEes with multi-state operations may shift investments to other states which encourage

the introduction of new services.· SWBT stated that the rule would "effectively

eliminate the residence and business product promotion centers, the direct marketing

center, and service centers (business offices) as viable sales channels and/or sales

agents for 'supplemental services' in the state of Texas." SWBT also stated that multi

line business customers would get two ballots under the rule - the FCC's and the

state's.

The commission concurs with the FCC's federal policy goal of pursuing an

"economically efficient and technologically advanced telecommunications

infrastructure.· However, the LECs' assertion that the FCC preempted this

commission's prior authorization rule is misleading. The FCC preempted prior

authorization requirements where such prior authorization was necessary before the
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BOCs could release information to its own personnel marketing enhanced services.

The FCC correctly concluded that such prior authorization would be practicaJly

impossible without separate marketing personnel for basic and enhanced services since

the LEe would already have effectively released the information to all personnel by

virtue of its daily basic service operations. The intent of Texas's proposed rule was to

restrict LEe release of customer-specific CPNI to third parties, but also to restrict the

use of such information by LEe personnel marketing supplemental services.

Accordingly, the rule has been revised to clarify that the use of such information by

LEC personnel is restricted. The rule has been further amended to provide exceptions

to the prior authorization requirements should a residential customer contact the LEC

and request information about supplemental services. thereby encouraging "one-stop

shopping benefits" at the customer's request. The rule does not expressly or effectively

require any separate marketing centers or personnel in order for the LEe to market

supplemental services, but rather restricts the LEe's use of customer-specific CPNI to

do such marketing. The LEe can offer information on supplemental services to any

subscriber, at any time, using any marketing method, and any LEe personnel provided

they do not use customer-specific CPNI to do so without prior authorization. What the

rule expressly prohibits is for the LEe to use customer-specific CPNI for direct and

focused marketing campaigns against residential customers, targeted for such marketing

by virtue of their CPNl characteristics, without such customers' consent. Therefore,

the commission is not in conflict with the FCC's federal policy objectives. Rather, this

approach to prior authorization, in fact, encourages the development of an

"economically efficient" infrastructure by allowing the LECs to market supplemental

services to all residential customers using existing sales channels; and promotes a

"technologically advanced telecommunications infrastructure" by fostering competition

through a fair exchange of authorized customer information among all providers of
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telecommunications services and products. Further, as the rule applies only to

residential customers, the balloting requirements will not conflict or cause duplication

with FCC balloting requirements.

TATAS and the Texas Gray Panthers did not want the LECs to be able to market

supplemental services at the time a customer contacts the LEe to establish new

services. The Texas Gray Panthers asserted that a customer is most vulnerable to sales

pitches at the time he is establishing service, and that •such one-time shot is unfair to

other telecommunications vendors.· GTE-SW contended that a customer expects to get

full service from his local exchange carrier and should be allowed to receive such

information from the LEe at any time. The proposed rule would have required the

new customer to complete an authorization ballot prior to being told about supplemental

services, however, the commission finds that a customer should be afforded the

opportunity to obtain information about supplemental services at the time he initiates

service, but that the LEC should be required to inform the customer that such services

may be available from a vendor other than the LEe. The rule has been amended

generally as outlined above to restrict the LECs use of CPNI, but has also been revised

to provide for such specific situations as new customer service.

GTE-SW, SWBT, and ITA commented on the definition of customer-specific CPNI as

being to restrictive in including a customer's name, address, and telephone number.

Such information is readily available on published customers in the telephone directory

and should, therefore, not be considered proprietary. The commission agrees that such

information cannot to be considered proprietary for those customer's that do not have

unlisted or unpublished directory information. The definition was intended to

distinguish customer-specific CPNI from aggregate CPNJ by the inclusion of
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information that identified the specific customer with specific network information.

The definition has been revised to clarify that CPNl is customer-specific when the

customer's name, address or telephone number is matched up with such customer's

network information.

SWBT argued that the provision in the role requiring the LEe to provide names,

addresses, and telephone numbers to any party requesting such information was

contrary to the rule's purported goal of protecting the privacy rights of the customer.

The commission finds that, to the extent such information is not unlisted or

unpublished, the LEe must be required to provide such information upon request in

order to assure equitable distribution of accurate information to all parties.

AT&T and Sprint commented that IXCs should have a separate line on the ballot for

customers to authorize release of information as some customers may not realize that

certain information would be restricted from their own presubscribed IXC. The rule

has been revised to allow for a separate line on the ballot for customers to specifically

authorize such release.

GTE-SW and SWBT commented on the manner in which customer-specific or

aggregate CPNI may be provided upon authorization may result in the LEC having to

provide their competitors with the results of the LEC' s proprietary marketing data runs.

AT&T suggested that third parties may want to get the information in a different form

than as compiled by the LEe. The rule has been revised to alleviate both of these

concerns.



~",,;,_.,,-,~,

PUBLIC UTILITY COMMISSION OF TEXAS
CHAYl'ER 23 SUBSTANTIVE RULES Page 14 or 24

GTE-SW commented that the provision in the proposed rule addressing directory

listings had nothing to do with customer privacy and that the effect would be to

diminish contribution levels. The provision was in the proposed rule to except

directory listings from the CPNl restrictions. Since the CPNl definition has been

revised to clarify when customer names, addresses and telephone numbers are included,

this provision is no longer necessary and has, therefore been removed.

TAASA and Crime Stoppers' comments were directed at caller 1D services and were

not relevant to the proposed rule.

DHS was concerned that the rule does not address the release of the names of callers to

800 numbers by 800 customers who receive such information on their telephone bills

for 800 service. The commission has no jurisdiction to prohibit a customer from

releasing information received on a telephone bill.

The new section is adopted under Texas Civil Statutes, Article 1446c, §16, which

provides the Public Utility Commission of Texas with the authority to make and

enforce rules reasonably required in the exercise of its powers and jurisdiction.
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(a) Dermitions. The following words and terms, when used in this section,

shall have the following meanings, unless the context clearly indicates

otherwise:

(l) Automatic Number Identification (ANI) - the automatic

transmission by the local switching system of the originating

billing telephone number to an interexchange carrier or other

communications carrier in the normal course of telephone

operations.

(2) Aggregate CPNI - a configuration of CPNI that has been

collected by a local exchange carrier and organized such that

none of the information will identify an individual customer.

(3) Customer Proprietary Network Infonnation (CPNI),

Customer-specific - any information compiled on a customer by

a local exchange carrier in the normal course of providing

telephone service that identifies any individual customer by

matching such information with the customer's name, address, or

calling or originating billing telephone number. This information

includes, but is not limited to, line type(s), technical

characteristics (for example; rotary service), class of service,

current telephone charges, long distance biJJing record, local

service billing record, directory assistance charges, usage data,

and calling patterns.

(4) Privacy Issue - an issue that arises when a telecommunications

utility proposes to offer a new telecommunications service or
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feature that would result in a change in the outflow of

information about a customer where such customer has been

offered no means of control over the change.

(5) Supplemental Services - telecommunications features or services

offered by a local exchange cameT for which analogous services

or products may be available to the customer from a source other

than a local exchange carrier,

(b) Privacy Considerations. Local exchange service customers should

be permitted to control the outflow of information about themselves.

Any local exchange carrier proJX)sing to offer a new service or a new

feature to an existing service under the provisions of 123.24 of this title

(relating to Form and Filing of Tariffs), or §23.26 of this title (relating

to New and Experimental Services) for which the Commission finds a

relevant privacy issue, as that term is defined in subsection (a)(4) of this

section, and for which the local exchange carrier has not shown good

cause pursuant to subsection (c)(4) of this section, must, in a manner

ordered by the commission,:

(1) provide a means of restoring the lost degree of privacy at no

charge to the public;

(2) educate the public as to the means by which the lost degree of

privacy can be restored

(c) New Services or Features. Staff shall review all applications submitted

by a local exchange carrier under the provisions of 123.24 of this title

(relating to Form and Filing of Tariffs), or §23.26 of this title (relating
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to New and Experimental Services) for privacy issues. The application

must identify all circumstances under which a customer of the local

exchange carrier may experience a lost degree of privacy as a result of

the implementation of the new service or feature proposed in the

application, including, but not limited to, whether a customer's name,

address, or telephone number will be provided to a called party or to any

other third party, and for each such circumstance identified:

(1) state whether the lost degree of privacy can be restored by the

affected customers and how such customers can restore it;

(2) state, if applicable, whether the local exchange carrier will charge

the affected customers for restoring the lost degree of privacy,

what that charge win be, and how the public interest will be

served by the charge;

(3) stale how the local exchange carrier will educate the affected

customers as to the implications for privacy and, if applicable,

the means by which such customers can restore the lost degree of

privacy; and,

(4) show good cause, if applicable, for not offering the affected

customers a means by which the lost degree of privacy can be

restored.

(d) Automatk Number Identification. The local exchange carriers shall

print in the white pages of their telephone directories, and send as a

billing insert annually to all of their customers, the statement: "When an

800 or 900 number is dialed from your telephone, your telephone

number may be transmitted to the company you have called and may be
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available to that company's service representative before your call is

answered.· The statement must appear in all telephone directories

published for the local exchange carrier subsequent to the effective date

of this section. The statement must appear as a billing insert for each

local exchange carrier within 60 days of the effective date of this section

and annually thereafter.

(e) Customer Proprietary Network Inronnation (Customer-specific).

Unless otherwise provided by this section, a local exchange carrier must

ensure that all customer-specific CPNI that has been authorized for

release by the customer to a third party is offered to such third parties,

under the same terms, conditions and prices as such similar data is made

available for use to all other businesses affiliated with the local exchange

carrier and local exchange carrier personnel marketing supplemental

services, provided that the third party must specify the type and scope of

the customer-specific CPNI requested. A local exchange carrier must,

upon request, provide such customer-specific CPNI to a third party

under any other just or alternative terms, conditions or prices that are

just and reasonable under the circumstances and that are not

unreasonably preferential, prejudicial or discriminatory.

(1) Except as provided in paragraph (5) of this subsection, local

exchange carrier personnel may not use customer-specific CPNI

to market supplemental services to residential customers without

written authorization from such residential customers as set out in

paragraph (3) of this subsection.
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(2) A local exchange carrier may not release customer-specific CPNI

to any third party, including, but not limited to, providers of

supplemental services and any businesses affiliated with the local

exchange carrier without written authorization from such

customers as set out in paragraph (3) of this subsection.

(3) A ballot requesting customer authorization for the use or release

of customer-specific CPNI shall be sent to all residential

customers of the local exchange carrier at least one time. The

ballot shall be reviewed by the staff of the Telephone Utility

Analysis Division before it is sent to the customer. The staif

shall notify the general counsel of any concerns it may have with

the proposed ballot, and the general counsel shall notify the local

exchange carrier within 10 days of submission if the proposed

ballot may not be distributed. The ballot must be distributed to

all residential customers of the local exchange carrier within ISO

days of the effective date of this section.

(A) The ballot must describe specifically what information is

to be released to third parties or used by local exchange

carrier personnel to market supplemental services if

authorization is granted.

(B) If the authorization is to be requested for categories of

information, the specific information contained in each

category must be listed and the ballot must allow the

customer to authorize each category of information

separately.
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(C) The ballot must allow the customer the option of listing

only specific third parties for the local exchange carrier to

release information to.

(0) The ballot must allow the customer the option of releasing

information to the interexchange carrier to which the

customer has presubscribed.

(E) The ballot must allow the customer the option of releasing

information to any other interexchange carrier.

(F) The ballot may allow the customer the choice of releasing

the information to any businesses affiliated with the local

exchange carrier or to be used by local exchange carrier

personnel marketing supplemental services only.

(0) The ballot may allow the customer the choice of releasing

the information to any party.

(H) The ballot must state that there will be no charge to the

customer for restricting or releasing any of the

information listed on the ballot.

(4) A local exchange carrier may provide customer-specific CPNI to

third parties without obtaining prior written authorization from

the residential customer as provided in subparagraphs (A)-(D) of

this subsection.

(A) A local exchange carrier may provide ANI to a provider

of emergency services.

(B) A local exchange carrier must, where it has the technical

capability, provide ANI to interexchange carriers or to

other common carrier access customers.
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(C) A local exchange carrier must provide ANI if otherwise

required by law.

(0) The local exchange carrier must provide names, addresses

and telephone numbers of customers, other than those

customers that have requested that such information be

unlisted or unpublished for the purpose of directory

publication, to any entity requesting such information.

(5) Local exchange carrier personnel may use customer-specific

CPNI to market supplemental services to residential customers

without obtaining prior written authorization from such customers

as set out in subparagraphs (A) and (B) of this paragraph.

(A) If a new residential customer contacts a local exchange

carrier to initiate local exchange service and such

customer inquires about supplemental services, the local

exchange carrier personnel must inform the new

residential customer, prior to marketing the local

exchange carrier's supplemental services to that customer,

that similar services or products may be available to the

customer from a vendor other than the local exchange

carrier.

(B) If a residential customer contacts the local exchange

carrier to inquire about supplemental services offered by

the local exchange carrier and such residential customer

has not authorized the local exchange carrier personnel to

use his customer-specific CPNI to market supplemental

services, the local exchange carrier personnel must ask the



~~,,""*"

PUBLIC UTILITY COMMISSION OF TEXAS
CHAPTER 23 SUBSTANTIVE RULES Page 22 0(24

customer for verbal authorization to use such CPNI at that

time. Such verbal authorization must be received each

time such residential customer contacts the local exchange

carrier to inquire about supplemental services.

(f) Aggregate ePNI. If a local exchange carrier compiles and uses

aggregate CPNI for marketing purposes or provides aggregate CPNI to

any business associated with the local exchange carrier for marlceting

purposes, it must also provide aggregate CPNl to any third party upon

request. A local exchange carrier must offer to provide aggregate CPNI

under the same terms and conditions and at the same price as it is made

available to all businesses affiliated with the local exchange carrier and

to loca.l exchange carrier personnel marketing supplemental services,

provided that the third party must specify the type and scope of the

aggregate CPNI requested. A local exchange carrier must, upon

request, provide such aggregate CPNI to a third party under any other

just or alternative terms, conditions or prices that are just and reasonable

under the circumstances and that are not unreasonably preferential,

prejudicial or discriminatory.
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This agency hereby certifies that the section as adopted has been reviewed by legal

counsel and found to be a valid exercise of the agency's legal authority.

Issued in Austin, Texas on

Mary Ross McDonald
Secretary of the Commission
Public Utility Commission of Texas
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This agency hereby certifies that the section as adopted has

been reviewed by legal counsel and found to be a valid

exercise of the agency's legal authority.

Issued in Austin, Texas, on

Marta Greytok
commissioner

Paul D. Meek
commissioner

Robert w. Gee
Chairman

ATTEST:

Mary Ross McDonald
Secretary
Public utility Commission of Texas
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{.J6..-S:;t§2J.57 Telecommunications Privacy.

(a) privaey-ee"8idera~ie"8T-e~s~e.ers-she~id-be-permi~~ed-~e
ee"~rei-~he-e~~fiev-ef-i"ferma~ieft-abe~e-~hemseivesT-Afty

ieeai-exehaft,e-earrier-prepesift,-ee-effer-a-ftev-serviee-er-a
ftev-fea~~re-~e-aft-exi8~ift,-serviee-ehae-viii-ee.pre.ise
e~rreft~-privaey-expee~a~iefts-m~8~-effer-a-.eafts-ef-res~erift'
ehe-iese-degree-ef-privaey;-~"ieS8-i~-eaft-shev-,eed-ea~se

fer-fte~-deift'-SeT

t bt Deftnitlons. The following words and terms, when used in this section, shall
have the following meanings, unless the context clearly indicates otherwise:
( 1) Automatic Number Identiftcation (ANI) • the automatic transmission by the
local switching system of the originating billing telephone number to an
interexchange carrier or other communications carrier in the normal course of
telephone operations.
(2) Agregate ePNI· a configuration of CPNI that has been collected by' a local
exchange carrier and organized such that none of the information win identIfy an
individual customer.
( 3 ) Customer Proprietary Network Information (CPNI), Customer-specific· any
information compiled on a customer by a local exchange carrier in the normal
course of providfug telephone service that identifies any individual customer bY
matchin. spc' information with the customer's name. address, Of calUne or
oridnati•• hlllini telephone number. This information includes, but is not limited
to,-the-.eustomer!5-f18me;-addFe55;-.eIepbefte-fRlmgeF(s),-originating-billiBg-telepheBe
ffiHDber-tfaR5mittMti-tbe-ANl; line type(s), technical characteristics (for example;
rotary service), class of service, current telephone charges, long distance billing
record, local service billing record, directory assistance charges, usage data, andcallingC
(4) fiSH - an issue that arise. wben a
teleoollMDication. utility propose. to offer a new
telecoWlURicatiops .ervice or feature tbat would result in a
change i. the outflow of inforaation about a custo.er wbere
sucb custo.er bas be.n offered no melDs of control over tbe
chang••
l!! SupplementaISe~- telecommunications features or
services ~fta~-are-fte~-re~ired-fer-basie-~eiephefte-8erviee

ehae-are-oftered by-.~i~ipie-veftderS7-aftd-may-be-effered-by

a local ••obIDge carri.r for wbicb analogous services or
product. ..y be available to the customer fro. a source
otb.r tban a local exchange carrier.

(:S)-optieRal-.QlInRg-FeetDfe&-Gf·PlaRS----tafiffed-.el~eatiefts.featufes-6f

plaflS4feJe4.by-a(b) Privag Considerations. Local exchange
,ervic. custoaers sbould be peraitted to control tbe outflow
of infonatiop about themselves. Any local exchange carrier that-af&Det
r~jreMer-basie-.elepbeBeproposina to offer a new service or a new feature to an
existine service &Rd-thQt-are-net-offefed~-Rtukipl&-YeBdefs under the provisions
of 523.24 of this title (relating to Pora and Piling of
Tariffs)« or 123.2' of thi. title (relating to Re. and
Ixperi.e.tal Services) tor which the Commission finds a relevant privIO'
issue. as that term is defined in subsection (a)(4) of this section. and tor which the



local exchana carder lias not shown 1004 cause pursuant to subsection (c)(4) of
this section, mIst, In • manner ordered b.Y the commission,;
iU provide. means of restorinC the lost dum or privacy at no cham to the
public:
(2) educate the public as to the means by which the lost dearee of privacy can be
restored.

(c) New ServIces or Features. PFiY6t'f-shaU.e&ild4f:essed..e~lieidY'in-eaek I
appl~aHen4Ded.t.ff shall review all applications sUbaitte4 by
a local exchange carrier under the provisions of
ti3T24123.24 ot this title (relating to Fora and Filing of
Tariffs) I or ti:hi6§23.26 of this title (relating to New and
Experimental Services) for appFoval~-new seMees-'6f'-newfeaRires-Baeh
~rlvaCJ (ssues. The application .DlllIJsbal¥.
'i-) identify all cireu.stanm under which a customer or the local exchanee canier

may experience a lost decree ofprivacy issues-felevaBl-te as a result of the
implementation or the new sel'Vlce or feature proposed in the applicationa"
includinc. but pot limited to. whether a customers name. addresS. or telephone
number will be provided to a called party or to any other tbird party. and for eacb
such circumstance ldentifted;
(~)~tale-bew-tb&puhli&anfest9fe·~(1) state whether tbe lost degree of
privacy tbat-woHkl-be-~aeee-85il-les~6f-tRe-Rew-seMee-0f.fe&~pFepesefJ
mth&ilppli(!QtieR; can be restored by the affected customers and bow such
customers cap restOR it;
(3-)~tate-if-4Mf&-wiII-be-flBY'~harg&-to~tefR&FS--Of(2) state, if applicable. whether
the local exchan$e carrier will cham the a"«ted customers for restoring aayJhf
lost degree of pnvacy ~aeee-asil.Fesuk-6f-tRe-Bew-sefYiee-Of.fe&~~
i&th&ilpplieatfeB;-afld-aadfess. what that cham will be, and how the publIc interest
is will be served by the charge;
(4).{J) state how the local exchange carrier will educate the~lie a"«ted
customers as to the implications for privacy and. if applleab the means by which
tbe-pt:tlHie such customers can restore &BY .l.bt lost devee of privacy ~aeed-8S
&-H&Wt4thHeAJiee.-ef-featuf&i*6pesed-iB-tbe-~lieaheB;and,
(~)~tate-w~-dte-5efYie&-wiII=allew-fOf-the~~elephene-fHHRbef.te
be-deliver*te-dle-eaDed-paFtf6r-to-any-tbif4.p~(4) shOW eood cause, If
applicable, tor not oll'erinl the atrected customers a means by wbich the lost dearee
of privag can be restored.

(d) Automatic Number Identification. The local exchange

carriers shall print in the white pages of their telephone directories,

and send as a billing insert annually to all of their customers, the

statement: "When an 800 or 900 number is dialed from your I
telephone, your telephone number may be transmitted to the

company you have called and may be available to that company's

service representative before your caB is answered." The

atat..ent aust appear in all telephone directories



publi.he4 for the local .xchange carri.r

subsequent to the effective 4ate of this s.ction.

The statement must appear .s a billing insert tor

each local exchange carrier within 60 4ays of the

effective 4at. of this section an4 annually

thereafter.

(e) Customer Proprietary Network Information (Customer-specinc). Unless
otherwise provided by this section, a local exchange carrier must ensure that all
customer-s{JCcific CPNI that has been authorized for release by the customer to a
third party IS~ ofl'ered to such third parties, under the same terms &Bd..
conditions and 8Hk&~priee-es-it prices as such similar data is made available
for Use to all other businesses affiliated with the local exchange carrier and local
exchange carrier personnel marketing supplemental services. provided that the
third pm must sDed'" the type and scope of the:
(-~)-Befer~ Feleasing customer-specific CPNI reQuested. A local exchanee carrier
must. upon reg,uest, provide such customer-specific crm to a third party under
any other Just or .Iternative terms, conditions or prices that are lust and
reasonable under the circumstances and that are not unreasonably preferentiaL
preludici.l or dlscrimiDatol)'.
(ll Except .. provided in p.......p. (5) ofthis subsection, local exchanee
carrier perso'" .,. not use cUstomer-spedne CrNI to market supplemental
serykes to resltlenlil costomen witholt wrinen authorization from such
residential eustOlllerl IS set out in paraaruh (3) of this subsection.
£Z) A local .IIanae carrier may not release customer-specinc ePNI to any third
party, including, but not limited to, providers of supplemental services; W any
businesses affiliated with the local Melumge-ee.r-ReF;-antJ..loeal-exchange carrier
per-senneI-fBQfkeliRI'WPplemefttal-se~-btH-ft~4neludiHg-leeal-eHbange~er
pei"59BIleI-fBQfMMg-.teAal-GllIiRg-featDfeS.-ar-plans;il without written
authorization fro. sue. customen as set out in ganAP. (3) of this subsection.
(3) Aballot mmestin~customer authorizatlo, tor the Use or release of
Customer-spec'fIe ePHI s ,II be sent to all residential customers of the local
exchange carrier ~6bWn-wfi.t.teR-autbeMaHon-9y.baDeting-eaek-FesiQenHaJ_
bltSiness-eustOlBef It Inst one time. The ballot shalf be reviewed by the staff of the
Telephone Utility Analysis Division before it is sent to ew;temen; the customer. The
staff shall notify the general counsel of any concerns it may have with the proposed
ballot, and the general counsel shall notify the local exchange carrier withm 10 days
of submission if the proposed ballot may not be distributed. The ballot must be
distributed to all millential customers of the local exchanee carrier within 180
d f h Iv at f lhi i n
(A The ballot must describe specifically what information is to be released.tg
third parties or used bY locII exclianee carrier personnel to market supplemental
services if authorization is $Tanted.
(B) IT the authorization IS to be requested for categories of information, the
specific information contained in each category must be listed and the ballot must
allow the customer to authorize each category of information separately.
(C) The ballot must allow the customer the option of listing only specific third
parties for the local exchange carrier to release Imormation to.



(0) The ballot may.mJI..U allow the customer the option orRleaslne Inrormatlon
to the Interexc:banae carrier to which the customer has gRsubKrlbed.
(E) The ballot must allow the customer the option or releaslnelnrormation to
any other lntemchanae carrier.
CD The ballot may allow the customer the choice of releasing the information to
any businesses affiliated with the local exchange carrier aRd !H to the be used by
local exchange eElI'rief~ carrier personnel marketlne supplemental services
maF*eHl perSORRel-only.
(~The ballot may allow the customer the choice of releasing the information to
an)'p~.
(1"illJ)The ballot must state that there will be no charge to the customer for
restricting or releasing an)' of the information listed on the ballot
(3)-A-IeeiI-&xeh&Bg&~r-may"iise-eustelBef-S~-l&-IBMk-el-epti~
eeUHlg.feafYH&-ef ,1&8&te-eustomers-at..ae-tHR&.-eYSt6fBer-is--Rque5ling-new
btisiRe&S-er-4e5iEIeMieJ.-&efYie&:-HeweYerj-lK-aur~er-am&;&BEI-befer&-feleasiBg
eustemer;peeifie.GPNJ.~IeeaI-&xeh&Rg&C8ffIeF-~-martEeang-~pHeDaI·
eelliRt.feaM=e5-eF-J)kms-t&-&Ry-ethef-eastemefS;4e-lecel~baBge-eamer-must
S&~-eaell-eustomer-&-sep&Rlt&iBaiIin&-&Hter-.hai1 ..billHlg-5ftlteR1e~wbM!b-smtes
lbat-th&-~-may~beoS&-te-ltHHt-the-&RtOlHIt-&f-IBail-M4-pF&IB6tieRM.ns

reeeiYe&-frem.Joeal.~JK!hang&~~OBfiel-filaFketiag-epUOR&lGlling-features

aRd"fku!s,-Ql1&bew--tktH,estelnefiBffIj.iBferm-tfte-leeal-eJEMErrief4thal
~.-:rbe-mailing-shall-be-r&Yiewed- -tlie-st.-al-lbe-+,eIe Utility-AMlysis
GtYisieR-befer&*tS--S&M-tO-euS.OfReFS:~.staft:~tily-l generill~l-ef
&Ry--e8IWems-il-lR6Y"baYe-witb~~ased-tBQi~iUKJ.the-genefal-eottRSel-sball
~&-leeeI~bange~ef-wHlHn.IO.Qays-of.-;1:HHnissiOB-tf-tbe-pR>p6seEI

mailiRg-may-net-b&(jistriba-ted:
(~ A local exchange carrier may provide customer-specific CPNI to third parties
without obtaining prior written authorization from the residential customer as
provided in subparagraphs (A)-(E}.!D} of this subsection.
(A) A local exchange carrier may provide ANI to a provider ofemergency
services.
(B) A local exchange carrier may must. where it has the technical capability. I
provide ANI to interexchange carriers or to other common carrier access customers.
{C) A local exchange carrier may.l!l\W provide ANI if otherwise required by law. I
(0) A The local exchange carrier must provide names, addresses and telephone
numbers of customers, other than those customers that have requested that such
information ~te-any-elHHy-ftqllestmg-suek-iBfermatia&.fer-tb&,~
tele~difeet9?l::lieeffelh.-'J.l1&-Iecill-ftebaRge-eaFrief-must.-effef'-to ~fI.
tmswoflRflttOB-m ~&fermaf;-8ftd-iHlder-tfl~teFlR&ilfKI.eamJi80ns**
is-pt:eYWed*tbe-paRy-tftaljNblishe5-th&-difee~feF-fIle-lec&l-ftebaRge-eanieF:
(et.:nt&-Iae8I-eHhaRge~mer-HlUSli>f9YKle-BQIDe5;-&EldFesse&-&B&t&lePbeR.
flttRlberfi.-ef-rostemefS;-edief-than-tBase-eustamefS-thal-lKlYe-r~ested-tllat-sueli
iafeABaHeirbe unlisted or unpublished for the purpose of directory publication, to
any entity requesting such information.
(5) Local excha•• carrier Dersonnel may use customer-speciftc CPNI to market
supplemental semces to residential customers without obtainine prior written
authorization from such customers as set out in subparamphs fA) and (8) orthls
paramah.
CAl Ira new residential customer contacts a local exchanee carrier to initiate
local exchanae semce and such customer inquires about supplemental services. the
local exchanf: carrier personnel must Inrorm the new residential customer. prior
to aarket ng the looal exchange carrier' ••upple.ent.l
.ervice. to that ou.to.er« that similar services or products may be
available to the customer from a vendor other than the local exchanee carrier.



(B) Ita ",s'deDt'al customer contacts the local exchaD. carrier to Ingulre abo"
supplemental seo1m otrered b,y the local exchaD. carrier and such reslckntlal
customer has not authorized the local ,xch"a CIrri« personnel to use his

:::e..=t":sfm'::::::~:~b:l1~rt=: \:e~:;~:6c~m;'=1
time. Such verbal authorization must be fe(elved each time such residential
customer contacts the local exchanee carrier to inQuire about supplemental
services.

(0 Aggregate CPNI. If a local exchange carrier compiles and uses aggregate
CPNI for marketing purposes or provides aggregate CPNI to any business
associated with the local exchange carrier for marketing purposes, it must also
provide aggregate CPNI to any third party upon request. A local exchange carrier
must offer to provide aggregate ePNI under the same terms and conditions and at
the same price as it is made available to all businesses affiliated with the local
exchange carrier and to local exchange carrier personnel marketing supplemental
services, provided that the third pam must speder the tyoe and scope ot the
aarente CPNI requested. A local elchan. carrier must. upon reQuest. PlQ'fIde
such 'areate CPNI to a third party under any other just or altemative term"
conditions or prices that are Just and reasonable under the circumstances and that
are not unreasonably preferential. prejudicial or discriminatory.
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§23.S7 Telecommunications Privacy

<a) Definitions. The following words aDd terms, wben used in this section, sbaIl have the following
mt"JIninp, unless the c:cJIlteXt clearly indicates otherwise:
(1) Automatic Number Identification (ANI) - the automatic tnmsnrission by the local switching

system of the originating billing telephone number to III intaexchaDge carrier or other
communie:ations carrier in the DOI'IDI1 course of telephone operations.

(2) Aggrepte CPNI - & configuration of CPNI that bas been collected by & telecommunications utility
aDd organiml such that none of the information will ideDtify an individual c:astmner.

(3) Customer Proprietary Network Wo....... (CPNl), Castomer-IpecIfc - Any information
compiled on & customer by & teleconlllllmjeations utility in the normal course ofproviding telephone
service that identifies any individual c:usIDIDer by matching lOCh infmmation with the customcr's
name, address, or calling or originating billing telephone number. 1bis iDformation includes, but is
DOt limited to, line typc(s), teelmical chalacteristics (e.g., IOIaJy service), class of service, cummt
telephone charges, long distana: billing record. local service billing record. directoty assistance
charges. usage data, aDd calling patterns.

(4) Privacy I.-e -Ill issue that arises wben a telecommunications provider proposes to offer a new
telecommunie:ations Iel'Vice or feature that would result in a chaDge in the outflow of information
about a customer. The term privacy issue is to be construed broadly. It includes, but is not limited
to, changes in the following:
(A) the type ofinformation about & customer that is released;
(B) the customers about whom iDformation is rdeased;
(C) the entity or entities to whom the information about & customer is released;
(0) the teebnologyused to COIIWy the information;
(E) the time at which the information is conveyed; aDd
(F) any otber chaDge in the collection, use, stonge, or release ofiDformation.

(5) Sapplemeatal Senica - telecommunications features or services offeft:d by & dominant
certificated telecomnJlanie:ations utility for which analogous services or product may be available to
the customer from & IlCJUn=e other than & dominant certificated telecommunications utility.
Supplemental 1el'Vic:es sbaIl DOt be CODItIUed to include optional extended area calling plans that a
dominant certificated teJecomlll1JDications utility may offer pursuant to §23.49 of this title (relating
to Telephone Extended Area Service), or pulSUIIIt to & final Older ofthe commission in & proceeding
pursuant to §§3.210, 3.211, or 3.213 of the Public UtilityRegulatory Act of 1995.

(b) Privacy Consideratiou. Customers of cIomilll1lt certificated telecommunications utility service should be
permitted to control the outtlow of iDfonIIation about tIJerDIekoes. Any dominant certificated
telecommunications utility proposing to offer a new IeI'Yice or a new feature to III existing Iel'Vice under
the provisions of §23.24 of this title (1daUng to Form ad Piling ofTariffs), 123.26 of this title (relating
to New and Experimental Services), '23.27 of this title (relating to Rate-Setting Flexibility for Services
Subject to Significant Competitift CbalIenps), or '23.28 of this title (relating to Promotional Rates for
Dominant Certificated TeJecomnmnie:ations Utility Services) for which the commission finds & lost degree
ofprivacy, and for which the cIomill81lt certificated telecommunications utility has not shown good cause
pursuant to subsections (c)(2)(B)(ii) aDd (c)(2)(D) of this 1eCti~ must, in a mmncr ordered by the
commission:
(1) provide a means of restoring the lost decree ofprivacy at DO cI1aIJe to the public; aDd
(2) educate the public as to the means by which the lost degree ofprivacy can be restored.

(e) New Services or Features. For all dominant certifieated telecommunications utility applications filed
pursuant to §23.24 of this title, §23.26 ofthis title, §23.27 ofthis title, or '23.28 of this title, the dominant
certificated telecommunications utility must identify all privacy issues, as that term is defined in
subsection (&)(4) of this section, that result from the implementation ofthe new service or feature, and all
privacy issues that result in & lost degMe ofprivacy
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(1) Identification of privacy iuues. The dominant certificated telecommunications utility shall ..
identify all privacy issues that result from the implementation of the new service or feature. I

Jclentification ofprivacy issues sbalJ include, but not be limited to:
(A) identification and description of the type of information that is released as a result of the DCW

ICI'\'ic:e or :feat1R;
(B) identification of the eategoIy ofcustomers about whom information will be released;
(C) identification of the e:ategory of entities to whom information about a customer will be

released;
(0) identification aDd description ofthe change in the technologyused to convey the information;
(E) identific:ation and description of the change in the time at which the information is conveyed;

aDd
(F) icJcntification and description of any other chaDge in the collection, use, stoIage, or release of

information.
(2) 1.Gst degree of privacy. For each privacy issue identified pursuant to pamgraph (1) of this

subsection, the domiDant certificated teleconnmmications utility sball identify all circumstaDces
under which a customer of the dominant certificated telecommunications utility may experieDcc a
lost degree ofpriwcy as a result of tile impJamenl"ion oldie DeW service or featme proposed in the
application, iDcluding, but DOl limited to, wbetber a customer's DIIDC, address, or telephcme number
will be provided to a called party or to any other third party, aDd for each such circumstaDce
identified:
(A) state whether the lost degree ofprivacy can be restored by the affected customers and bow such

customers can restore it;
(B) Ibltc wbIltIIer the "minim c:ertifieated telecouummiCldions utility will charge the affected

customers for restoring the lost degree ofprivacy and, ifapplicable:
(i) what such charge will be; 8Dd
(ii) show JOOd C8UIC for such charge;

(C) Ibltc how tile dominaDt certifiQfed telecolDnrilDications utility will educate the affected
customers as to the implications for privacy aDd, if applicable, the means by which such
customers can Jatore tile lost degree ofprivacy; aDd

(0) show JOOd C8UIC, if applicable, for DOt aft'eriDg tile affected customers a means by which the
lost depee ofprivacy can be restoJed.

(3) SUIf Bmew.· Staff Iball Jeriew aD 8PP1ic:atioDs submitted by a domiDaDt canicr UDder the
provisions of·§23.24 of this title. 123.26 of this title, 123.27 of this title, or §23.28 of this title for
privacy issues aDd privacy issues resulting in a lost degree ofprivacy.

(d) Notice of Namber DeIiftry Om'1OO .... teo SemeeI. Tbe domiDant certificated telecommunications
utilities Iball print in the white paps of their 1depboae directDrics, BDd IeDd as a bDling insert annually
to all of their e:utomers. the statement: "When an 800 or 900 II1IIDbe;r is dialed fmm your telephone, your
telephone DIJIDber may be trIDIDIittIld to the CDmpay you have called 8Dd may be available to that
company's ICI'\'ic:e represeDtatiw befole your call is uswered.. The lIatmaenf must appear in all
telephone directories published for the daminant certific:IBd 1deoMnmunie:atioDs utility subsequent to the
effective date of this eection. Tbe 1I.lenal IIIUIt appear as a biUiDg iDIert for each donrilUlDt certificated
telecommunications utility within 60 days ofthe e1I'ective date ofthis section BDd ammaIIy thereafter.

(e) Customer Proprietary Network lDfol'Dlatloa (CutoIBeMpedl'ac). Except as provided in paragraph (3)
of this subsection, tdcoamununieations utility persoDDe1 may DOl use c:ustomcr-specific CPNI to market
supplemental services to a residential customer if restriction is requested by such residential customer.
(1) Annually, each telecommunications utility shall notify each residential customer of his or her

eustomer-specific CPNI rights.
(A) Distribution and timing ofdistribution ofthe notification.

(i) Each telecommunications utility sbaII print such notification in the white pages of its
telephone directories.
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(ii) Each teJecomnnmications utility shall send such notification as a billing inseIt to each of
its residential customers ammally.

(B) Contents of the notification.
(i) The notification shall provide the customer with an explanation of customer-spcc:ific

CPNI.
(ii) The notification shall describe the c:ustomer's right to restrict the telecommunications

utility's use ofhis or bel' c:ustomer-specific CPNI.
(iii) The notification shall state with specificity tile manner in which the customer may restrict

the telecommunications utility's usc ofhis or IH:r customer-specific CPNI.
(iv) The notification shall explain that Jatrieting tile telecommunications utility's use of

customer-specific CPNI may not eliminate all IIW'keting COIdIds from the
telecxmummieations utility.

(v) The notification sbaIl state that there will be DO charge to the customer for electing to
Jatrict the usc ofhis or her customer-specific CPNI.

(vi) The notification must state the limited cirannstances described in paragraph (3) of this
lUblection, UDder which the teleconnmmieations utility personnel may use customer
specific CPNI to IIUlIbt supplemental setVices even if the customer RqUeSts restriction of
the use of the customer-specific CPNI.

(C) Staff review of the DOti1ieatiOlL The DOtification sbaIl be Jeriewed by the Ibdf of the
ReplatDry Division before it is diIUibuted. The ltdof the ReguIatmy Division sbaIl notify
the telecnm'III"'ieations utility within ten days of submission whether the proposed notification
may be distributed or must be modified and distributed.

(2) The telecommunications utility may DOt charge the customer for electing to Jatrict the use of his or
her customer-spccific CPNI.

(3) Even if a residential customer requests Jatriction of the use of his or bel' cusmmcr-spcc:ific CPNI.
telecommunications utility personnel may usc customer-spec:ific CPNI to IIUlIbt supplemental
services to that customer if such customer con1aCts the telecommunications utility to inquire about
supplemental services offered by the teleamununications utility.

(1) Aa1egate CPNI. If a teJec:ommUDicatians utility compiles and lIlIeS agrepte CPNI for IDIlketing
purposes or~ lIIIepte CPNI to any b11siness lIIOCiated with the teIecommuu.ieations utility for
IIW'keting purpolIeS, it must 11Io provide lIIIepte CPNI 10 any thiId party upon request. A
teleconnmmications utility must offer to provide agrepte CPNI under the liliie terms and CODditions and
at the same price as it is IIIlIde avaiJabIe 10 all basi_ afljliated with the teJeconummieations utility and
to telecommunications utility personnel IIW'keting supplemental services, pIOVicIed that the tbird party
must specify the type and scope of the ..... CPNI requested. A telecomm",deations utility must,
upon request, provide such aglcpte CPNI to a thiId puty UDder any other altemative terms, conditions,
or prices that are just and reasonable under the c:iraunstances and that are not 1IDI'e8SOIl8bly preferential,
prejudicial or discrimiDatory.

(g) Caller Identification Scrrica.
(1) Applicatioa. This lUbsection sbal1 DOt be CODItIUed to apply to:

(A) an ideDtification service that is used within the ame limited system, including a central office
based PBX-type system;

(B) information that is used on a public apacy's emergeacy telephoDc line or on a line that
receives the primaly emergency teIepbone IIUIIlber (9-1-1):

(C) information passed between tdecommunieations utilities, enhanced service providers, or other
entities that is DtJceSsalY for the set-up, processing, ttansmission, or billing of
telecommunications or related services;

(0) information provided in compliance with applicable law or legal process; or
(E) an identification service provided in connection with a '"700," '100," or "900" access code

telecommunications service.
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