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Mr. William F. Caton, Secretary
Federal Communications Commission
1919 M Street, N.W., Room 222
Washington, D.C. 20554

Ex Parte Contact:

Building The
Wireless Future,"

CTIA
Cellular
Telecommunications
Industry Association
1250 Connecticut
Avenue, N.W.
Suite 200
Washington, D.C. 2003
202-785-0081 Telephon
202-785-0721 Fax

CC Docket No. 92-115
Revision ofPart 22 of the Commission's Rules Governing the
Public Mobile Services

Dear Mr. Caton:

On Wednesday, April 9, 1997, Messrs. Randall S. Coleman, Vice President for Regulatory
Policy and Law, Michael F. Altschul, Vice President and General Counsel, David S. Diggs, Vice
President of Operations, and Ms. Pamela A. Brewster, Deputy Director, Congressional of the
Cellular Telecommunications Industry Association ("CTIA"), met with the following staff of the
Commission's Wireless Telecommunications Bureau:

Ms. Rosalind Allen, Deputy Bureau Chief
Ms. Karen Gulick, Assistant Chief
Ms. Jane Halprin, Legal Advisor, Commercial Wireless Division
Mr. B.C. "Jay" Jackson, Jr., Engineering Advisor, Commercial Wireless Division

The discussion reflected CTIA's position, already on the record in the above-captioned
proceeding, with an emphasis on wireless fraud. Copies of the attached documents were provided
to the attending Commission staff.

Pursuant to Section 1.1206 of the Commission's Rules, an original and one copy of this
letter and the attachments are being filed with your office. If there are any questions in this regard,
please contact the undersigned.

Sincerely, ,

~d-~g~~iFi(:"./da±)
Jimmy L. Vaughan "~"'" .., ..' T, ••

Manager for Research --.-.-- ..--.-,.-.---.--.-------

WOW-COM,lIthe World of Wireless Communications on the Internet at www.wow-com.comll··~··.II.lladally .....It.4<W.lI, .
#' • I •
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Economics of
Authentication

,
CTIA~

Net Present Value of Authentication Investment versus
Fraud Losses (% of Revenue) For Various Carrier Sizes
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CEOs, Fraud Contacts, Public Relations Contacts, Washington
Legislative Representatives

David Diggs

March 19, 1997

Cellular Encryption Questioned

Building The
WlN/... FUtUNTM

CTIA
Cellular
Telecommunications
Industry Association
1250 Connecticut
Avenue, N.W.
Suite 200
Washington, D.C. 20036
202·785-0081 Telephone
202·785·0721 Fax

A team of commercial and academic cryptographers will announce
tomorrow that it has "discovered a flaw in the privacy protection used in today's
most advanced digital cellular phones." This announcement is made in
conjunction with testimony planned for Thursday, March 20, before the House
Judiciary Subcommittee on Courts and Intellectual Property hearing on H.R. 695,
entitled "The 'Security and Freedom Through Encryption' (SAFE) Act." A
complete copy of the cryptographers' release is attached.

The reported compromise involves CMEA (Cellular Message Encryption
Algorithm) which secures certain signaling messages between a handset and the
base station. These messages can consist of dialed digits, power level
assignments, channel assignments or alphanumeric pages in a SMS (Short
Message Service) environment.

It is important to distinguish encryption from authentication. As its name
suggests, the Cellular Authentication and Voice Encryption (CAVE) protocols
address both issues. The compromise claimed by this group is only loosely
related to the authentication process. Authentication itself remains secure, and
continues to be the industry's most effective tool to prevent cloning losses. This
particular attack on CMEA, if successful, means only that a sufficiently
sophisticated eavesdropper can, with considerable effort, intercept the dialed
digits or short messages of a single phone, thus breaching the user's privacy.

TIA's Ad Hoc Authentication Group (AHAG) and CTIA's Fraud
Technical Advisory Group (FTAG) have for some time been aware of the
weaknesses of some of the ancillary protocols that make up the suite of
encryption tools defined for wireless systems, and has already begun work to
strengthe'n these ancillary protocols.

For more information contact David Diggs (202-736-3205) or Rick
Kemper (202-736-3225).
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To: Rick Kemper

From: Bruce Schneier <schneier@counterpane.coID>
Subject: FLAW IN CElL PHONE ENCRYPTION !DEN I !FIED; DESIGN PROCESS BLAMED

Cc:
Bee:

X-Attachments:

CONTACTS:

Bruce Schneier Robert Sanders, PR
Counterpane Systems University of California. Berkeley
612823·1098 (voice) 510-643-6998 (voice)
612823·1590 (fax) 51()"643-7461 (fax)
scnheier@counrerpane.com (email) rls@pio.urel.berkeley.edu (email)

David Wagner Lori Sinton
University of California. Berkeley Jump Start Communications
510-643-9435 (voice) 415-938-2234 (voice)
510-642-5775 (fax) 415-938-2237 (fax)
daw@cs.berkeley.edu (email) lsinton@aol.com (email)

FLAW IN~ PHONE ENCRYPTION IDENTIFIED; DESIGN PROCESS BLAMED
Telecommunications Industry Association algorithm for digital
telephones fails under simple cryptanalysis

MmNEAPOLIS. MN. AND BERKELEY, CA., March 20, 1997 - Counterpane Systems and UC Berkeley
jointly announced today that researchers have discovered a flaw in the privacy protection used in today's
most advanced digital cellular phones. This discovery points to serious problems in the chosed-door
process used to develop these privacy measuers. This announcement is a setback to the US cellular
telephone industry, said Bruce Schneier of Counterpane Systems. a Minneapolis, MN consulting fmn
specializing in cryptography. The attack can be carried out in a few minutes on a conventional peISOIlal
computer.

Schneier and John Kelsey of Counterpane Systems, along with graduate student David Wagner of the
University of California at Berkeley. plan to publish their analysis in a paper entitled "Cl)'ptanalysis of the
Cellular Message Encryption Algorithm (CMEA)." Legislators are scheduled to hold hearings today on
Rep. Goodlatte's lISAFE" (Security And Freedom Through Encryption) bill. HR69S.

The problem affects numbers dialed on the key pad of a cellular handset. including any telephone, PIN, or
credit cards numbers dialed. The system was supposed to protect the privacy of those dialed digits, but the
encryption is weak enough that those digits are accessible to eavesdroppers with a digital scanner.

The cryptographers blame the closed-door design process and excessive pressure from U.S. military
interests for problems with the privacy standard. The cellular industry attempted to balance national securi
with consumer privacy concerns. In an anempt to eliminate recwring security problems, the cellular
standards arm of the Telecommunications Industlj' Association (TIA) privately designed this new
framework for protecting cellular phones. The system uses encryption to prevent fraud, scnunble voice
communications, and protect users' privacy. These new protections are being deployed in leday's digital
cell phones, including CDMA, NAMPS, and TDMA.

Not a new problem .
As early as 1992. others - inc::luding noted security expert Whitfield Diffie· pointed out fatal flaws in the
new standard's voice privacy feature. The two flaws provide a crucial lesson for policy makers and
consumers, the researchers said. These weaknesses are symptomatic of broad underlying problems in the
design process, according to Wagner.

Printed for Bruce Schneier <schneier@counterpane.com> 1
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Many have criticized the National Security Agency (the U.S. military intelligence agency in ctarge of
electronically monitoring foreign powers) for insinuating itself into the design process, pressuring designers
to cripple the security of the cellular encryption technique and hamstringing emerging cellular security
technology. "1be result is weaker protection for everybody, II Kelsey said.

"This is another illustration of bow U.S. government efforts to control cryptography threaten the security
and privacy of Americans," said David Banisar, attorney for the Electronic Privacy Information Center in
Washington, D.C.

This is not the flfSt report of security flaws in cellular telephony. Today, most cellular phone calls can be
intercepted by anyone in the area listening to a scanner, as House Speaker Newt Gingrich learned this past
January when someone with a scanner recorded one of his cellular calls. According to FCC estimates, the
cellular telephony industry lost more that $400 million to fraud and security problems last year.

CMEA Technology
CMEA is a symmetric cipher. like the Digital Encryption Standard (DES). It uses a 64-bit key, but
weaknesses in the algorithm reduce the key to an effective length of 24 or 32 bits, significantly shorter than
even the weak keys the U.S. government allows fOT export.

Greg Rose, program chair of the 1996 USENIX Security Symposium, put the results in context: "This
break does not weaken the digital cellular fraud protections. And it's still true that digital cellular systems
much harder to casually eavesdrop on than analog phones. But it's clear from this break that a determined
criminal with technical resources can intercept these systems."

Counterpane Systems is a Minneapolis, MN-based consulting finn specializing in cryplography and
computer security. BlUCC Schneier is president of Counterpane and author of three books on cryptography
and security. David Wagner is a founding member of the ISAAC computer security research group at UC
Berkeley. In the Fall of 1995. the ISAAC group made headlines by revealing a major flaw in Netseape's
web browser. The authors also hasten to thank Greg Rose for his advice.

- 30-

Printed for Bruce Schneier <schneier@couDterpane.com>
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For Immediate Release:
March 20, 1997{PRIVATE}

BUilding the
Wireless Future TM

CTIA
NEWS ADVISORY:

ENCRYPTION OF DIGITAL
WIRELESS PHONES

News Media Relations
1250 Connecticut Ave. NW
Washington, D.C. 20036
202-785-0081 Main Phone
202-736-3203 Direct
202-467-6990 Fax

WASHINGTON -- Today, a group of professional and academic cryptographers will
announce that it has "discovered a flaw in the privacy protection used in today's most
advanced digital cellular phones." Following is a set of questions and answers that
arise from that announcement.

Q. Does this mean that eavesdroppers can listen in on my phone calls?

A. No. The encryption discussed by the researchers involves the algorithm used to
encrypt numbers punched on the keypad of a phone, not the algorithm used to encrypt
voice transmissions.

Q. Is it easy to break this keypad number code?

A. Not at this time. It involves very sophisticated cryptological knowledge. The digital
encryption system now in use is designed to inhibit interception by the unsophisticated.
Any technology developed by one person can be broken by another with the application
of sufficient technology. This announced attack requires multiple minutes--up to hours-
of high speed computer processing to break a coded message.

Q. What is the impact of this announcement on people who now use wireless
phones?

A. Virtually none. Approximately 95 percent of the wireless phones now being used are
analog phones, not digital phones. The possible impact of this announcement is only
relevant to some digital phones that are now being introduced to the market.

Q. Why didn't the wireless phone industry develop phones that have unbreakable
security?



A. Standards for phone technology are developed within the confines of federal
regulations and the realities of the market place. Wireless phones are a consumer
product, not a "spy v. spy" technology adequate for national security. Such a unit would
have cost, battery life and call set-up times which would· make it unacceptable to
consumers.

Q. Does this announcement have any impact on the industry's efforts to stop
phone cloning?

A. No. During the past year, the industry has been very successful in introducing new
technologies that prevent phone cloning. These authentication and "fingerprinting"
technologies operate differently and are not compromised by the cryptography
announced today.

Q. What is the industry doing about this problem?

A. Tom Wheeler, the president and CEO of CTIA, testified before Congress on
February 5, about the need to strengthen the laws protecting the security of wireless
phone calls. It is currently illegal to intentionally intercept a wireless phone call.
Unfortunately, whereas federal law prohibits the sale and manufacture of devices
designed to eavesdrop on wireless calls, it does not extend the prohibition to cordless
phones and the newer digital wireless frequencies. In regard to today's announcement,
Wheeler said, "This is the horse nudging at the barn door and it is time to act before
the horse is gone completely."

For more information, please contact Tim Ayers at 202-736-3203 or Jeffrey Nelson at
202-736-3207.

EDITOR'S NOTE: The cryptography researchers are Bruce Schneier, Counterpane
Systems (612-823-1098); Robert Sanders, University of California, Berkeley (510-643
6998); David Wagner, University of California, Berkeley (510-643-9435); and Lori
Sinton, Jump Start Communications (415-938-2234).

CTIA is the international association for the wireless telecommunication industry. It
represents more pes and cellular carriers than any other association in the world.

####

INTERNET USERS: News about the wireless telecommunications industry is updated several
times each day on CTIA's World Wide Web site (http://www.wow-com.com). CTIA news releases
and other information also are available on WOW-COM.



Cellular Cryptographic Key
Hierarchy -Adapted from Les Owens, GTE Labs

Authentication Key (A-key)

64 Bits

Secret - Must be protected

Never? Monthly?

Shared Secret Data A (SSD-A) II Shared Secret Data B(SSD-B)
64 Bits 64 Bits~ \ Monthly? Hourly?

CAVE iteiations

Cellular Messsage Encryption
Algorithm (CMEA) Key

Voice Pricacy
Mask (VPM)

64 Bits Once per call 260 Bits Once per call
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Cellular Electronic Serial Numbers

54. Proposal. We proposed in the Notice a new rule (Section 22.919) intended to help
reduce the fraudulent use of cellular equipment caused by tampering with the unique Electronic
Serial Nwnbers (ESN) that identify mobile equipment to cellular systems. The purposes of the
ESN in a cellular telephone are similar to the Vehicle Identification Numbers in automobiles.
That is, it uniquely identifies the equipment in order to assist in recovery if it is stolen. More
imponantly, in the case of cellular telephones, the ESN enables the carriers to bill properly for
calls made from the telephone. Any alteration of the ESN renders it useless for this purpose.
The proposed rule explicitly establishes anti-fraud design specifications that require. among other
things, that the ESN must be programmed into the equipment at the factory and must not be
alterable, removable, or in any way able to be manipulated in the field. In addition, the proposed
rules require that the ESN component be permanently attached to a main circuit board of the
mobile transmitter and that the integrity of the unit's operating software not be alterable.

55. Comments. The commenters generally suppon our proposal,94 but they suggest some
modifications. For example. BellSouth, Southwestern Bell, GTE, and CTIA suggest that our
proposal should be modified to provide that equipment already manufactured. is exempt from
the rule.9S They argue that subjecting existing phones to this rule would be very expensive and
difficult, if not impossible, to implement.' Therefore, they recommend that the rule apply only

92 See discussion of new § 22.719 in Appendix A.

93 See discussion of new §§ 22.567 and 22.759 in Appendix A..

94 See, e.g., PacTe1 Comments at 2: CTIA Comments at 7-8.

95 BellSouth Comments at Appendix 2. p.36; Southwestern Bell Comments at 28·29; GTE
Comments at 30: CTIA Comments at 8.
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to phones manufactured after a panicular date.96 },fYNEX recommends that we not require the
ESN chip to be secured to the main circuit board of the mobile transmitter as proposed.. Rather.
NYNEX suggests that the ESN chip be anached to the frame of the radio and anached to the
logic board by cable.97 In addition. it recommends that operating software be encotied or
scattered over different memory chips.98 Motorola. Inc. (Motorola) and Ericsson Corp.
(Ericsson), two manufacturers of cellular mobile equipment, suggest that the proposal be
modified to allow authorized service centers or representatives to make necessary and required
changes to ESNs in mobile and portable units in the field.99

56. Southwestern Bell recommends that the rule also apply to mobile equipment
associated with awireless private branch exchange (PBX).IOO CTIA suggests. that the proposal
be modified in several respects. First, it states that we should clarify that requiring a mobile
transmitter to have a "unique" ESN, means that any particular ESN will not exist in more than
one mobile unit. Second. CTIA suggests that ESN manipulation not be pennitted "outside a
manufacturer's authorized facility." Third. it requests that cellular mobile units be required to
be designed to comply with the "applicable industry standard for authentication."IOI ~ew Vector
supports the proposed rule. but emphasizes that the ESN criteria should be incorporated into the
type-acceptance rules to clarify that manufacturers will be subject to the Commission's
enforcement procedures if they do not comply with the ESN requirements. 102

57. C2+ Technology (C2+) requests that we allow companies to market ancillary cellular
equipment that emulates ESNs for the purpose of allowing more than one cellular phone to have
the same telephone number. It argues that emulating ESNs in the way it describes benefits the
public, does not involve fraud, and retains the security and integrity of the cellular phones. :03 In
opposition., Ericsson asserts that the rules should include procedures to ensure that ESNs are not

96 For examole. BellSouth suggests that the anti-fraud measures should not apply to equipment
type-accepted before January 1, 1993.

97 NYNEX Comments at 8.

98 Id. at 8-9.

99 Ericsson Reply Comments at 2-5: Motorola Reply Comments at 3.

100 Southwestern Bell Comments at 29.

101 CTIA Comments at 8.

102 ~ew Vector Comments at Appendix 1. p.44.

103 C2+ Comments at 1-2.
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easily transferable through the use of an encrypted data transfer device. 104 Similarly, New Par
suggests that the proposed rule proscribe activity that does not physically alter the chip yet affectS
the radiated ESN by translating the ESN signal that the mobile unit transmits. 105

58. Discussion. The record before us demonstrates the need for measures that will help
reduce the fraudulent use of cellular equipment caused by tampering with the ESN. We therefore
adopt the proposed rule for the reasons set fonh below.

59. Contrary to the suggestion of one commenter, the ESN rule will not prevent a
consumer from having two cellular telep~ones with the same telephone number. Changing the
ESN emitted by a cellular telephone to be the same as that emitted by another cellular telephone
does not create an "extension" cellular telephone. Rather, it merely makes it impossible for the
cellular system to distinguish between the two telephones. We note that Commission rules do
not prohibit assignment of the same telephone number to two or more cellular telephones. 106 It
is technically possible to have the same telephone number for two or more cellular telephones..
each having a unique ESN. 107 If a cellular carrier wishes to provide this service. it may. In this
connection, we \Viil not require that use of cellular telephones comply \Vith an industry
authentication procedure as requested by CTIA. as this could have the unintended effect of
precluding multiple cellular telephones (each with a unique ESN) from having the same telephone
number.

60. Further, we conclude that the practice of altering cellular phones to "emulate" ESNs
without receiving the permission of the relevant cellular licensee should not be allowed because
(1) simultaneous use of cellular telephones fraudulently emitting the same ESN without the
licensee's permission could cause problems in some cellular systems such as erroneous traCking
or billing; (2) fraudulent use of such phones without the licensee's permission could deprive
cellular carriers or"monthly per telephone revenues to which they are entitled; and (3) such altered
phones not authorized by the carrier, would therefore not fall within the licensee's blanket
license, and thus would be unlicensed trapsmitters in violation of Section 301 of the Act.
Therefore. we agree with New Par and Ericsson that the ESN rule should proscribe activity that

,

104

105

106

107

Ericsson Reply Comments at 3-4.

~ew Par Comments at 21-22.

The telephone number is referred to in the cellular compatibility specification as the
Mobile Identification Number or "MIN".

It is not technicallv necessarY to have the same ESN in order to have the same telephone
number. Neverth~less, the a~thentication software used by some cellular systems does not
permit two cellular telephones-with the same telephone number. In such cases. cellular
carriers should explain to consumers who request this service that their system is not yet
capable of providing it.

27



does not physically alter the ESN, but affects the radiated ESN, including activities that transfer
ESNs through the use of an encrypted data transfer device.

61. With respect to the proposal to allow alteration ofESNs by manufacturers' authorized
service centers or representatives, we note that computer software to change ESNs, which is
intended to be used only by authorized service personnel, might become available to
unauthorized persons through privately operated computer "bulletin boards". We have no
knowledge that it is now possible to prevent unauthorized use of such software for fraudulent
purposes. Accordingly, we decline to m~e the exception requested by Motorola and Ericsson.

62. We funher agree with the commenters that it would be impractical to apply the new
rule to existing equipment. Accordingly, we are not requiring that cellular equipment that is
cUITently in use or has received a grant of type-acceptance be modified or retrofitted to comply
with the requirements of this rule. Thus, the ESN rule will apply only to cellular equipment for
which initial type-acceptance is sought after the date that our rules become effective.
Nevenheless, with regard to existing equipment, we conclude that cellular telephones with altered
ESNs do not comply with the cellular system compatibility specification10l and thus may not be
considered authorized equipment under the original type acceptance. Accordingly, a consumer's
knowing use of such altered equipment would violate our rules. We further believe that any
individual or company that knowingly alters cellular telephqnes to cause them to transmit an
ESN other than the one originally installed by the manufacturer is aiding in the violation of our
rules. Thus, we advise all cellular licensees and subscribers that the use of the C2+ altered
cellular telephones constinnes a violation of the Act and our rules.

63. With respect to NYNEX's proposed modifications for securing the ESN chip to the
mobile transmitter, the record does not convince us that these modifications will make the ESN
rule more effective. Therefore, we do not adopt NYNEX's proposal. We agree with
Southwestern Bell that the ESN rule should apply to mobile equipment associated with wireless
PBX if the equipment can also be used on cellular systems. We also clarify that the new ESN
rule prohibits the installation of an ESN in more than one mobile transmitter. Finally, as
suggested by New Vector, we amend the type-acceptance rule to refer to the newly adopted ESN .
rule. 109 .

Use of Part 22 Transmitten in NOD-Common Carrier Sen-ices

64. Proposal. Section 22.119 of the Rules currendy prohibits the concurrent licensing
and use of transmitters authorized to provide common carrier service under Pan 21 of the Rules

108 See old § 22.915, which becomes new § 22.933 in Appendices A and B.

109 See discussion of new § 21.377 in Appendix A.
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Federal Communications Commission FCC 94-201

this paragraph in lieu of cc~lillnce W1ttI paragraph (b) of this
seaJOn and ttle IUdlO filter reQull'ltment of § 22.915.

(1) The mean power of Iny emission removed from the carner
frequency by a disPlacement frequency (f. in kHz) must be
attenuated below the mean power of the unmodulated camer (P) as
follows:

(i) On any frequency removed from the carner frequency by
more than 12 kHz but not more ttlan 20 kHz:

at least 117 log (f••12) dB:

(ii) On any frequency removed from the carrier frequency by
more than 20 kHz. up to the first mu..,1e of the camer frequency.

at least 100 log (f,+11) dB or 60 dB or 43 + 10 log P dB.
whichever is the IesMr aaenuation:

(2) For mObile stations. mOClulating signals other than the
SUpervISOry audio tone III the frequency range of 5.9 to 6.1 kHz must
be attenuated. relatIVe to the level at 1 kHz. at least 35 dB.

Idl F1D emISsIOn mask. For F10 emISSIOns. the mean Dower
of emISSIOns must De abnuaa.d belOW tne mean power of ttle
unmodulated camer (p) as follcWs:

(1) On any frequency removed from the camer frequency by
more ttlan 20 kHz but not more than 4S kHz:

at least 26 dB:

(2) On any frequency removed from the carrier frequency by
more than 4S kHz but not more than 90 kHz:

at least 45 dB;

(3) On any frequency removed from ttle carrier frequency by
more thin 90 kHz. up to the first mu..,le of the carrier frequency:

at least 60 dB'or 43 + 10 log P dB. Whichever is the lesser
attenuatlon.

(e) Out of band ermsaions. The mean power of emISSIOns must
be attenuated beloW tne mean power of the unmodulated Qlmer (P)
on any frequency lWlce or more than twlC8 ttle fundamental
frequency by:

at Ielst 43 + 10 log P dB.

(1) Mobile emisSIOns in bpt bgutncy range. The mean power
of Iny emISsIOns appeamg in the bate.uon frequency range from
cellUlar mObile transm...o~must be abnuated to a level
not to exceed -80 dBm at the transmit antllnna canneetl:lr.

(g) Interference from spuriOus 'miyions. If any emission from
a transmitter operating In thIS serva resub 11'1 Interference to users
of another radIO selV1Cl. the FCC may reqUIl'lt a greater allltnuatlon
of that emISsIOn than speCIfied in this seCllOn.

(h) Measurement procedure. The following spectrum analyZer
banGW1dth settings snould be used for meuurement of spuncus
emISSIOns:

(1) When operating In the radiotelephony mOd. or the SUpeMSo-

ry audiO tone mode:

(i) For any emISSIOn not more than 45 kHz removed from tne
carner frequency: 300 Hz:

(ii) For any emISSIon more than 45 kHz removed from tne carner
frequency: 30 kHz.

(2) When operatlng in the wldebana data mode or the sJgnaling
tone made:

(i) For any emISSion not more ttlan 60 kHz removed from the
carner frequency: 300 Hz:

(i) For Iny emission more ttlan 60 kHz removeo from the elrner
frequency. 30 kHz.

§ 22.919 Electronic serial numbers.

The Electrenic Serial Number (ESN) is a 32 bit binary number
that unIQuely Identifies a cellular mobile transmitter to any cellular
system.

(a) Each mObile transmitter In servICe must nave a unIQue eSN.

(b) The eSN host component must be permanenuy attached to
ama~ Clf'CUit board of ttle mobile transrmtter and the integrty of ttle
unit's operating software must not be alterable. The ESN must be
isc*tIecI from fnludulent cantlet Ind tII~enng. If the ESN host
~entdoesnotCC1nt1in other infonnation. that CC1"",ontntmust
not be removable. and its .leetrical ccnnedions must not be
aClClaSCIe. If ttl. ESN host component cantllns other infamalliDn.
the ESN must be enClClded using one or more of the foIoImg
tte::Miqu..:

(1) Mu~licI1ion or division by a polynomllr,

(2) Cyclic cocling:

(3) The spreading of eSN bits over varIOus non-MCIuential
memory locations.

(c) The eSN must be factory set and must not be altereble.
transMreble. remov.ble or oth.lW1Se able to be m.n~lIted.

Celular mobile eqUIPment must be deSigned such that .ny ItI8fm't
to remove. Iamper with. or change ttl. ESN chIP. its logIC system. or
fIrmwIlre onginally programmed by ttle manufacturer W1I render the
mobile tranlmltter inoperative.

§ 22.923 Cellular syllt8m configuration.

Mobile stations ccmmunlCllte with and througn base translT1ltters
only. Base tranllftllbt.. communlClte with mobde stations directly
or through cellular repe..... Auxiliary test stations may
c:omrnunlClte with base or mooil! stations for the pUIl)O" of lntIng
equIPment

§ 22.925 ProtUbltlon on airaome operation of cellular
telephones.

Cdullr teltphon.. Instllllecl in or earned aboard a_nes.
baloons or any other type of aircraft must not be opereted while
suc:n airera1t Ire airDome (not toUching the ground). Whln any
awcraft lelYes the ground. all cellular telephones on board that
am:ra1t must be turned off. The following notice must be posted on

8-77
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IN THE tJN1TSJ STATES DISTRICJ' COURT
...~., ... FOR. THE SOU'I'BERN DISTRIcr OF GEORGIA_"_I.

",". :;'.', BR.UNSWICX DMSION

PAT MER WJRWESS, INC.,
d/b/a CELLOLU ONE, ad
OEOR.OIA It.S.A. 112 PARTNERSHIP,

CASE NtJMBEI. CV29S-201

Plaintiffs,

v.

)
)
)
)
)
)
)
)

FRANCES E. (-BUNNY-) MA1SHALL, )
aDd MARSHLAND COMMUNICATIONS, )
INC., )

)
)

...-.......

0PJNION AND OBDA

Plaintiffs, PIlmerWlI'IIeu, Inc., d/b/a CELLULAI. ONE (bereina&:r, -ee.uular

One-), and GEORGIA ReS.A. 112 PARTNERSHIP (be:reiDafter, •AUte1-) t1Ied their CompJaiDt

aptnst Fnmces E. C'BuDnyW) MarsballIJld Malsb)ud CommaDicatioaI. Inc., on December 6,

petIDIMI1t injunctioll. 'Iba heu:Iq 01l the temponry RStrainiDI order. scheduled for Tuaday,

I)ec:ember 19, 1995, wu c:ancelled IDd a final heuiDI1'or purpoIU of PRCP M WII be1d CD

Thursday, December 28, 1995. Both pedes bavinc brWed the Court ad bad the oppm1UDity

to present evldeDce, the Court ftnds II fallows:
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Each cellular phou is manufaclured with a unique electronic serial number (ESN)

that, by law, is factory Jet at the time of manufacture. The ESN is a 32-bit binary number that

ideDtitles the cellular phoaa much Uke an automobiJa'. vebicle idmtificatioD number or VIN

uniquely identUia a car. '!be ESN is central to the intqrjty of the c=1lular opm.t:ina system,

idcntifyinC the particular pboDe to ensure tbat acccu to tbe system is authorized and to trICk

usqe for billinl purposes.

In additioo to the ESN, • mobUc idatUicatioa number (MIN) or phone number

is assianed by the local carrier wbeIl the cellular phoDe it IC&inted fot.-vice. Once the MJN

is UIiped and service acdvated, the BSNIMIN combiDatioa is entaed into the c:az:rier's mobile

telepbone switcbinl office (MTSO). The MTSO is CO('Ineeted to a houyc:omb of cell sites or

fixed transmitti..nc and receMq aatioDs that act U the airwaves zelay for voice communications

and allows the carrier to bill for services.

Wha1 a ceUuIar phone is tumed 011, ewa thoulb 110 can is beinI made or

received, the phone'. ESNIMIN colllbmatim aU1Dlllltical1y ia tIIDIJI1iUed at reauJIr interVals to

the nearest -cell sIIe.. TbII contiDDous excban,e of ESNIMIN siInaUDI mformation between

each phoDe and a een site is JmowIl u -autonomous zeai,Itra1ion. IDd allows a sublCZiber to be

tIaC.bd so tbIt iDcomiDl calls CID be received and outIOiDI caIIJ CID be made over the netWork.

Thus, as .. subICriber moves throqh a .me. area, me pbaae ab out the uarat cell lite and

-2-
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me stronlest sipal, 1etJiDa tile network know tbat the pbcme is available to recdve ID4 send

calls.

When a sublCriber aetuIIly makes or nceives a call, the sipal becomes

continuous for the duration of the call. The sipallitlnlly leD "banded oir seemlessly to the

next cell site u tbe mobile UJet 1rave1s tIlrou&h the ana.

Because the ESNIMIN combiDation il CODtinUOUsly transmitted in the clear across

the netwOrk, it may be unlawtuUy SC'ftnrd by criminals who set up l'OId-lide stations to lCCluire

the sipals and then reprogmm 01 "c1oDe" cc:UuIIr phoaII with the stolen ESN/MIN

combinatJons to emulate the authorized pboae. In esllellCe, me. rDId-side thieves steal the

,..-...... access keys to the Ql'efttiAll)'Stem. Tba theft may 10 uDdetectild until a subtcriber recelvea a

bID for the unauthorized sc:nice (which tile cmier ultimately absal'b.) or until the system

identifies the donin, wileD bodl phones ate used slmullaMOUS1y~ In bodl ca., the carrim" s

system is seriously depaded and administrative c:ost1 are incmred in the investi.ption of the

fraud, termination of the service, ancl reactivation of new service for the subscriber.

Stole-front emulation services, such u thole enppd in by MmhIaDd, have

sprung up across the country. RatbI!r than stell the BSNI over the airwaves, emulators persuade

subscriben to purchue &cIIJaI "extension" phone services, which is notbina more thaD the

cloninl of thIir audlorila pbaIle. A cloned cnmioa phone has the same impacC 011 tbe cellular

system U Illy oaber fraudulent phone IDd may teS1I1t in termination of. sublCriber's senice,

panicularly if both pboaa am used at tbe same tie in the SIma .mce IRa.

-3 ..
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Plaintiffs ate Iicet1sed by tile Fedmal CommUDieatiolls Commission ("FCC·) to

provicle cellular commUDieatloos services on their authorized frequencies in the Bnmswick ma,

includinl the counties ofCamdeD, Glynn, Liberty, I..oag, McIntosh, and Wayne. PJaintift's each

CODtnlCt with their subscriben dud only om: telephone Dumber will be &SIiped to one ee1lular

phone. Cellular One'l COIltrICC also provideI tbat the subscriber will ensme that his or her

cellular phone complies with FCC Rules ud ~Iatinn••

Pnnces E. Marshall (hereinafter, ·Marsball·) is ID officer of, and founded,

Marshland Communir:adons, Inc.~ -ManblaD.d.). Marsb1aDd is & Geoqia

cozporation with its prlncipal place of businell aD Sl Simems Islaad, Geoqia. Neither

"..-....... Defendant is licensed by tbe FCC to operate a c:elluJar te1Ipboae neavork. The exclusive .

activity of Defendants Manba1l and MarsbJand is to IOlicit CUI1DmerI, in the ua in wbicb

Plaintiffs are lla:nsed by the FCC, for tile expn:ss purpo!e of removiD& a cellular 1elephone's

factory usilned and ins1IIled ESN IDc:t replacinlame with tbe BSN !giped. to another cdIular

telephone that baa bee aet1vated far use OD OlIO ofthe paamdtfs' cdul., netwoda. The cdlular

telephone, with the altered ESN, is propammed by DefendlDU wiIh (be MIN usiped to a

cellular subscriber. The clooed celln).. telephone then emulas a cellular telephone authorized

for U. OD one of the PlaiDtiffs' calu1ar aetworb. In excbqe for tbia emuladen service,

Defendants cbaqe a f. of uound SIlO. DefeadIJ1tI bave clODed the l%l1nllf tdepboDa of a

substalltialllUlDber of subscribers to the ceDular te1epboJJe .me. ofPlaintiff's. DefeadlDu do

not notify the cmJer whea 1hey c10De • sublCtiher's pboae, nor do tbey verify with the carrier

that the subsc:ribe.r bas III active account.
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M will later be shewn in this Order, Defendants' actions are il1epl, and Plaintiffs

have been damqed by same. First, emulation or cloning enables ODe ceJ1uJar phone to emulate

another cellular phone, enablinl a CUStDmlll' to ue more than one tmephone for the same

telephone number~ thereby avoidiq moatbly acceu cbara- charpd by Plaintiffs and other

cellular licensees for each phone. 1'b1s results ill. lou of revmue to Plaintiffs and may result

in hiaher monthly accea fees for autbori2ed users of Plaintiffs cellular networkl.

Secoad, c10nmg of ESNs by Defendants produce cdJular phOaa which do not

conform to the FCC specifications ia 47 C.F.R. I 22.933. PlaindtIs hold a blanket liCense from

the FCC to operace • cellular system in the BnmJwick·U'IIL PJaiIldtfs lie only autbodzed to

......-..... operate that system in combination wid1 individual cellularphcmes tbat meet the FCC's t=hrrical

requirements, including its rules that adt of tboIe tmnsmittcrs bave its own unique ESN. 47

C.F.R. I 22.927 cbarges Plaintiffs with tbe responsibil1ty of eurcisiq effective operalimIal

control over mobile stations receMna service tb%oup its cellular systems. On each occ:asioa

that Defendants place an unautborized transmitter in service on Plaintiffa' systems, they arc

causing the vioJation of the terms of FCC 1icen1ll. (S." Second ESN Order, , 60).

Third, the COIlt!ICt between PJaiDtiffs and their sublCliben provide that the

subscribers will only bave ODe 1depboae Dumber~ pboDe and tbIt the subscdbers will not

violate FCC zqula1ioaL The cmulatioa services provided by Defendants CIWIC PJ,intiffs'

subscribers to violate their COJltrICt with Plaintiffs.

Fourth, three channels are oranlY to ope:ra a cc1Jul.r pbooe. When two

.-. cellular phones. ODe of wblch emnlates the other, are operatiq in dltl'eraI1 cell sites, both
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phODel will rlnc wheo that cellular phone number is dialect This ties up six cbanne1J thereby

usin& double tile normal capacity from one of the Plaintiffs' networb and deprlvin& others of

access if the cellular network is at im mlmJ1Um c:&pIcUy. A fifth problem iJ that, when one of

the cellular phones is answeted, the netWOrk tImIiNltes the c:aI1 to the other cellular phone. The

cellular netWork cannot determine wbich tal.cpbone an indiWiualls attempdq to call when o~

of them has bem cloned. A cbaqe far the telepbaae call is billed 10 the subscriber whose phone

has been answered, even if the caJler wu Ittemptbaa' to rach tbe iDdividual poIJe!!iDI the other

cellular phone with the same ESN and MIN. A teeDIKi phone can would tIleD be n6c:cSllry to

attempt to reach the inumded c:dlular phoae. Thi. raultl mtwo c:harps CD the subscriber when

........... ~ only ODe should have been nensary.

FiDaIly, PlaintiffJ operate aalldmiDistraliw review of subscribers for purposes of

findiD, fraud. Same conlistl of a c:omput.erized system wllidl nlYiews usage pIttemI and

profiles. My spike in usap far one cellular phoae is iIlvemlltM Other indicia of fraud

include usinl a cellular phone to reach a foreip country aDd saaym, OQ-1im= for more than teD

or fifteen minutes. Havilll a number of emulated or c10Ded pboael operatinl off the same

subscriber account creates • spike in ullle which thea ties up raoun:es forp~ of an

iDvestiptioo. The cellular nerwort operator, stICh u the PlaiDtifft, caDDOt differentiate between

thOle who am -tr. ridiDB,· I.e.. stea1in1 ESNa mel MINs lUdomly floaa the airad then WI

same to pill access to a cellular network, and those who are cJmriftl,~ Defeadants.

.-.
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FCCOJdm

Via 46 USC 1151, the federal Communicationa Commission (FCC) was liVen

plenary authority to reauIate the airways. 1301. provides far the reauJatiol1 of radio

communie:ati.oDs and provides the authority of the FCC to requim Ucea.ses of mdio frequency

eneqy. '!bus, a person or entity needs a liceDse from the FCC ~ UIe the airwaves. ~The FCC
..

licenses two cellular c:arriars in each muDt 10 provide cellul. seMcea.

47 CPR In.901 State.I that carrim must provide -mce to all customen in the

area aDd provides that cmics c:IIl terminate any subscriber who does not comply with the

carrier's duties under 47 CPR 122.927. 47 CFR 122.927 pnMdes that tho cellular c:amer has

authorlD.don ext:endina to each mobile UDit In its network. SiDce the inception of cellular.
networb and pee reguJatioD of same, the FCC bas reqaUed one ESN per telephone.

On May., 1981, the FCC re1"'sM an Older emit1ecl "An Inquiry Into the Use

of the Bands 825-845 MHz and 870-890 MHz far Cellulai' CommaDical:iona Systems; and

AmeDdment of Parts 2 aod 22 of the Commission's Rules Relative to CeDuIar Commuoicarions

Systems," 86 P.C.C.2d 469 (1981) in which it, amoGI otba' thinas, adopted technical

speciftcatiooI for the ue of ce11ular tI1ephoaes, includiq a requimDeDt that each phoM have

a unique ESN. Sa 86 F.C.C.2d 1150811ld n. 78,573, and 593. QriaiDally, tbis requirement

was found at Secdcx1 2.3.2 of the FCC's Mobile Statlon·1aDd S1atiOft Compatibility

800~ 3IOJ S~ID:id
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Specifications (Office ofEnaineerinI and TechnololY Bulletin No. 53) incorporatecl in FCC Rule

22.91.5 (now.7 C.F.R.. 122.933). The May 4, 1981 fCC Order (the -Fint ESN Orcler-) wu

pUbUshed in me Federal Relister Oft May 21, 1981 (46 Fed. Reg. 27~5) with corrections on

1UDe 16, 1981 (46 :Fed. ReI. 31417). The PCC Idopted tbiJ mJe ·inaccordancc with its

lqislative1y delepted JUlemakfng authority • • . [wbich is] bindiar aD all applicable persons. •

SoUllt CDImll &U Tt1qhoM Co. v. LollisilllllJ Public ServIa! Ccmm., 744 F.2d 1101, 1115 (5th

Cit. 1985).

CD October 2, 1991, the FCC issued PubHc Notice (20011), Report No; CL-92-3

endtled -CHANGING ELECTRONIC SElUAL NUMBERS ON CELLULAll PHONES IS A

... ........ V10LAnON OF THE COMMISSION'S llULES.· It s1IJeI, In pertiDeot part, that:

P!Iones with a1aInd ESN'a do DOt comply
with the CommissioD'. rules and my iDdM4ual,S1f
CAJD;Uly epcatinr ,m...or porforminl 'V;b
ai_WI ia tn yip),tjpn of Srlm 22.915, of tbI
Cgmmisljon'I mill and couJd be subject to
appwpriate enforcement action. (Empbuis
supplied.)

In respoase to 1ft FCC Notice ofProposed 1lule Makin•• te1eIsed JUDe 12, 1992,

7 P.C.C. Red. 3658, which was publiJhed in tile Peden! blister 0111u1y 1, 1992 (57 Fed. Rea.

29260), 0+ TechID1oIY. a compey that altered ESNs, requested the FCC to amend the

Commissiaa', rules and a1IDw companies to market ancillary cellalar equipment 1bat emul,'M

ESNI for the puI:pOIe of allowiq more tbI1l oae cellular teJepboIIe to bave the same tdephcme

number. Su paragraph'7 of d1e SecoDc1 ESN Order, 76 RR2d 1 at 15.
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The FCC JPCCific:ally rejected the proposed amendment of the emulator. The

Commission wrote:

Further, we CODClude that the pmctice of
alterinI cellular phones 10 -emulate- ESNs witbout
receivina the permislioD of the rel8vut ceJ1u1ar
licensee should Qot be allowed brpg. (1)
simultIDeous use of cellular telephones fDaduleDt1y
emittinl the same ESN without the licensee's
pennissiaa could Cl1II8 prob1emI ill lIOIU cellular
systems such as enoneous traeJdnc or biJJJq; (2)
fraudulent u. of such phoaes without the licensee's
permission coulcl deprive cellular c:arrlen of
monthly per telepboDe revenues 10 wbicb they am
ealided; and (3) such altllrld pboaa not autbom.ed
by the carrier would thafore DOt fall witbID the
1i~'s blanket~ aDd thus would be
un1lceDJed t:ransmitters in violation of Section 301
of the Act.

see puqrapll 60 of the SCCODd ESN Order, 76 RR2d 1 at p. 15.

Tbe Commission further .concluded:

. . • Nevertheless, with reprd to exisdDc
equipment, we conclude that cellular IeIephoaes
with altered ESNs do not comply with tl1e cellular
system compatibility .~riODl IDd thus may
DOt be· CODIidaed aut:borized equipnat under me
oriliall tJpe ICCtf*nce. AccordiaIlY. a
coasnmrt'S Ic:nowinI use of such alIIDed equipmat
would violate our rules. Wo fprtbK MUnl ibM
'At indiyidual or smIJDU1J tbaI ImgwinI1Y 11_=". 1DlcDb00Cl tp c;aw tbc;m to trppgiC 1ft

IS. previous 47 CPR. f 22.91'. which became new 47 CPR I 22.933, adopted in. the
.-. Second ESN Order.
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ESN get,,", than the 001 grigiDaU)' Wtalltd by the;
manufamumr is lidio. in the violation qfour mica.
DUI, • adyiM all CClJy)" HG"'MM and
mb'Sdbm 1bat the UIC pt the 0+ a1CIpd q 1ht1ar
wszbgw c;gnltitu1ll 1 yiplatign of the Act and our
1111& (Emphuil added)

see parqraph 62 of the Second ESN Order, 76 RR2d 1 at p. 15.

On September 9, 1994, 1be PCC reI.sed the above refareDced Order eatitJed

"Revision of Part 22 of the Commission Rules Goveminl the Public Mobile Services.· This

FCC Order (the "SecODd ESN Orderlt) 'NIl published in its atirety in Pta tINl Fi.reher Roilio

&guUu:ioIU (76 RR 2d Pap 1). Summary of the lime \VII published in the Federal Re&iJter

OIl November 17, 1994 (59 Fed. Rea. 59502). 'Ib.e Second ESN Order, a1Io known u Order

No. ~210t readopted and reDumblnd 41 CoF.R. I 22.915 u 47 C.P.It. I 22.933. 'Ibe

Second ESN Order ad.opIIId 47 C.P.It • 22.919. Tbae two provisiau of the C.F.R. codify

the First and SecoDd ESN Orders. Section n.919(a) requiIes tbIl a[elld1 mobile tmlsmitter

in service must have a unique ESH.- 47 C.F.R. 122.933 states tIw:

Tha aerial DUmber iJ a 32 bit binay number that
UDiquely idmtifies a mobile I1atioD 10 Illy cellular
system. It must be factory-.. IDd DOt readily
altaabJe in the fie14. Tbe drcuUzy that pRJYides
tbe IeriI1 number must be ltol... from fraudulent
COIdICt and 1IJDpedns. AJtempIs to chqe the
3Irla1 Dumber dlcuitry sboald reDdIIr me mobile
stIdoa inoperatiw. (Office of EnaineeriDI IDd
TechDoIoIY BuI1etiJl No. 53, SectiDD 2.3.2).
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