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Federal Communication!! Commission

Washington. D.C. 20554

In the Matter of

Implementation of Section 304 of the
Telecommunications Act of 1996

Commercial Availability of
Navigation Devices

Comments of Scientific-Atlanta, Inc.

Summary

Scientific-ALlanla SUppOtts effollS to assure the commcJcial availiJbility of

navigation devices ll.,;ed for video pro~nlJnming. Commercial or retail availahility provid~

an additional outlet flJf the manufacturers of these navigation devices. This provi~ion is

SUbject to the common sense caveats in (he stanue and legislative history that: the ~ecurity

of cable systems anci other network proviu~rs not be jeopardi2:,~d: the introduction of new

technology not be inr:erfered with: and any standards setting should rely on the voluntary

industry process.

n,e ability of the Commission to cnsw'C the commerci,J or retail availability of

these devices is lnrf:dy determined by the functionality of the equipment and network. as

well as the h;story of use. For example. given that the recent c:able industry standard for

cable modems (Mullimedia Cable Nelw,>rk System or MeNS) should enable a broad

range of interoperability and portability amllhe ract that the nature of their use is for
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interactive purposes, modems are likely to bave an early adapl:ation to the retail

environment. The FCC should continue to rely on tbe market :md voluntary industry

standards process to define the standards, while being sw"c to leave room for feature

differentiation among suppliers.

By contrast, the retail sale of llnalog set-top boxes is not feasible technically,

logistic:llly or economically. While the decodcr interface has teen touted as a solution, it

faces insunnountahle legal obstacles and technical limitations ill its current fonn. Thc

retail availability of equipment in the analog cnvirornnent also poses serious St:4:urity risks.

The digital set-top environment is different from both analog set-tops and modems.

Security i:s much betler in the digital dnmain, but it is different in the set-top envinmment

than it is for modems. Digital set-tops are also not encumbered by a forty year legacy as

are analog devices whcre security was a major concern and there was no requirement and

lillIe incentive for interoperahility or pOitability_

The cable industry has made major strides toward interoperability and portability

by its effort.~ to !let standards and initiative to hurmonize the digital domain. Today's

environment pennit~ multiple vendors and backward compatibility problems are

minimized. Some fUllctionli arc suitable rOT intero~rabilily sm:h as digital broadca!lt only

set-top boxes, as are some of the video aspects, transmission sl:andaros and pro~am core

encryptors. Scientitk-Atlanla is attempting to fulfill the spirit {If the retail availability

requirement by its third pa11y licenses with manufacturers such as Pioneer and Toshiha,

cross licensing agreements with General Instrument and thruuEn manufacturing its set-top
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boxes in compliance with cable industry standards. The Commission should 110t require

security functions, the network ;ntelface Clr access control and ::ncryption to be retail

available.

The Commis~ion could have rerformance criteda for retail availabiJity. but

government standard.; and mandates will only stifle the market and end up being anti­

eonswner. If the Commission grants l,;onsumers and subscribers a right to attach, steps

must be taken to enSllrc that signal ingress and leakage do notlntert"Cl'e with the operation

of the cable network, particularly since such inte,ference can disable other subscribers'

access to the network.

Security must be of paramount concern. In the analog environment, there is

currently no feasible and legal way of separating out ~ecurity. For digital devic~,

separation should be an option. but not a l'equil'ement. Security requirements for digital

may be subjcct to major changes. The decoder interface ha~ bl~en suggested as a means of

ensuring separation for some analog applications. However, il i.e; questionable whether

this device will work or have a markt:l in many networks and it is too restricting for many

new technologie~ and advances. The decoder interfa(,;e is also illegal under the Eshoo

amendment and is nt:ither voluntary nor a private industry standard.

Interoperability and portability have relatively simple e'veryday defuutions· the

ability to use equipment from multiple suppliers on a single network and the ability of the

consumer to move equipment across systems. However. they are too difficult to define

technically, particularly in the dynamically changing tJigital cn',ironment. 111ere are at lea~t
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four levels of interoperability for digital devices and as digital t:chnology ~voJve~, .liO will

the defmition of inte1'Operc1bili ty.

The standards process needs to be voluntary and induSlry driven. Government

standards will not only stifle the deployment of new teehnologJ. it may actually slow down

the process of making navigation devices <:ommercially availahle to the eon~umer.
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Introduction

Scientific-Atlanta provides its customers with the prodll(;~, systems and st:rviccs

they need to develop the advanced terrestrial and satellite nern.orks that deliver

entertainment, information and (;ommuuications to hundreds of millions of people atoWld

the globe. A vadety of today's global information, entertainrntmt and communications

~ervices are transmitted via siltellite and tetTestrial networks di,rect]y to users or to

headends where they are distributed over one-way hroad<.:asl (Iud two-way networks to

subscribers. Scientific-Atlanta makes procluclS for virtually t:\lery stage of these advanced

networks.

Headquartered in metropolitan Atlanta, Georgia for 4~ years, Scientific-Atlanta

conducts business through more than 40 worldwide offices. engineering and

manufacturing facilities.

TI,e cnmpany is one of the leading manufacturers of ailalog and advanced analog

set-tops. It has provided a number of digital set-tops to some of the initial pilot projectc;

and experimental demonstrations of new digiml, interactive :st;rvices and technologies.

The company will provide network operators with digital seHops and cable modems.

Scientific-Atlanta supports th~ concept of retail or I,;oumcrcial availability, su~ject

to the provisos and caveatc; contained in the statute. The salt:: of converters through retail

or commercial outleLc; !\hould benefit ~uuSUlllcrs. network 0p'~rators and manufacturers.
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The basis for action by the FCC ln the regulation of seHop boxes or converters

has changed. While historically th~ consum~r often viewed tht~ set-top as a hindrance and

costly expen~e, subS0ribel' satisfaction with cable operator pro'nded set-tops or Home

Communications Tennlr1a1s is now very high. because they alh>w access 10 new feamres.

functions and services without requiring a consumer investmeut in new equipment Rute

regulation provisions now requjre set-top or convcl1er charge~: to be separately stated and

limited to a ~et rate of return. Tn addition. suhscribers are not required to have seHops or

Hom~ C01llmunications Tenninals to gel many of the services offered by cable uperators.

The TeJephon~ Model

The Notit;e discusses various current distribution methods and models. including

cable. DBS und telephony. The Notice concludes that the eV(llution of equipment in the

telephone model provides a good staning poinl. With respeclLO the Carter/one decision,

there is some parallel. The Commission did progressively adopt regulations that enabled

telephune customers to freely connect telephones and other CPE equipment to the

telephone network so long as t1u~ connections did nut cause 111ann. However. it does nol

follow that this resulted in the consumers buying much of their CPE in relail outlets. In

actuality, much of Ihis change in distnbulion occurred whtm Ihe local telephone company

was baITed from pwviding this equipment to customers for a year under the MFJ. 1

The Notice (;jles some of the differences between the telephone and cable model,

inclUding the fact that there are few security issues in the tclcphl,me netwnrk. less potential

for interference and the fact that when cUSlomer ownership tecame an option the
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telephone network was a national monopoly wilh a well develClped set of standards.

However. there are other differences that were not cited or elcliborated on. The following

chart compares these models, plus the computer and DBS models. which have increa~ing

applicability to me telecommunications marketplace:

Differences in Delivery Systems

Charactcristic

Bandwidth

Cable

Broadband

Telephone

Narrowband

Comput~r

t~volving to
Broadband

DBS

Broadband

Traditional
architecture

Intelligence

Tree and Switched
branch

Split between Network
conSUlDer and network

Broadcasl

Mainframe Split between con-
iO PC sumer and network

Security Important - easy Point to point Becoming more Important -easy
(0 compromise Hard to compromise important to compromise

In particular. the cable and telephone networks are significantly different. In th~

telephone network, the customer ha~ a dedicated line back to the ~witeh. Tn the cable

network, most of the data is lrallsmitred down .>team and the customer's retum path is not

dedicated and can more easily ~ affected by .c;ignalleakagc aJild inJress from other

suhscribers.

Th~ interfaces W"e also quite different The interfaces for telephone services are at

baseband_ These baseband interfaces are simple and much more direct. The broadcast

and cable or set-top r.enninal interface, by contrast, extends back into the network and

I There wall an approximately one year bialus between the MFJ and we FCC'II Compuler Inquiry JJ whim

tbe RBOCs were not allvwed 10 scll CPE. ~cepl for equipmCnt in inveu[ory. Ihlring UJi!' one year [)Clio<./.
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includes many of the functions Lhat are in telephone and utility networkc;. With radio

frequency modulation. cable television has additional responsibility for cahle signa11cakage

and it~ responsibility doesn't stop at the pole. the house or the convcrter. but eXJ.ends nIl

tllC way to the input of the televi~il)n.

None of these 111odel~ is monolithic; there are differentIeatures and functions

within each of th~se networks. For example, even though the PC model is predominant in

lhe computer industry. there are still many mainframe comp\1tl~n;. Also, the cellular

telephone network is a major subset of the lr\\ditional tel~ph(}He network, with much more

of the intelligenee in the lenninal in lieu of the network.

Cable, computer, Lelephcllle and other networks now have widely varying teature~

and {WlctiOIlS which are convergine in cyberspace. l'hese differences are basw 011 how

humans take in information and use it. Telephone networks are interconne<...-ted and

interoperable to enahle everyone to talk to each Olhcr over thc~ir telephones. Cable

networks are broadhand but not fully interactive (0 allow con,iwners to receive television

~ignals which require much more bandwidlh. As these netwr.,rks converge and

interconnect, their features and functions will undergo a tramformation. Preemptive

action by the FCC in this area could freeze technology and lhis convergence.

Entities Cc.vered by Section 629

The Commission's Notice of Proposed Rulemaking raises the issue as to what

entities are coverecl by the commercial availability requiremellts of section 629. While the

.,;cope of entities covered appears [0 be broad. there are manJ other provisions of the

section which detennine its specific applicability. such as the impact on security and new

~1'I1c~ of CPI; increased 60%, whic11juulD sUltted the n;:lail market.
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technology and the l'l;':lationship to private, voluntary industry lrtandard~-setting pl'ocesseli:.

The statute specifically refers to cuble oper.ltors. multichannel multipoint distribution

services. direct broadcast satellite and TYRO satellite prograrrl distributors and does

appear to contain a specific exemplion for an open video sy~tf:m or OVS operator, but

there are nume..ou~ other hypolhelical questions about newly f;merging tcchnologie.t; and

services such as satellite. mi("Towavc. other wireless and Intenlet offerings which do not

necessarily have to be responded to by this notice.

Scope of Equipment Covered

The Commj:ssion tentatively conc1ud~s lhat. the coverage of Section 629 is broad

with respect to the Hnds of equipment which it covers. The definitions in section 629 are

quile broad) but they need to be read in conjunction with the intent of the provision and

the other restrictions and requirements. For example. some advanced models of laptops

have the capability of receiving video programming over the Jntemet amI olher networks

and some Intemet service providers willundouhtedly package; multiple channels of

programming. Rechargeahle battt:rit:s for many laptop and notcbook computers are not

~taDdardized and widely available.! Therc are standards and~rotocols for batteries that, if

u~ed by notebook and laptop manufacturers. would provide large saving5 to the consumcr.

However. it would be a considerable stretch of this provi5iorl to argue lhat laptops and

notebooks or their batteri~.s are subject to the provisions of t1ti~ ~ction based on an overly

literal reading of the definilions. The Commission should f()l~us the scope of its

proceeding on three key areas;

2 See Suzannt: Oliver. "Satteries Not IncJudw". Forbes. March 11. 19%, p. 164.
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Cable Mode:JllS. While cable modems are arguably an acce~.~ device and not a

navigation device. tJ'lis newly emergent market could he considered suhject to this

provision. The Commission could 3ddre.~s this market precisely because there is not a

significant embedded base of equipment. The Commission will have considerable

difficulty addressing equipment markets whe~ there is a legacy or history of devices

which, for fWlctionality and commercial reasons, have not been available through retail

outlets. Another reason that cable modem~ are likely lO adopr to retail availability is Ihat

they serve an interactive function and hence innately have a higher level of interoperability

and portability and less security requirements than set-tops Rnd network inlerface and

security modules. Thirdly, the cable industry, through an operator consortium and Cable

Labs, have developed a voluntary private industry ~tandanl (Multimedia Cable Network

System or MCNS) to facilitate greater inLeropel'ahility and portability in the cable modem

markeL In order to participate in the inleropcrability testing, a manufacturer or vendor

had to notify CableLabs by April 7 and submit a tlnal proposal by May 9. Cable operators

expect to see a range of MCNS-compliant. interoperable cable modems within th~ next

year or two by a vllriety of manufacturer~.' In encouraging tl~e commercial or retail

availnbiJity of modems, the COlllmi.c;sion should recognize that the industry is headed in the

righl direction and be sure to leave room for product and teatun~ differentiation in order

the allow tbe industry to meet the needs of cOn~umC:l'S.

, The fuUowillg manufactl1rers~ planning cabJ~ mouem productS: 3COD1 Curp., Bay NetworkMLANCily
Corp.• Ci:;co Systems Inc., Com21 COrp., Gencml Tn"trument Corp., Hayes Modem, Hybri<l Networb
Inc., Intel Corp., Motorola Inc., NEC. Pana~nic Inc., Pnasecom, Scie.lltUic-AUanla Inc., Sha'1'
Elecuonics Cllrp., Tetayon Corp., Tosbiba. US Robotics Jnc. and Zenilb Elcctwnic!ol Corp. Otber
manufacturl:rs have announced their rlans to produce c1lip sebl: BroadCOt1\ Corp.. CumSltcam CO!'J'l.,
SranConJ TeJecom, Ultral:Ual Commlmications Inc.• and VLSJ TIICboo!'i)gy Inc.

Il



Analog Devices and Set·top Boxes. The retail sale or commercial availability of

navigation devices in the analog market is not fea~iblc technically, logistically or

economically.- The cable industry has developed its analog infra~tructure over forty years-

The key functions of that ;nfra.~tructure were to provide a brouiband, television broadcast

wire to the home and to provide security for tllat wire. There were very few interactive

appljcations for that wire and most of them proved uneconomic or impractical. For lTIO~t

of this period, no one even suggested that the cable television equipment in the home be

either interoperable or portable - iL~ major purpose was the delivery of broadband

multichannel video programming to the consumer.

During this period, a major thrust of the cable industry and its vend()r~ was to

provide security for this programming. Different approaches were adopted by each of the

m'\ior suppliers as a means of product differentiation and improved seew'ity.1I Since the

cable indu~try began to use security. cable equipment manufacturers have developed at

least seventeen basic scramhling methods.s There are numerous dynam1c variants of these

basic scrambling modes which each manufacturer has implemented for improved security.

There are now to,OOO headend~ and approximately ~eventy million cahle television

subscribers, with some of these headenus having multiple scumbling methods. Any

solution in the analog environment would have to take into account these various different

forms of security ur separate out security (in which case the relief would only he

C There are aL lcast nve melior or ~igni1icant supplier.;: GenerallnstnrmenlJTocom. Scientitk.AUama,
Pannsonic. Pion"r aud Zenith.
s Jerrold 6dB Sync Suppression. Jenold JOdB Sync Suppre:4!'iOll. Jerrold Dynamic Sync Supprel,~ion,
Jerrold Video Inversion. Jerrold Dyuamic Video InvetSi{'n. Hamlin 6dH Sync Suppre~ion, Eagle 6dB
Sync SUPJllV~(ln. Scientific-Atlanta Sync Suppression. Scientific-Atlanta Video Inversion, Scicotitic­
Adanta Sync Inversion. Scientific-AUama All Inversion. Zenitb Sync ~lupJ'l1'eS5ion.zenith Video
Jnversinn, Zenilh 6dB ancllOdB Phase Modulation, Tocom Normal Ml)da M2, M2. M3, Pioneer 6tlB Sync
SU'Pl're.~ion, Pioneer tOdD Sync SuppreM.ion.
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prospective). The nature and complexity of this enviroruncnt mak-es it extremely dillicult

to develop a one size fits all solution which would enable analog device-II to be made

available through retail outlets. MOSl solutions are either ecollomically cost prohibitive

and/or would po!5e logi~tical nightmares for cable (')perators who would have to make

major overhauls of their existing plant

One solution proposed to this dilemma is the decoder interface or set-back

decoder. Since this involves separation of security, the relief would only be prospective.

The current proposed ~olution. which includes CEBus. was lTlade illegal by the Eshoo

amendment to the Telecommunications Act of 1996. Nor is it possible that this could be

prescribed as a private. voluntary industry standard, :since it vms developed under a

government mandate in the 1992 Cable Act and it has not gOlle through the nonnal steps

required of 11 privale sector voluntary industry standard.

Digital Set·Tops. Deployment of digital technology is expected 10 advance

rapidly as more realistic expectations for integrated data and video s~rvices gain

acceptance. Interactive trials have proven that the technology works. end·to-end digital

multimedia standards are emerging to replace fragmented pmprier.ary effOrl~. and with lhe

success of digital broadcast services the consumer is becumil~g more aware and acceptant

ofdigital television.

Built on a foundation of open standards. Scicntific-Adanta is introducing a two­

way communications ~ystem which will: start wilh less-complex digital broadcast services;

immediately suppurt high-speed data and Internet access via either television or PC; allow

operators to upgrade the system as new digital service~ such as video-on-demand and
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distance learning pfCIve their revenue potential: leverage cmerf~ng industry standards in

content authuring (i.e. HTML, Java, etc.); and capitalize on !he inherent stren£ths of

broadhand hybrid fiber coax transmission networks. (A diagrmn of this system and it~

components is included as Attachment I).

DigimJ set-tops have several key differences frool analog devices. Some security is

designed to enable multiple se<:wity algorithms. Industry stan:lards have beep set to help

achieve interoperability and pOl1ahility. The digital cnvironmt~nt is relatively new,

unfetcercd by II forty yeal" legacy whet'e portability and interoperability were not relevant.

Major suppliers of digital set-tops are fulfilling the spiri~ of the commercial

availability section of the Telecummunications Act uf 1996 through licensing. eross-

licensing and compliance with CableLahs standards. Both SCientific-Atlanta and General

Instrument have na:reed to comply with CableLahs standards. Scientific-Atlanl,' has

licensed its technology to Toshiba and Pioneer. General InslrJ~ment has licensed it'

technology to Pace, Hewlett-Packard and Zenith.... Digital set-tops are being sold in an

open, competitive Inarket with different delivery methods (cable. DBS and MMDS) and

many players (e.g. Thomson, Div:icom. Zenith. Pace. Toshiba. Pioneer, General Instrum~nl

aJld Scientific-Atlanta).

Scientific-Atlanta believes that the market should detlmnine what can he made

available through retail channels. We helieve there are certain aspects of the digital

network that ~hould not be subject to commercial availability requirements, including

li ''Next Level Satellite and Cable Gruups of Oeneralln.lItrUDlelll Liceme Digital Televisinn System
Technology to Pace Micro Technology," february 4, 1997~ "Genera! {nstJ'UDJelll Anncmnces Royalty Free
Ucenlring of 64/256 QAM!FEC Technology," November 6, 1996.
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addressable conrrol :md encryption, network interface module:;, l'eSidcntinl gateways and

in-home wiring used with an MVPD system.

Practical Availability - Portability and Interoperaltility.

Interoperability and portability have relatively simple everyday defmitions • the

ability to use equipment from multiple suppliers on a single nf:twork and the ability of the

consumer to move r..quipment across systems and still be able to use the equipment as

before in the new location. However. in a rapidly changing environment. these terms

cannot be defined with a great deal of precision without seltinlS a rigid national standard

and stifling new technology, two outcomes the statute seeks to avoid. This is particularly

true for a newly emerging market like digital where it is not certain what services and

technologies will b(~ a marketplace success.

Telephone vs. Cable Models. The Notice states that:

onc: major difference between the telephone itiduslry and the MVPD
industry is that the telephone industry had a well-deVl~loped body of standards that
facilitated tne development of a competitive CPE market. In conuoast to the
telephone industry. MVPDs in general have little stalldardization either between
different type.s uf MYPDs or herween MVPDs in the same market segment This
lack of standardizat.ion creates a potenlial obstacle to the ability of manufacturers
to produce and retailers to sell CPE equipment that coin be widely used.7

These statements do not recognize the differences in the traditional cable and

telephone models. The telephone model I&]uired 5tandarcliz!ltion. becau~ the primary

purpose of the network was for people to l:ommunicate witl, one another. Without this

standardization. the network could not function. ~ soniC of rhe early telephone companies

found out when they adopted different standardS and archit~clures and their customers
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were unable to call one another. Parenthetically, it should be noted that the purported

need to standardize the teJephone network was used as a justil ication for making it a

government confeITed monopoly.

TIle cable nt~twork confronted an entirely different set of problems. Originally

started as a means of improving the quality and delivery of over·the-air broadcast signals,

these networks did use the NTSC standard for delivering analog signals. However. when

security became a m~jor concern, standm'dization was Coumell>rOOuctive. A standardized

security system would be much more vulnerable to theft and piracy.

While the lack of standards may have d;scouragcd 5011:1e manufacturers from

entering the cable equipment market. this problem was not really an enuy hl11Tier - ove)' ~(}

companies have at one time or another manufactured cabl~ sl~t-lopS or converters.

Analog Devices. By some measures. somc oftoday's analog set-tops are portable

and interoperable. In some cases, more than one type of seHop box Ciln be used in the

same system and a set-top box can be taken out of one system and put into another. In

most cases, operators must reducc the level of security deployed to enable multiple types

of SCHOpS to co~exist. It is doubtful that anyone would argue that today's analog set-tops

ar~ interoperable or portable, because in the majority of cases they are not.

Di:ital Devices. The digital world is rapidly evolving. As the cable industry

moves toward digital and interactive services. there will be ~i need to develop standards [0

improve interoperability and portability in order to enable cable subscribers to

, See Notice' 64.
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communicate with cme anoilicr.~ In fuct, the cable industry ~as ~n in the procel;~ of

doing just that. Last fall, thc industry adopted a voluntary .~talldard which ~houJd help

ensure the interoperability and portahility of digital systems. "["he Cable Lab~ press release

described this effort

]11;S specification ~tablishes the basic buildinl: blocks of digital services,
allowing set-top terminals and data modems built by different manufacturers to
work together (interoperate) on the same cable system. C:lbleLa.h~ expects that
many of its members will purchase equipment that cotilplies with the specification.

The specification covers how cable television :;yS\.Cms will transport digital
video am! data in standard six MegaHertz. (MH'1.) cahb channels. In !he ~pecified

digital tran5imi~!::ion systems. the payload data rate will be between 27 and 40
Megabits pt~r second (Mbps)...

TCI Senior Vice President Thomus Elliot, a piDncer in cable'!:: digital video
etTort'i, said that manufacturers will be able to include I these key elements of the
specification and differentiate their terminal products based on fe8ture.~. 'Thi.s
interoperable digital cable specification will allow the simultaneous coexistcnce jn

the same cable system of set-top terminals and data rnod~ms [rom a variety of
manufacturers," Elliot said.

Among the ha!::ic areas cov~red in this agreed sp~ification are that the
system will confonn to MPEG-2 (Moving Picture Expert Group) main pmfi1e at
main level parameters: the specification transport multiplex will also be MPEG-2;
and the audio element will be the Dolby Audio AC-3 system. The service
infonnation tables for this specification will incorporBite the AUvanced Televi~ion

Systems Committee (ATSC) spccifjcntinn. Having wlifonuity in these tables is
critical for intcropcrability.

Downstream digital modulation will conform to the International
Telecommunications Union (lTU) standard ITU-TJ.8!3 Annex B which calls for 64
and 256 quadratu~ amplitude modulation (QAM)willh concatenated trell1s coded
modulation, plus enham;~melll such a~ variable interl l ::,1ving depth for low latency
in delay scnsitive applications such as uata and voice.

U~ing 64 QAM. a cable channel that today carries one analog vidco
channel could carry 27 Mhp~ of infonnation or cnout;h for multiple video
programs. Using 256 QAM, thc standard 6MHz cable channel would carry 40
Mhps...

As for cahle security, suppliers and cahle operJtors have specified the
[CableLabs] DigiCiphcl'@ implementation of the DE~ encryption standard as the
core enCI-yption system. Multiple conditional access and control data systems such

• The cable industIy is alsu takin~ OUler' sre(ls to prepare for lbi." cvcnlliRlity, such as reducing the numbt:J'
of bwdends and sel1iJl~ or SW:lpping :>yslems to increase clustering ot (:onsumt:Q's or subscribers in many
metrupolilM arens.
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as DigiCipht~r@ and PowerKEY"f'M will be supported, (nabling multiple vendor use
of core encryption...

Cahlc Labs Presidcnt and CEO Dr. Richard R. Green praised the key
suppliers, 01 and Scientific-Atlanta. for their willingm:s:) to work with CableLabs
to establish this specification. "Scientific-Atlanta and GI are working toward an
agreement that will include a royally free cross licensing arran~ment for core
encryption, modulation and forward error correction tl:chnology and they are
willing to lktmse other manufacturers," Green said. l:'his is a tremendous
precedent and we would like to see it e'Xpand into othl~l' areas," he added. 9

TIle agreeml~nt was widely noted and praised in the pr,~ss, including The Wall

Street Jourrwl, Multichannel News. and Communications Daily for opening up the cable

architecture and facilitating int~ropcrabjlity .11l

The voluntary industry standards process has in fact expanded into other areas,

~uch as the MeNS or Multimcdia Cable Network System data standard for cable modems.

Scientific-Atlanta has announced on several Qccasion!i that it would license its

technology. We hO.ve licensed our tcchnology to twll other manufacturers - Pioneer and

To~hiba. Generallnscroment has also announced licensing agreements. We are also

working on a cross-licensing agn~ement with General Instrument.

Digital technology and services are extremely complc't and have multiple levels of

interoperability and portability. In fact, there are at least four levels or layers.

Digital Video Standard. Thi~ level includes packets, packet sizes, multiplexing and

video and audio compression algorithms. For video. MPEG,2 is the standard generally

? CabJeLabs pre$' reJ(~ase of Octubet 3, 19% "Cable In<Ju5try Agrees cIt Key ElementI' of DigitnJ Systems
Specification."
10 Mark Robichaux, "Cable Induslry and SUPPliers Set Standards for S(~t-Top Boxes, Modernli", Tltt Wall
Street .Toumal, OCtOber 4, 1996. p. B2; Leslie ellis. "Opo". Vendur~ Re;~ch Accurd on Digiml",
Mltltir,htl1lml News, OCtober 7. 1996. p. 7; "Cable Move.c:, to De Paclo !;lElI1dnrd for Digital Set.tops,
MooeJnloi", CcmltrumicatiOflS Daily. October 4, 19%, p. 3.
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used. For data, it is HI'ML, while DAVIC fills in some of the blanks not covered hy these

first two ~landal'd5.

Physical Layer. This level is also referred to as Open System Interface Standards

and includes modulation. error correction and interleaving depth. DAVIe is becoming a

world standard in this area.

Signaling pl'otocClls. These include tIle communicatio1J.s and client/server

relationships. MPEC-2 is generally the standard.

Security nnd conditional ncress. This layer is gradua1J:y undergoing harmonization

for certain core encryptors and k~y Slructures. although certaln aspects, such as key

di!iitrihution, cun be proprietary_

Applications can be considered another layer which i~, sometimes referred to as an

Application Program Interface or API. There are other configUI"dtions and ways of

looking at these difterent levels and layers given their complexity and the evolving nature

of digital technol()gy.

Different Delivery Systems. Tht:: cable industry has moved away from the analog

model and has set basic standards for digital cable and cabJet110dems that Will ~nsurc 3

wide range of inteIoperability and portability. This does not mean that devices will work

on all cable systems, satellite system:s or MMOS networks. ):;'or example. while today·s

DBS systems generally have retilil availability. they are not illte£\lpcrable. One satellite

device will not work for the different sClLellite systems and no one network will currently

accommodate more than one type of equipment. A federa1llovcmmenl imposed

interopcrability or portability requirement would not work t~i)r DBS. MMDS or today)s

cable systems.
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The Notice .seeks comment on how to prevent navigation equipment from being

used as a bottleneck to access of competing MVPD providers. The problem is not

generally thai the equipment is a bottleneck, but rather that th~ competing providers have

different modulation .lichemes, protocols and technology. Tht: DAVIC specification does

provide for a selector switch for competing MVPD providers., but the expense of including

multiple modulation schemes, protocols and other features which differentiate these

services cllJTently nlakes such an effmt cost-prohibitive. Over time, it ~ entirely pos~ible

that such difference.') could he accommodated in a single computer chip. This mechWlism

will probably be used to accommodate QAM and VSB modulation in television sets and

IDMA or GSM and COMA modulation for cellular phones 4~ffered after the tum of the

decade. If the economics warrant and the range of options is relatively set, one or more

chip manufacturers will try to achieve ~uch an integration.

Rt!quiremcilts and Standards. The Commission raises the issue as to whether it

should make requirements regaroing portability and intcropelabj)ity. Thi:$ would be highly

inadvisable at this time for several reasons. With respect to malog devices and

technology. there j~. currently a very low level of il1tr.roperahility and portabilily. Any

general requirements for these devices and technology woukl he extremely expensive or

ineffective. Such requirements would either force cable opeJiutors to make expensive

invt:Slments in tIlC1f systems for little or no value added to the subscriber or these

requirements would he applied prospectively> nt the twili&ht of analog services and would

probably not have broad applicclbility or suh~criher penetration. For m()~t of the fony

years that cable operators were deploying their plant. there was barely even a suggestion,

much less a requiremcnt. that cable equipment be portable or interoperahle.
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For new advanced analog and digital services. it is not yet clear whot technologies

and services will sUI;ceed. Absent knowledge about what services and teehnoJogie.c; will

work and be demanded by the consumer. how is lhe Commi~~ion going to define

portability and interoperability? Any su~h u~[mition wcmld surely have a chilling effect on

innovation and new digiLal services.

The Commission should not attempt to set standards, but rather rely on the private

~tandards setting process. As previously noted. the cable indnstry has recently made

major strides in thi~ regaro. Governnlent intervention and standards setting would freeze

the marketplace and stifle innovalion. Bill Gate~ note.(] in Th.I~ Road Ahead:

Because the set-top box is in every sense a computer. it stands to reason it
will follow the same pattern of rapid innovation that l'lll$ driven the PC industry. In
fact. the set-top box will be sold to a far more uncerulin market than the PC was,
so the c,tSe for letting it be market driven is even strO:i1ger. It would be foolish to
impose the constraint of guvemment"dictated design em an unfinished invention.

The oli~ina1 set-top box compatibility legislation in the Unired Slates
ultimately died in Congress in 1994, but related issue:; arose in 1995. and I expect
shnilar cfforlS will be made in other countries. It seern~ ea~y to legislate
reasonable-sounding constrainlS, but if we don't watch out. those constraints could
strangle tht\ market. ll

The prospect of gov~mmenl standards has been wideLy denounced by a gamut of

different people. including Peter Pi~ch (If the Hudson Institute:

The imposition of mandatory government standards could stille innovation,
because technical changes would require regulatory ;ilpptoVal. This process invites
abuse by concentrated economic interests who wish 1.0 resist change for
protectionist reasons. 12

The famous quality guru W. Edwards Ueming was allother critic:

I do not want my talented, capable and sincer.: friends in federal agencies in
Washington to write the technical standards of this country. Too much is at stake.

11 Bill Gmes. Tl16 Road Ahead. pp. 234.23S.
I: Peter Pitsch and David C. Murray. A New Vision/or Digital Teltco"ununicarions", HudsOl1 Briefing
Paper, Decembe11994.
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If you control an industry' IS standards. you cor.!trol that induslJ'y lock. stock
a.nd ledger. On the day that standards become a govelnmental function and
responsibility ...the government will take a very loni ~Itep towal'd the control of
AmeIican industry.

In such a setup, government personnel will dedde when and what
standards should he developeu and what the pl'Ovisions of the standards should be.
That method is inflexible. it does not permit the single manufacturer to depart
from a standard in order to develop a specialized and Ilseful business.

Standards made under such conditions lend to become limitations, commls
and rc.~tl'icti ve procedures. They reduce consumer ch,oicc.

No government. planner knows enough to wrilC the standards for the rest
of American indu~try and all other American people.':

The Telecommunications Indu.stry Association (TIA) and Electronics Industry

~socialion (ETA) issued a WhiTe Paper on Nazional /nforrrlL!tion lnfra,o,trncture which

concluded:

nle variety of information appliances interconnected by one-way and two­
way communications networks lhal dcfUlC the Nn must be functionally compatihlc
with the networks and information resources to which they connect. This
compatibility is best achieved by industry (which has the expertise) voluntarily
developing interface and inreroperability standards. ~Iuch standards serve the
public interest by stimulating competition and allowulg mmll1facturer~, network
and infonn:ltion providers to (;ompete on the basis of innovation, quality and price.
Industry !:tandards also im;r~ase consumer confidencf: and provide assurances that
a device will interoperate with a network, and will plnperly access, display or act
upon information reSOl1n;~s (;arried on the network...

We are leading proponent~ of voluntary techIlical standards.. .In areas of
rapidly changing technology. premature adoption of H standard can impede
innovation.

Definition of AmUate.

The Notice: raises the issue as to whether affiliation edslS hetween Multichannel

Video Programming Distributor (MVPD) and an equipment manufacturer who is single

soun:e supplier of a teelmology. even if such relationship is I!hrough a contractual process.

It is unclear what exactly i~ meant by this inquiry. Most of tile products manufactured by

13 W. Edwards Deming, Out of the Crisis, p. 302.

22



Scientific-Atlanta have some unique feature or aspect that mi~~t be intell'reted as a

technology or product supplied by a single !iiource. The fact loat our products are

differentiated Irom those of other cable suppliers does not nec::~ssarily make us a single

source or sole source supplier. since many products from othf:r vendors can be suhstituted

for or compete with our offerings. Scicntitic-Atlanta, u.s one I~f the m~jor supplicrs of the

cable industry. has entered into a large nwnber of equipment I;ontract~ with cable

operators. We 00 not regard any of these contI'8Ct.C; or relationships as resulting in any

form off "affiliation" as that term is used by the Commission.

Security and Theft uf Service

TIle statute contains the COmInon sense caveat that rules to ensure commercial or

retail availability not jeopardize the security of services offen~d hy cable operators and

other multichannel video prognunming di~tributors. Piracy and theft of service is a majol'

problem for the cahle imlu~try. l1le pr(')blem has become so serious that there have been

armed robberies of cable warehouses and trucks. The cost 01; piracy is usually estimated at

$4-~ billion domestically Md $8 billion internationally. I" nUl vast majority of this theft

comes at the expensc ot" American network operatOI's. progr:Lmmers and copyright

holders.

The Notice ~ks for data and infonnation conceming the operation of exi~ti.ng

security methodol()~ies. TIle basic methods for analog scrambling have been h~ted

previously.Is There are numerous variant'; of thes~ basic scrambling methods, so it is

I. William Mahoney, "To Catch A Tbier', Mullichan1ttl News, April J.99~ SUl"J'lement. pp. 18B-26B; Joe
Estrella, "NCTA Estimates Loss to Piracy at SS.2B". MulticMltllel New.v, ApIil 14, 1997. p. 10.
15 These include: Jerrold 6UB Sync Suppre..."jcHl. Jerrold tOdD Sync Sllpprcssion. Jerrold Dynamic Sync
Suppression. Jerrold Video Inversion. Jerrold Dynamic Video Inversil'lI. Hamlin 6<tB Sync Suppression,
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difficult to determille the exact number of methods in use in UlC over 10.000 cabl~ system.!:

O( headenos that cxj~t in the U.S. In the digital environment. :;ecurity 15 Ol(')re flexible and

is designed for multiple vendors. The Notice notes that some of these analo~ techniques

are quite unsophisticated and pron~ lo attack. The Notice alS(') accurately notes that

operators improve ~ecllrity by leasing the box to subscribers and then recovering the hox

on lermination of service and that if analog decoders are read~y available for pllrcha.~e,

existing security m~thod8 would hecome completely ineff~tjyc. It ~hould also be noted

that cable operatof:'; use variou~ teehniques to keep track of where the boxes arc and who

owns them and can use this infcltlnation to limit theft and eXIJose pirate~.

1l1e Notice recognizes the principle that digital signals are less vulnerable to

security brea(;hes due to the encoding of all infonnation into bits and the application of

encryption techniques. However, it does nol follow that digital signals will be immune

from piracy. Security may take on much more important diniensions in a digital

environment. panicularly if financiuJ transactions are part oC the encoded stream uf biLS.

Any breach of security involving money or finam::es could have a s~verc impact on digital

networks.

The Notice conclude~ that "u system's digital teehnC110gy can be configured so that

should security be breached (')n a wide scale. changing the security involves he replacement

of fewer hardware components than in the analog environm~nt. That is, the security

component can be contained in a 'smart card' or simllaf devices provided by the MVPD

independent of th~ digilal box and the Sffii:1rt card can he replaced if a problem with

Baile 6dB Sync Suppression, S"ientitic·AtJant.'l Sync SlIpprt.."i",ion, Scientitic-Athtnl.'l Video Invcnion.
Scientific:·AUaUla SjllC Inversion, Scicnlific-Atlnnt41 All Inversion, Ztnith Sync Supprellsioll, Zenith
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I.

security deve)ops."l~ However, this ignores an important principle in preventing piracy

and theft: at highe:r levels of hardware integration, security becomes harder to

~ompl'omise. To the extent that security tunctions are a mixture of hardware and

software, the challenge to the pirate: and thief is heightened. For example. the original

configuration of Videocipher sy~tem for the backyard dish market, while tamper proof for

military purposes, h~ame relatively easy for pirates to compl'omise. At one point.,

approximately 75% of the backyard dish market consiste.d of pirates, NOl surprisingly, the

program offerings began to dry up. The eventual ,~olution to this problem, Videocipher

plus, involved a much more emhedded type of security function and has bcen much more

successful Hence, any effort to separate out the security fUI1ctions and mandating a

system such as smart cards would conflict with the statutoI)' requirement that the

Commission notje-opardize security. In uses where is makcli StmSC. such as our Pegasus

tenninal. smart card technology and separating out secwity (:an be helpful. Cable

operators and multichannel video program distributors must be given maximum tlexihility

to develop their security technology This is particularly tru~ as hackers and pirates gain

acce.c;,c; to faster and more powelful computer~ and network~ of computers with the

capability of compromising most of th~ currently O1vailable sccw'ity technology,

As stated in the Notice, the ~eparalion of security fUllctions would probably

require a standard interface or pUblil.:ation of interface specifications. However, any cffurL

to standardi7.e security or specify an interface will enlarge the target for piracy and

therefore make attempted piracy more attractive.

Video TnvEmion, lenirb 6dB amllOdB Pbi'lse Modu)miol1, Tocom Normlll Mode M2, M2. MJ, Pioneer
6dB Sync ~uI'PJO$sil)n.Pioneer 10<lB Sync SupprelisiulI,
I' See NCllicc at if 30,


