
Hierarchy Diagrams

3.1.5. SOA to NPAC SMS Naming Hierarchy for the NPAC SMS

The SOA to NPAC SMS Naming Hierarchy for the NPAC SMS shows the naming
hierarchy used in the NPAC SMS to instantiate objects defined in the SOA to NPAC
SMS interface.

Shaded objects are instantiated at NPAC SMS start-up and are not created via M­
CREATE or M-DELETE requests. All other objects are created at start-up from a
persistent object store on the NPAC SMS or from actions taken while the NPAC SMS is
running.

Each object class belongs to one or more Association Functions.
Refer to Section 0, Association Functions.

SOA TO NPAC SMS
NAMING HIERARCHY FOR THE NPAC SMS

serviceProvLRN

Exhibit 6. The SOA to NPAC SMS NllIffing Hierarchy for the NPAC SMS.

1i
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4. Interface Functionality to CMIP Definition
Mapping

4
4.1. Overview

The following tables, Exhibits 7-11, contain the mapping of the interface functionality to managed
objects, attributes, actions, and notifications.

4.1.1. Primary NPAC Mechanized Interface Operations

The primary interface functions in support of the NPAC requirements are described in
the table below, as well as their corresponding Common Management Information
Exchange (CMISE) operation and referenced object type for that operation. This table
does not include miscellaneous operations, such as service provider network data
querying or downloading, etc. These functions are described in the object behaviors in
the GDMO source below.

Exhibit 7. PrlmDrY NPAC Mechanized Interface OpeIYltiOIl$ TIIble

I" I' I Il ~ : "
( \, ll!f I , ,

,I, 1'01111
I

Ii, III I I \ 1"

Abort/Cancel fromSOA M-DELETE subscriptionAudit
Audit Request

Audit Complete toSOA M·EVENT·REPORT: subscriptionAudit
subscriptionAuditResults

Audit Discrepancy toSOA M·EVENT·REPORT: subscriptionAudit
subscriptionAuditDiscrepancyRpt

Audit Query from SOA M-GET subscriptionAudit

Audit Request fromSOA M·CREATE subscriptionAudit
SOA

Cancellation from SOA (new service M·ACTION: lnpSubscriptions
Acknowledge· provider) subscriptionVersionNewSP·
ment CancellationAcknowledge

Cancellation from SOA (old service M·ACTION: InpSubscriptions
Acknowledg- provider) subscriptionVersionOldSP·
ment CancellationAcknowledge

Conflict Removal from SOA (new service M·ACTION: InpSubscriptions
provider)

subscriptionVersionRemoveFromConflict
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Customer toSOA M-EVENT-REPORT: subscriptionVersionNPAC
Disconnect Date subscriptionVersionDonorSP-

CustomerDisconnectDate

Final Request for toSOA M-EVENT-REPORT: subscriptionVersionNPAC
Version Create (old service provider) subscriptionVersionOldSP-

FinalConcurrenceWindowExpiration

LSMS Filter NPA- from LOCAL SMS M-CREATE IsmsFilterNPA-NXX
NXXCreate

LSMS FilterNPA- from LOCAL SMS M-DELETE IsmsFilterNPA-NXX
NXXDelete

LSMS Filter NPA- from LOCAL SMS M-GET IsmsFilterNPA-NXX
NXXQuery

Network Data from LOCAL SMS M-ACTION: lnpNetwork
Download lnpDownload

or

M-GET:
scoped and filtered for intended
serviceProvLRN. serviceProvNPA-NXX
service provider attributes

Network Data from LOCAL SMS M-CREATE: serviceProvLRN.
Update serviceProvNPA-NXX

or or

from SOA M-SET:
on relevant
serviceProvLRN, serviceProvNPA-NXX
service provider attributes

NewNPA-NXX toLOCALSMS M-EVENT-REPORT: subscriptionVersionNPAC

subscriptionVersionNewNPA-NXX

Recovery from LOCAL SMS M-ACTION: InpNPAC-SMS
Complete

InpRecoveryComplete

Request for toSOA M-EVENT-REPORT: subscriptionVersionNPAC
Cancellation subscription
Acknowledg- VersionCancellationAcknowledgment
ment Request

Request for toSOA M-EVENT-REPORT: subscriptionVersionNPAC
Version Create (new service provider) subscriptionVersionNewSPCreate

Request

Request for toSOA M-EVENT-REPORT: subscriptionVersionNPAC
Version Create (old service provider) subscriptionVersionOldSPConcurrence

Request

Service Provider toLOCALSMS M-CREATE serviceProvNetwork
Network
Creation

1.".Ii
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Service Provider toLOCALSMS M-DELETE serviceProvNetwork
Network
Deletion

Service Provider toLOCALSMS M-SET: serviceProvNetwork
Network Service serviceProvName
Provider Name
Change

Subscription fromSOA M·ACI10N: lnpSubscriptions
Version Activate subscriptionVersionActivate

Subscription from SOA M·ACTION lnpSubscriptions
Version Cancel subscriptionVersionCancel

Subscription toSOA M·EVENT·REPORT: subscriptionVersionNPAC
Version Change attributeValueChangeNotifieation or
Notification subscriptionVersionStatusAttributeValue

Change

Subscription from SOA (old service M-ACTION: subscriptionVersion
Version Conflict provider) subscriptionVersionOldSP-Create

setting subscriptionOldSP·Authoriztion =
FALSE

Note: This is an enhancement based on the
current lIS, superseding RFP narrative
5.1.2.2 for manual-only conflict on/off

Subscription toLOCALSMS M·ACTION: lnpSubscriptions
Version Create subscriptionVersionLocalSMS-Create

for multiple creates (i.e., range
subscriptionVersionoperations) where the data in the

subscription versions is the same

M-CREATE:
for an individual subscriptionVersion

Subscription fromSOA M-ACI10N: lnpSubscriptions
Version Create subscriptionVersionOldSP-Create or

subscriptionVersionNewSP-Create

Subscription toLOCALSMS M-DELETE: subscriptionVersion
Version Delete scoped and filtered for intended

subscriptionVersion criteria

Subscription fromSOA M·ACTION: lnpSubscriptions
Version subscriptionVersionDisconnect
Disconnect

Subscription toLOCALSMS M-ACTION: lnpSubscriptions
Version subscriptionVersionLocalSMS-create
Download

or

M-CREATE:
for an individual subscriptionVersion

April 7. 1997MaA11r 14, '1"7
01117 LOCKHEED MARTIN MIS CORI'ORAnoN

NANC Veralon 1.0Irf.
-- 24 -



Infw'fltce Functlon.,1ty to CMIP DefinItion Mapping

I ,I. l, Pll;, I I! ill \ \ I iI, '1 I ' I I· , ,

II" I ""11' t HIjlt i {\ ;'f,
I ,

Subscription from LOCAL SMS M-ACnON: InpSubscriptions
Version InpDownload
Download
Request or

M·GET:
scoped and filtered for intended
subscriptionVersionNPAC criteria

Subscription fromSOA M-ACTION: subscriptionVersion Modify InpSubscriptions
Version Modify

or

M·SET:
on relevant subscriptionVersionNPAC
attributes for pending, active, and conflict
versions

Subscription toLOCALSMS M-SET: lnpSubscriptions
Version Modify scoped and filtered for intended

subscriptionVersion criteria setting relevant
attributes

Subscription fromSOA M·GET: lnpSubscriptions
Version Query

from LOCAL SMS
scoped and filtered for intended
subscriptionVersionNPAC criteria setting
relevant attributes

Subscription toLOCALSMS M-GET: lnpSubscriptions
Version Query scoped and filtered for intended

subscriptionVersion criteria

4.1.2. Managed Object Interface Functionality

The table below contains the mapping ofthe SOA to NPAC SMS and the Local SMS to
NPAC SMS managed objects to the interface functionality described in the RFP.

Exhibit 8. MlI1Iaged Object Interface Functionality Table

\l.ltI.t~td ()!lllli '\.lllll IlIll'IL\( l IIIIH Illlll,dll\ \1"i'i,'11

lnpAudits Container object used to contain all SUbscription audit objects on the NPAC SMS
and the Local SMS. It is used in the SOA to NPAC SMS interface to support audit
functionality.

lnpLocaI SMS Container object used to contain all objects on a Local SMS. It is used in the NPAC
SMS to Local SMS interface to support NPAC SMS communication to the service
provider Local SMS system.

lnpLogAudit- Object used to log information from a
DiscrepancyRptRecord subscriptionAudit-DiscrepancyRpt notification.

lnpLogAuditResultsRecord Object used to log information from a
subscriptionAuditResults notification.
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lnpLogCancellation Object used to log information from a
AcknowledgeRequest subscriptionVersionCancellationAcknowledgeRequest notification.
Record

lnpLogDonorSP- Object used to log information from a
CustomerDisconnectDate subscriptionVersionDonorSP-CustomerDisconnectDate notification.
Record

lnpLogLocalSMS- Object used to log information from a
ActionResultsRecord subscriptionVersionLocalSMS-ActionResults notification.

lnpLogNewNPA- Object used to log information from a
NXXRecord subscriptionVersionNewNPA-NXX notification.

lnpLogNewSP- Object used to log information from a
CreateRequestRecord subscriptionVersionNewSP-CreateRequest notification.

lnpLogOldSP· Object used to log information from a
ConcurrenceRequestRecord subscriptionVersionOldSP-ConcurrenceRequest notification.

lnpLogOldSP- Object used to log information from a
FinalConcurrenceWindow- subscriptionVersionOldSP-FinalConcurrenceWindowExpiration notification
Expiration

lnpLogOperational- Object used to log information from a
InformationRecord lnpNPAC-SMS-Operational-Information notification.

lnpLogStatusAttributeValue Object used to log information from a
ChangeRecord subscriptionVersionStatusAttributeValueChange notification.

lnpNetwork Container object used to contain all service provider network data on the NPAC
SMS and the Local SMS It is used in the NPAC SMS to Local SMS interface to
support downloading ofnetwork data to the Local SMS and the functionality that
allows service providers to create/delete their network data on the NPAC SMS.

lnpNPAC-SMS Container object used to contain all objects on a NPAC SMS. It is used in the NPAC
SMS to Local SMS interface to support NPAC SMS communication from the
service provider Local SMS and the SOA systems.

lnpServiceProvs Container object used to contain all service provider data on the NPAC SMS. It is
used in the NPAC SMS to Local SMS interface to support retrieving of service
provider data from the Local SMS and the functionality that allows service providers
to update their service provider data on the NPAC SMS. Service providers can only
retrieve their own service provider data.

lnpSubscriptions Container object used to contain all subscription versions on the NPAC SMS and the
Local SMS. It is used in the NPAC SMS to Local SMS interface to support query of
subscription data on the NPAC SMS and downloading ofsubscription data to the
Local SMS.

IsmsFilterNPA-NXX Object used to represent the NPA-NXX values for which a service provider does not
want to be informed of subscription version broadcasts.
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serviceProv Object used to represent a service provider and its associated data on the NPAC
SMS. These objects are used in the NPAC SMS to Local SMS interface to support
retrieving ofservice provider data from the Local SMS and the functionality that
allows service providers to update their service provider data on the NPAC SMS
except serviceProvId and serviceProvType. Service providers can only retrieve their
own service provider data.

serviceProvLRN Object used to represent an LRN associated with a service provider on the NPAC
SMS or the Local SMS. These objects are used to support downloading ofnetwork
LRN data to the Local SMS and the functionality that allows service providers to
create/delete their own network LRN data. The service provider will have to add a
new object and delete the old one to modify the data.

serviceProvNetwork Container object used to contain network data for a service provider on the NPAC
SMS and the Local SMS. It is used in the NPAC SMS to Local SMS interface to
support downloading ofnetwork data to the Local SMS and the functionality that
allows service providers to update their network data on the NPAC SMS.

serviceProvNPA-NXX Object used to represent an NPA-NXX associated with a service provider on the
NPAC SMS or the Local SMS. These objects are used to support downloading of
network NPA-NXX data to the Local SMS and the functionality that allows service
providers to create/delete their own network NPA-NXX data. NPA splits are
supported only through direct contact with NPAC personnel.

subscriptionAudit Object used to represent a subscription audit request on the NPAC SMS. These
objects are used to support subscription audit requests from the SOA to the NPAC
SMS using the SOA to NPAC SMS interface. The object supports notifications for
audit discrepancies found and audit completion results.

subscriptionVersion Object used to represent a subscription version on the Local SMS. These objects are
used to support subscription version download from the NPAC SMS to the Local
SMS using the NPAC SMS to Local SMS interface

subscriptionVersionNPAC Object used to represent a subscription version on the NPAC SMS. These objects
are used to support subscription administration from the SOA using the SOA to
NPAC SMS interface. Capability is provided for version creation, activation,
modification, cancellation, and disconnect.

4.1.3. Attribute Interface Functionality

The table below contains the mapping ofthe SOA to NPAC SMS and the Local SMS to
NPAC SMS attributes to the interface functionality described in the RFP.

Exhibit 9. Attribute Inter/lICe Functionality TtIble

accessControl

actionResultsStatus

This attribute is used to define access control infonnation for
security. It is used in the NPAC SMS to Local SMS and SOA to
NPAC SMS interfaces.

This attribute is used to store the status ofan action that sends
back an asynchronous notification with the results.
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additionalDownTimeInfonnation This attribute is used to provide additional information about a
planned NPAC SMS outage. It is used to support the
notification ofoperational outages to the service provider SOA
and Local SMS systems using the SOA to NPAC SMS interface
and the NPAC SMS to Local SMS interface.

auditDiscrepancyFailureReason This attribute is used to specify the failure reason for a
discrepancy in the lnpLogAudit-DiscrepancyRptRecord.

auditDiscrepancyLSMS-SP-Id This attribute is used to specify the service provider Id ofthe
Local SMS on which a discrepancy was found in the
lnpLogAudit-DiscrepancyRptRecord.

auditDiscrepancyTn This attribute is used to specify the TN for which a discrepancy
was found in the lnpLogAudit-DiserepancyRptRecord.

auditDiscrepancyVersionId This attribute is used to specify the version Id for which a
discrepancy was found in the lnpLogAudit-
DiscrepancyRptRecord.

auditResultCompletionTime This attribute is used to specify the completion time of an audit
in the lnpLogAuditResultsRecord.

auditResultFailed-SP-List This attribute is used to specify the list of failed service
provider Local SMSs for a failed audit. It is used to support the
audit functionality from the service provider SOA using the
SOA to NPAC SMS interface.

auditResultNumberDiserepancies This attribute is used to specify the number ofdiscrepancies
found in an audit in the lnpLogAuditResultsRecord.

auditResultStatus This attribute is used to specify the final status of an audit in the
lnpLogAuditResultsRecord.

downTime This attribute is used to specify the down time in the
lnpLogOperational-InformationRecord.

failedTN-List This attribute is used to indicate the TN(s) and errors for a
failed action in the return asynchronous notification.

lnpAuditsName This attribute is used to specify the name ofthe audit container.
It is used to support audit functionality in the NPAC SMS using
the SOA to NPAC SMS interface.

lnpLocal-SMS-Name This attribute is used to specify the name ofthe Local SMS data
container. It is used to support the NPAC SMS to Local SMS
interface.

lnpNetworkName This attribute is used to specify the name ofthe network data
container. It is used to support download functionality to the
Local SMS in the NPAC SMS to Local SMS interface.

lnpNPAC-SMS-Name This attribute is used to specify the name ofthe NPAC SMS
data container. It is used to support the NPAC SMS to Local
SMS interface.
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lnpServiceProvsName This attribute is used to specify the name of the service provider
data container. It is used to support service provider data query
and the Lockheed Martin functionality for service provider data
update in the NPAC SMS using the Local SMS to NPAC SMS
or SOA to NPAC SMS interface.

lnpSpecificInfo This attribute is used to pass specific error infonnation in the
case ofa cmip processing failure error.

lnpSubscriptionsName This attribute is used to specify the name ofthe subscription
container. It is used to support subscription download
functionality to the service provider Local SMS systems and
subscription administration functionality for the SOA systems
using the SOA to NPAC SMS and Local SMS to NPAC SMS
interfaces.

IsmsFilterNPA-NXX-Id This attribute is used to specify the LSMS FilterNPA-NXX
unique identifier. It supports the broadcast of subscription
versions.

IsmsFilterNPA-NXX-Value This attribute is used to specify the service provider NPA-NXX
value. It supports the broadcast ofsubscription versions.

npacContactNumber This attribute is used to indicate the NPAC contact number to
be called concerning an NPAC SMS outage. It is used to
support the notification ofoperational outages to the service
provider SOA and Local SMS systems using the SOA to NPAC
SMS interface and the NPAC SMS to Local SMS interface.

npacCustomerAllowableFunctions This attribute is used to specify what functions a service
provider can perfonn on the SOA to NPAC SMS and NPAC
SMS to Local SMS interfaces.

resultsCompletionTime This attribute is used to store the completion time ofthe action
in the action results notification.

serviceProvAddress This attribute is used to specify the service provider address
data. It is used to support service provider data query and the
Lockheed Martin functionality for service provider data update
in the NPAC SMS using the Local SMS to NPAC SMS or SOA
to NPAC SMS interface.

serviceProvBilIingAddress This attribute is used to specify the service provider billing
address data. It is used to support service provider data query
and the Lockheed Martin functionality for service provider data
update in the NPAC SMS using the Local SMS to NPAC SMS
or SOA to NPAC SMS interface.

serviceProvConflictAddress This attribute is used to specify the service provider conflict
address data. It is used to support service provider data query
and the Lockheed Martin functionality for service provider data
update in the NPAC SMS using the Local SMS to NPAC SMS
or SOA to NPAC SMS interface.

April 7, 1997....." U. 1817
01"7 LCJCJOIUD 1lAR77NIllS CORPORATION

NANC Version 1,~
29

NPAC SMS Interoperable Interface SpecIfication



In,.,.,.. FunctlonalHy to CMIP DefInition Mapping

\t111htlt~ .... ,lllll 1!llllLh' l{l'I.III, Il" "h \1 1I',dl·.:

serviceProvDownloadReason This attribute is used to specify the reason for download in the
serviceProvLRN and serviceProvNPA-NXX objects. It is used
in the NPAC SMS to Local SMS Interface.

serviceProvID This attribute is used to specify the service provider Id to
uniquely identify a service provider object. It is used to support
service provider data query and the Lockheed Martin
functionality for service provider data update in the NPAC
SMS using the Local SMS to NPAC SMS or SOA to NPAC
SMS interface.

serviceProvLRN-ID This attribute is used to specify the service provider LRN
unique identifier. It is used to support downloading ofnetwork
LRN data to the Local SMS and the functionality that allows
service providers to update their own network LRN data.

serviceProvLRN-CreationTimeStamp This attribute is used to specify the last date and time the
serviceProvLRN object was created on the NPAC SMS. It is
used in the NPAC SMS to Local SMS Interface.

serviceProvLRN-Value This attribute is used to specify the value for a service provider
LRN associated with an NPA-NXX.

serviceProvLSMS-Address This attribute is used to specify the service provider Local SMS
contact address data. It is used to support service provider data
query and the Lockheed Martin functionality for service
provider data update in the NPAC SMS using the Local SMS to
NPAC SMS or SOA to NPAC SMS interface.

serviceProvName This attribute is used to specify the service provider English
name. It is used to support service provider data query and the
Lockheed Martin functionality for service provider data update
in the NPAC SMS using the Local SMS to NPAC SMS or SOA
to NPAC SMS interface.

serviceProvNetAddress This attribute is used to specify the service provider Network
operations contact address data. It is used to support service
provider data query and the Lockheed Martin functionality for
service provider data update in the NPAC SMS using the Local
SMS to NPAC SMS or SOA to NPAC SMS interface.

serviceProvNPA-NXX-EffectiveTimeStamp This attribute is used to specify the effective date on which the
service provider NPA-NXX is available for LNP. It is used in
the NPAC SMS to Local SMS interface.

serviceProvNPA-NXX-ID This attribute is used to specify the service provider NPA-NXX
unique identifier. It is used to support downloading ofnetwork
NPA-NXX data to the Local SMS and the functionality that
allows service providers to update their own network NPA-
NXXdata.

serviceProvNPA-NXX-CreationTimeStamp This attribute is used to specify the date and time the
serviceProvNPA-NXX object was created. It is used in the
NPAC SMS to Local SMS Interface.
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serviceProvNPA·NXX·Value This attnbute is used to specify the service provider NPA-NXX
value. It is used to support downloading ofnetwork NPA-NXX
data to the Local SMS.

serviceProvOperationsAddress This attribute is used to specify the service provider operations
contact address data. It is used to support service provider data
query and the Lockheed Martin functionality for service
provider data update in the NPAC SMS using the Local SMS to
NPAC SMS or SOA to NPAC SMS interface.

serviceProvRepairCenterInfo This attribute is used to specify the repair center infonnation for
a service provider.

serviceProvSOA-Address This attribute is used to specify the service provider SOA
contact address data. It is used to support service provider data
query and the Lockheed Martin functionality for service
provider data update in the NPAC SMS using the Local SMS to
NPAC SMS or SOA to NPAC SMS interface.

serviceProvSysLinkInfo This attribute is used to specify the service provider network
address connectivity data. It is used to support service provider
data query and the Lockheed Martin functionality for service
provider data update in the NPAC SMS using the Local SMS to
NPAC SMS interface and the SOA to NPAC SMS interface.

serviceProvUserAdminAddress This attribute is used to specify the service provider user
administration contact address data. It is used to support
service provider data query and the Lockheed Martin
functionality for service provider data update in the NPAC
SMS using the Local SMS to NPAC SMS or SOA to NPAC
SMS interface.

serviceProvWebAddress This attribute is used to specify the service provider web
contact address data. It is used to support service provider data
query and the Lockheed Martin functionality for service
provider data update in the NPAC SMS using the Local SMS to
NPAC SMS or SOA to NPAC SMS interface.

subscriptionActivationTimeStamp This attribute is used to specify the subscription version
activation time stamp. It is used to support service provider
data administration in NPAC SMS using the SOA to NPAC
SMS interface and subscription version download from the
NPAC SMS to the Local SMS using the Local SMS to NPAC
SMS interface.

subscriptionAuditAttributeList This attribute is used to specify a list ofattributes in a
subscription version that are to be audited. It is used to support
audit functionality from the SOA to the NPAC SMS using the
SOA to NPAC SMS interface.

subscriptionAuditId This attribute is used to uniquely identify an audit request. It is
used to support audit functionality from the SOA to the NPAC
SMS using the SOA to NPAC SMS interface.
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subscriptionAuditName This attribute is used to give an English name to an audit
request. It is used to support audit functionality from the SOA
to the NPAC SMS using the SOA to NPAC SMS.

subscriptionAuditNonPortedTNs This attribute is used to specify ifnon-ported TNs should be
audited in an audit request. It is used to support audit
functionality from the SOA to the NPAC SMS using the SOA
to NPAC SMS interface.

subscriptionAuditNumberOffNs This attribute is used to specify the number ofTNs being
audited in an audit request. It is used to support audit
functionality from the SOA to the NPAC SMS using the SOA
to NPAC SMS interface.

subscriptionAuditNumberOffNsComplete This attribute is used to specify the number ofTNs that have
been successfully audited in a complete or in progress audit
request. It is used to support audit functionality from the SOA
to the NPAC SMS using the SOA to NPAC SMS interface.

subscriptionAuditRequestingSP This attribute is used to specify the service provider Id that
requested the audit.

subscriptionAuditServiceProvIdRange This attribute is used to identify a specific service provider or if
all service providers should be audited in an audit request. It is
used to support audit functionality from the SOA to the NPAC
SMS using the SOA to NPAC SMS interface.

subscriptionAuditStatus This attribute is used to specify the status of an audit request. It
is used to support audit functionality from the SOA to the
NPAC SMS using the SOA to NPAC SMS interface.

subscriptionAuditTN-ActivationRange This attribute is used to specify the activation date and time
range for TNs to be audited in an audit request. It is used to
support audit functionality from the SOA to the NPAC SMS
using the SOA to NPAC SMS interface.

subscriptionAuditTN-AtSuspend This attribute is used to specify the last TN that was audited
when an audit request was suspended in the network. It is used
to support audit functionality from the SOA to the NPAC SMS
using the SOA to NPAC SMS interface.

subscriptionAuditTN-NotificationNumber This attribute is used to specify the number ofTNs that have
completed audit before the number of
subscriptionAuditNumberOffNsComplete gets incremented in
an audit request. It is used to support audit functionality from
the SOA to the NPAC SMS using the SOA to NPAC SMS
interface.

subscriptionAuditTN-Range This attribute is used specify the range ofTNs to be audited in
an audit request. It is used to support audit functionality from
the SOA to the NPAC SMS using the SOA to NPAC SMS
interface.
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subscriptionBillingId This attribute is used to specify the subscription version service
provider billing Id. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to NPAC SMS
interface.

subscriptionBroadcastTimeStamp This attribute is used to specify the subscription version's
broadcast from the NPAC SMS to the Local SMS systems time
stamp. It is used to support service provider data administration
in the NPAC SMS using the SOA to NPAC SMS interface and
subscription version download from the NPAC SMS to the
Local SMS using the Local SMS to NPAC SMS interface.

subscriptionCancellationTimeStamp This attribute is used to specify the subscription version
cancellation time stamp. It is used to support service provider
data administration in the NPAC SMS using the SOA to NPAC
SMS interface and subscription version download from the
NPAC SMS to the Local SMS using the Local SMS to NPAC
SMS interface.

subscriptionCLASS-OPC This attribute is used to specify the subscription version CLASS
OPC Type. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to NPAC SMS
interface.

subscriptionCLASS-SSN This attribute is used to specify the subscription version CLASS
SSN. It is used to support service provider data administration
in the NPAC SMS using the SOA to NPAC SMS interface and
subscription version download from the NPAC SMS to the
Local SMS using the Local SMS to NPAC SMS interface.

subscriptionCNAM-OPC This attribute is used to specify the CNAM OPC in the
subscriptionVersion object. It is used in the both the NPAC
SMS to Local SMS Interface and the SOA to NPAC SMS
Interface.

subscriptionCNAM-SSN This attribute is used to specify the CNAM SSN in the
subscriptionVersion object. It is used in the both the NPAC
SMS to Local SMS Interface and the SOA to NPAC SMS
Interface.

subscriptionConflictTimeStamp This attribute is used to specify the subscription conflict time
stamp. It is used to support service provider data administration
in the NPAC SMS using the SOA to NPAC SMS interface and
subscription version download from the NPAC SMS to the
Local SMS using the Local SMS to NPAC SMS interface.
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subscriptionCreationTimeStamp This attnbute is used to specify the subscription version
creation time stamp. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to NPAC SMS
interface.

subscriptionCustomerDisconnectDate This attribute is used to specify the timestamp ofwhen the
customer was disconnected.

subscriptionDisconneetCompleteTimestamp This attribute is used to specify the timestamp ofwhen the
subscription version was disconnect. It is used to support
service provider data administration in the NPAC SMS using
the SOA to NPAC SMS interface and subscription version
download from the NPAC SMS to the Local SMS using the
Local SMS to the NPAC SMS interface.

subscriptionDownloadReason This attribute is used to specify the reason for download in the
subscriptionVersion objects. It is used in the NPAC SMS to
Local SMS Interface.

subscriptionEffectiveReleaseDate This attribute is used to specify the subscription version
disconnect date. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to NPAC SMS
interface.

subscriptionEndUserLocationType This attribute is used to specify the subscription version end
user location type. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to NPAC SMS
interface.

subscriptionEndUserLocationValue This attnbute is used to specify the subscription version end
user location value. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to NPAC SMS
interface.

subscriptionFailed -SP-List This attribute is used to store the failed service providers after a
subscription version broadcast results in a failed or partially-
failed subscription version status.

subscriptionISVM-DPC This attribute is used to specify the ISVM DPC in the
subscriptionVersion object. It is used in both the NPAC SMS
to Local SMS Interface and the SOA to NPAC SMS Interface.

subscriptionlSVM-SSN This attribute is used to specify the ISVM SSN in the
subscriptionVersion object. It is used in both the NPAC SMS
to Local SMS Interface and the SOA to NPAC SMS Interface.

11
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subscriptionLIDB-DPC This attribute is used to specify the subscription version LIDB
DPC. It is used to support service provider data administration
in the NPAC SMS using the SOA to NPAC SMS interface and
subscription version download from the NPAC SMS to the
Local SMS using the Local SMS to NPAC SMS interface.

subscriptionLIDB-SSN This attribute is used to specify the LIDB SSN in the
subscriptionVersion object It is used in both the NPAC SMS
to Local SMS Interface and the SOA to NPAC SMS Interface.

subscriptionLNPType This attribute is used to specify the subscription version LNP
Type. It is used to support service provider data administration
in the NPAC SMS using the SOA to NPAC SMS interface and
subscription version download from the NPAC SMS to the
Local SMS using the Local SMS to NPAC SMS interface.

subscriptionLRN This attribute is used to specify the LRN data for the
subscription version. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to NPAC SMS
interface.

subscriptionModifiedTimeStamp This attribute is used to specify the timestamp of any
modifications to the subscription version. It is used to support
service provider data administration in the NPAC SMS using
the SOA to NPAC SMS interface and subscription version
download from the NPAC SMS to the Local SMS using the
Local SMS to NPAC SMS interface.

subscriptionNewCurrentSP This attribute is used to specify the current or new service
provider for the subscription version. It is used to support
service provider data administration in the NPAC SMS using
the SOA to NPAC SMS interface and subscription version
download from the NPAC SMS to the Local SMS using the
Local SMS to NPAC SMS interface.

subscriptionNewSP-CreationTimeStamp This attribute is used to specify the subscription version new
service provider creation time stamp. It is used to support
service provider data administration in the NPAC SMS using
the SOA to NPAC SMS interface and subscription version
download from the NPAC SMS to the Local SMS using the
Local SMS to NPAC SMS interface.

subscriptionNewSP-CancellationTimeStamp This attribute is used to specify the time stamp ofthe
subscription version cancellation pending acknowledgment by
the new service provider. It is used to support service provider
data administration in the NPAC SMS using the SOA to NPAC
SMS interface and subscription version download from the
NPAC SMS to the Local SMS using the Local SMS to the
NPAC SMS interface.
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subscriptionNewSP. This attribute is used to specify the time stamp ofwhen the

ConflictResolutionTimeStamp subscription version was removed from conflict by the new
service provider. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to the NPAC SMS
interface.

subscriptionNewSP-DueDate This attribute is used to specify the new service provider
activation date and time for the subscription version. It is used
to support service provider data administration in the NPAC
SMS using the SOA to NPAC SMS interface and subscription
version download from the NPAC SMS to the Local SMS using
the Local SMS to NPAC SMS interface.

subscriptionOldSP This attribute is used to specify the old SP for the subscription
version. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to NPAC SMS
interface.

subscriptionOldSP-Authorization This attribute is used to specify the subscription version old
service provider authorization indication. It is used to support
service provider data administration in the NPAC SMS using
the SOA to NPAC SMS interface and subscription version
download from the NPAC SMS to the Local SMS using the
Local SMS to NPAC SMS interface.

subscriptionOldSP-AuthorizationTimeStamp This attribute is used to specify the subscription version old
service provider authorization time stamp. It is used to support
service provider data administration in the NPAC SMS using
the SOA to NPAC SMS interface and subscription version
download from the NPAC SMS to the Local SMS using the
Local SMS to NPAC SMS interface.

subscriptionOldSP·CancellationTimeStamp This attribute is used to specify the time stamp ofthe
subscription version cancellation pending acknowledgment by
the old service provider. It is used to support service provider
data administration in the NPAC SMS using the SOA to NPAC
SMS interface and subscription version download from the
NPAC SMS to the Local SMS using the Local SMS to the
NPAC SMS interface.

subscriptionOidSP- This attribute is used to specify the time stamp ofwhen the
ConflictResolutionTimeStamp subscription version was removed from conflict by the old

service provider. It is used to support service provider data
administration in the NPAC SMS using the SOA to NPAC SMS
interface and subscription version download from the NPAC
SMS to the Local SMS using the Local SMS to the NPAC SMS
interface.
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subscriptionOldSP-DueDate This attribute is used to specify the subscription version cutover
time stamp to the new service provider. It is used to support
service provider data administration in NPAC SMS using the
SOA to NPAC SMS interface and subscription version
download from the NPAC SMS to the Local SMS using the
Local SMS to NPAC SMS interface.

subscriptionOldTimeStamp This attribute is used to specify the subscription version time
stamp when the version became old. It is used to support
service provider data administration in the NPAC SMS using
the SOA to NPAC SMS interface and subscription version
download from the NPAC SMS to the Local SMS using the
Local SMS to NPAC SMS interface.

subscriptionPortingToOriginal-SPSwitch This attribute is used to specify that subscription version is
being ported back to the original service provider. It is used to
support service provider data administration in the NPAC SMS
using the SOA to NPAC SMS interface and subscription
version download from the NPAC SMS to the Local SMS using
the Local SMS to the NPAC SMS interface.

subscriptionPreCancellationStatus This attribute is used to specify the previous status of a cancel-
pending subscription version. Valid values are pending,
conflict, sending, active, failed, failed partial, and disconnect-
pending.

subscriptionStatusChangeCauseCode This attribute is used to specify the reason a subscription
version went into conflict.

subscriptionTN This attribute is used to specify the subscription version TN for
a subscription version. It is used to support service provider
data administration using the SOA to NPAC SMS interface and
the NPAC SMS to Local SMS interface.

subscriptionVersionAttributeValueChangeInfo This attribute is used to specify the attribute value change
information in the lnpLogVersionAttributeValueChangeRecord.

subscriptionVersionId This attribute is used to specify the unique version id for the
subscription version in the NPAC SMS. It is used to support
service provider data administration in the NPAC SMS using
the SOA to NPAC SMS interface and subscription version
download from the NPAC SMS to the Local SMS using the
Local SMS to NPAC SMS interface.

subscriptionVersionStatus This attribute is used to specify the subscription version status.
It is used to support service provider data administration in the
NPAC SMS using the SOA to NPAC SMS interface and
subscription version download from the NPAC SMS to the
Local SMS using the Local SMS to NPAC SMS interface.

4.1.4. Action Interface Functionality

The table below contains the mapping ofthe SOA to NPAC SMS and the Local SMS to
NPAC SMS actions to the interface functionality described in the RFP.
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lnpDownload This action is used to support the downloading ofsubscription and
network data to the Local SMS from the NPAC via the NPAC SMS to
Local SMS interface.

lnpRecoveryComplete This action is used to specify the system has recovered from down time
and the transactions performed since the association establishment can
now be sent to the Local SMS from the NPAC SMS using the Local
SMS to NPAC SMS interface.

subscriptionVersionActivate This action is used to support subscription version activation by the new
service provider from the SOA to the NPAC SMS using the SOA to
NPAC SMS interface.

subscriptionVersionCancel This action is used to support subscription version cancellation by a
service provider from the SOA to the NPAC SMS using the SOA to
NPAC SMS interface.

subscriptionVersionDisconnect This action is used to support subscription version disconnection by the
current service provider from the SOA to the NPAC SMS using the SOA
to NPAC SMS interface.

subscriptionVersionLocalSMS-Create This action can be used by the NPAC SMS to create multiple
subscription versions via the Local SMS to NPAC SMS interface.

subscriptionVersionModify This action is used to support subscription version modification by a
service provider from the SOA to the NPAC SMS using the SOA to
NPAC SMS interface.

subscriptionVersionNewSP- This action is used to support the acknowledgment of subscription
CancellationAcknowledge versions with a status of cancel-pending by the old service from the SOA

to the NPAC SMS using the SOA to NPAC SMS interface.

subscriptionVersionNewSP-Create This action is used to support subscription version creation by the new
service provider from the SOA to the NPAC SMS using the SOA to
NPAC SMS interface.

subscriptionVersionOldSP- This action is used to support the acknowledgment of subscription
.CancellationAcknowledge versions with a status of cancel-pending by the old service from the SOA

to the NPAC SMS using the SOA to NPAC SMS interface.

subscriptionVersionOldSP-Create This action is used to support subscription version creation by the old
service provider from the SOA to the NPAC SMS using the SOA to
NPAC SMS interface.

subscriptionVersion This action is used on the NPAC SMS via the SOA to NPAC SMS
RemoveFromConflict interface to set the subscription version status from conflict to pending.

4.1.5. Notification Interface Functionality

The table below contains the mapping ofthe SOA to NPAC SMS and the Local SMS to
NPAC SMS notifications to the interface functionality described in the RFP.

Exhibit II. The NotljlCtIIkJ" Inter/flee Fu"ctiolUlllty Table
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lnpNPAC-SMS-Operational-Information This notification is used to support the reporting ofNPAC
SMS scheduled down time. This notification can be
issued from the lnpNPAC-SMS object on the NPAC SMS
to a SOA via the SOA to NPAC SMS interface or from the
NPAC SMS to the Local SMS via the NPAC SMS to
Local SMS interface.

subscriptionAudit-DiscrepancyRpt This notification is used to support the reporting ofaudit
discrepancies found during audit processing. This
notification can be issued from an audit object on the
NPAC SMS to a SOA via the SOA to NPAC SMS
interface.

subscriptionAudit-Results This notification is used to support the reporting ofaudit
processing results. This notification can be issued from an
audit object on the NPAC SMS to a SOA via the SOA to
NPAC SMS interface.

subscriptionVersionCancellationAcknowledgeRequcst This notification is issued to new and old service providers
to request that a cancellation acknowledgment be sent for
a subscriber version in a cancel-pending state. This
notification is issued via the SOA to NPAC SMS interface
from the NPAC subscription version object if the service
provider fails to acknowledge the cancellation after a
tunable amount oftime specified in the NPAC SMS
service data table.

subscriptionVersionDonorSP- This notification informs the donor service provider SOA
CustomerDisconnectDate that a subscription version is being disconnected. This

notification is issued from a subscription version object on
the NPAC SMS to a SOA via the SOA to NPAC SMS
interface.

subscriptionVersionLocalSMS-ActionResults This notification contains the results ofa
subscriptionVersionLocalSMS-Create action once all the
create requests have been attempted. It is issued from the
Local SMS to the NPAC SMS via the NPAC SMS to
Local SMS interface.

subscriptionVersionNew-NPA-NXX This notification informs the Local SMS ofa pending
subscription version involving a new NPA-NXX.

subscriptionVersionNewSP-CreateRequest This notification is issued to the new service provider to
request that a create request be sent for the subscriber
version created by the old service provider to provide
authorization and/or porting information. This notification
is issued via the SOA to NPAC SMS interface from the
NPAC subscription version object if the new service
provider failed to authorize porting ofa number after a
tunable amount of time specified in the NPAC SMS
service data table.

1
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subscriptionVersionOldSP-ConcurrenceRequest

subscriptionVersionStatusAttributeValueChange

This notification is issued to the old service provider to
request that a create request be sent for the subscriber
version created by the new service provider to provide
concurrence for porting. This notification is issued via the
SOA to NPAC SMS interface from the NPAC subscription
version object if the old service provider failed to
authorize porting ofa number after a tunable amount of
time specified in the NPAC SMS service data table.

This notification is issued when the subscription version
status is modified. This notification is issued from both
the NPAC SMS to Local SMS interface and the SOA to
NPAC SMS interface from the subscriptionVersionNPAC
object.
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4.2. Seoping and Filtering Support

The following section defmes the scoping and filtering support for both the SOA to NPAC SMS
interface and LSMS to NPAC SMS interface.

4.2.1. Scoping

The LSMS to NPAC SMS interface does not support scoping ofCMIP operations of any
type by the LSMS for the following objects:

• root

• lnpLocal-SMS

• lnpNetwork

• any object with an "empty" filter

In addition, the SOA to NPAC SMS does not support scoping of CMIP operations of any
type for the following objects:

• lnpNPAC-SMS

• lnpServiceProvs

Scoped operations for subscriptionVersions to the LSMS must be supported on the
baseObject (level 0) or from the lnpSubscriptions object with a non-empty filter.

The limit in scoping and functionality prevents both the NPAC and the LSMS systems
from having to implement functionality or respond to large requests that are not
necessary to support LNP over the mechanized interfaces.

4.2.2. Filtering

Filtering on the NPAC SMS is supported as defined in the GDMO. The NPAC SMS
requires the Local SMS to support at a minimum the filter criterias specified below.

Limitations:

• OR and NOT filter support n-e not required for the Local SMS 8f the }JP.J'.C SMS.

• NOT filter support is not required for the NPAC SMS.

• Filtering requests with a scope will not be issued to the Local SMS by the NPAC
SMS for any object other than the subscriptionVersion object.

• Filter requests must follow the rules of the NPAC SMS. For example, a query for
data that a service provider is not authorized to view will be failed with a reason of
access denied.

• The NPAC will roll-back any transaction that fails. Thus, if a SOA sends aM-SET
request for a range ofsubscription objects and one object fails, the entire operation
will be failed. The NPAC SMS will return a linked reply oferror results. All errors
will be accessDenied except the one that caused the failure; it will be set to an
appropriate error.

The following table shows the CMISE primitive filtering support required ofthe Local
SMS by the NPAC SMS for the subscriptionVersion object.

April 7. 1997".,." 1f, fee7
Oftt7 LOCKHEED IlARnN IllS CORI'ORA7JON

NANC Vwslon 1.~
41

NPAC SMS Interoperable Intel1ace Specification



Exhibit 12 - CMISE Primitive FUteting Support

-"--"----····..-....·..-..··--------'I~

Interface Functionality to CM/P DeflnltJon Mapping

( '11 .... ' 1'1 I III 111\ l" t dill "lil'I">llt ,j ",pit"

M-ACTION N No actions are defined for the subscriptionVersion object.

M-GET y TN Range with greatOrEqual, lessOrEqual, equality must be supported
for auditing.

M-SET y TN Range with greatOrEqual, lessOrEqual, equality must be supported
for Mass Update or TN range modify requests.

M-DELETE y TN Range with greatOrEqual, lessOrEqual, equality will be supported
for range disconnect or port to original requests.

4.3. 1.,l.eeal SPAS Name a.d 1.,NIV.C SMS Name ¥aIYl5lnpLocal-SMS-Name and InpNPAC-
SMs-Name Values

The fellewiBg tHll~it 13) shew8 dil 'l.1&18 ~e el YfiedThe following table <Exhibit 13)
shows the values to be used for all currently identified NPAC regions for lnpNPAC-SMS-Name in
the lnpNPAC-SMS object. The lnpLocal-SMS-Name for the lnpLocal-SMS object will be the
service provider ID followed by a dash and the lnpNPA-SMS Name (e.g.• 9999-Midwest Regional
NPACSMS).

Exhibit 13 - lJejilftHIl1fJll.9fH11 SUS ."'hHrte Mil 1IfpNl'.4G SMS .'V_ V"'.Defined InpLocal-8MS-Name and InpNPAC-
SM~NameValues
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Mid-Atlantic Mid-Atlantic Regional NPAC SMS

Midwest Midwest Regional NPAC SMS

Northeast Northeast Regional NPAC SMS

Southeast Southeast Regional NPAC SMS

Southwest Southwest Regional NPAC SMS

Western West Regional NPAC SMS

West Coast West Coast Regional NPAC SMS
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5. Secure Association Establishment

5
5.1. Overview

This chapter describes the security, the association management and recovery procedures for the
service provider SOAs and Local SMSs to follow, and how error information will be passed
between interfaces.

The flfSt section describes the security and authentication procedures used in the NPAC SMS
interface. The second section describes the NPAC SMS's behavior and error handling and
suggests how a service provider SOA or Local SMS should proceed when establishing an
association.

5.2. Security

This section describes the security processes and procedures necessary for service provider SOA
systems and Local SMSs to establish a secure association and maintain secure communication
with the NPAC SMS. Security threats to the NPAC SMS include:

• Spoofing - An intruder may masquerade as either the SOA, Local SMS, or NPAC SMS to
falsely report information.

• Message Tampering· An intruder may modify, delete, or create messages passed.

• Denial or Disruption ofService· An intruder may cause denial or disruption of service by
generating or modifying messages.

• Diversion ofResources· An intruder may generate or modify messages that cause resources
to be diverted to unnecessary tasks.

• Slamming - An intruder may generate or modify messages that cause customer's service to be
moved between service providers.

Security threats are prevented in the NPAC SMS by use ofthe following methods:

• Strong two way authentication at association.

• Insuring data integrity by detection of replay, deletion, or modification to a message.

• Insuring non-repudiation ofdata by guaranteeing integrity and supporting data origination
authentication for each incoming message.

• Implementation of access control and application level security that allows only authorized
parties to cause changes to the NPAC SMS database.

"'''''.
liii

April 7. 1997"",." 1f, 1887
01..7 LOCKHEED IlARnN IllS CORPORATION

!!A!&.V8l3Ion 1.!lf.4
.u



--.---.-....--.----------------'111'11

iii

Secure Auocl.tlon Eafabllshmenf

5.2.1. Authentication and Access Control Information

The following access control information defmition will be used in the AccessControl
field ofthe association and CMIP PDUs to insure a secure communication for both the
SOA to NPAC SMS interface and the NPAC SMS to Local SMS interface:

SEQUENCE {
[0] SystemID,
[1] SystemType,
[2] GraphicString60 OPTIONAL,
[3] INTEGER,
[4] INTEGER,
[5] GeneralizedTime,
[6] INTEGER (0 ... 4294967295) ,
[7] AssociationFunction,
[8] BOOLEAN
[9] BIT STRING

LnpAccessControl ::=
systemId
systemType
userId
listId
keyId
cmipDepartureTime
sequenceNumber
function
recoveryMode
signature

}

ServiceProvId ::= GraphicString4

SystemID :: = CHOICE {
serviceProvID [0] ServiceProvId,
npac-sms [1] GraphicString60

}

SystemType ::= ENUMERATED {
soa (0) ,
local-sms(l),
soa-and-local-sms(2),
npac-sms(3) --value is only valid for AccessControl

definition
}

AssociationFunction ::= SEQUENCE {
soaUnits [0] SoaUnits,
lsmsUnits [1] LSMSUnits

}
SoaUnits ::= SEQUENCE {

soaMgmt [0] NULL OPTIONAL,
networkDataMgmt [1] NULL OPTIONAL

Exhibit 14 Access Control
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5.2.1.1. System Id

The system Id is the unique Id for the system using an interoperable interface
and must be specified in the systemId field. For a service provider using the
SOA and/or Local SMS interfaces, this is the Service Provider 10. For the
NPAC SMS, it is the unique identifier for the regional SMS.

5.2.1.2. System Type

The system type that indi~s the type of system using the interoperable
interface must be specified in the systemType field. The valid types are SOA
and/or Local SMS and NPAC SMS.

5.2.1.3. User Id

The user Id ofthe user of the interface can optionally be specified in the userId
field for the SOA interface. This is the 60 character graphics string user
identifier for a user on a SOA system. It is not validated on the NPAC SMS,
however, it is used for logging purposes.

5.2.1.4. List Id

The list Id must be specified as an integer in the listId field to identify a key list.
This key list is one ofthe key lists exchanged outside ofthe interface process
that is known to both the NPAC SMS and the Local SMS or SOA system it is
communicating with.

5.2.1.5. Key Id

The key Id of a key in the key list must be specified as an integer in the keyId
field. This uniquely identifies the key in the key list used to create the digital
signature. The size ofthe modulus for the key is 600 bits as specified by the
ICC.

Keys will be treated independently at the presentation layer for an association.
By using presentation layer support ofa key. SOAs and LSMS systems could
have unique keys. In addition. if an LSMS is made up oftwo processes. one
supPOrting network subscription data and the other suPPOrting query; they could
have unique keys.

5.2.1.6. CMIP Departure Time

The CMIP departure time must be specified in GeneralizedTime in the
cmipDepartureTime field as the time the PDU departed the sending system. In
order to insure data integrity and no-repudiation the NPAC SMS system must be
synchronized to within two minutes of the Local SMS and SOA systems that it
communicates.

~V8l$/on 1.Q1.4
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5.2.1.7. Sequence Number

The sequence number is a 32 bit integer that must be specified in the
sequenceNumber field. It should be specified as zero at association time and
incremented by one for every message sent over the association. Once the
sequence number reaches 4294967295 the counter will be reset to one for the
association. Please note that each sender independently keeps its own counter
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