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• SIGNAL PIRACY

Time Wamer Callie
Fram:=: NYC _aeks

then at all levels

". -- - ~_. __.- _ _ _.- .. ---

By Kathleen Scopp. Vice Prttsident and
General Counsel. TIme Warner Cable ofN~
York City; Barry Rosenbillm, Prttsident. 1WC­
NYC; and Daniel J. Lej1wwitz.. Trial Counsel.
nme Warner Cable

Editor's note: This is the second winning
paper in the NCTA's signal seCllrity colltest.

•

'iDle WamerCable of New
York City (''TWCNYCJ, a
division ofTune Warner
Entertainment Company, L.P., is
a cable television operator

which serves more than I million subscribers
throughout its franchise areas, which include
all of Manhattan and Queens, N.Y. and parts of
Brooklyn, N.Y. This is the largest cable cluster
in the United Swes. Our headquaners is in
Manhattan, and our five area offices are locat­
ed in Woodside, College Point, Flushing and

1.

Jamaica, Queens. and Park Slope. Brooklyn.
We secure our system initially by providing

each TWCNYC subscriber with one of three
different types of addressable convenors and
decoders manufactured by Jenold. Tocom and
Pioneer. These devices communicate with
TWCNYC's facilities and enable subscribers
to access and view the exact level of program­
ming services to which they subscribe.

Additionally, for OWl' 10 years. we atTWC­
NYC have agre5Sively combatted the theft of
cable services. However. as the magnitude of
theft of services grew significantly in our fran­
chise areas (and nationwide) in recent years. we
felt we had to do more to protect our system and
progranuning services. To that end. we designed
and implemented a comprehensive program to
secure the integrity of the system and to aggres­
sively prosecute those who engage, or assist, in
the unauthorized interception of cable television
programming services at all levels.

Specifically, TWCNYC targeted theft of pro.
gramming services by individual subscribers
and commercial locations. and those who
engage in the manufacture. sale or distribution
of pirate cable television decoding devices and
equipment TWCNYC worked with federal law
enforcement agencies, private investigators and
legal expens; employed electtonic countermea·
sures; conducted a tap audit campaign; and
instituted a theft-of-services hotline.

We funher committed resources to educate
our subscribers about the hann TWCNYC suf­
fers from theft and the consequences of engag­
ing in such theft. As discussed below.
TWCNYC's educational efforts included tele­
vision public service announcements. print
advertisements and direct mailings. In addi­
tion, where appropriate. we publicized the
results of some of our anti-theft effons in
order to spread a messaae of deterrence to

_those who would steal programming services
or enable others to do so......1_......

1. Investigation and civil prosecution of
major manufacturers. TWCNYC utilizes pri­
vate investigators to identify and investigate
disbibutors of pirate decoding devices
throughout the United States which sell such
devices into TWCNYC's franchise areas.
Common sources of such investigations are
print advenisements containing "1-800" tele­
phone numbers. Such advertisements are
found in myriad publications. including sci­
ence and technical magazines such as PopulOl
Mechanics and Nuts and Volls. These investi­
gations have resulted in the civil prosecution
of numerous disbibutors of such devices.
including such major distributors as Freedom
Electronics Inc., U.S. Cable Inc., and Cable
Box Wholesalers Inc. Freedom Electronics
operated in Florida. U.S. Cable operated in
Florida and New York. and Cable Box
Wholesalers operated in Arizona.

In each ofTWCNYC's investigations and
resulting civil prosecutions against Freedom
Electronics. U.S. Cable and Cable Box
Wholesalers. TWCNYC's investigators made
controlled purchases by telephone of pirate
devices. attempting in the process to elicit valu­
able admissions from the sales representatives.
In the investigations of U.S. Cable and Cable
Box Wholesalers, the telephone conversations
were recorded on audio tape which was later
transcribed for use as evidence in the civil ca.~s

Upon receiving the devices they purchased.
TWCNYC's investigators conducted tests to
determine each device's descrambling capabil­
ities. These tests simply involved connecting
each device to TWCNYC's cable television
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for which we were recently awarded $1.44
million in damages plus attorneys' fees. This
was a significant victory, and it appears that
U.S. Cable is finally out of business for good.
[n regard to Cable Box Wholesalers, we were
recently awarded panial summary judgment
and are awaiting a substantial damage award
for hundreds of violations of 47 U.S.C. sec­
tions 553 and 60S.

2. Actions against mail order purchasers of
descrambling devices. Through the civil prose·
cutions of Freedom Electronics. U.S. Cable
and Cable Box Wholesalers, TWCNYC recov­
ered extensive computer records detailing tens
of thousands of sales of illegal pirate decoding
devices to individuals and subdisttibutors
across the United States. We have downloaded

those records and are presently pur.
suing litigation against TWCNYC's
subscribers who purcbased pirate
cable decoding devices from the
three mail order descrambler sales
operations mentioned above.

Prior to commencing civil actions
against these lWCNYC subscribers,
TWCNYC sends letters to them
inviting pre-litigation settlement.
This approICh reduces significantly
the number of subscribers against
whom TWCNYC has to reson to
judicial intervention. Once a civil
action against the remaining sub­
scribers is filed. more settlements are
obtained without the need for further
proceedings. All those who settle.
whether prior or subsequent to the
commencement of litigation, must
agree as part of the settlement not to
engage in such conduct in the future
In the cases of those who settle after
the commencement of litigation. the~

are subject to pennanent injunctions
prohibiting them from ever again
engaging in theft of services. The
penalties for violating these injunc-

. tions is stiff. As a result, we have
found that there are few repeat offenders amonf
those who settle these cases. Those who do not
settle are civilly prosecuted to final judgment.

3. Investigation and criminal prosecution of
local disttibutors. lWCNYC conducts investi­
gations in conjunction with Federal and New
York State law enforcement agencies. includinl
the Federal Bureau of Investigation. the United
States Secret Service, and the Disttict
Attorneys' offices in each of the boroughs of
New York City, to identify and criminally pro$'

cute disttibutors of pirate cable decoding
devices. For instance, in conjunction with the
Queens County, New York Disttie:t Attomcy's

U.S. Cable, the defendant attempted to re-enter
the decoder sales business less than a month
after its payment of a substantial settlement
sum. In a civil contempt prosecution com­
menced immediately thereafter. TWCNYC
was able to identify the imponation and pend·
ing sale of approximately 8.000 illegal "pan­
cake" cable descra:mblers and to have such
devices seized by the U.S. Marshal Service
before such devices could enter the black mar­
ket. lWCNYC also learned that U.S. Cable
had sold its "800" number to another pirate
descrambler sales operation. We then success­
fully prosecuted U.S. Cable's civil contempt,

In the three cases described here. an approxi­
mate total of 35.000 pirate decoder devices
was seized.

In the cases of Freedom Electronics and
U.S. Cable, TWCNYC obtained. at a total cost
of less than 5100.000. cash settlements totaling
more than $1.2 million as well as coun·
ordered permanent injunctions prohibiting
each pirate from ever again selling decoding
devices. In the process. TWCNYC's litigation
generated reponed decisions which have sig­
nificant precedential value to future civil pros­
ecutions of such manufacturers by cable televi­
sion companies.

lWCNYC has also demonstrated a commit­
ment to insuring that such pirate decoder oper­
ations do not resume activity. In the case of

.-.ft _. __ ". • n _ .

A CIIl'toon which appu_ In the New York Poet ImmedlaWy a'" Time Warner Introduced It. "ra'
"bullet CII", n which dl..bIed hundlWda of Illegal tIfK:oders.

experts. developed a strategy whereby lWC­
NYC commenced actions against each respec­
tive decoder sales operation. Simultaneously.
lWCNYC sought immediate relief, including
coun orders directing the seizure by the United
States Marshal Service of the pirates' entire
stock of illegal decoding devices, all related
business and computer records, and other evi­
dence. Such orders also provided for a freeze
of defendants' assets. This strategy was
designed to expedite the civil litigation
process. secure evidence. put the pirates rapid­
ly out of business. and preserve for judgment
collection the assets of the illegal enterprises..
1M

•

system and observing unscram­
bled premium and pay-per-view
programming. The tests were
carefully documented. and the
devices were secured for use as
evidence in the civil cases.

The investigators then identified the busi­
ness organization of each of the pirate decoder
sale operations. including the identities of cor­
porate parents, shareholders and the officers
responsible for business conduct. They further
identified any known corporate assets, includ­
ing bank accounts, which were generated by
these identities from the illegal sale of pirate
cable decoding devices.

When such investigations were completed,
lWCNYC, in conjunction with outside legal
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the effecta of theft of..rvIcetI.
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office. TWCNYC's investiga­
tions resulted in anests of six
different distributors of pirate
devices in the New York area. Of
these arrests. three ultimately
resulted in felony convictions.

two resulted in misdemeanor convictions and
one case is pending. Furthennore. these investi­
gations and prosecutions resulted in the desttuc­
tion of more than 1.000 pirate decoders and the
turnover of more than $30.000 of the distribu­
tors' assets, representing proceeds of their ille­
gal businesses. Such investigations originate
from a variety of sources. including the hotline
described below. which generaleS approximate­
ly 15 to 30 calls per week, recovered flyers
advertising the sale of pirate decoding devices
and word-of-mouth tips. In addition. such inves­
tigations often reveal that those dis­
tributors buy and sell from each other.
As a result, an investigation of one
distributor often produces evidence
which strengthens civil and criminal
prosecutions of other distrituors.

4. Audits of commercial establish­
ments. TWCNYC regululy utilizes
the services of private investigators to
audit commercial subscribers and
identify those which intercept
TWCNYC's programming services.
These investigators regularly audit
commercial subscribers which pub­
licly display. without authorization or
payment. TWCNYC's premium and
pay-per-view services such as profes­
sional boxing events and major
motion pictures. The investigators
also audit non-subscriber commercial
establishments which access
TWCNYC's system by way of unau­
thorized splices and attachments. We
engaged in the civil prosecution of
more than 100 commercial establish­
ments in 1995. and of those. we have
either settled with or obtained judg­
ments against 42. recovering a total
of more than $175.000. Litigation is
pending against the remainder.

5. Electronic countenneasures.
With the support and assistance of
General Insttument. manufacturer of the
Jerrold and Tocom devices used by TWCNYC.
and Pioneer. TWCNYC routinely employs
electronic countenneasures or "bullets." The
employment of such countenneasures results in
the disabling of pirate decoders. thus removing
such devices from TWCNYC's system. TWC­
NYC then civilly prosecutes those subscribers
who are found to have used such devices to
steal TWCNYC's services. Such cases. in1.

which litigation against some defendants is still
pending. have resulted in settlements with
numerous defendants totaling in excess of
S230.000. The settlement agreements TWC­
NYC enters into in these cases contain perma­
nent injunctions identical to those described
above. TWCNYC anticipates additional settle­
ments as the cases progress. Employment of
these countenneasures also causes word to be
spread that TWCNYC is diligent in protecting
the integrity of its system. thus deterring sub­
scribers from engaging in such conduct.

6. Tap audit campaign. In 1995.
TWCNYC's tap audit campaign. which uti­
lized both TWCNYC employees and outside
contractors. resulted in the audits of 250.000
locations. Through it. we found a total of
53,771 unauthorized subscribers. representing

a theft ratio of 21 percent. TWCNYC recov­
ered convertors from 20 percent of these indi­
viduals. More importantly. the majority of the
subscribers from whom we recovered modified
convertors thereafter became paying sub­
scribers. resulting in a gain of approximately
10500 subscribers for a gross annual revenue
of more than $483.000.

7. Hotline. TWCNYC also instituted a hot­
line which subscribers may call to report theft

of services. This hotline has been quite suc­
cessful. attracting approximately 15 to 30
leads per week. Such leads often result in the
criminal or civil prosecution of pirate descram­
bier manufacturers and end-users. I

8. Education. In an effort to educate its sub­
scribers about the effects of theft of services.
TWCNYC runs television and radio public ser­
vice announcements and places print advertise.
ments in publications which are distributed in
the TWCNYC franchise areas. TWCNYC also
uses direct mail to educate subscribers. These
mailings provide a reminder to subscribers and
supplement our other educational efforts.

IIIIIOIIIIIIIJ to DIIIII' ..1IIn
The TWCNYC signal security program

attacks theft at all levels. The JX08IItn has had
both an enormous impact on the edu­
cation ofTWCNYC's subscribers that
theft of services will not be tolerated,
while also being a revenue-generating
aspect ofTWCNYC's business. By
using the established successful tech­
niques employed by TWCNYC. other
operators can address many of their
security problems while participating
in sending a message to those profit­
ing from theft that such conduct will
not be tolerated by the cable industry.
As pan of our program to combat
theft of services throughout the indus­
tty. we have provided to the NCTA
and other MSOs customized lists of
pirate decoder purchasers who reside
in those companies' franchise areas.
which were obtained from illegal dis­
tributors such as Freedom Electronics.
U.S. Cable and Cable Box
Wholesalers. Information of this type
can serve as a starting point to combat
theft by subscribers in other systems.

The entire organization ofTWC­
NYC has worked diligently in imple­
menting this program. Through it, we
have made notable progress in identi­
fying and eliminating sources of theft
of our services at all levels, and in the
process. we have educated our sub-
scribers about the effects of such theft.

We are further committed to continuing
these efforts through new and innovative
means. striving to repeat our successes and
learn from our failures. TWCNYC's contin­
ued commitment to eradicating the problem
of theft will enable us to be more competi­
tive. resulting in higher quality services to
our subscribers. C=->

This anicle is reprinted with permission of
Ihe HCTA.
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TCI Says It Can Prove Set-Tops Were Altered, Used
By LINDA HAUGSTED

Cable sillllal thieves in
Carefree. Ariz.. aren't
carefree anymore after

Tel Cable ofScottsdale notified
them lind similar customers
throughout Maricopa County
that they are about to be sued,

Local 1ele-Communications
Inc. officials believe this anti­
piracy campaign is different
because executives believe
they have found a way to prove
"irrefutably" in court that the
"black boxes" they target were
actually used by the con­
sumers to view premium unita

or pay·per.view events for
which they did not pay.

The cable operator won't de·
scribe how they're confinning
service, for fear of tipping off
box suppliers. The technique
was developed in concert with
General Instrument Corp. Ita
Jerrold· and GI·labeled boxes

are used legitimately in the
61,OOO-subllcriber system.

If the proofs hold up in
court. they will eliminate the
primary defenses that most
consumers use when con·
fronted by their cable opera­
tor: that they inherited the
box from former reeidenta, or

never used it for unlawful
pU1'JlOl88.

Arizona operators allO have
the backing of the state Attor·
ney General's Office. Although
federal statutes promote the
private purchase and use of
set-tope from third-party
manufacturers, the Arizona
attorDey baa taken the stand
that there are no legitimate
UMI for set·tops that have
beeD altered.

TCI's work orders a1IO state
that consumers are barred
from using set-tope that have
not been issued or authorized
by the local operator. Such no·
tificatiODS are a key strategy
in cable theft; prosecutions, ex­
perts said.

Many cable
pirates claim

that they never
used the illegal

boxes.

The city a1IO supports the
anti-theft campaign; it
graDted Tel a waiver of the
requinment that it give ai­
lepd pirates 3o-day notifica­
tion before terminating ser­
vice.

BeD Baltes, TCl's system
marketiDg manager, said the
system launched a three­
month inv.tigation due to
c:ouumer complaintll. He con·
ceded that those have in­
cnued iD the face of the dou·
ble-dilit rate iDcreases that
TCI bas pushed through.

Sco&tIdale-area consumers
are IIUId that lOme of their
neilbbors get service free-of­
charp due to the illegal
bolree, while subec:ribers must
pay more for cable,

Bal••timated the Scotts­
dale system's annual lou to
theft at $2.5 million.

Operators a1IO fear threats
&om PPV producers that they
willllUMl high-profile eventa,
includiDg boxing, to cloaed-cir·
cuit distribution if operators
don't clamp down on theft, he
added.

TCI sent reatitution de­
IDlUIds to 400 alleged thieves,
notifying them that they are
subject to up to $10,000 in
damages and attorney's fees.
The letters didn't generate an
immediate reep0n88, but that
spiked after a press confer­
ence last Wednesday featur­
ing Scottsdale deputy chief
James Kershner. Baltes said
by Thursday afternoon. six
bolree had been voluntarily re­
turned, and calls to attorneys
by the targeted consumers to
initiate negotiations had in­
creased._



Gunmen Rob 300 Boxes in New York
By .JOE ESTRELLA

Tw" armed cnble pirates
maliquerading :!$ Job
applicants recently

bagged 300 converter boxes
owned by Time Warner Ca,
ble of New York. wit.h an es­
timated value of more than
$120.000.

The gunmen were pre­
tendinll to apply for jobs at
the office$ of a Time Warner
,"stallation contractor in
Yonkers. N.Y.. when a com­
pany truck arrived to de­
liver the converter boxes.

However. the pair were
.\pparcntly aware that after
vears of h:wlnll: Its ship­
ment. hIJacked. Time
Warner was In the habit of
..hadowln1t Its deliverv
. rucks WIth armed lruard•..

"I n thiS particular case.
the thieves waited until the
I ruck :lot to the location,
and the lruards had left.
'hmkm1t t'verything wa..
OK: said Barrv Rosenblum.
preSident of Time Warner
('ahl.. Ill' :'oIew York. "Then

they took their guns out and
stole the truck and the con­
,·erters.

Time Warner estimates
that its averill/e customer
pays $40 a month for cable
programmlRg. which means
t.hat. 300 10lt convert.era
tranllat.es into anot.her
:S 144.000 a year 10 lost rev­
enues.

But. since a cable pirate
typically uses stolen con­
verters to steal high-dollar
pay-per-view programming,
it's believed Time Warner's
101..S win be much higher.

"It's not Just the 10.. in
termll of the cost of the box:
Rosenblum "aid. "The hill
loss to us I. that each of
those boxes will be used to
steal from us. The actual
merchandise they "teal is
much greater than Iwhatl
the averalle customer might
purchase.-

Bob Astarita. head of se­
curitv tor Cablevlslon Svs­
tems' Corp. and co-chair 'for
the Coalition Oppostng Sill­
nal Theft. an :ldviRorv e:roup

to the National Cable TeleV'l·
slon Assoclatlon's Office ur
Cable ::;ie:nal Theft. Said the
matanees of armed robbery
involvim/ cable equipment
are on the rise.

-It's becommg a bigger
problem t.han we ever aatic­
ipated.- Astarita said. -But.
we must be doing somethin~

right In attempting to keep
~ome of the inventorv uut of
the pirate market. becaWie
they're haVing to resort to
stickups. holdups and hi­
Jacking. across the country.

-It's because it's so lucra­
tive. I've had some pirates
tell me it's better than
drulI~: Astarlla $aJd.

.-\-atarita I(ot $ome first­
hand experience involvlnll
armed cable thieves a few
"ear~ hack. when !'in'
masked i!:unmen im'aded a
Cablevislon warehouse In
the Bronx.

The inCident resulted in a
hostage situatIon that dete­
rlorated into a ~un battle
With the New York Police
Oepartment. MClI
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Cop among 4 sued
over cable boxes
.By Gary SUllweln
The Patriot L.edger

AWeymouth poliee Hrpant il on. of four Sou~le~~
raidentl beinl lued by H.~n Cable for .-Y
ltealiDl premium and pay-per-Vlew TV procrams.

Paul M. CaItY. a police officer for .13 y~ andha
Hrpant liDee October. deni.. Harron I claIm that .e
0W1ltd an illqa1 cable delcrambling bos for 3~~ In
the early 19901. He illCbedu1ed to defend himMlf III a
civil trial in Wanhun Diatrict Court OD May 14. .

The other defendantl are Ronald Caron, a ~ician
at Chamael 7; David CampbeU. the f~rmerp.....lCllIl~
Rocklud.bued enlin.nng conaultlDg firm. and
Sc:arpiDo of·PlIDbroke. bu ·

Harronit lNinr them for '20.000 for each descfIDI .
bozo plua iDteNlt. aDd court COItI. .

AllUM defeadaDti are r'lhtinl the accuaatlOna.
TbIy aiUMr refuNd to coDllDlllt OD their c:aMI or did

not mum ca11I 110m The Patriot Ledpr.
The cable company laY' the four ~ht .the dI·

ICI&IDblUI for about '200 each from a Ca!ifoml6·bIMcl
COIDC::::b~ Cable Naoru.ul.l_ 1. 'I'M

'I'M. caD be attacMd to--
. compID1~ they allow viewen to rective more tbu

PIlI••••• CAlLE - '.11

I ' I

4 sued over cable descramblers
.~CABLE different deleDle apiDIt Harron'a
'~~tlnued from Page 1 claima.
''>, • Caley, 34,lives in AbiDltODoHe
120.000 worth of premium c1wmell it repNltDtiq hilDlelt in court aDd
and pay-per·view ProIfUDDIm, a laY' be DeWr ordend a dMcrambl.r
.~ at DO coat. from Global. But McGovern laya
··'·Global wu ahut down by the Cuey admitted he bought the de­
federaleevernment in 1993. and the acrambler in October 1990 and threw
FBI lav. a lilt of the company', it out beeauee it didn't work.
cUatomen to Harron officiale. The Casey is countenuinc Harron "for
company hired a private inveatiptor severe emotional diltreu incurred as
to check them out. a direct reault of the intentional,

..About 25 of tb. cUitomen reac:heci willfu1. malicioUi ,tatementa made
out-of-coUrt eettlementa of between ~t the detudant."
$5,000 and 110,000, Harron hu laid. • Caron, 46, of Pembloke. ideDti­
JLeat month. a Plymouth DiIVict fled bimItIf in court recorda u •
court JudIe chopped the fine qaiDIt Channel 7employee. In court papers,
a Pair ofconfeued cable pira* from he &aid the dllcrunbltr he boulht in
$60.000, the muimwn., allowed by 1980 never·11Iowecl him to receive
low, to _than $300. . premium chaDD.. and that be re-
: In court documentl. the four de· tumed it .hartly Ifttr he bouiht it.

!"ndante claim that Harron'. private Lut month, Channel 7 aired a
h'lVeatiptor. Frank McGovem. faIM- news ltory on the Pembroke cable
ly identified himHlf as an FBI qent piratel who had been fined '50.000.
when he visited them. • Campbell, 60, iI lilted in court

Caron says McGovern treepaued . recorde .. prelident or Briua Auo­
on hie property. Harron attomey ciates Inc•• an engineeriDc coneultinc
David Sorrenti said that'. not true. firm in Rockland. Employ... there

.Court recorda ahow that each of u,Campbell left the company sever·
the·daftDdante i, offering a qhtly allDODt.ba qo.

'. In 1994, be a1ltpdIy told MeGov.·
em that be bad baucht two de.
acrambIenadpve ODe to a nlatiYl.·
SiDcI then, he bM NluMd to UIIWIf
lOme queatkma in dtpoaitioZll, "rou·
tiDely' rely(ina) .. on . hit privi1en
&pinat Itlt-incrimination." accora­
ins. to a britf .ubmittecl by Sorrenti.

Briaa Auociatea it alao named as
a deftDdant in the suit because
Campbell anegedly had the de­
scramblers delivered to his office.

Becauae Campbell lives in Ply­
mouth. where Adelphia Cable pro­
vidal aerviee, Adelphia it a co-plain·
tiff.

• Scarpino, &0. nturDed the de·
scrambler to McGovern. aecordiDI to
court papua. He ukt it DIYIf worktd
u he bad hoped it would ad that he
lubacribed to Harron', "deluze" pro­
ifamminc packap abortly after­
warda.

"From buameumen to people that
are pollee and lawyen. it certainly
doel crou a wide band of jobs and
lifeltyJea," (ormer Harron bUliDeu
manager Dianne PlaDlky laid about
accueed cable piratea.



Mass. Court Fines Cable Pirate $50,000

,

By JOE ESTRELLA

A Massachusetts District
Court recently handed
down the largest fine

ever imposed on an individual
user of illegal cable television
descrambling devices.

Plymouth District Court

Judge Thomas Brownell hit
Patrick and Laurie Philie of
Pembroke, Mass" with a
$60,000 fine for using a bogus
dllllCl'llD1bler to steal premium
and pay-per-view services
from Harron Cablevision from
1990 to 1993.

The fine was the maximum

allowed under federal law, and
it included $8,000 in interest
and $2,000 in legal fees.

"I don't think we're going to
collect,· conceded Dianne
Planaky, businetl8 manager for
Harron Cablevision of MaBBa­
chusetts, which owns the
28,OOO-subscriber system that

serves seven South Shore com­
munities. "What I hope for is
that it will stop other people
from stealing.•

Jim Allen, head of the Na­
tional Cable 'Thlevision Associ­
ation's Office of Cable Signal
Theft, said the growing list of
descrambling cases reflects

the industry's newfound re­
solve to PUl'lUe individual
II8erB of illepl set-top devices,
rather than just larp-scale
distributora.

"In the overall scheme of
thinp, it's tinally being real­
ized that the problem with
unauthorized. set-top devices
needs to be communicated to
COIIIUDIenI," Allen said.

P1auky laid a 1992 survey
by the NCTA eetimated that a
8ymm like Harron's loses
$326,000 to cable theft each
year.

Tbe Philiee were among 30
Harron Cableviaion sub­
scribers that had purc:haaed il­
legal deeerambling devices
from Global Cable Network, a
Califomia-based entity from
which the Federal Bureau of
Investigation obtained a list of
clients.

Some 25 Harron CUItomerB
on the FBr. list .have reached
sett1eJDeDts with the compeny
raqing from $2.500 to
$10.000. Four others are
awaiting trial dates.

The Pbilies did not return
calla for COIIIIDeDt last week.

However, in an interview
with the Boston Globe, Petrick
Pbilie said he purchased the
device for $150 in 1990. but he
gut rid of it a few weeks later
when he di.8covered that it was
illepl.

"I had it for less than a
month. and they're trying to
stick me for yean," Pbilie was
quot.ed as Baying in the Globe.

The couple's attorney, Ira
Lubaa, baa ubd the court to
reduce the fine to $100. A
huring date baa been set for
April 16.

The NCTA estimates that
2.000 deeerambling cues were
tried in the U.s. lut year....
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BAR TAB: A Louisiana federal dis­
trict court judge has fined a New
Orleans bar a total of $27,100 for shotl­
ing blacked-out New Orle.nl Saints
games, according to the NFL. The
league's lawsuit was part of its aggres­
sive effort to stamp out signal pirac,
and persuade more bars and restau­
rants to subscribe to its NFL Sunda,
Ticket package on satellite TV.
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Gunmen Shoot Corneast Worker at Warehouse

.1

An employee at Comc8st
C8bIeYIs1on In Ontario,
C8Rf" was shot dulIn& an

aborted armed robbery that ap.
parently tlIrgeted set-top con­
verter boxes stored in a ware­
hOUse ...,

A male telemarketing em­
ployee and a female customer
serW:le l1IpreIlll'1tat -e .....,.
~ the bulldlrC at aboUt 11 p.m.
on March 21 when they were
confronted by five masked .....
men.

The gunmen forced the two
back into the building, where
they were bound and &&raed,

However, the femlIIe employ­
ee apparently managed to trig.
ger an audible alarm that alert­
ed local police. One of the gun­
men then shot the male

~ In the 1IbdamIn~
the~ conI'uIIcln,> .

'Somebody tripped It (the
aI8Im~' IlIid Lnl8 Jclt'nIcln, ..
IIc Information offlcer with the
0nlBrI0 PolIce~ tn18nt. ·But
the victim was shot after the
alarm went off."

The kiUnld employee waslllr­
IftIId to alocel hoIpIbII, w- he
_ ...... 11'1 SlItJIe ClllfIlIIkin
.....week. HillllITIIl.,. not
belI1ll8lllll8cl fer...d repiIIIs,
Jotnan IlIid.

Clnt8tI CrIme Stq:Ipcn. a kiciaI
convnunlty 1fOUP, his offered a
I1IWIRI b' Infcrm8lion IeedIrWto
the capture ofthe 1PW'Wl.

"It's honIlIe," said ConnIe
SCholz, a corporate spokes­
WIlIlWI b' Com:ast Corp, 'We've
~ had reason to belkNe that
our employees were nat -10'
Ing to their own cars. we're 10'

IrW to1IIke lMlCII1l¥to aN11tW1t
(will make) our empIo)'eeS~
fortIbla and ....

SdlDIzsaldthe..,.,.. cId not
get~ cash or ccrwert8r baIles.

System aeneraJ manager RIch
Germano Issued a memo the
momini after the shooting in­
formiIC employees that security
wouIcI be beefed up and that _
curity JU8Ilis woukl be IMlllabIe
to escort all workers to their
cars.

The 0ntaIt0 Incident was not
the first time that cable pirates
haw resorted to violence.

In 1994, an attempted r0b­
bery at a B1onK, N.Y., W8AlhaIM
resulted In a hostal& situation
that ended with one system ern­
pIO)'lle bei~ severely beaten by
one oftlte ..,.,.. and shots ba­
Ing exchanged with police that
responded to an alarm...
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aftelO the individuals who use them."
Nationaly, cable companies last $1

billion in 1004 to the "blaek bu" tnde,
aceording to the National Cable Tem­
sicin AsMcialion. Some cable·. eoJI1)I8IJies

eatimate that. one out or five cable view-
ers URI!S a descftmblero \. I',.~.'

For an ialduItry that gellel'ateB'about
$26 billion in an_ reveiIUe6, that Ioes is
too lIIuclJ to abIorb, uy cUle oft'icWs.
1'I1ourh~ eontpanies have aDUteSty

. ..... CABLE,-P8p~
",.- ~'. J • .• -... - .; ._'.'

Bill comes doe for"cable pirates: $50,-
----- w~l.~=Y.:,=NT -Pembroke pair gets maximum fine
-~'or four yeu'S, Patrick and La~ fory~ ofwatchingwithont paying
'llilie never paid acent for~doae".: - _ _ . -
HBO movies and ,.y-fOlo·view exb....• ; BCrambler boxee to.tune in ilIeplJyto m, _ ret'1eds a recent In!nd.
g;mzas they watched on cable TV. No..•• hIe channels, "Cable opentus have realized how
they have raeked up a biI or $50,000. f Their (me is the maximulII allowed by much money they're losing," said G. Wil-

l,ast month. a judge lined the Pent- _i!deraI la. lor uee ore.we deBcnmIJIen. .. DunderdaJe, dired.or of security for
bmke roulXe that lIImunt for theft of llet'. . But, ",-bile the Phities' lawyer .)18 bIB eIi-. CabIeYiDoa. "11lItnd of jwt busti,. _tbe
"'ifeS from Harron Cablevision. Oet\t,'een enlB are bein« mde eumplel, indu8try hi« PIS, we need I4l decrease the de·
Jmo and 1993, the Philiea WJed two de- executives .,;t.beir hank~ ,... AJr .~.•~bIerB hI gohIg

.. . ~;'_i:" : _~.~ .. ' ~ i .=•.' '""' .•!' .' •
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Pembrok~
. air finedP .:
$50,OOO~
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, ~tiDUed from Page as
program!! fOT deserambler users,
others have chosen to go afterm- Ira LukenS ofPlymouth IlI1d tlIat .
\idual u..~. . ;: even if'the eouple knew it wu m8pl

More than 2,<Xfld~ ": to~ the boxes, whieb they raw'lid­
cues were proeeeUUld aaoea the j·'VertiIed fpr $160 in alDMloJllll'ket
eountr)' last "leu, with perpet:i'atcn ..•~ 1DIIIibie,tiH! crime:Ia·.
ofteJi receivini near-ma$lum~, miDor~th~ fa beizii~.ex-·
auociation oflleials Slid. ; ceaaiveJy.··· ..• -; '... ~:. . . :<;:: ._

. Locally, DWlderdale aays. hi can ~'1'he.. black box,,' maj be
0a1y reeall two or three recent cable IgaiDIt the l8w, but ~ 1s .~
pJrating easel on the scale of the DU&pz{nu or IOi1:ware," he'. iaid,
Philies. But Wl1l1am Durand, ceeu- "The cable eoi:D~ ire juit~
five vice president of the New Eq- su~ to·.e(1Il eDlDple
land Cable Telev1a1on~ and scare peoplf.." .... '.
says he expei:ts an inerease beeause
of a 1992 law that stiffened penalties
for people who use illegal.. de-
seram.bler.s. .Al$o, he said, devices
have been developed that let eom-
pani~ trace cable thieves.

Cable companies a1so CID tn.ek
illegal viewers when the vendors ot"
deaerarnblersiWe uP·1ista of theJr
clients as part of plea barQ"ains.· .

":' . By proeeeuq black-bolt jers.
; cable execu~ves say, they're J:(Ie8\IP­

! iDg lust proftt.s and helping'~at
viewers. The average. nat.ioDal:'ioate

. Jor cable service ill about ~ a
month and officials say it haa edged
up because of the black box market.

Man~' people caught with de-·
.scrambler boxetl pay the mlDimum
fine of $250 - or $100 ifthey cOllUnit.
ted their crime' innocently. But 26 .
people on an FBI list of aUe,ed c:abJe
pirates that included the Philies paid .
between $5,000 and $10,000 mont;...
of-eourt settlements, said DK\-id $or­
l"enti, the Brockton lawyer who re­
P~btli Harron Cablevision. .

Neither of the Philies cowd· be
reaehed for eonuuent, but their law­
yer said the fine is much too high.
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By Gary Sussweln
The Patriot Ledger

PEMBROKE - For foUl' yean a Pembroke couple
watched HBO and pay-per-view Bbowa on their televi·
sions (or notbinc. Now. judp laM OIdend·tbem to ,.,
$50,000 for th8ft of the teYic:eI. ,

Patrick andLaurie Philie OWMlItwoCllileclelc:nmbler
boxes from 1990 -to 1993 that illepUy t.epped- iato the
c:~nels80 they eotJId watch'-' tMyWn't pajelfor.

The fme. isIued by Diatriet· Court Judla TboID88
BJ'OWl1eU in the civil case last month, is the IDI-'"al­
lowed by federal law. It iDctudes more than $8,000 in
interest and almost $2.000 Cor legal feea for Harron
CabJevision,

"Harron had Jost money over the period of time that
the Philies had used the bo.... said lawyer David Sorrenti

Cable pirates fined $50,000
P b ·k co pie' Twent.y-five of the aubec:ribera named on Ibe liltem ro e u . .reached out-of-court .ttlementa of between $5~ and
• - $10J)OO. The other four are lICheduIed to go to trial later

got channels 1·llegauy-., '. --this year, Sorrenti said. .
. . " Patrick Pbilie, woo lives on PJymoutb Street, admita

. -be owned the i1Iep1 descramb&en. But. be said that he
. . . watched far .... than t50.000wortb o(plOp"lmmj.& aDd

of BftICktoa. who npraentl the cable COJIIIIIDY~-cer- tbat be WQD't be ebJe to pay,the fine.
taiialy the fiDe ia a dllIIIIrn=Dt to other .....who miJ:bt "I'm on diIabiIit,. rID pttiDs 881. Good luck to them
want to we theM boua... ~ in pttiAg the checks,· Ukt PbiI" ,who .... DOl'work

The Pbi1iea ... among about 30 Hanoa 8UbIcriben because ofpoorcirculation.
from theSouth Shorewho three yeua....on u FBI' The Philies'lawyer. Ira Lubba of Plymouth. .... DOt
lilt of people who boueht iUepI de8cNmIiIm fro. a in c:ourt "ben the fiDe was levied and h8s aince ukecl
California company called Global Cable Network. Brownell to reconsider the fme and c:harp the PbiIiII

The small, round descrambJera ... c:onneeted to the $100. A hearing date has been set for April 16.
boxes issued by cable companies and override the
channel-scrambling mechanisms ill them. Please see CABLE - Page 11

..
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:jlldge flhesCoupie
b ~scrambling
cable TV shows.
• CAILE .
Cof\tIncad from Page 1

'-: tMore.tban 2,000 descramb&m. .«:aMI..... plOleCUkd
~ tht'Dation Jutyear........ fniqueDtlydlarpd the
JitII'ltlllUl1l fine aftowed.by law,·8CCOl'Cliac to.the National
«;dIe~ionAIBociatioIL ". .' . .
...,:.~ .... C'A)IIIIQOI\ pftlblem,... uid W"1Uiam Dutand,
'~:vice pnsident and PJ*8I c:ouuel of the
~~New s ........ CabIe TelevisibD Aaocia­
tion. "ODe of the problema is in ptting the pubti.e UJ
~ thia is a v81uable service you can't ateaL
.";,Ii~"DOt a victimJeIs crime. IfeVeryone receiving J{BO
__,.,. for it, it would be_ upIIIIiYe." . .
r· dI'he ··Pbilies were not cblrpcl with .y erilDiDaI
~ ... ,

Patrick Pbilie said this__ tUthe~t the iIlepl
··tidIedl!icrlmblenfor $150 in 1990throuab IIIahertiIe­
>1IIIlim..'t ill -.n eJec:troaica map". He NicI helOt riel 01
-u.~ Ie9tral ween later -beD he __ tbey we.re

':~d it_than a month.~&bey'retryiDg to stick
-JDitfor~" be said. •
'.' .~JIut tileJawyem torboth JNU'ti- said Philie kept thecle­
......... - with one of· them conneded to the
..... - until Kinpt6n polletIe. tbeIn in about
~1_. Tbt·police were in hit ape.rtmeilt CIA an unnIated ~
'Wtter. c.' .

.,; Il.......fiIed com~ta apiDet the Philiea two.,yeaa
....~ o1IIc:iaIa sOl the couple~.coutd
hoe IIoIen up to $20,000 IRlItb ofPftlII'UUIliDIa yeer.'*IIl...... . .

CauIt recorda Ibow that~ .... deJI"ed four
ta.iD the aIlI6, aad that the PIaDieI.W DOl MlIP....-w
to nqqeIta for iDformation &om HanOn.

, tute. laid bia dient. woUld bawlqbt the...
.aJtotether, iDatead ofjusteonteeUDc the UIOODt &bey are
:le1»I fined, if they bad.more 1DO~·tor Iepl fe-.
,..;~~ c:oJJll)1ainta were fued.Harion~ ibut orr
JM:. ':. .',$12,69-a-menth cable..me..
·,:f.~·Philiesaid that'. fiDe witbhira. "It..a good
~itC to bqipen, because I have a eateIli&e dish DOW," he
Slid! "I hail! 130 channels with that."
~'.";~.PJaitieno ionpi' lives on PIyinouth 8tRet and.
,CQUlCl not be reeehed (or comment.

I
I

I
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INFORMATION

FOR IMMEDIATE RELEASE
Wednesday, March 27,1996

Contact: Rich 0'Amato
202-775-3629

CONNECTICUT CABLE COMPANY "ZAPS" CABLE THIEVES

Tele-Medla Company of Western Connecticut Uses
High-Tech "Electronic Missile" to Disable Illegal Boxes

WASHINGTON, DC - In an effort to stop cable thieves, engineers at Tele-Media
Company of Western Connecticut, in association with Scientific Atlanta, recently transmitted
an "electronic missile" over the system, which rendered useless illegal signal converter boxes.
The "missile," a powerful electronic pulse, disabled converters that had been altered to
illegally receive programming without paying for it. The electronic missiles circumvents, and
in no way affects, the converters used by legitimate subscribers.

Those customers whose illegal boxes were disabled by the pulse are given the
opportunity by Tele-Media to return the converter, and arrive at a settlement that will enable
them to become customers in good standing. After the grace period, Tele-Media will prosecute
those who refuse to come forward to settle. "The 'missile' is the first step in Tele-Media's 'no
tolerance' policy with respect to theft of service," said Douglas F. Best, Tele-Media vice
president and general manager. "In this age of rate restrictions, alternate media sources, and
increased competition, theft of service is not something we can tolerate. Those who steal
service make honest, paying subscribers subsidize the cost for those who steal it."

Tele-Media's high-tech, get-tough offensive agC:iinst illegal cable piracy was commended
by James Allen, Director of NCTA'S Office of Cable Signal Theft (OCST). "Tele-Media's
'missile' demonstrates that even smaller cable systems have large artillery to combat signal
theft. They are using a three-tiered approach: technical; legal; and educational, to deter signal
theft."

Cable television piracy costs the cable industry and franchise communities around the
country - through lost franchise fees - nearly $4.7 billion per year (figures are based on a 1991
survey conducted by NCTA's Office of Cable Signal Theft). Those costs put pressure on the
cable rates paid by law-abiding cable subscribers; further, cable theft often compromises signal
quality throughout a cable system.

- 30-

National Cable Television Association
1724 Massachusetts Avenue, NW
Washington, D.C. 20036
(202) 775-3629 (202) 775-3675 (fax)
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NEWSWIRE
Stolen Cable Set-Tops, SIlicon Chips
Seized in March 7 Raid by LA. Cops
The Los Angeles County Sher­
iffs department seized several
thousand stolen cable boxes
and a stash of silicon chips in
a March 7 raid on a North
Hollywood, Calif., warehouse,
residence and lab. Police took
two suspects into custody but
didn't make any arrests. The
raid ended an lS-month inves­
tigation led by Continental Ca­
blevision of Los Angeles.

•
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=~ mc:Dl cable box. die IOUICC bepD to '"We am~ Jt.- Aiel .

Two accuse f ~;:ye:::e:iDe~:-;U: ar=itAlulo."NMio...
I cbqe. -I 101 evfSJ dau8el. 0 cable TcIewtIloD AIIociIdca nI4
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.Jar dcvica hIDy~ but woWd -~ Iii4 Ok a ~
.at mal ...... 0 • ·~dniClOil &"fiaIIIiaD 01 ~
PoppeIs.aJIept~ earDlS prior IO,~ fedcnI.....~ b, f_ ~ ;1

1KJ1Ce81 Cil}' cIecta, aad YaIICbi .'9 to~1Dd up )'IIr.. :.
din...... Ibe 1£QIAIi. u a pollll- 0 • j8II; II .... be:UP to tile' FBI 10. :~

cal tKtlc. .,.... obvioosI,~~ ~.u, daImi baled aD die' ~~ I

oIJutllliJmles..~ S".:.•eiit,o."" c:uc.. '0 ~
YCIIRIIi ia a pbo. iMcnicw with .~: iiid; IbII Jriad&J iI .'
1M Obuncr a. ~. rI. &iva 10 •• "'w~-t"':. I

10aa 8roctIesbJ, caaaa maaaaer ClpCIIIicXII..... idvidull mat- :
01 Past-News_Jr.Cable. COIlflrmed iDa ud1IIiII dao device far llis per-,
thai lWo C:OD,aICl~ capable of ...a_~beal".•.reIadvc1Y
desallllblil. ewzy Ilgpal sail out low tdcdJ- 0 :. ~
by cable. bad beca uo8ymouly liar ,.....of 10 ~~ b,oaa
bIrDCd in by two acpIOIC put1eI. beiD' 'lOW. U Popper aUeaa
lbe boxel bad beeD ille.ally 0 YCIINbl biI_ Da~'1Ii4

modified. he bckwI_ FBI WOlIId be iDter­
o For IbedcvK:a 10 wark. aplliDcd ated i8 ineIIJ&Ib..
BrockJaby. the uset must pay far 0 -rca iI dallD. act •
Ole baie c'" pKbac. awry oebcr die_1l1I:IIiOD FBI" do·~
lip" CIII UICD be dcIaambIod by some_Jill 'slI\tICUllai probative
Ibe box. For e¥CI)' box ClII1MIIJ iDyGtfa-." uid DaYCllflCWl
beiDa used, PosI-NeWlwedt 1oJeI'··~ also poiDIed _ IbM
S4S.2S in ICYCIlUC baxd OB die pro- wlDa ale ~ce il also Wcaal­
mi1UD cbUllds alOIlCo Loaes iD "'We'." 10 c:aIdI tIae folD
rcwoue abo occur aD pay-pcr-view -I'dle cImcc," be said..
chaudl ncb u moviea. wbiclI COIl . AI ... iDe of pIlbIiaIIioII. DO
betweea 53 MId SC5 each. lid special mYCIIipIioa Jato lbII ..... 11•
ewau wfaidI CUI cost up 10 $40 I bcal 1Id.._ 0 IDd DO forM cam-
sbowiq. 0 • plaial apWt Va~ .111 ...
Brocld~sby said lhal PosI··'~~..'; - .:".: '. o· , .:.-<

.0 ...__ .....:.--0..... _ '. .

i'l ..... J., ...........
0IIIenw staff wrifen
Copyritlu MGtdI 6, 19!J6n. Obs«wr .

Rio RIIIcbo City COIIIIdIor~Roa Ye.5Ircbi hIS
-bccD acaJSed by CWo 4ifI'crai soun:a C'l maltiDl ad
disIn"bulill. devices lbaI We,..., dcsc:r1lDble c:abS~

lCkYisioD DIDaIs. aJlowbtt men 10 receivepcm.iwD
cbanDds without PlyDl for Ibem..

City CouDcilor To.y Popper, YalRbi's chief
oppoDCDl ill Ibis week's city decaioa. said be booJbl
ODe ar the de.scrambliDl dcYicea IroJIlYattcti aboul
a )'ear IIJd a hall aco tor IOUPIJ Siso. Popper
admiIlcd Ibal he kDew &be device was iJJe,al II Ibe .

1 u-1Ie purcbased iL Popper also said be bew of II
~ least 10 0Ihc:r people'. received one of [be
~ dcYicc.s from Yesuebi. bol be would Dot re_their
~ IWIICI.
~ Poppu lUnJed Ib~ dac:ramblCl" ova- {o Post­
, Newswce1 Cable. which ..oYida CIbJo wmsiOil

scrvicel ill Rio R.mc:bo. Ibout tYr'O weeb &&0-
J WheD asBei if be bid made ~ dcscramblmg
r:leu. Yatrcbi loid The ObserveT, OIl have made
~ ieYUai cxperimeDtai ODa. Jes," buI dcIlieci sdIiD,.
o _.' -. _._, ,----- .. , - -' .._.... - 0 ••• --- • •••• ' ,
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Dick Fenske of Ta Cable shows the type of conv.'" box
being used by hundreds 0' subscribers wlUtOUi authorize.
Ions. casing tile company thouunds 01 dalal's every month
In lost revenue. .•

POST--8UllETIH, ROCHESTER. MM. Thursiay. ftbrIify 29. 1996 •

Cable company battling back
against una.utl1orized boxes
By .Iar*:e Gregonan paying.

)116 Post-SuMn To combat the loa. TCl is
Tel Cable otRochester is ~ its.evid-:nce to audlori·

taking the otrensive in its battle tIes to bri~misdemeallOr
against theft ofservices. charges against otreoders. So

__ . .._~.~:. tar, there have been two such
A QV. COIIIP8D¥ lS -.-wuag Its p1'06eCUtions. 'rhe most recent

attention on customers who case resulted in a'$210 ftne .
have purchased ~verter against a Slewartrille WOJlUlD,
boxes~~ ads Patricia Susan JOrkbam. 42. ..
and are USlIJg them Without She was sentenced in Olmsted .
authori.zation to tap into Pl'f!mi- District COlUt Feb. 9 on the
um cltanaels tee. . misdemeanor theft charge. In

Didt FeDSke, installer tedini· addition to the ftne, Judge DeD-
. clan at TCJ, .said tile com.paoy 'Dis Weber ordered her to pq

B,gures about 1,000 customers" rest~n 0($G19.19. .:
in tile Rochester area are Using Fenske said a cable crew was'
tile boxes without authoriza- . . called to ber resfdenee on it ..•
tkm. service caD. A rei emplO)'M .

That amounts ~ about a. . saw a black box. on the teleYi-
".OOCJloss mootbJJ to Tel' _ &ion set, and checked it to see
based on what it Would CQ!Jt . if it was receiving all tilep~
those customen to purcbase all mum channels. It VIas.~ ,
the services. He explaiaed that employees seized the box, as·
While the customers subserlbe pemUtted under Cederallaws. •
to basic or expanded basic ser· Fenae said a similar conYic···
viee. they are using the expei&- tioo was obtained in a Goodhue .
sive premium channels without CQun\Y case.

!:
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·3 charged
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cable serVice
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Feels Bust Nebraska Pair

Mft

By LINDA HAUOSTED

Federal prosecutors in
Atlanta have issued a
23-count criminal in­

dictment against an Omaha,
Neb.-baaed business that in­
vestigators say is a signifi­
cant source of altered cable
converters.

Named in the indictment,
issued by the U.S. District
Court for the Northern Dis­
trict of Georgia, Atlanta Di­
vision, based on a Federal
Bureau of Investigation
probe, are Gene Abboud and
his son Joe Abboud.

The indictment accuses
the pair of wire fraud (for ar­
ranging the purchase and
sale of altered boxes over the

telephone), conspiraey, unau­
thorized interception of cable
service and money laundering.

The U.S. Attorney's Office
in Atlanta is moving to seize
$324,700 in cash that was
collected in the course of
making the case against the
business.

The pair have operated
since at least 1988 under a
variety of names, but the in­
dictment specifies United
Imports Corp. of Omaha,
which is also known as G&A
Distributing Inc., doing busi­
ness in Council Bluffs, Iowa,
and M.D. Electronics of Om­
aha.

Cable piracy investigators
rejoiced over the action, say­
ing it puts a crimp in the op-

erations of a dynasty of sorts
in the converter alterations
business. Other Abbouds are
also the target of suits. An­
other son, David Abboud, is
the subject of a civil case
PU1'llued by General Instru­
ment Corp. in federal court
in Pennsylvania that comes
to trial next month. Gl al­
leges that David Abboud's
business, NuTek Electronics
and Manufacturing, has vio­
lated the 1992 Cable Act and
the Lanham Act, which gov­
erns copyright violations.

The Abbouds did not return
phone calla placed to the office
of M.D. Electronics. Jim
Allen, head of the National
Cable Television Association's
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Oftke of Cable Signal Theft,
lauded the U.S. Attorney's Of­
fice for the breadth of the At­
lanta indictment. He said it
was difficult to quantify the
amount of the pirate 1IW'ket­
place supplied through the Ab­
bouds' businesses but charac­
terized it as COIllIiderable.

The Abbouds have been ac­
tive in the National Con­
sumer Cable Association, a
lobbying group established by
set-top distributors in 1993 to
publicize members'views that
consumer electronics owner­
ship language in the Cable
Act legalizes sale of set-tops
directly to consumers. Joe Ab­
boud was a founding member
of the board of directors. The
NCCA even filed suit in U.S.
District Court in Nebraska on
behalf of M.D. Electronics, al­
leging that FBI raids con­
ducted in 1992 that led to last
week's indictments were im­
proper.

But the family is unlikely to
get NCCA support this time.
A recording at NCCA admin­
istrator Ilene Reed's number

stated the phone was no
longer in service.

Calls to NCCA members
netted a referral to a
spokesperson's number in the
Omaha area code. A woman
who answered the phone
there stated tersely that the
NCCA "is no longer in busi­
ness" and then hung up.

Cable industry sources said
the association crumbled due
to arguments over the
amount of dues and fears that
its membership list would
provide too much information
to investigators.

It also suffered due to set­
backs to member companies.
For instance, Novaplex Inc. of
California, owned by founding
board member Trey Prevost,
agreed to a $2.75 million
judgment to Continental Ca­
blevision Inc. to settle piracy
suits in 1994.

Although the United Im­
ports investigation was con­
ducted with the apparent co­
operation ofScientific-Atlanta
Inc., United ~mports also
dealt in other brands, includ­
ing Jerrold, Tocom. Zenith,

Hamlin. Eagle and Pioneer. S­
A declined to comment on the
indictment or investigation.

According to the indict­
ment. equipment in United
Imports' inventory at the time
of a 1993 raid included pur­
chased and stolen set-tops.

The indictment offers an in­
side look into United Imports'
operation, including how it
trained customer service per­
sonnel to explain that convert­
ers they sold were unde­
tectable by cable companies
and "bulletproof," that is, im­
pervious to electronic bullets
sent to addressable boxes in an
effort to disable doctored
boxes.

The FBI made the case
against United Imports, ac­
cording to court documents,
by getting a "cooperative
witness" to sell several hun­
dred g-A boxes to the Ab­
bouds. Investigators later
made individual purchases
of set-tops that proved to be
from that lot. They had been
altered to illegally receive
all cable signals, the indict­
ment alleges....
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L.A. Jury Convicts Set-Top Distributor

documents_
111e jury convicted the ..rio of

two counts of conspi.'acy: one
based on their manulhcturing

The iury
convicted the

trio of two counts
of conspirocy.

I ..os ANnEIES - A Los An­
geles Superior Court jury vot­
ed to cOllvict a major distribu­
1m' ofaltered set-lop hardware,
his son und his busineliS man­
ager on three felony conSIJira­
cy counls and one misde­
meanor.

Alvin llnd David Poll and
•Jollalhan Cornell face a max­
imum IJrison term of three
years and fines of up to
$27,000. Sentencing is sched­
uled fiu' next month.

The trio ran businesses un­
de.· names including Pacific
Cahle Co., Cahletronics, West
(;~t "~Ieclnmics, Cable
l~tlu'tJmentHmkcl1lge and He­
JllIhlic Cable Products, ncco,'d-

ing to court doc­
uments,

Alvin Poll's
downfall began
with an investi­
gation initiated
by Continental
Cablevision in
1992. With evi­
dence collected
by the cable
company, the
Los Angeles and
Las Vegas police
departments
served warrants
at locations in their respective
cities in 1993. The raid result­
ed in one of the largest
seizures of unauthorized

equipment evCl'
to occur in the
U.S., plus busi­
ness records.

An examina­
tion of the pa­
perwork Hhow­
ed that at least
2,7()() allered
set-Lops were
shipped to ml­
dresses within
Continental's
Los Angeles ser­
vice area, ac­
cording to case

and dislJihuling 1II1aui hori,wd
scl-lups, lind the tjL'mlld lin' tle­
li-auding tim cahle oJleratll"
and the cities of Los Angelcl>
lind (:OInpton. (,I'hell losstl/;
mstlhll dlil!s IhllldliSllli.!t! rev­
enue.1

The misdemeanur also nl­
lalel; 10 diHlrihlll illll .

III additioll, (:unlinenlal
filed a civil case, seeking llJl­

specilicd damagcs, agaillsl
Alyin Poll alltl u set:ond son,
Harryl, in U.S. Hit,.rid
Cuurt in LlIs Angeles,

A .July 25 lrilll dale has
tentatively heen sel Ii II' Ihal
actilln. 'I'he criminal cllnvic­
tilln should help in the ca::oc
aguinsl till! senior Pull. -MCN
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Pirate Cable Decoders Popping.Up On .rket

Operators face liability
claims from use
of some pirated

hardware.

By LINDA BAUGSTED

BUENA PABE. CALIF. - New veraions ofunau­
thorized cable decoders, with names like "The
Stealth," "'The Boss" and "Everquest," are con­
tinuing to proliferate, with 17 appearing in the
last 18 months alone, according to security spe­
cialist Philip Deming.

Features are becoming more sophisticated, too,
Deming warned at a recent seminar for system
security officers here. One de-
coder is designed to look like a
CD player and allows a cable
subscriber to revert to his au­
thorized service level ifa cable
technician comes knocking at
the door.

Besides losses due to theft of
service from devices, operators
could face product liability
claims from the use of some
new pirate hardware.

For example, The Stealth,
manufactured in the Pacific
Rim, is a decoder placed inside
a Panasonic casing. The prob-
lem: The illegal technology inside blocks the
vents on the side ofthe set-top. The heat buildup
could cause second- or third-degree burns to a
child, Deming said. Victims could try to make
the operator a party to a claim if an injury oc­
curs.

Operators weaken their chances ofscaring con­
sumers out of buying illegal hardware by failing
to notify them of their liability to prosecution,
added attorney Geoffrey Beauchamp.·To save on
paperwork, few operators insist that subscribers
sign an equipment lease agreement detailing the
appropriate use of a set-top.

Operators could also educate consumers by in­
cluding in bills the definition of a legal convert­
er and an illegal decoder and the customers' lia-

bility under the Cable Act if they are found pilty
of theft, he said.

Operators will have better luck convincing a
judge a signal thief actively committed a crime
if the billing notice contains antipiracy informa­
tion, Beauchamp said. In addition, the strength­
ened case could result in higher judgments for
the operator.

Theft by employees is also on the rise, the ex­
perts said, due in part to lax procedures by op-

erators. An informal poll of !
seminar attendees from compa­
nies including Tele-Communi­
cations Inc., Jones Intercable
Inc. and Comcast Corp. showed
that few have programs that
limit aceeas to equipment ware­
houses to authorized employees.

Other holes in the system:
Equipment deliveries are left On
UDucured loading docks for
long periods of time, and sys­
tems don't always unwrap in­
ventory and begin tracking set-
top movement until they put
the boxes into circulation.

Even more obvious security measures are
sometimes overlooked, such as pulling the ID
badges of separated employees. Deming told of
an angry ex-employee of an unnamed system,
who, through a friend of the company, collected
lists of the day's disconnects for weeks after his
termination. He "serviced" the customers, tak­
ing the boxes to sell on the black market and
leaving the company with dozens of angry cus­
tomers who continued to be billed for service af­
ter they dropped cable.

ID badges should include expiration dates,
Deming suggested, and operators should rett'ain
employees in antipiracy procedures and the sys­
tems' liability for theft as a requirement for re­
newing their badges. .....
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Armed Robberies Of Set-Top Boxes On The Rise
By LINDA IIAUGSTED

The Office of Cable Signal
Theft has waved the red warn­
ing nag following a swelling tide
of anned robberies from service
tmcks and converter warehous­
es around the country.

The most recent and perhaps

most alarming instance was a
"commando raid," which degen·
erated into a shootout, at a Ca­
blevision Systems Corp. ware­
house in the Bronx, N.Y., in mid­
September.

Three heavily-armed men en­
tered lhe warehouse around
noon and bound and gagged six

workers, but not before one man­
aged to alert police. One Cable­
vision worker was pistol­
whipped when he resisted lhe
robbery, said Bob Astarita, the
MSO's corporate vice president
for security.

Police arrived before the sus­
pects could escape and after an

hour·long hostage situation, the
trio was arrested. Cable workers
were not seriously injured and
Cablevision has provided coun­
seling for traumatized employ­
ees, Astarila said.

Security eXIJerls attribute the
rise in the violence to a shOltage
ofconverter supplies in the pira-

cy markell)lnce. Most olJerulors
arc doing n beUer job of prolJer-
Iy disposing of obsolele or out­
doled set-top equipment, keep· I!
ing this stock oulof the hands of
reprogrammers, said .Jim Allen,
executive dirL'Clor for the OCST.
A.o, a result, converters have be· I
come "as good a8 cash on the I
streets, tmded for drugs, etc." he
added.



Cable companies have also
cracked down on the "tradition­
al" pipeline for signal thieves:
dishonest employees or contrac­
tors, who, using doctored audit
forms, could siphon offhundreds
ofconverters for sale to thieves.

Arobbery in broad
daylight ended with

aCablevision
employee getting
pistol-whipped.

"[Good due diligencel has re­
ally forced their hands: they're
having to rely more on theft,"
said Stan Durev, director of se­
curityp~ for General In­
strument Corp.

The character of the thievery
began to change about a year
ago, security sources said, when
robbers hit a Tele-Communica­
tiona Inc. warehouse in Arcadia.
Calif. Since then, reports, such
as a Scientific-Atlanta Inc. truck
hijacking in Phoenix and con­
tractors to Time Warner New
York City facing robbery at gun
point, have been on the rise.
Durey said.

Late in September, robbers
knocked over a TeleCable Corp.
warehouse in Margate, Fla.
Though the door had an alarm.
the thieves cut their own. small·
er opening in the portal and es·
caped safely with the stock.

Because of the September at­
tack, Cablevision is reviewing its
security procedures and equip­
ment, but Astarita said it ap­
pears the workers dido't follow
procedures to the letter. But
they were also faced with orga­
nized criminals. with accom­
plices standing by with trucks to
carry off the equipment.

Astarita said cable operators
must attack this problem at the
source: the public at large that
buys the boxes ""to save a couple
bucks a month by stealing ca­
ble."

"We have to make them aware
that could have been them. or
their loved one. lying on the floor
of the warehouse with a gun to
their head. for a lousv box." As­
Uritasaid. . ~
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35 FtrDlS to Get .TQugb
With Cable TV Pirates


