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Re: CC Docket No. 93-292

Dear Mr. Caton:

Today, representatives of the Interexchange Carrier Industry Committee ("ICIC"),
including Lilli Calcara of Sprint, Peter Coulter ofAT&T, David Jordan ofMCI and Doug
Brent of WorldCom, together with Rick Whitt of WorldCom and Mike Fingerhut and the
undersigned of Sprint, met with John Muleta, Michael Carowitz, Rose Crellin and Bob
Spangler of the Common Carrier Bureau Enforcement Division, and Anna Gomez and
David Ward of the Bureau's Network Services Division. The ICIC representatives
described various types of toll fraud that are occurring today and that are expected to arise
in the near future. The ICIC members also volunteered to assist the Commission's staff
in responding to any technical questions that may arise concerning toll fraud. During the
meeting, a copy of the attached letter was distributed.

An original and one copy of this letter are being filed.

Richard Juhnke
General Attorney

c: Michael Carowitz (w/o attach.)
Rose Crellin (w/o attach.)
Anna Gomez (w/o attach.)
John Muleta (w/o attach.)
Robert Spangler (w/o attach.)
David Ward (w/o attach.)
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Dear Mr. Cato~

The Toll Fraud Prevention Committee requests that the
Commission consider a recently discovered bud problem which
could be minimized. through changes to the Commission's lUles
80veminS Qlstomer premi&e$ equipment. The problem relates to
misuse ofcalling c.ard numbers and authorization codes captured by
agrea'tor CPB. including pay telephones and private branch
exchange ("PBX·) equipment. Recently our C~mmittee studied the
use of equipment interconnected to the public switched network
which stores both the calling card nu~berl and PINs. The study
was done primarily because of obse~ecl increases in the availability
of compromised LEe joint use c:alling card numbers. Moreover,
recent lITests ofcalling card thieves made it cleat to the 'IFPC that.
while serviag no lepimate business purpose. the storage of c:al.ling
card numbers and authorization codes in public CPE created fraud
w~erabiUties which have already been exploited.

Cei:Wn pa;,.yphone CPE includes the ability to record the complete
c:alllng card nwnber of an end user placing a 110+" or acceas code
call from the CPE. . In some ca.ses. temporary storage of this
information may be necessary if the CPE is using automated
processing equipment Clbong in a box") to process c;alI.ing card
caUs. The temporary storage aUows the payphone line attached to
the CPE to be used for a LIDB validation query via a commercial
provider. However. after c:;al1 setup. there is no business need to
store the four digit PIN associated with a calling card number.
Naturally, the card number itself may need to be stored for the
subsequent billing ofthe c.all.



The TFPC believes that it would be appropriale for the Commission to prohibit the storage of
PIN digiu in CPE without consent of either the card issuer Of the card holder. The Commission
has previo.usly taken action to amend Part 68 in order to eliminate known fraud problems. In
1990, the Commission adopted a new sec:tion in Part 68 which requires that PBX's and similar
systems retUrn answer supervision when DID calls to stations coMec'ted to the PBX are answered
by the station, an attendant, a recorded messaBe or dialing prompt, or are routed back to the (
public switched network. See 47 C.F.R. section 68.314(h); In the Matter of Petition for
Adoption ofa New Section 68.314(h) ofthe Commission's Rules, SFCC R.cd. 6202 (1990).

In the ref'erenced' rulemaJcina, the Commission found that a Part 68 change was ncce.!sary
because the record showed that some CPE wu causing telephone company billing equipment to
ma1fUncdon., permitting callers to avoic1lawfUl charges for completed calls. Similarly. the present
situation involving c:a11ing card abuse may require a rule change 10 prohibit storage of calling .
eard numbers in pay telephones and other agreptor CPB. including call processing equipment (
ancillary to PBXs. The TaU Fraud Prevention Committee is willing to assist the Commission and
to provide additional information or draft language u part ofthe Committee's mission to improve
the sec:urity ofthe national network.

Sincerely yours,

Richard P. Harrison
Moderator
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