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newer telecommunications carriers may be among those telecommunications carri'.Ts least ahle
to meet CALEA requirements. becaw,e smaller and m:wer telecommunications carriers ma~

lack the resources of larger telecommunications carriers. We seek proposals that will embk
us to ensure that CALEA's ohjectin:s are fully met whik. at the same time. not Imposing ~\ll:

unnecessary burdens upon those entities that arc !cast ahle tCl meet them.

37. Section 40] or the Communications ,\ct I2
' l.'mpOVvers the Commission to

require that carriers provide their pl1licies and procedures. and records related to L1eetronic
surveillance policies and procedures it". in [he Cummissillll'S discretion. such production is
warranted to ensure complianu: Wilh Section 22q( 11)(,) We l"tlrther note that Sl.'cti\)I) 5(),( hi
of the Communications Actl;I' specities penalties for \iulations by common e:lrriers uf
Commission Rules, and that Section 1.80 or th.: Commission' 'I Rules l27 specilies procedures in
forfeiture proceedings. We request cumment as tu \\hether the procedun:s and penalties that
are specified in those provisions should he ~lrrlied to all entities that are subject to C;\LL\. ':,
We also request comment on the date by \\hieh carriers should be required to tile their initial
pro<:edures and certifications with the Commission. We kntativcly conclude that l)() days
ti"om the effective date of the rules adopted in this proceeding should be sufficient tix carriers
to complete their preparations and tile \vith this Commission. We request comment on this
tentative conclusion. In addition. ,ve recognize that as technological advances occur and as
companies merge or are divested. that there will be a continuing need to update systems
security procedures. We request comment on the time that carriers should ha\(,~ preceding.
and following. a merger or divestiture to make a ne\\ tiling or tilings.

38. Although Section 229 of the Communications Act uses the term "common
carrier."!2') afte! re\'iewing th",' :l~~tutt)ry \Ll'~'~11<-' ,,:0 :: \\!;o!c.'. \,,<- tl:ntati\'d~ conc1u<-k.' th~,t

Congress intended CALEA security rules to apply to all telecommunications carriers. as that
term is detined by Section 102(8) of CAl EA.' Section 229(b) is designed to implement
the systems security and integrity requirements of Section 105 of CALEA. Section 105

, 47 USe. ~ 403.

12', 47 USe. ~ 503(b).

:,7 47 C.F.R. § 1.80.

m Parties who conclude that the penalties specified at 47 L.Se. ~ 503(b) or the procedures specified at 47
e.F.R. § 1.80 should not be used should recommend penalties and procedures that. in their vie\\. \\ould be l110re

consistent with CALEA and its legislative history.

129 See 47 U.S.e. §§ 229(b) - (e).

131' 47 USe. § [001(8).
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explicitly imposes security obligations upon telecommunications carriers. 1]1 We therefore
tentatively conclude that Section 105 of C'\LEA and Section 229 of the Communications Act
are to he read consistently. and that the rules promulgated pursuant to Section 229 shall apply
tu all teiccuIl11rtlll1icatiol1s c~llTiers as defined by CAL LA and c1arifi~d in this rulemaking
proceeding. We seek comment on this tentative conclusion.

C. .JOINT BOARD

39. Section 229(e)(3) of the Communications Act requires the Commission to
"convene a Federal-State joint board to recommend appropriate changes to part 36 uf the
Commission's rules with respect to recovery of costs pursuant to charges, practices.
classifications. and regulations under the jurisdiction of the Commission." I]:! Part 36 of the
Commission's rules addresses the separation of costs and revenues recorded in the accounts
specified in Part 32 among the federal and state jurisdictions. The Commission issued a
Notice of Proposed Rulemaking that addresses the impact of CALEA upon Part 36 and
convened a joint board to address the issues that are identified in Section 229(e)(3) of the
Communications Act. Interested parties are encouraged to review and respond to the issues
raised therein. 133

D. ADOPTING TECHNICAL STANDARDS

I. Background

(a) Section 103 of CALEA

40. Section 103 of CALEA requires telecommunications carriers to ensure that
their equipment. facilities. and services will meet four functional, or assistance capability,
requirements that enable law enforcement to conduct authorized electronic surveillance. I

]4

First. a telecommunications carrier must be capable of expeditiously isolating. and enabling
the government to intercept, all wire and electronic communications within that carrier's
netvvork to or from a specific subscriber of such carrier. 135 Second. the carrier must be

I' See 47 USc. ~ 1004.

I':? 47 USc. ~ 229(e)(3).

I" Jurisdictional Separations Reform and Referral to the Federal-State Joint Board. Notice of Proposed
Rulemaking. FCC 97-354. CC Docket No. 80-286 (adopted Oct. 2. 1997).

I'" 47 U.S.c. ~ 1001.

I'; 47 USc. ~ 1002(a)(I).



(b) Section 107 of CALEA

·H. Section 107 of CALEA contains a safe harbor provision. stating that a carrier. a
manufacturer of telecommunications transmissiun or switching equipment or a provider of
telecommunications support services \\i 11 be deemed in compliance with CALL\.s capability
requirements if it complies with public!y ;l\ailablc technical requirements. 14

: An industr)
association or a standards-setting organization will sd these standards. 14; ['he Attorney
General must consult with the industr)" and ~LlI1(brds-setting or~anizati()ns. \\ ith
representatives of users of telecommunications equipment. facilities. and services. and with
State utility commissions. "to ensure the efJicient and industry-wide implementation of the

capable of rapidly isolating. and enabling the government to access. call-identifying
information that is reasonably available to the carrier. IV, With respect to information acquin:d
solely through pen registers or trap and trace devices.!'7 the call-iJenti(ving information
cannot include any information that may disclose thc physical location of the suhscrihcr.
except to the extent that the location may be determined hy the telephone numhL'r alone. ls

Third. a carrier must be capahle of delivering intcrcepted communications and call-identifying
information to a location specified by the gllWn1mt'nt. uther than the premises of the
carrier. 11<) Fo Llrth. a carrier must be capable u t Clll1ducting iI1krct'ptions and prov iding access
to call-identifying information unohtrusive".l;I' Carriers must protect the privacy and security
of communications and call-idcntit\ing inf()rm~ltillll nut ;luthori/cd to he intercepted. as \vdl
as in1clrmation concerning the government"s interceptillll of the content of communications
and access to call- identifying information. III
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11" 47 USC. :~ 1002(a)(2). See supra note 3() 1'\11':1 dL',cription \)1' call-idcnti(ving information.

I1X 47 USc. ~ 1002(a)(2}{B).

I"J 47 USc. ~ ]002(a)(3)

14" 47 USc. ~ I002(a)(4)

141 Id.

14" -l7 USc. ~ I006(a)(2). As part of their effurt tu comp" with C..\LEA's capability .Ind capa<':lt~

requirements. telecommunications carriers are to <.:unsull \\ith m~lI)lIfacturt:'rsof tht:'ir transmis,ion and s\~it<.:hillg

equipment and their providers of telecommunications support servi<.:t:'s. & at ~ IUU5( a I Su<.:h manllt~I<':\llrerS

and providers are to cooperate with the telt:'commull icatiolls carrit:'rs in that dlort. hi:. at ~ IU05( b).

1~.1 47 U.S.c. § I006(a)(2),
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I~~ 47 U.s.c. ~ I006(a)(\).

I~f' 47 U.s.c. ~ I006(b).

FCC 97-356Federal Communications Commission

,,' 47 U.s.c. ~ I006(a)(3)(B).

• meet the assistance capability requirements of Section 103 of CALEA
by cost effective methods;

• protect the privacy and security of communications not authorized to be
intercepted;

• minimize the cost of such compliance on residential ratepayers;
• serve the policy of the United States of encouraging the provision of

new technologies and services to the public; and
• provide a reasonable time and conditions for compliance with and the

transition to any new standard. including defining the obligations of
telecommunications carriers under Section 103 of CALEA during any
transition period. 149

(c) Section 229 of the Communications Act

assistance capability requirements." 1·14 The absence of industry standards however, does not
rdit:ve a carrier of its assistance capability obligations. 14'

~2, Under Section 107 of CALLA, if technical requirements or standards are not
iSSlIl:d. or if any person bel ieves any standards issued are deficient, that party may petition the
Commission to establish such requirements or standards. 14h The Commission may, therefore.
establish technical standards or requirements in only two situations: (l) if industry or
standard-setting organizations fail to issue such requirements; or (2) if a government agency
or any other person believes that any standards issued are deficient. 147 The Commission may
commence a rulemaking proceeding upon the petition of a government agency or other
person. 14X Technical standards or requirements established by the Commission must:

43. Section 301(a) of CALEA, 47 U.S.c. § 229(a), requires the Commission to
"prescribe rules as are necessary to implement the requirements of the Communications
Assistance for Law Enforcement Act." Section 229. therefore. grants the Commission
authority to establish technical standards or requirements to implement CALEA. In addition.
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I') See paragraph 49. infra, for a discussion on the ;.:ompliance date.

I'll TIA/EIA SP 3580A~ La\vfully Authorized Electronic Survtillance. July 28. 1997
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TIA/EIA SP 3580. Lawfully Authorized Electrunic Surv,-,i1lance. .Iuly i 5. 1997.]:'1

2. Proposals

Section 107(b) of CALEA, 47 U.s.c. ~ I006(b), requires the Commission to act on a petition
from a manufacturer, carrier. or government agency or any other person that believes it has
been aggrieved by the industry standards-st'ttjr~g process.

44. A subcommittee of the Telecommunications Industry Association (TIA) has,
since early 1995, been working to develop a technical standard for the assistance capability
envisioned by CALL".. This effort has included participation by industry and law
enforcement. Earlier this year, a proposed standard was considered by TfA for approval as a
national standard. The balloting procedure of this organization resulted in many detailed
comments. As a result. the proposed standard '.vas revised, I ," and submitted for parallel
balloting by TIA and the American National Standards Institute (ANSI). The comment period
associated with that balloting process expires on October 28, 1997. In the meantime, on .Iuly
16. 1997, the Cellular Telecommunications Industry Association (enA) filed a petition with
the Commission to "promulgate by rule, the industry consensus document attached hereto as
Exhibit L 15\ as the technical standard for the assistance capability requirements of Section 103
of CALEA, 47 u.s.e. ~ 1004"1'2 (footnotes added). In addition, eTTA recommends that the
Commission allow a period of two years from the date the Commission establishes the
technical standards for implementation. which would postpone the October 25. 1998
implementation deadline set forth in CALE:\I'; On·'\ugust 11. 1997. the Center for
Democracy and Technology and the Electronic Frontier Foundation tiled comments in
response to CTIA's Petition. 154 Our intention in this proceeding is to focus on obligations
assigned specifically to the Commission by CALEi\. and we will address CTTA' s Petition,
including CTIA's request for an extension. sep~lratcly. 13ased on the ongoing nature of the
standard-setting process. we conclude that it would be inappropriate at this time for us to
address technical capability standards issues. Nothing in this Notice should be construed as
evidence of any predisposition on the part of the Commission regarding capability standards.
and we encourage the industry and law ent~)rccment community to continue their efforts to

1', In the Matter of Implementation of Section IOJ of the Communications Assistance lor Law [l1forc~'mel1t

Act, Petition for Rulemaking. CTIA Petition (.luI. Ih. 19':17). at :2

1'4 In the Matter of Implementation of the Communications Assistance for Law Enforcement Act. Comments
on Petition for Rulemaking of the Center for Democracy and Technology and the Electronic Frontier Foundation
(response to July 16, 1997 Petition of the Cellular Tdecommunications Industry Association) (August I I. 19(7).



t, Background

E. REQUESTS UNDER THE "REASONABLY ACHIEVABLE" STANDARD

45. Under Section 109 of CALLA, telecommunications carriers or any other
interested person may petition the Commission to determine whether requiring equipment.
facilities. or services deployed after January 1, 1995 to comply with CALEA's Section 103
capability requirements is "reasonably achievable."I" The Attorney General must be notiiied
of the petition. and the Commission must make a determination under the reasonably
achievable standard within one year after the date such a petition is tiled. ISo When
considering any such petition under the reasonably achievable standard, "the Commission shall
determine whether compliance would impose signiticant difficulty or expense on the carrier or
on the users of the carrier's systems." I57 Factors to be considered by the Commission in
determining whether compliance with the assistance capability requirements of Section 103 is
reasonably achievable include the following:

FCC 97-356Federal Communications Commission

develop the necessary requirements, protocols and standards.

•
•

•

•

•

The effect [of compliance] on public satety and national security;
The effect [of compliance] on rates for basic residential telephone service;
The need to protect the privacy and security of communications not authorized
to be intercepted;
The need to achieve the capability assistance requirements of Section 103 by
cost-effective methods;
The effect [of compliance] on the nature and cost of the equipment, facility, or
service at issue;
The effect [of compliance] on the operation of the equipment, facility, or

,,, 47 USc. ~ I008(b)( I); see para. 40, supra. for a list of Section 103 requirements. Equipment, facilities,
and services deployed on or before January I. 1995 need not comply with the capability requirements of Section
103. "Tht Attorney General may. subject to the availability of appropriations, agree to pay telecommunications
carriers for all reasonable costs directly associated with the modifications performed by carriers in connection
with equipment facilities, and services installed or deployed on or before January L 1995, to establish the
capabilities necessary to comply with Section 103." & at § 100S(a). If the Attorney General does not agree to
pay all reasonablt costs directly related to such modifications. the "equipment, facility, or service [deployed on
or betore January L 1995] shall be considered to be in compliance with the assistance capability requirements of
Section 103 until the equipment, facility. or service is replaced or significantly upgraded or otherwise undergoes
major modification." & at § J008(d).

"" 47 USc. § 1008(b)( I).
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46. If the Commission £.ktermines that compliance with the assistan.ce capability
requirements of Section 103 is not reasonably achievable. the affected carrier may petition the
Attorney General to pay for the additional. reasonahle costs necessary to make compliance
reasonably achievable. 'w The Attorney General may agree to compensate the affected carrier
for the "additional reasonable costs" of complying \-\ith the assistance capability requirements
of Section 103. 160 If the Attorney General does not agree to pay such additional reasonable
costs, the affected carrier would be deemed to be in compliance with CALEA' s capability
requirements. 161

service at issue;
• The policy of the United States to encourage the provision of new technologies

and services to the public;
• The financial resources of the telecommunications carrier;
• The effect [of compliance! on competition in tht: provision of

telecommunications services;
• The extent to which the design and development of the el{uipment. facility. or

service was initiated hefore January 1. 1995;
• Such other factors as the Commission determines are appropriate. I 'x

Federal Communications Commission FCC t)7-356

47. Section 104 requires that telecommunications carriers comply with capacity
requirements established by the Attorney (jenera!. after the Attorney General has consulted
with State and local law enforcement agencies. telecommunications carriers, providers of
telecommunications support services, and manufacturers of telecommunications equipment.
Capacity refers to the ability of carriers' equipment. facilities, and services to accommodate
communications interceptions. pen registers. and trap and trace devices simultaneously II,~ The
capacity requirements are stated in terms of the actual number of communications
interceptions, pen registers, and trap and trace devices carriers must accommodate, as well as
in terms of the maximum capacity carriers must be ahle to accommodate simultaneously. It>;

I" Id.

'<947 U.S.c. § 1008(b)(2)(A).

11,/1 [d.

lid 47 USc. § I008(b)(2)(B).

I,,: See 47 U.S.c. § 1003(b).

lId hL at § I003(a)( 1). The Federal Bureau of Investigation proposed "percentage of engineered capacity" as
the capacity criterion for telecommunications carriers. The percentage of engineered capacity means the
maximum number of simultaneous interceptions and call identifications that a network must be capable of
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..; 47 USC ~ I003(b)(I).

il.' 47 USC ~ 1008(b)( 1)(1\.).
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ii,7 Second Notice of Capacity~ Notice of Proposed Rulemaklng. 62 FR 1902 (1997).

,i., hL at ~ 1003(e).

Tekcommunications carriers have to comply within three years from the publication date of
the Attorney General's notice of capacity rcquirements.l(l~ The Attorney General may
reimburse carriers for reasonabk costs directly associated with modifications to their networks
that ar:: 11l:Lessary to comply with the capaLity requirements. 16

:i If the Attorney General does
nnt reimburse a carrier for its reasonable costs. a carrier would be deemed by statute to be in
compliance with the capacity reqairements. whether or not the carrier is in actual
compliance. 1(,(, The FBI. operating under delegated authority from the Attorney General,
initiated a rulemaking proceeding to determine initial and maximum capacity requirements
pursuant to Section 104 of CALEA. but has not yet published rules. 167

I. Background

2. Proposals

F. EXTENSION OF COMPLIANCE DATE

48. We request comment on the specific factors contained in Section 109(b)( I). (a)
through (j). and the extent to which the Commission should consider specific factors when
determining if compliance with CALEA's assistance capability requirements is reasonably
achievable. We note that Section I09(b)( I )(k) allows the Commission to consider "[s]uch
other factors as the Commission determines are appropriate."168 We seek comment on what
additional factors the Commission should consider in determining whether compliance with
CALEA's assistance capability requirements is reasonably achievable. and why. We ask
commenters to state how such additional t~lctors would be consistent with the intent of
CAL EA. and how those tactors should be balanced against the explicit criteria contained in
Section I09(b)( 1).

providing to law enforcement officials or entities. and is expressed as a percentage of total access lines. For
example. if tilt Attorney General determines that tht percentage of engineered capacity is .05. or five one
hUIHJredths of one perctnt. a telecommunications carrier with 100.000 access lines must be able to provide lip to
50 (100.000 multiplied by .0005) simultaneous interceptions and call identifications in order to be in compliance
with Section 104 of CALEA. See Implementation ()f the Communications Assistance for Law Enforcement Act.
60 Fed. Reg. 53.643 (1995)
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49. Under Section I07(c} of C/\LEA.1"cJ a tdecoml11unications carriL:r pmposing to
install or deploy. or having installed or deployed. any equipment. facility. or service prior to
Octoher 25. 1998. may petition the Commission for an extension of time in order to comply
,,\ith the assistJnee capability requirements of Section IOJ. 111I The last date by which an
extension may be sought. therefore. will Ix.' OClllher 24. 1998. 171 The Commission may grant
an extension of time Hntd October 24. 2000 if. after consultation with the Attorney (ienera\.
"the C'ol11mission determines that compliance ""ith the assistanct: capability requirements under
Section 103 is not reasonably achievable through application of technology availahle v\ithill
the compliance period." 17

" Any extension (If time granted hy the Commission would apply
only to "that part of the cJrrier's business on which the new equipmcnt. facility. or service is
lIsed." 17~

2. Proposals

50. Because it is not clear whether requcsts tlW extension of time of the Section
103 compliance date will be forthcoming. \ve do not propose to promulgate specific niles
regarding requests at this time. We propose to permit carriers to petition the Commission for
an extension of time under Section 107. on the basis of the criteria specified in Section 109 171

to determine whether it is reasonably achievable fIJI' the petitioning carrier '\vith respect to
any equipment, facility. or service installed or deployed after January L 1995" to comply with
the assistance capability requirements of Section 1(J:j within the compliance time period. \\e
seek comment on that proposal. We also seek comment on what factors, other than those
specified in Section 109 of CALEA. the Commission should consider in determining whether
CALEA's assistance capability requirements are reasonably achievable within the compliance
period. We ask commenters to state !low ".lel1 ;Idditional factors \\ould be consistent \\ith the
intent of CALEA.

11>') 47 U.S.c. § 1006(c).

i7l> 47 U.s.C. § 1002.

171 Section II J of CALEA states that Section 1U3 "shall take effect on the date that is 4 years after the date

of enactment of [CALEA]." 47 USC. § 1001 note I PreSident Clinton signeJ C.\LEi\ on October 25. 19(!~

Thus. Section 103 takes effect on October 25. 19'):-;

172 47 USc. § I008( c)(2) and (c)(3 ) UnJer Section i (j'7( L I. the ('('nun issi,)Jl may grant an ext<:llsi()1l for a

period of time that it deems necessary for the carrier to cOl1lpl\ II jth the assistance capability reqllirel11et1l~. &
at § 1008(c)(3)(A). The extension rna: be no longer. hO\le\cr. than "[t]he date that is 2 years clfter the date ()n
which the extension is granted." & at § I008(c)( 3)( B I

,', 47 U.s.c. § IO08(c)(4).

174 See supra para. 45 for a discussion of Section 109 and the reasonably achievable standard.
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IV. PROCEDURAL MATTERS

A. Scope of Proceeding

FCC 97-356

51. With this Nl'RM, we propose rules to implement CALEA pursuant to Section
229 of the Communications Act of 1934 as amended. We encourage interested parties to
comment not only on the spcciJic proposals that arc contained in this NPRM. but also to
provide recommendations and propose rules that they believe will enable us to implement
CALEA efficiently and effectively. We further request that commenters include their
recommendations and the text of proposed rules in their initial comments, so that other parties
will have the upportunity to comment on those proposals in their reply comments. The linal
rules that will be adopted in this proceeding will ret1ect our assessment of the entire record
(including rules and recommendations that are proposed by parties in response to this NPRM)
that is compiled in this proceeding as well as our knowledge of matters that are of public
record (e.g .. notice of facts. statutes. and judicial determinations, etc.). As a consequence. all
interested persons are requested to comment on the issues raised in this Notice of Proposed
Rulemaking, as well as those that may be raised in the comments in response to this notice.

B. Ex Parte

52. This is a non-restricted notice and comment rulemaking proceeding. Ex parte
presentations are permitted. except during the Sunshine Agenda period, provided they are
disclosed as provided in the Commission's rules. See generally 47 C.F .R. Sections 1.1202.
1.1203. and 1.1206(a).

C. Paperwork Reduction Act

53. This Notice of Proposed Rulemaking ("NPRM") contains a proposed
information collection. As part of its continuing effort to reduce paperwork burdens. we
invite the general public and the Office of Management and Budget ("OMB") to take this
opportunity to comment on the information collections contained in this NPRM, as required
by the Paperwork Reduction Act of 1995, Pub. L. No. 104-13. Public and agency comments
are due at the same time as other comments on this NPRM. OMB comments are due 60 days
from date of publication of this NPRM in the Federal Register. Comments should address:
(aJ v"hether th~ proposed collection of information is necessary for the proper performance of
the functions of the Commission, including whether the information shall have practical
utility~ (b) the accuracy of the Commission' s burden estimates; (c) ways to enhance the
quality. utility. and clarity of the information collected: and (d) ways to minimize the burden
of the collection of information on the respondents. including the use of automated collection
techniques or other forms of information technology.
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D. Initial Regulatory Flexibility Analysis

FCC 97-356

54. As required by the Regulatory Flexibility Act ("RFA"), 17' the Commission has
prepared an Initial Regulatory Flexibility Analysis ("IRFA") of the expected signiticant
economic impact on small entitit:s hy the policies and rules suggested in this ('ommunications
Assistance for Law Entl.)rcement Act. Notice of Proposed Rulemaking ("CALEA NPRM").
Written public comments are requested on the IRFA. Comments must he identified as
responses to the IRFA and must he tiled hy the deadlines for comments on the CALEA
NPRM provided above on the first page, in the heading. The Secretary shall send a copy of
the CALEA NPRM. including the IRFA. to the Chief Counsel for Advocacy of the Small
Business Administration (SBA) in accordance with paragraph 603(a).1711

1. Need for and Objectives of the Proposed Rules: This Notice of Proposed
Rulemaking responds to the legislative mandate contained in the Communications Assistance
for Law Enforcement Act. Pub. L. No. 103-414. lOX Stat. 4279 (1994) (codified as amended
in sections of l8 USc. and 47 U.s.c.).

II. Legal Basis: The proposed action is authorized under the Communications Assistance
for Law Enforcement Act. Pub. L. No. 103-414. lOX Stat. 4279 (1994) (codified as amended
in scattered sections of 18 U.S.c. and 47 t .S.c.). The proposed action is also authorized by
Sections L 4, 201. 202, 204. 205. 218. 229. ";32. 4()) and 503 of the Communications Act (If

1934. as amended. 47 L:.S.c. Sections 151. 154.201-205.218.229,301. 303. 312. 332.403.
501 and 503.

III. Description and Estimate of the Numher of Small Entities To Which the
Proposed Rules Will Apply: The proposals set forth in this proceeding may have a
significant economic impact on a substantial number of small telephone companies identified
by the SBA. We seek comment on the ohligations of a telecommunications carrier fiJr the
purpose of complying with CALEA.

55. The RFA generally defines "small entity" as having the same meaning as the
term "small business," "small organization." and "small governmental jurisdiction" and the
same meaning as the term "small business concern" under the Small Business Act unless the

m 5 U.S.c. 9603.

1;(, The Regulatory Flexibility Act. 5 l:.S.C. ~ 601 ~~. has h~en amended by the Contract with America
Advancement Act of 1996. Pub. L. No. 104-121. 110 Stat. 847 \ 19(6) (CW AAA). Title II of th~ CW;'\i\r\ is

the "Small Business Regulatory Enforcement Act of 1996" (SBREFA).
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Commission has developed one or more definitions that are appropriate to its activities. 177

Under the Small Business Act. a "smoll business concern" is one that: (l) is independently
owned and operated~ (2) is not dominant in its tield of operation; and (3) meets any additional
crikria established by the Small Business Administration (SBA).17X The SBA has defined a
small business for Standard Industrial Classification (SIC) categories 4812 (Radiotelephone
Cummunications) and 4R 13 (Telephone Communications. Except Radiotelephone) to be small
entities when they have fewer than I.S00 employees. 17

') We first discuss generally the total
number of small telephone companies htliing within hoth of those SIC categories. Then, we
discuss the number of small businesses within the two subcategories, and attempt to refine
further those estimates to correspond with the categories of telephone companies that are
commonly used under our rules.

56. Telephone Companies (S'IC -1(3) Consistent with our prior practice. we shall
continue to exclude small incumbent LEes from the definition of a small entity for the
purpose of this IRFA. 1xU Nevertheless. as mentioned above, we include small incumbent
LECs in our IRFA. Accordingly, our use of the terms "small entities" and "small businesses"
does not encompass "small incumbent LECs." We use the term "small incumbent LECs" to
refer to any incumbent LECs that arguably might be defined by SBA as "small business
concerns." IXI

57. TotLiI Numher oj'Telephone CompLlnie.l' Affected. Many of the decisions and
rules adopted herein may have a significant effect on a substantial number of the small
telephone companies identified by SBA. The United States Bureau of the Census ("the
Census Bureau") reports that. at the end of 1992. there were 3,497 firms engaged in providing

1'7 5 USc. ~ 60 I(3) (incorporating by reference the definition of "small business concern" in 5 USc.

~ 632). Pursuant to 5 USc. § 601(3). the statutory definition of a small business applies "unless an agency
after consultation with the Office of Advocacy of the Small Business Administration and after opportunity for
public comment. establishes one or more definitions of such term which are appropriate to the activities of the
agenc) and publishes such definition in the Federal Register."

I" 15 U.s.c. ~ 632. See.~. Brown Transport Truckload. Inc. v. Southern Wipers. Inc .. 176 B.R. 82
(NO. Ga. 1(94).

13 CFP.. ~ 121.201.

." See Implementation of the Local Competition Provisions in the Telecommunications Act of 1996. First

Report and Order. 11 FCC Rcd 15499 (1996) at~" 1328-30, 1342 (Local Competition First Report and Order).
We note that the U.S. Court of Appeals for the Eighth Circuit has stayed the pricing rules developed in the Local
Competition First Report and Order. pending review on the merits. Iowa Utilities Board v. FCC. No. 96-3321
(8th Cir.. Oct. 15. 1(96).

", See 13 C.F.R. § 121.210 (SIC 4813)
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telephone services, as defined therein, for at least nne year. IS2 This number contains a variety
of different categories of carriers, including local exchange carriers, interexchange carriers,
competitive access providers, cellular carriers. mobile service carriers, operator service
providers. pay telephone operators, pes pnwiders. covered SMR providers, and n:selkrs. It
seems certain that some of those 3,497 tekphnne service tirms may not qualify as small
entities or small incumbent LEes because they are not "independently owned and operated." IS;

For example, a PCS provider that is aftiliated with an interexchange carrier having more than
1,500 employees would not meet the ddinition of a small business. It seems reasonable to
conclude, therefore, that fewer than .1.'+97 tL'lephone service tirms are small entity telephone
service tirms or small incumbent LEes that may he affected by this NPRM.

58. Wireline ('arrier.\· and Sen'icc f'rmiders. SBA has developed a definition of
small entities for telephone communications companies other than radiotelephone (wireless)
companies. The Census Bureau reports thaL there were 2,321 such telephone companies in
operation for at least one year at the end of 1992. ls4 Accnrding to SBA's definition, a small
business telephone company other than a radiotelephone company is one employing fewer
than 1,500 persons. IS' All but 26 of the 2-.j21 non-radiotelephone companies listed by the
Census Bureau were reported to have fev,er than 1.000 employees. Thus, even if all 26 of
those companies had more than 1.500 emplOyees. thl.:re \\lwld still be 2.295 non
radiotelephone companies that might qualify as small entities or small incumbent LEes.
Although it seems certain that some of these carriers are not independently O\vned and
operated, we are unable at this time to estimate with greater precision the number of wireline
carriers and service providers that would quality as small business concerns under SBA's
definition. Consequently. we estimate that there are fewer than 2..295 small entity telephone
communications companies other than radiotelephone I.:ompanies that may he affected hy the
decisions and rules recommended for adoption in this NPRM.

59. Local Exchange ('(//Tier.\·. Neither the Commission nor SBA has developed a
definition of small providers of local exchange services (LEes). The closest applicable
definition under SBA rules is for telephone communications companies other than
radiotelephone (wireless) companies. The most reliable source of information regarding the
number of LECs nationwide of which we are aware appears to be the data that we collect
annually in connection with the TelecommunIcations Relay Service (fRS). According to our

IS: United States Department of Commerce. Bureau of the Census. 1992 Census of Transportation.
Communications, and Utilities: Establishment and Firm Size. at Finn Size 1-123 (11.)95) ("199.2 Censu~"i.

Ix> 15 U.s.c. ~ 632(a)( I).

1~4 1992 Census, supra, at Firm Size 1-123.

IS, 13 C.F.R. § 121.201. Standard Industrial Classification (SIC) Code 4812.
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" TRS Worksheet.

:ss 13 C.F.R. ~ 121.201. SIC 4813.
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60. Interexchange ('arriers. Neither the Commission nor SBA has developed a
definition of small entities specilically applicable to providers of interexchange services
((XC's). The closest applicable definition under SB/\ rules is for telephone communications
companies other than radiotelephone (wireless) companies. The most reliable source of
information regarding the number of [XCs nationwide of which we are aware appears to be
the data that we collect annually in connection with TRS. According to our most recent duta.
130 companies reported that they were engaged in the provision of interexchange services. iS7

Although it seems certain that some of these carriers are not independently owned and
operated. or have more than I,SOO employees, we are unable at this time to estimate with
greater precision the number of IXCs that would qualify as small business concerns under
SBA' s definition. Consequently, we estimate that there are fewer than 130 small entity [XCs
that may be affected by the decisions and rules recommended for adoption in this NPRM.

most recent data, 1,347 companies reported that they were engaged in the provision of local
exchange services.I~I} Although it seems certain that some of these carriers are not
independently owned and operated. or have more than 1,500 employees, we arc unable at this
time (0 estimate \vith greuter precision the numher of LECs that would qualify as small
business concerns under SBA' s delinition. Consequently. we estimate that there are fewer
tllun 1.347 small im;umhent LECs that muy be affected by the decisions and rules
recolnmended {I)r adoption in this NPRM.

61. Competitive Access Providers. Neither the Commission nor SBA has
developed a definition of small entities specifically applicable to providers of competitive
access services (CAPs). The closest applicable definition under SBA rules is for telephone
communications companies other than radiotelephone (wireless) companie<;. The most reliable
source of information regarding the number of CAPs nationwide of which we are aware
appears to be the data that we collect annually in connection with the TRS. According to our
most recent data, 57 companies reported that they were engaged in the provision of
competitive access services. 'xx Although it seems certain that some of these carriers are not
independently owned and operated. or have more than 1,500 employees. we are unable at this
time to estimate with greater precision the number of CAPs that would qualify as small
husiness concerns under SBA's ddinition. Consequently. we estimate that there are fewer
than 57 small entity CAPs that may be affected by the decisions and rules recommended for

., F~deral Communications Commission. CCS. lndustr~ Analysis Division. Telecommunications Industry
Re\oenue: TRS Fund Worksheet Data. Tbl. 21 (Average Total Telecommunications Revenue Reported by Class
of Carrier) (December. 1996) ("'IRS Worksheet").
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adoption in this NPRM.
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62. Operator Service Prol'iders Neither the ('ommi:ssion nor SHA has develuped a
delinition of small entities specitically applicabk III pril\ iders uf uperatur services. The
closest applicable definition under SR/\ rules is lor telephone cummunicatiuns cumpanies
other than radiotelephone (wireless) companies, l'ih: Illusl n:Ji,lbk source of infurmatiun
regarding the number of opcralur slTvice providers natiunwide of which \ve are ,mare appears
tu he the data that we collecl annu,dly in cunl1lTliun with the 'fRS. According 10 our Il1llSt
recent data, 25 companies reported th,lt the) \\l:re ellgaged in the provision of operator
senices.1x" Although it seems clTtdin that some of l\H:se c01l1panil's are nut independently
uwned and operated, or have more than I.SUO employees. \ve an: unable at this time to
estimate with greater precision the number ol' operatur service providers that \vould ljualify as
small business concerns under SBA's definition, Cunsequently, \\e estimate that there arc
t'cvver than 25 small entity operator service providers that may be affected by the decisions
and rules recommended for adoption in this NPR:v1.

63. Wireless (Radiotelephone) ('urricn S[3/\ has developed a delinition of small
entities for radiotelephone (\vireless) companies. I'he Census Bureau reports that there were
1,176 such companies in operation for at kast Olle year at the end of I992. I

'Jli According to
SBA"s detinition, a small husiness radiotelephone company is one cmploying fewer than
1,500 persons. I'll The Census Bun:du ~dso /'l'ported Ihal 1.1 (1':+ of thOSe radioll'lephone
companies had fewer than LOOO employecs. [hlS. even if all 01' thc remaining 12 companies
had more than 1.500 employees. therc would still be I.! M radiotelephone companies that
might qualify as small entities if they are independcntly mvm:d are operated. Although it
seems ('ertain that some of tb:Sl' clrrier:: dr~' !1I11 :J],kjx'ndently (l\\ned and (lper~ll(:d. \\l' :lrl'
unable at this time to estimate vvith grl.'ater prccision the numher of radiotdephone carriers
and service providers that would qualify ~IS small business concerns under SBA's delinition,
Consequently. we estimate that therc are kwer than 1.164 small entity radiotelephone
companies that may be affected by the decisiolls and rules recommended for adoption in this
NPRM.

64. Cellular and Mohile ,r..,'et"vice ('u!'rier.l. In an effort to further refine our
calculation of the number of radiotelephone clll1lpanies affected hy the rules adopted herein.
we consider the categories of radiotelephone carrin:). Cellular Sen icc Ca:Ticrs and \1obilc

IS'! Id.

l'", United States Department of Comilleret:. BlIrc\llI ()l thc (·c!1;;us. I (.Ill':: C'L'nSlb of Transportation.
Communications. and Utilities: Establishment and Firm Sile', at l:irll1 <";ize 1-/23 (19951 (" i 992 Census")

I'll 13 C.F.R. § 121.201. Standard Industrial Cbssi1icatlOn (SIC) Code 4812
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Service Carriers. Neither the Commission nor the SBA has developed a definition of small
entities specifically applicable to Cellular Service Carriers and to Mobile Service Carriers.
The closest applicable definitiod under SBA rules for both services is for telephone compMies
other than radiotelephone (wireless) companies. The most reliable source of information
regmding the number of Cellular Service Cmiers and Mobile Service Carriers nationwide of
which we are aware appears to be the data that we collect annually in connection with the
TRS. According to our most recent data, 792 companies reported that they are engaged in the
provision of cellular services and 117 companies reported that they are engaged in the
provision of mobile services.'~c Although it seems certain that some of these carriers are not
inckpendently owned and operated. or have more than 1.500 employees, we are unable at this
time to estimate with greater precision the number of Cellular Service Carriers and Mobile
Service Carriers that would qualify as small business concerns under SBA' s definition.
Consequently, we estimate that there are fewer than 792 small entity Cellular Service Carriers
and fewer than 138 small entity Mobile Service Carriers that might be affected by the actIons
and rules adopted in this NPRM.

65. Broadhand pes Licensees. The broadband pes spectrum is dividc>d into six
frequency blocks designated A through F, and the Commission has held auctions for each
block. The Commission defined "small entity" for Blocks e and F as an entity that has
average gross revenues of less than $40 million in the three previous calendar years. 1')3 For
Block F. an additional classification for "very small business" was added, and is defined as an
entity that, together with its attiliates, has average gross revenues of not more than $15
million for the preceding three calendar years. 194 These regulations defining "small entity" in
the context of broadband pes auctions have been approved by SBA. '95 No small businesses
wi lhin the SBA-approved de1inition bid sllccessfully for licenses in Blocks A and B. There
were 90 winning bidders that qualitied as small entities in the Block C auctions. A total of
93 small and very small business bidders \,,"on approximately 40% of the 1,479 licenses for
Blocks D. E, and F. However, licenses for Blocks C through F have not been awarded fully.
theretore there are few. if any. small businesses currently providing PCS services. Based on
this information. we conclude that the number of small broadband pes licenses will include
the 9() winning C Block bidders and the 93 qualiJYing bidders in the D. E. and F blocks. for a

i'" TRS Worksheet. at Tbl. 1 (Number of Carriers Reporting by Type of Carrier and Type of Revenue).

" See Amendment of Parts 20 and 24 of the Commission' s Rules -- Broadband PCS Competitive Biddin!!
and the Commercial Mobile Radio Service Spectrum Cap, Report and Order, FCC 96-278. WT Docket No. '16
59. paras. 57-60 (June 24. 1996).61 FR 33859 (July I, \996): see also 47 CFR j 24.nO(b).

". [d .. at para. 60.

!.- Implementation of Section 309(j) of the Communications Act -- Competitive Biddin!!. PP Docket No. 93

253. Fifth Report and Order. 9 FCC Rcd 5532.5581-84 (1994).
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total of 183 small pes providers as defined by the SBA and the Commissioner" s auction
rules.

66. SMR Licensees Pursuant tu 47 c.r.R. ~ 90.S 14(h)( I), the Commission has
defined "small entity" in auctions for geographic area SOO MHz and 900 MHz SMR licl:nsl:s
as a tirm that had average annual gross re\\~nues or kss than $15 million in the three previous
calendar years. This detinition of a "small entity" in the wntext of SOO MHz and 900 Mllz
SMR has been approved by the SBA. 1

•
i
(, The rules adopted in this Order may apply to SI\/JR

providers in the 800 MHz and 900 MHz bands that either hold geographic area licenses or
have obtained extended impleml.'ntation authorizatill!1s. We do not know how many tinns
provide 800 MHz or 900 MHz geographic area StvlR service pursuant to extended
implementation authorizations. nor how man:- of these provitkrs have annual revenues of less
than $15 million. We assume. for purposes of this IRI'-.!\.. that all of the extended
implementation authorizations may be held b\ small entities. which may be affected by the
decisions and rules recommended for adoption in this NPRM.
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67. The Commission recently held auctions for geographic area licenses in the 900
MHz SMR band. There were 60 winning bidders who qualified as small entities in the 900
MHz auction. Based on this information. \ve conclude that the number of geugraphic area
SMR licensees affected by the rule adopted in this Urder includes these 60 small entities. No
auctions have been held for SOU MHz geo~raphic an~a SMR liccnses. rherefore. no small
entities currently hold these licenses. A total of 525 licenses will be awarded for the upper
200 channels in the 800 MHz geographic area SMR auction. The Commission. however. has
not yet determined how many licenses will be a\varded fur the lower 230 channels in the SOO
MHz geographic area SMR auction. There is 1111 basis. l11ureuver. un \\ hich to estimate hu\\
many small entities will win these licenses Given that nearly all radiotelephone companies
have fewer than 1.000 employees and that no reliable estimate of the number of prospective
800 MHz licensees can be made. we assume. for purposes of this IRFA. that all of the
licenses may be awarded to small entities who. thus. may be atfected by the decisions
recommended for adoption in this NPRM.

68. RescUers. Neither the Commission nor SBA has developed a definition of
small entities specifically applicable to rescllers. The closest applicable detinition under S BA
rules is for all telephone communications companies. The most reliable source of inti.Jrmation

I 'A, See Amendment of Parts:2 and 90 of the CommisslOn"s Rules to Provid.: for the Us.: of :200 Chann.:1s
Outs:de the Designated Filing Areas in the 896-90 I MHz and the 935-940 MHz Bands Allotted to th.:
Specialized Mobile Radio Pool, PR Dock.:! No. 89-~83. Second Order on Reconsideration and Seventh Report
and Order, [1 FCC Rcd 2639,2693-70:2 (1 995); Amendment of Part 90 urthe Commission's Rules to Facilitate
Future Development of SMR Svstems in the 800 MHz Frequencv Band. PR Docket No. 93-144, First RepcJ/t and
Order, Eighth Report and Order, and Second Furth.:r Notice of Proposed Rulemaking, I 1 FCC Red 1463 (ll)t)5)
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I" 13 C.F.R. ~ 121.201. SIC 4841.

~,,! Paul Kagan Associates. Inc., Cable TV Investor, Feb. 29. 1996 (based on tigures for December 30. 1995).
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'"'' 1992 Ecunomic Census Industry and Enterprise Receipts Size Report,Table 2D. SIC 484 i (U.S.Bureau of
the Census data under contract to the Office of Advocacy of the U.S. Small Business Administration).

regarding the number of resellers nationwide of which we are aware appears to be the data
that we collect annually in connection with the TRS. According to our most recent data, 260
companies reported that they were engaged in the resale of telephone services. I'J7 Although it
:-:eelllS certain that some or these carriers are 1I0t imi~pendently owned and operated, or have
more than 1,500 employees, we are unable at this time to estimate with greater precision the
number of resclkrs that would qualify as small business concerns under SBA's definition.
('onsequently, we estimate that there are fewer than 260 small entity resellers that may be
affected by the decisions and rules recommended for adoption in this NPRM.

71. The Communications Act also contains a definition of a small cable system

69. Cahle ,",'er\,i(;es or Systems (SIC -/8-1 I). SBA has developed a definition of
small entities for cable and other pay television services, which includes all such companies
generating $11 million or less in revenue annually.I'!x This definition includes cable systems
operators, closed circuit television services, direct broadcast satellite services, multipoint
distribution systems. satellite master antenna systems and subscription television ~erviccs.

According to the Census Bureau, there were 1.788 such cable and other pay television
services and 1.439 had less than $11 million in revenlles. 10

'!

~"( 47 C.F.R. ~ 76.901(e). The Commission developed this definition based on its determination that a small
cable system operator is one with annual revenues of $100 million or less. Implementation of Sections of the
1997 Cable Act: Rate Regulation. Sixth Report and Order and Eleventh Order on Reconsideration. 10 FCC Rcd
7393.

70. The Commission has developed its own definition of a small cable system
operator for the purposes of rate regulation. Under the Commission's Rules, a "small cable
company" is one serving fewer than 400,000 subscribers nationwide."oo Based on our most
recent information, we estimate that there \vere 1.439 cable operators that qualified as small
cable system operators at the end of 1995. 201 Since then, some of those companies may have
grown to serve over 400,000 subscribers, and others may have been involved in transactions
that caused them to be combined with other cable operators. Consequently, we estimate that
there are fe\ver than 1,439 small entity cable system operators that may bt..: affected by the
decisions and rules adopted in this Order.



eli; 47 C.F.R. ~ 76.1403(b).

e<>. Paul Kagan Associates. Inc., Cable TV In\e'stor. Fe'b ::'9. i l)q6 (based on figures for Dec. 30. 1l)9_~)
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operator. which is "a cable operator that. directly or through an affiliate, serves in the
aggregate fewer than 1 percent of all subscribers in till: lInited States and is not aftiliated with
any entity or entities whose gross annual revenllL'S in the aggregate exceed $~~O.OOO.OOO."'(I'

The Commission has determined that then' ,liT () I. 700 (l()() subscribers in the United States.
Therefore. we found that an operatur sening rem:r llntl 617.000 subscribers shall be deemed
a small operator, if its annual revenues. \\hen Clllllbined with the total annual n:venues of all
of its aniliares. do not exceed $~5() million in the ag!:-'rcgate.:u

; I~ased on available data. \\e
find that the number of cable operators sening () 17.()()O subscribLTs or less totals IA."O.'I'-!
We do not request !lur do \ve coIkct in!iJrlllatioll cOIll:erning whether cable system operators
are aftiliated vvith entities whose gross anl1ual reVelltlL'S e:\ceed $~~O.OOO.OOO. '11' and thus are
unable at this time to estimate with greater precision the Ilumber of cable sy~tel11 operators
that would qualit): as small cable operators under the definition in the Communications Act.
We further note that recent industry estimates project that there will be a total of 65.000.000
subscribers. and we have based our tce re\~nue estimaks on that figure.

IV. Description of Projected Reporting, Recordkecping and Other Compliance
Requirements:

72. Other Pay Services. Other pay services are also classified under SIC 4841.
\vhich include cable operators. closed circuit television services. direct broadcast satellite
services (OBS). multipoint distribution s:stems (\-1DS). satellite master antenna systems
(SMATV). and subscription television sen ices.

,Il' We do receive such information on a case-b\-case baSIS only if a cable operator appeals a local franchise
authority's finding that the operator does not qualit~ as a small cable operator pursuant to ~ 76.1403(b) of the
Commission's Rules. See 47 C.F.R. ~ 76.1403(d)

73. The proposed rules require telecommunications carriers to establish policies and
procedun:s goveming the conduct or oUiCL'I":; cl11d <.:mpl().\>..\.'s \\h() ;Ire cngagc'd in \ul'\L'ilbnce
activity. The proposed rules require telecommunications carriers to maintain records of all
interceptions of communications and call identiticalion information. further. the proposed
rules require telecommunications carriers classified as Class A companies pursuant to 47
U.S.c. ~ 32.11 to tile individually with the Commission a statement of its processes and
procedures used to comply with the systems security rules promulgated by the Commission.
Telecommunications carriers classified as ('lass B companies pursuant to 47 l'.S.C. ~ 3~.11

may elect to either file a statement describing their -;ecurity processes and procedures or to



1X L', S, C. ~ 2520 prov ides for the recover~ of civ iI damages by persons who endured iIiegal electron ic
sunc:illance.

V. Significant Alternatives to Proposed Rules Which Minimize Significant Economic
Impact on Small Entities and Accomplish Stated Objectives:

certi fy that thcy ohservc procedures consistcnt with the security rulcs promulgated by the
('omnllSsion. We note in paragraph 43, supra. that ~he FBI is developing electronic
surveillance capacity requircmcnts through the rulemaking process that all telecommunications
GI'Tiers will have to met'! in order to he in compliance with CALEA's requiremems. Until
these requiremcnts hecome Federal Rules. it is not ptlssihle to predict with certainty whether
the costs of compliancc will be proportionate between small and large telecommunications
carners.
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75. As we noted in Part I of this IRFA. supra. the need for the proposed
regulations is mandated by Federal legislation. The legislation is specific on the content of
employee conduct and recordkeeping regulations for telecommunications carriers. which
removes ii-om Commission discretion the consideration of alternative employee conduct and
recordkeeping regulations for smaller telecommunications carriers. The legislation, however.
provides for Commission discretion to formulate compliance reporting requirements for
telecommunications carriers that favor smaller telecommunications carriers, and the
Commission exercised that discretion by proposing rules that allow smaller carriers the option
to file a certitication of compliance vvith the Commission instead of a statement of the
policies. processes and procedures they use to cOl11pl~ \\ith the CALEA regulations.

74. We tentatively conclude that a substantial number of telecommunications
carriers. who have been subjected to demands from law enforcement personnel to provide
lawt'ul intcrceptions and call-identifying int<->rl11ation for a period time preceding CALEA.
already have tn 11lace practices for proper employee conduct and recordkeeping. We seek
comment on this tentative concl usion. As a practical matter. telecommunications carriers need
these practices to protect themselves from suit by persons who claim they were the victims of
illegal surveillance. ell() By providing general guidancc regarding the conduct of carrier
personnel and the content of records in this NPRM. the Commission permits
telecommunications carriers to use their existing practices to the maximum extent possible.
Thus. we tentatively conclude that the additional cost to most telecommunications carriers for
conforming to the Commission regulations contained in this NPRM. should be minimal. We
seek comment on this tentative conclusion.



VI. Federal Rules that May Overlap, Duplicate, or Conflict with the Proposed RuJes.

76. As we noted in Part I of this IRFA. supra. the need tor the proposed
regulations is mandated by Federal legislation. As stated in paragraphs I and 9 of this
NPRM. supra, the purpose of CALEA W,IS to empower and require the Federal
Communications Commission and the Department of Justice to craft regulations pursuant to
specific statutory instructions. Because then: were no other Federal Rules in existence hefore
CALEA ,vas enacted. there are no duplicate Ft.'dcral R.uks. In addition. there are no
overlapping. duplicating. or connicting h:deral Rules to the Federal Rules proposed in this
proceeding.
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E. Notice and Comment Provisions

77. Pursuant to applicable procedures set forth in Sections 1.415 and 1.4 [9 of the
Commission's rules, 47 C.F.R. Sections 1..+15 and 1.419. intt:rested parties may file comments
on or before forty-tive (45) days after publication in the h:deral Register. and reply comments
are due on or before thirty (30) days after comments. To tile formally in this proceeding. you
must file and original and six copies of all comments. reply comments, and supporting
comments. If you want each Commissioner to receive a personal copy of your commcnts.
you must file an original plus twelve copies. You should send comments and reply comments
to the Office of the Secretary. Federal Communications Cummission. Washington. D.C.
20554. Comments and reply comments wil! be available for public inspection during regular
business hours in the FCC Reference Center (Room 239) of the Federal Communications
Commission, 1919 M Street, N.W.. Washington. D.C 20554.

78. Written comments by the public on the proposed information collections are
due on or before forty-five (45) days after publication in the Federal Register. Written
comments must be submitted by OMB on the proposed information collections on or before
60 days after publication in the Federal Register. In addition to tiling comments with thl'
Secretary, a copy of any comments on the inflmnation collections contained herein should be
submitted to Judy Boley. Federal Communications Commission. Room 234. ]9]l) \;1 Strect.
N.W., Washington, D.C. 20554, or via the Internet to jboleyr(vfcc.gov and to Timothy Fain.
OMB Desk Officer, 10236 NEOB. 725 - J 7tb Street. \. W.. Washington. D.C 20503 Of via
the Internet to faint@al.eop.gov.
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VII. ORDERING CLAUSES
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79. Accordingly, pursuant to Sectiuns I. 4. 201, 202, 204, 205, 218. 229. 301. 303.
312.332.403. SUI and 503 urthe Comll1unications Act of 1934, as amended, 47 U.S.c.
Sections 151. 154. 20 L 202. 204. 205, 21 S. 229. 30 L 303, 312, 332, 403, SOland 503. IT IS
ORDFRI]) that this NOTICE OF PROPOSr~D RULEMAKING is hereby adopted.

FEDERAL COMMUNICATIONS COMMISSION

1idf:~~t~1?
Acting Secretary

·n



AMENDMENTS TO THE ('OI)E OF FEDERAL REGULATIONS

PART 64 - MISCELLANEOliS RULES RELATING TO COMMON CARRIERS

I. The authority citation for Part 64 is anh.'llded In rC~ld as I'ollo\\s:

FCC 97-3%

APPENDIX A - Proposed Final Rules

Federal Communications Commission

Purpose.
Scope.
Definitions.
Interception Requirements and Restrictions.
Carrier Records.
Compliance Statements.

Subpart Q - Telecommunications Carrier Interceptions pursuant to the Communications
Assistance to Law Enforcement Act (CALEA)

2. The table of contents for Part 64 is amended til add Suhpart () In read as follows:

Part 64 of Titk 47 of the Code of Icdcral Regubtillils « ·,I'.R) is amcmkd as t'olhnvs:

§ 64.1700
§ 64.1701
§ 64.1702
§ 64.1703
§ 64.1704
§ 64.1705

AUTHORITY: 47 USc. ~~ 151. \54, 201. 202, 205. 21 X-220, and 332 unkss otherwise
. noted. fnterpret or apply ~~ 20 I. 21 ~L 225. 22(l. 227. 229, 332. 4X Stat. 1070. as amcnded.

47 lJ.S.c. ~ 201-204, 218. 225. 22(l. 227. 229.,32. 50\ ~lI1d 503 unless othel"Aise noted.

Part 64 is proposed to be amended to add Subpart () Iu read as follows:

Subpart Q - Telecommunications Carrier Interceptions pursuant to the Communications
Assistance for Law Enforcement Act (CALL\)

Sections 64.1700 through 64.1704 are added III rcad as fullows:

48

Pursuant to the Communications Assistance for Law h1fnrcemcl1t Act. Pub, L. :'\0 I ()~
414.108 Stat. 4279 (1994) (codified as amended in sections of IX (i.S.C. and 47 USc.). this
subpart contains implementation and compliance rules to govern telecommunications carriers
subject to CALEA. These rules are in addition to rules promulgated by the Department of

64.1700 Purpose.
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(c) Appropriate Legal Authorization. The term "appropriate legal authorization"
means;

Th~ definitions induded in this subpart shall be used solely for the purpose of
implementing CALEA's requirements.

FCC 97-356

Definitions.

Scope.

(a) Telecommunications Carrier. The term "telecommunications carrier" means -
( 1) a person or entity engaged in the transmission or switching of wire or

e1e<.:tronic communications as a common carrier for hire; and
(2) includes -

(A) a person or entity engaged in providing commercial mobile service
(as defined in Section 332(d) of the Communications Act of 1934
(47 U.S.c. 9 332(d)); or
(B) a person or entity engaged in providing wire or electronic
communication switching or transmission service to the extent that
the Commission finds that such service is a replacement for a
substantial portion of the local telephone exchange service and that it
is in the public interest to deem such a person or entity to be a
telecommunications carrier for purposes of this title; but

(3) does not include persons or entities insofar as they are engaged in providing
information services.

(b) 1nformation Services. The term "information services"
( I ) means the offering of a capability for generating, acquiring,

storing, transforming, processing. retrieving, utilizing, or making
available information via telecommunications; and

(2) includes -
(A) a service that permits a customer to retrieve stored

information from, or tile information for storage in, information
storage facilities;

(B) electronic publishing: and
(C) electronic messaging services: but

(3) does not include any capability for a telecommunications
carrier's internal management, controL or operation of its
telecommunications network.

Justice pursuant to CALEA requirements.

Federal Communications Commission

64.1701

64.1702
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( I) a court order signed by a judge of competent jurisdiction authorizing or
approving interception of wire or electronic communications: or (:2) a
certification in writing by a person specified in 1X USc. f2518(7): or (3)
a certitication in writing by the Attorney General of the United States that
no warrant or court order is required by Ll\v. that all statutory requirements
have been met and that the specitiL'd assistance is rL·quired.

(d) Appropriate Carrier Authorization. rhe term "appropriate carrier authorization"
means policies adopted hy tckcomll1unicatiuns carriers to identify carrier
employees authorized to assist la\\ enforcement ill conducting communications
authorizations.

(e) Third Party. "'rhird party" means a person other than those authorized to receive a
communication pursuant to 47 1i.S.t'. ~6()5 or the Communications Act.

64.1703 Interception requirements and restrictions

An employee or officer of a telecommunications carrier shall assist in intercepting and
disclosing to a third party a wire. oral. or electronic communication or shall provide access to
call-identifying information only upon receiving a court order or other lawful authorization.

64.1704 Carrier records

(a) The officers of any telecommunications carrier shall ensure that the carrier
maintains records of any assistance ]1wvided for the interception and disclosun: to
third parties of any wire, oral. or electronic communication or of any call-identifying
information. The record will he made either contemporaneously with each
interception, or not later than 48 hours from the time each interception begins,
and shall include:

(I) the telephone number( s) or circuit number(s) involved:
(2) the date and time the interception started:
(3) the date and time the intercepti\)Il SlOpped:
(4) the identity of the law enforcement onicer presenting the authorization:
(5) the name of the judge or prmecuting attorney signing the authorization:
(6) the type of interception (~. {len register. trap and trace. "Title I I I"

interception pursuant to 18 lSC ~ :2510 et ~. and collateral state
statutes. Foreign Intelligence Suncil!;.lllcl' Act ("FISA") 50 USc. ~ I ROI d

seq.): and
(7) the names of all telecommunications carrier personnel involved ill

performing. supervising. and internally authorizing. the interception, and the
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