
I
..~

will be _da ava11a1»1. by the solution provider for the i-.4iate
purcba.. an4 4eplOyMDt by a carrier. Tha-t date ahall, in no
event extend. beyond t;h. first currently scheduled. 80ftware
qen.rle produc~ reI.... attar the octOber 25, 1998, capability
coapliance "at.. W11:h r ••pect to it. 3, the tena -.11••tone
t1_11ne- raters to • schedule of the necessary 4••1gn,
develop_nt, and 1:8a1:inq steps to be taken by a solution provider
in making a produot co..erc!ally available. With re.pect to it..
4, a solution provider 1s expected to include a .chedule
specifying the t1Jle after the cnplation of each ail.stone When
CIS will be able to verify that the aile.~ne has been reached.
With reapect to it.. 5, the specific types ot information
centainea in the atfiraative confirmation of the foregoing
schedule will include, but not be limited to, draft desi9n
document., f ••ture specificatlon docuaant., and test results.
With respect to it.. 6, a solution provider is expected to
proviCSe a schedUle c1etailinq the delivery to CIS of all necessary
information for the government to make a deteraina~ion of the
ta1rne.. and rea.onablene.. ot the price of the solution
provider's commercially av.ilable CALBA solution. With re.pect
to item 7, the specific types of information contained in the
price-related information of the for89oinq schedule will incluae,
but not be limited to, market prices of compara~le features with
stmilar levels of de.ign, development, and testinq effort.

Forbearance for a solution provider, and its carrier customers,
will be conditioned upon its ability to provide the above listed
ite.. as well 'as to meet verifiable solution development
milestones. A solution provider's failure to meet these
milestones will result in the loss of forbearance for the
solution provider.

Carrier forbearance ends with the commercial availabilitr ot a
solution. SWitche., or portions of a network, of histor1cal
importance to law enforcement for which the qovernment must
reimburse the carrier will be identified by CIS. Equipment,
facilities, and services installed or deployed atter January 1,
1995, will be included in any forbearance until a solution is
commercially available. Pollowing solution availability, for
tho.e switches or portions of a network not identified by CIS,
carriers are expected to follow their normal deployment processes
in determining Which switches, or portions of their networks,
will be upgraded with the CALEA eapahilities. Figure 1
illustrates the basic elements of forbearance.
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The foregoing forbearance discus.ion center. on two separate and
distinct agre_ents: Agreements in Principle (AlP) between the
FBI and a solution provider, and cooperat:iv8 Agreements between
the FBI and a carrier.

In an AlP, the FBI and solution providers agree that:. sOlution
providers have complied with the .even criteria listed above,
includinq a feasibility analysis and pricing information for
CALEA capaDility requirements. The feasibility analysis and
pricing information will allow the government to finalize its
position regarding the standard, extension of the compliance
date., forbearance, etc. The FBI, in consultation with law
enforcement, will not be in a position to make critical
determinations until the information described in the above .even
criteria has been provided.

CUrrently many varaionsof draft AlPs are circulating, both FBI­
and industry-generate4, and so•• are more comprehensive than i.
presently warranted. 80.e of the AlPs in circulation were
derived fram an AlP drafted by TIA. The FBI hope. to meet with
TIA during the week of February 2, 1998, to discuss the proposed
AlP. The results of these discussions will then be dia••minated
to TlA's membership and any other interested solution provider.

The Cooperative Agreement, on the other hand, is the contractual
vehicle whereby telecommunications carriere will receive
reimbursement for their eligible CALEA costs. cooperative
Agreements may be executed for different purpo... at: diff.ren~

staqe. of CALEA impl.m.nta~ion. For example, an initial round of
Cooperative Agreement ne;otiations is taking place to establish
contractual vehicles whereby carriers selected to support
specific solution providers with the feasibility analyses and
pricing information may receive reimbursement for assistinq in
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this effort. Unfortunately, this initial round of neqot:iationa
has encountered 80IIa probl_. One of the issuas i. the
olarification of • carrier's rola in •••i_tin; in the analysis of
the aol\1tion provider'. proposed solution. It .p~ars from
di8CWIsiona wU:h carriere 1:hat a IlUtual unc:lerat.an4iDCJ of the
intent of the CJovernaent; t s propos. laDCJU&CJe for the Cooperat:iva
A9Z'_nts and. its Stat.aent: of Work (SOW) do•• not rat exiat;.
carriers com-ented 'that the sow inclu4ed a con8ultat ve role that
the carriers are unable or unwilllftCJ to parfora. Although it was
tbe 90verzment·. int.ent to cons'tZ:'U~ an SOW flexible enough to
allow carriers to accoa.odate their normal role. in the solution
provider product developaent proc••s, the proposals received in
response to the SOW have been too non-specific to provide real
value.

The FBI sti11 believes, and ha. bad it confirmed by solution
providers, that carriers have an es.ential role to play in
d.eveloping the CALBA aolution. '!'be FBI will now request that
each solution provider describe in detail the typioal ln~eraction
it might have with one of its carrier cu.~omer. durinq new
product development. '!'hese descriptions will then be
incorporated into the proposed SOWa, which the government will
seek trom carriers.

Your continued willingness to work with law enforcement toward
the development of electronic surveillance SOlutions i. greatly
appreciatea.

Sincerely,
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1 CoIl1;eat: of capability WOQlll .aule law .afoE'~ftt. aCce.. to
-ab'.ct-initia~ed eofteD~ of conferenoe call. auppo"ed by ~he

o~f.~.nc. calla .ub;)eot'. ....ice (lnolWSl.n9 the call cont..nt of
part1.. CD bold) •

2 Put.y 11014, "0in, ....a".. would N ••t. to law .nfo~e-eat. that
Dl"OP identify the aotb. puti.. of a call.

lpecifioany, em a GOAfanaoe call, th........g••
weald lDdlc.~. Wbe~~ a party 1. OA hOllS, ha.
joJ.ned or ball Men~ fra ~he conferene- call.

3 Ace... to .Ubj.ct;- Acee•• to .11 dl.1inq and .iqn.11ng info~tion

iBitiat" dialing av.il.bl. froar the .ubject would inform law
aD4 .1;naUI\lJ enforc~nt of a IUbjeC1:'. u•• of f.atur.a.

(Ixaaple. include the u.. of fl••h-hook, an4 othar
f ••tur. uy.,)

4 In-band an4 out- A .....g. would be .ent to law .nforcement when a
of-band .191\aling .ubjact' • • e¥vice .en4•• tone O~ other network
•RotifLcation ma•••qe to the .u~j.ct or •••oelat•• Thb can
Me••ag.) inclucle notification th.t • line i. ringing or w.y.

S '1'i.m1ft9 to Inform.tion n.c••••ry to correl.t. call identifyinG
•••ooi.t. call infozaatloft with the call content ot a
data ~o content communication. inte~ception.

6 Sunel11anc. b ••age that would provide the vad.f1cation that IU\

St.tu. Me••age interc.ption i. .till functioning on the appcoprlate
.u):)ject.

, COntinuity Ch.ck El.ct~nic 8i9na1 th.t would alert law enfo~ee.ent

.C-Ton.} if the tac111t:y u.ed tor d.livery at call content
intercepeLon ha. railed or lo.t continuity.

8 Standardized Would liait the nu~~ of potential deli.,ery
~livery interface 1nte~face. law anforcement would need to accommo4ate

f:tOll the induatry.

9 ".ature St.tu. .....9. would provide affirmative notific.tion of
.....g. any chaQ9. in a .ubj_ct', .u~,cribed-to f.atur•••

10 po.t cut-through Into~ation would include tho.e 41G1t. di.led by a
lSialing and aubj.ct after the initial call .etup ia completed.
aignaling

11 aepa:tat.d de11very Bach party to • communication would be d.livered
,epuately to law enforcement, Without cOlllbinln9 .11
the vo.1.c.. of .n 1nte~ce~ad (cont.rence) call.
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