
unleashed a tidal wave of new facilities-based providers, some of whom are burdened with

enormous debt and tight construction schedules, and great expansion of existing carrier

services. To retrofit all of the pre-standard hardware and software now certainly will have

serious effects on competition and subscriber costs

For its.part, the Department has done everything it can to increase the cost ofCALEA

compliance on industry. For example, despite the fact that CALEA states that a

telecommunications carrier's equipment, facilities or services "installed or deployed" on or

before January I, 1995, shall be considered to be in compliance with the assistance capability

requirements of CALEA until the Attorney General agrees to pay all reasonable costs of

retrofitting such equipment, facilities or services, on March 20, 1997, the FBI promulgated

regulations that, among other things, defined "installed or deployed" as follows:

Installed or deployed means that, on a specific switching system,
equipment, facilities, or services are operable and available for use by
the carrier's customers.3.5

By defining the two separate words "installed" or "deployed" to have the same meaning, the

FBI with one stroke renders entire classes of switching equipment obsolete unless upgraded at

carner expense.

Industry will challenge the FBI's arbitrary and capricious definition of "installed or

deployed" in federal court. In the meantime. the Commission should initiate a Section 109

proceeding to determine whether compliance is reasonably achievable under the Department's

definitions for post-January 1995 installations of already deployed equipment, services or

facilities. It makes no sense to put carriers and manufacturers to the work of designing

solutions that pre-standard carriers cannot afford to purchase.

The Carrier Associations note that, in any case, the Commission has the obligation in a

deficiency proceeding to address the cost of compliance and the impact on competition before

3.5 28 C.F.R. § 100.10.
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promulgating a final rule.36 If the costs of compliance are too high; if compliance will

preclude the introduction of new services; if the proposed standard cannot adequately protect

privacy; then the Commission is authorized under Section I07(b) to reject the proffered

capabilities. The result is that industry would not have to meet the capability requirement in

order to have "safe harbor." By contrast, under Section 109, if the Commission finds that

compliance is not reasonably achievable, carriers will be deemed in compliance unless the

Attorney General agrees to pay the incremental costs necessary to make compliance

achievable.

The Carrier Associations urge the Commission to conduct a thorough inquiry into the

costs and impacts of CALEA compliance before finalizing its rule. Manufacturers will not

want to develop hardware and software for CALEA compliance only to find that the cost is

too much, they cannot make it available at a reasonable charge, and carriers are seeking relief

at the Commission. Accordingly, the Commission should begin a reasonably achievable

inquiry as part of this rulemaking; otherwise. it certainly will be faced with reasonable

achievability petitions later, the determination of which will only further delay CALEA

implementation and increase costs to all concerned

VI. CONCLUSION

The Carrier Associations urge the Commission to decide the legal issues associated

with capability as soon as practicable after notice and comment. The Commission should

remand to TR45.2 any revisions in the standard that are necessary as a result of this

rulemaking so that voluntary compliance can be achieved in the most cost-effective manner.

CALEA compliance should be suspended during this rulemaking and an industry-wide

36 Section I07(b) requires the Commission's final rule to ( I) meet the assistance capability
requirements ofsection J03 by cost-effective methods~ (2) protect the privacy and security of
communications not authorized to be intercepted; (3) minimize the cost of such compliance on
residential ratepayers: and (4) serve the policy of the United States to encourage the provision ofnew
technologies and services to the public. 47 V.S.c. § I006(b)(l)-(4).
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extension should be granted immediately. Finally, the Commission should commence an

inquiry into whether compliance for pre-standard installed or deployed hardware and software

will be reasonably achievable.

Dated: April 9, 1998
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By __~/l.-:...~-,,-&J_~(;r_'~_+'~_?tA.('_"_.~_,'
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Both the Center for Democracy and Technology aDd the Depar=ent ofJustice recently

flIed petitions pursuant to the ClmunUDiOlaCions AssdtaDc:e for taw EDforcement Act of 1994

("CALEAj, chal1eftlinl the indUStrY -safe harbor- sW2dard (J-STD·02S) AS dcficieTlL

TlA respectf\a11y requests the Commission to act promptly on both petitions and

immediately initiate a rulemakillg to resolve these cballengcs. ManuflcNrers c=eDtly are

devotiq eJlOtmOUl enaineerine resources to build du: equipment mel software to meet J-STD­

025. The cxiJteftce oftbele c1»dlenpl- £eeking. altematively, dramatic expaDsion and

co!1ttiCtion afthe standard _. h6~ created areat uncertainty about whether manufacturers will

i-360 P.D3 Jae-30S2024293902

SUMMARY

APR-02-9B 13:5T Prom:STEPTO£' JOHNSON

have to modify their solutions. To avoicl u.nneeessary waste ~ftime. =gifteerina resources aDd

lost opportunity costs, as well iIS to avoid further delays in implementinl CALEA, manufacturers

are in need of immediate piduce &om me Commiuion.

Be;ause, lYeti on All mcpeditl:d basis. the Commission's subscutive detemUnation may

not be completed tor several months, TIA hereby r.quuta~ the Commil.ion:

fID.t immediately alUK1UIlce, at the beginning of its Nlemaktng,tbat mf'~C1ltof

CALEA is suspended until the Commission issues its final determination;

IICHd. establiJ~ also at the heliJUling of its rulemakiq, a~le compliance

schedule af at leaJt 24 months for manufacturc:rs and catrietS to develop, mscau and test the

so~are and equipment necusary to implemeDt the Commissions! ftna1 decision;

tbird, establish an expedited schedule far adclrcs$ing these: c:hall=Pl; U1d

fopptb. should the Commission determine that '-81"0-025 is deficieDt. remand Illy

tecbDic:a1 standarclizllion work to TR-4S.2.
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nA wel~omesthe ComllUssion"s resolution ottb1s dl.ft1cu.lt dispute ami hopes that a

prompt solution will be possible.
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m. The CommiUioD Should Establish, at d1I8elUuWtI on" kWauMkina, A
R.euoaabl, Compliallce Scbedwe ofIt Least 24 MolItbs from tile Date oCthe
Commission's Fiaal Decision for Indusuy to Build and Deploy the Equipment
and SoftWare NcCftsll)' to lmpltmClnt that Decilion 7

IV. The Comm.iWon Shoukl Establish an Sxpedil.d Schedule for Ackbessml the
CompUQated Tccluaica1 and Leaa1Issues Raised by These PctitioDS 11

V. Should tht CommisSion Dettmrlne that J-5TD·02S is Dcfici=t, It Should
R.e1DlZld any TCGhniw StaDdarclizatiOl1 Work to TR.-4S.2 t 1

VI. Coftclusion 12
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)

DDcketNo.__

1

PETITION FOR RULEMAICING

In the last several days both the Ceuter fot Democracy and TechftololY (~DT) and the

u.s. Department ofJustiee have filld petidofts pursuant 10 she CommUDications AssiSWlCC for

Law EttforcCftlCl!lt Act of 1994 ("ICALEA.·',1 askinS the Commission to declare deficient the

industry N SUO barbor" standard (J-STD-02S)2 jointly p:omulprecS by pelitio.aer, the

C~ Astlsllnce for Law EIlfar;em.ftl A;t. Pub.t.. 103-414. 10. sw. 4219 (1994).
£Gditiuh& 41 USC § lOOt IE_

The T,"'a--uaiC'ad..~ AuociaIian ("'TIA") hu pravided complomanlllY copies of J.
S'T'D-02S to die CGIIIIIl1tUHI stafffor IIIeir 11II ia chit_ .....JRCIIdinp. 11A raquesIS dI. dlc CGmmissiOll,
IS lc hu doM iI1 the puc. 4' C.F.L I l.1307(bX4) and 4'7 C.F.llI 61J11. .peenie ilUe11eclUal proptft)'
rilbb otTtA ....AU tor t ......municlliaas Induc:ty Sokmoas in dlil oop",.tn.d ciacumeM and follow
ca••"'duu aram.. 0'W·_,I MIIt ..d. Budpt CireWir A-I 19. '-aral PtmlcipatiGII ;ft UtI DttMIop",.", QN/
Us. 0/Yo/lI"rary C",..,.,..,~ tIJttI illC~IWaIIItMIACINI,.,. 63 Pcd. Ita&. 1545. , 6j (Feb. 19.
1g9IX.,.oi(Y.8 dIM an ..-.:1' "1hoIl1d reMnce volunclrY~IUI andIrds.l1oDI willi sourccs or IvailHllit)'.
in~.. pultlicadons. rqulltorY ardon. and rcliled iaatmaJ documlllrs. . .• Ifavo1wl1ary stIDdIrd Is used
lAd puitUlihed in aD ....." doa""'ItftL [the Commission) mUlloblerve .ad pro*t rise nabts ofme l:Op)'l'ipt holder
anel any I1mUar oblipDaaL j.
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t'AfCDJIblc oompliance sched\ll. afas le_ 24 momhs from the Commissiolt's final

determination.

underim:lusive (as araued by lawen.fotccmem) or overinclusive (as urged by privacy

advocates).· TIA also UlIII the COrnmissiOl1 to lMOUDc:e, putSU8llt to the explicit authoritY

T-360 F 07 Job-3DJ2DZ4ZSasDZ

granted to it under CALSA section 107(")(5), that manuflCtUmS should suspend development of

capabilities to meet J.sTD-025 clurinl the pendency of this Nlemakinr and to establish a

Te1ecommumcatioDS Industry Association (""TJAj,3 and Commtnec T·t, whic:h i. IpCll1lOrcd by

the Alliance for TelecommunicaUoDS Indust1:y Sol\dions.

Pursua.a.tto section 101(b)(S) ofCALEA ami ser:tio.a. 1.401 of the Commission's R.ules.

4' C.P.a. § 1.401. T1A horeby .cespcafW.ly fIq1ICStS the Commission to commence the requested

1. IDtrodacdDlI

On March 26. 1991, the Cc:n1Cl for Democ:rlC)' lUU! TechnolOlY filed a petiti011, pursuant

to sectioaa I07(h) and 109(b) ofCALEA. "woc that the Commission iniriate a rulemaking to

review the indus1rY "'safe harbor" 5tIIIdatcl. JeSTD-02S. The COT ecmtends that two provisioM

1 TIA is & ......1 II1lllftoia ItIde auoci.a- otover 9OO..u ..... IIIrP CIIIbI*Il. dlat provide
commuaieatiau.. iIdbnDadGI~ pradueIs. mIMf'iIAI. sYICIIIbIt dil&r'lbudclM JllYic:es and prafullonal
,e~ica ill die UIIiIId s... ... -.uu:t _ "rid. nA is acredked by Chc AInClriGIn Natioul SraDdIrds Insti&ute
("ANSI") to lsIue stIIIdardt tbr dle 1Ddusa'y.

APR-DZ~98. 13:51 From:STEPTOE, JOHNSON

Scctian 1.403 ofthe CamllllaiOll'! au..4' C.'.~ § 1.403, provida for n"-e ..d opporIUnil)
ror commenc ID rCipoaM to kin. flIM uMer..... 1.4Ql. S. fIlItJ Sections 1.405 and 1.40'.
47 C.1.ll §i 1.4Qj and 1.407. 1a Yiew or tile ".for tbI Cammillioa til fIIOlw 1beIe UftiqUoIy time-
seuitl\lc aad Iaapwt:ll1c l&MIU IIICI to .....aiM OCIIIIpliMoe tchedule UDder dCtioD l07CbXn 0'CALEA. TlA
requcllS rhat die CaIIIIIIlssktn proceed dirocdy CD issuInce of a Nodce ofPropoJed R.u1IIIIIkml iD response 10 this
PIUtioa Cot R.1&1cnsakifta. Authority far .uch .... i......ill s.:tiGft 1.3 of dI.lluJIs. 47 C.F.ll. § 1j, and
Secrian 40) ofdie Comnauaic:lCiona Ace of 191", as naded. 47 U.S.C. § 154(j).
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.",

ofJ-5TD-025 regarding "location" and "packet data" exceed tho scope of CALEA and.

therefore, render the standard cleficicnt. The COT also UZJcs the Commission to "reject any

request by tho FBI or other ISeftcies to fUtrher expand the surveillance capabilities of the

Natioft' c t81ecommUDic.ations systems" aJ1d to "find compliance wid1 Ute assistanCe capability

requiremeDts Dot reasonably achievable far equipDlCnt, facilities and sc:viocs installed or

deployed. after January 1, 1995, 8lld indefinitely delay implementation ofme statute, while

industry develops a narrowly Cocusecl standatcl"

On March 27. 1991, the Department ofJustice anci the Pedera1 Bwau oflnvestigation

("Far') tiled a similar petition. conteftdiDg that J-STD-02S is deficiat because it fails to include

n.lJ1C addlt1onaJ. survc:i11anc:c: features (coUoquie.1Jy mown as the t'puawstj that mdusuy aad the

privacy community had determined e'«:eed the K0J'e of CALEA. Th. Commission sboulc1lU:t

on both petitions and immediately imtiate a rulemakiDg to resolve these challenges and avoid

further delay ofimplementation ofCALBA.

The U1dust!Y standard. represeAtS a aoocS-faitb efton by industry to balance society's

compeanl i.r:t.tcrctts in pretel'Yini iadivictual privacy,1t1Qbaololical iDDovation aDd public safer)'.

Nevertheles~ the ongoinl dispute over wbctherJ..STD-a25 is cousistlllt with CAt.£A's

requirements bas delayed implementation of the Act by more thaD twO years. AceordiDgly. TIA

welcomca the Commission's resolution of this prolonged dispute.

It is importallt that the Commission act prompdy em the: pending pctjtiol1S. especia1lyin.

provic1ing manl.lfadurers with immediate luiclu.r:e repniinlJ their compnlDCe obligations. As

the Commission is aware. manufilctu:ren are cicvoting c:normoua CIIai"Mrin.l nsoW'Cti to build

-3 ..
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mmufact1.&rcn will hay. to modify their .olutioM. To avoid uuecessary waste of time.

literally ready to eater me code for the software programs necessary to implement pi11s cf J.

STD-02S. The existence of these cballenles to J..sm..Q2S •• seeking, altematively, dramatic

expansion and COmradiOIl of the standard - has created peat uncertainty about whether

APR-QZ-98 13:58 Fram:STEPTOE' JOHNSON ZOZ4ZSas02 T-3&0 P.09/35 Job-1Di

=ginceriDI resources and lose oppnt1.lntty COIta, as well as to avoid funhcr dda)'s in n:u:ctihg the

immediate .wdaDce from the Commission.

Bec:aus~ eYeD on an expedited basis, the Commission's substaativc determiMtion may

IlOI be completed for several months (or even by the October 25. 1998 compliance date), nA
requests that the ConuniJ,tloh immediately am1OI.mCC. at the bqiADiAg of iea rWllftnakina: 1) tha,

enforcement ofCALEA is slllpendecS during the pendeDcy af tbe Nlemaking (as CDT has

suglested) and. 2) that manufactums and cmiets will have a reasonable compliaDce schedule of

at least 24 months to develop, install and test the software aDd equipment a.ecessary to implement

the CammilSUm'1 final decision. Otherwise. manufacturers will coatin\le to have to devote

scarceen~rao~ to a solution that the Cammis.ion may lubuquemly modify.

In addition. TIA mommends that the Commission adopt, IS the FBI hu ",queued, an

expedited rulemaldnl 011 the subslance of the 1\\'0 petitions. AlUloI1Ih these petitions concern

complicated technical and lepl issues, TlA is hopeful that a comment schedule similar to that in

the CommiJsion':a recent Notice ofProposec1 R.ulcmakina (3o-day comment period and 30-day

reply period) will Or: suBioleftt.

Fi%1ally. IS a further means ofexpeditiDI this process. TIA sugau that - if the

Commission does determine that J-SlD.Q2S is cleftcieftt - theC~on identity tb.c speclflc

-4-
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capabilities it believes are rc:quirecl by CALHA anel consider remanding any c1etailec1, technical

standardization work to Subcommittee TR.4S.2 (the TIA standards aroup that inilially developed

1..s-ro-025 in QOOpcration with Committee T-1). This divisioll of labor would permit the

Commission to focus it! ~urc:es on the lela! question ofwhether J-Sm.02S must be modified

allow TIl45.2 to ensure that my moclificcl SWJdarcl is CODSistent with existinl industry protocols

aDd capable ofactUal implementation.

n. The CDIIIJDJlaiOll I.lllecUately SHald Sutpead laforc'.lIlt of CALEA Darial the
Plll....cy of lllltule.aIdDI

The Commission immediately should susp=cl cmforcemcm of CALEA duriDg the

pendency ofits Nlemakinl.S In SCetiOD 107, ConPls clearly anticiparid the pfoblems that

woWcl arise ifthe FBt did not agree with an inclustry stedard's implemcmation ofCALEA's

capabilitY requirements. The statute BJ'2Dts th£ Commission the authoritY to resDlve disputes

owr iDd,\IIU')' m.Ddard& aDO to set a comp1iaBce schedule for tramition to the final standard that

the Commission promulgates.' Until the c:urrcnt uncertainty surrounding 1-S1'O-02S has been

$ 5...,__ of••t..-twork, howev«. wilt not Itfict dle OftotOinI prtciq cffan blcw....
manufacNrm and tile FlL As dlelilecaauBuaicllionl iDdIuy hal iadtcI&Id in I rccIftt Ietwto the A=rney
0tntraL. ntinut'lcrunn .... CDIIJIIlilllCl &0 conIinuinl-..rei... S.1ener ftoDm MaIn. MIa F1aDiall\ (Prclideal,
TIA). Jay kitchen (PretHh:al. PIJwnIl CoInmwaicltSoftt Indusay AIIaciatiaa).lloy Neel (PtestdenL tJalced swes
Tclephcmc Association) me! Thoma Wbe~1cr (Pnaldcnt. Ce'hslar Telc:mnrnUDlcltioallncbal&ry AlSOCilctOft) to chl,t
Hononsble Janet keno (MIrch %0. 1991) aC*hcd U APl'Cftdbc I.
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resolved, manufacturers should DOt be requileci to devote enginecriDl resources developing and

implementing a standard that may be radically modified in the next few mollths.7

Because W modification in J.STD-025 coulci requile complex changes in a

manufuNrer'1I individual CALEA .oluwm, proceedine in the face ofthe cumnt challenges to JA

profit-making activity, and expose the companies to the prospect ofbavina to create several

venioDl ofits CAlEA solution.· This clearly would not serve the public interest. Even before

tho pcdinl petitions, lDIIlufaoturers were c:oneemc:d. about the inherent unemainty in working

to comply with a standard that the FBI bad repeatedly said it wouJd challenge. As a result, many

manufacturers bav. been cautloU5 about proc:c:c:cliA& put reatUrCI specification development into

sc:tual implementation.

Ifa .schedule for U'JIDSitioD to 1he revilCci staDdard it not provided by the COmmission and

mIIlufactuters are required tocOfttinuc to develop CALEA solutions duMa the pendiDg

rulemaking. the various mmufac:tun:rs' CALEA solutions will risk beinl incompatible with each.

other. System iDcompatibllity i. aD eDOmunJI risk for &el'Vil:e proViders. manufac:tun:rs and the

I~ 1M A....-yw.a..llu...... u muds in IMr rccarlaIim~belen dre Hause
Appropriations SubcOllUlliall fat C....., JUIticI, Stare_ die Judiciary. 1n hlrtestimoay, '" AtlDrney
aden! ..... _ iD ......._, laJ&ia&feD aflhil N .......wautd DOIIPDM tbI;;ampllancII_ by Illl111: 24
muatbJ - far It It..sb.1DOIIhs duriD&........y ofdie Com.illian'l NYitw and fbi' at teut ID addhional II
moncbs Itt. lb. COIIIIII.... i.... 1Is final dlets_ to allow iadusay to build uad iIwall the 1q1lipmIBC MCess¥y
to compJy \Vim the CoaIlDiUian'S dItann.... 1M Taamony oftbe Aaomcy Oll'ltdl bcfon eM Ho",.
Appropriations Subconuftktn tor Commerce. Stall. Jusucc. the JllCliciltY lila Ile1Itcd Agencies (FlanJar)' 26.
1991).

Daipl or rhe satlwan lIIel bIrdwIre neceaary to impiement eALEA. capUilida is very I.bor
Intenswt. As die e....__ ia welt aware, the telHomauwcatiGfts iIIcIuIaY is aaial dIroulh • eaorDlous growth
tbaI hIS SIrIintd the pool for taln1ld enaan-n. 1ft addition. cbtrt Ire scvenl eHhM' prealne tldlDiall..",es - such
u y .... 2000 ("Y2K") ...,li-.. - chat threMen reliability ptablems in the ftllWOrk if IIDt resolved il'l a timely
nwmer and compete tor these .scarcr n:souJ'aJ.
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con:m:UmicatiODS service ("peS") providers' networks ftequettt1y intermix various

manufacturers' telephcme netWork elements. Thus, sWldards-based, compatible solutions are

critical to ensure that weh devices are fully int=operable.9 Failure to ensure Ul1ifonn

government As the Commission is aware. local c&hanp, cellular and personal

1-360 P.12/35 Joa-3D32Q242939I1ZAPR-DZ-S& 13:59 Fram:STEPTOE, JOHNSON

frustraled Wiretap service. Rushinl to cobble together disparale qiDeering solutions to avoid

en.forcea:Dent aetions is sure to injure everyone.

Thus, the Commission should provide manufacnuers with immediate guidance so that

they will not have to make essentially Uftvocable enJitaeerins choices until the CDmmission

nt Til, Co SIa••ld Eltaltllllt, at tile ........ of III a.....IdaS. A
Reuo Complluce SC....... ofat LIMt 2. MOIl" fro.. tile D....rtbe
e ia.·. Flu. Dccilin lor lad...,. tI a_lid .ad DepIo7 tile Eqaipmeat lad
Software Nee...." to lmplemdl tIIa. Decltioll

Under section l07(D) ofCALEA, tbe CommissiOll is required to "provlde a reascmable

time and cODditions for complimce with and. trlDSitiCD to any new studarcl."IO As the

9 11aiI fIct w. ,.......ized by COIlIfBI ia craftiq CALEA eo provide rJw IndusIrY (1Dd not
&OVemftllftt) dec_ *flit.. iI fa be JII'CW- to lIw cnfoncment. nau. die stII\IIa 11 duipcd 10 petIIllt induIDy.
nat law eatol'CllDlDt CO pia......harbor.....far CALIA capabilitY. 1M law also cll11t)' provides that
cmJy such IOcall idelta&iDI i.nforInaIioal' thai mlftllf'actuJ'ln hid dtaDlt!v. eqiDIInd iDIO their devices must be
provided to II. tllfarallllDC, aDd only Ifltsat data is rlllOMbly ~.ilabl. to be Qncred.

10 S.cdoD 107('0) allow. lOa~ernmcnt qeacy or anyods« pelSGll" fbll btU."•• tnt an inQIISU'Y
standard ~ deiloiell' to

"'petition the Commisslaa to ..tabUsb.~ rule. lIChftical requirements or JWldards dill ­
(I) ......MI........ eapdiU~~ ofsecdoD IOJ by cost effective 1MIbodI:
(2) protee:t tbt pri~ IIdllCurity ofcomlllunlnliau ftGl autharizId b) be intercepted;
(3) lftiDimia rM eon afsuc:b conapliance 011 raidcnIia1l'a11PQerS:
(') lerve dle ;K'Ue~af'dlr United Sraras to encoun,. the pnmlion af IU:W tedinologi_ aDd Jerviees to fbe
public; and

(Continued. ... )
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an inabilitY to provide any son of test bed or other facilitY agaiDst Which manufacturers migbt

test proposed solutiollS, the prelcess could euily take longer. 12

Commission is awIre, software development ettcns for dlgitaJ telephDny =hancemenrs require

approximately 24 months ofrel;earch anei development time for manufacturets. In addition.

T-360 ? 13/35 Job-3D!

manufacturers (working wich their carrier custOmers) rcquin: scvaral mOte months

(approximately 6-12) to~,meit equipmem facilities aDd selVices to acc:~ the new features

and to test the implementation. II In t11e pn:scnt sitwllicus. whc:rc Law Eaforcement has eXl'Nned

APR-Q2-SS 14:00 Froll:STEPTOE' JOHNSON

(5)~idI a l'IIIOMbie diu _ c:oncacians !Dr~ 'Midi IDd -.aftlOG co Illy MW RIIIdIrcl.
inclucliD, defllliq m. obli,arioDI ofmlecommUlllcatians c:Il't'icn unGtr sccUon 103 clwiIIa any trlftsitioll
4'Irtad."

CA' .... i 101(b); 4' U.S.C. , lDM(b).

In --.icllrina wbat couciuoI". tIUODable limen for camplilnct, tbc CommissiDa mould
examine the otbar fIctors aet fonts ir, scctian l07Cb). For .-p1e.lfpnued fA zceltrIte dicit do'lclapment wi
lmpJMteaeadoft MfMduJe to lest _. ftKt )'ftIS. muulacNrtlt would nat be _Ie to mar die ...1stIace ,apabillty
hlqWtemellU by lbe moJtcoSHfl'ec:live mechods. II required by section l07(b)(1).

SlIIlilirly. II!)' lacwlld CDSU sUftind by JDlbUtKlUrm In IllelDPdnI to satisfy dlo
Co_inion's flDaJ deterllliUd_ ill leu lII• ..,Jan woulcl inlYiIaWy be pIUICl to CIftiIrs who (d.epcndirlg on
wbeth.r rfte)' were rtiatbuned by !beacw->*oukl be forcId to put the casli aloft' to the raflplY'fS - a
,...ult dlncti>' ct:llnnr)' to the aoal 0 f miIWDizial Chi com ofcompliance on rcsideaUa1 ratcpay0 $CIt rorthln
Scctjon 101(b)(2).

FinlUy. fonriq -duI1rr to ....CAl-SA compjWII ill undIr two )'11II would IlOC scrvt "'tbe
policy ofw United Stares to IftCGUrap rhc provision otnew teebno&osia and services to me public." u lIftornsou.s
amounts of time mel tJaliDecrial m,uspower adlINilllIIqriaytd ia die prcwision ofsw;Ia desirabJe technoJocies to
the publig wau!d have 10 be dediaJ.!d 10 SIlilf'llDl1he Coaunillian's £mal c1eterminllioD.

I' SM T , of MaIdIew J. FlinJau (Praidllnt. l'1A) before !be House Judkitry Subcommittee
on Crime (Oem" 23. 1991) aDaCbld • Appendix 2. $.0110 TIA Cammcn• .acl Reply Coaunents In the
CoauniMiGft'• ......c",'-'riel. t,l die MIller ofColftlll&&nicaliolls AniltaMe ror Law Enforcement Act. CC
Docket No. 97-213. FCC 97-356-

S~. ill dw 1m,....."'"paletU"" to CGbp1IIIGIl March J, 1997. dI- FBI
u\cnawiedae rbat staadard illdUIDY pnajc:e rtelUirII.1caIt IlxIllOlliU otsystem eapneeMl fbUowcd by an
IdcUUona& 12 monthl of ealinetrill~dev,loplMtd.fan new fa&uru can eYCll blain ta be relcued tD carrier­
cU&tolllen. CanunwtJcarioas Asslacaace for Law Enfaft:....Dt Act (CAL.EA) Implementation PIli. FBI. an .to n
(March 3, 1997).

11 Del" illduSU)" s Iepeac.d l'eqUISIS for $UC~ int'ot'mAdoa. 1M FlJ SIill has nor icMndfi,d the rhltd-
party ~cndor who Is \a build 1" collection "baa" and wheft MaCh • col1acrian da¥ice wo-alcl be .vallabl. for interface

(Continued .•. )
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Obviously, becl1118 manufacturers have already bepn work tOWIrG imp!eutel1Ung J­

STD-02S, ciepeAding on the extent to which the: Commission leaves J..5TD-025 unmodified..

incLustrY would 'not require the ordiDlry 30-36 months to develop and install software and

equipmen.t col1listant with the FCC's final ~termiDaIion. Howe'ler. as the CommiSSion. is well

awaN &om its recent Notice ofProposed R.u1tmalciDa. l3 because of rcgeuab1. delay; in the

iDdusu'y staD.dards prac:ess (because ofthc on-goiag clisputcs over CALEA requirements) and the

publication oithe FBI's tiDal capacity DOtiee <well beyoDci the elate Congress had anticipated). a

twa-year BXCensioD ofu. cOl1ll'liaDce date is a1tcady necessary.l' IndcecL even the OepInment

of1UStice hIlS recognizecl that an exteftSion will be DeCaSary, given awwf'aetu:ers' current

antieipatecl deploymen.t schIclWes. IS

AccordinllY, the Commilsion should establish a reasonable camp11aace period of at least

24 momhs for industry to develop uui install the software and equipment necusary to implement

the Commission's &Ial decisio~ irrespective of what that determination miam be. This

c:ompliance period is coDaistem with normal indusuY plKtice as well as the Attomey General's

recent test1mony before the Hou.sc Appropriaciotul S\lbcornmittee for Commerce. State,lustice

teItiI1I with m8ftuf!l&:rurtrs·.soludau. TL\ wauJct &UP chi Coaunislioft to U" dlt, "demlkinc as aa opponun.it) 10
obfafa thi. critical ifttomladoa haL r.U FBI.

13 111 d1c Mauer ofCaaununlclcioas Ass'suncl for Law Enforalllent Ac:r, NaciCe of Prapased
Aul....lIk.Ia.. cc Docka'No. "..:213, FCC 97·356 <ralaUd Cd. 10. 199'7).

If s.. "'&. the INIItraua CoauMnts and reply Comn1IftCi filed ill die COIbIDiUioo's IKIII1t~ID
ofProposed Rulematdq. inclueWsa: COInDlftll of the AmericmCi~ULiberdn Uftioa.lC"'IO; Reply COIbft'letib of
Ike Al'fteriolln Civtl LiMrtieI U.... 1l S.lO~COIIIftltnti orthe Ubited sa.sTelephaac ASIOOIAdOn. at 13.14; ftopJy
COIIIlMftts atme PerlouJ COIIUIIUniclCioas ladustry AsIColc:lation. 115·7; Repl~ Comments of the
TelecOllUftunlcation. ladulay AuoeiariaD. at "',.

JotDt h"boB fbr ~eclilecla.a~. '1~ CClllUDUOicationS AsailCiftce for L.aw
Eatbrcemenr Act (CALEA) ImpJem.ratian tbpart, u 15" AppeadJx B(JIIPIW) 26. (991).
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that compl1an~r: for such imNstric:s will have to De poatpooecol Wltil after compliance for the

wi.teline, cellular aDd pes industries has been resolved. As. result. the Commission should

and the Judiciary. wh.te she estimated that industry would require at least 18 months to build the

c:quipment and software aecessary to confonn with the Commission's fmal decision. 1&

2024293902·

nA therefore resp=t&lly SUIPts tbal allowing industry rwo ycms to achieve capability

compliance &fter me pramulptioll of the new lundard is a ree.sonable schedule. By promptly

aDI1OU!lCine that the October 25. 199. eompUaDce dare has been tul1ccl aDd that iDciusuy will be

Finally, tbe Commission's extension shou.1cl aGdzeu tbe IlWDel'OUI incluatri_ (e.g.,

paginl) for which IlIither capability cor capacity requirements ha~e Deen I:stablishc:d. Both 1­

S11).025 and the FBI's recently released Final CaplChy Notice only address wirelille, cellular

and PCS providers.1
' Indeed, JeZlior offlcLl.1s ofboth the DepanmCllt ofJustice and the FBI have

recopi_ that. bec:ause of resource constraints, the FBI has not focused on other industries anG

provided with a~ least 24 months to comply With aD)' fiM1 dcc:isiol1 it may reach., the Commission

would pennit both itself aDd indusuy to focus mourc:c:s OA expeditious resolution of the cUttc:nt

petitions, rather than the bWldreds (IfhOt thousands) ofsepat. petitioDS for extension ofthe

compliance date (under section l07(c» which inclusuy is already preparing.

I' ..T..~ ofebe AftaftIC)' oe.r:u btfote the Houle Apprapriaticms Subcommiaee for
Commerce. State. Jusdn. the Jud~ ID4 bLtatd AJflICi.S (Felsru8) 26, 1991).

L., S. ImpJllMnaldon of 5ccDon 104 DCttle Camm\lllialiDltt AssisWIce for Law Enforcement Act.
fBt, dJ Fed. ~. l~l', l22aO (Manh l~ 1901) (MEhla Final N.... ofClplCity should be vieWeelas the flrs'
phul .ppUcab'. to rellCOIIIJIIUIIM:aIiaas CIIfiIn of&rinS scmces tDlllI'C ofmOlt iauIIcdf.te C:Q~1f1l to law
cnttnanat - that la, au. ..I......~ ..m-a DfFeriftt Iaca1 eub""'P servtca IIWl cuWn conuncrcial
mobile radio JI~Ic:r:s, specificl1l1 c.llullr _rvict IUId pmonU conuaunicatiOftI service.j; JDiftt Pedtioll for an
8apeclJW Rulaa..... b)o the 0.,......ofJ.... and '''raJ Buteau "fltlvesdatiOd.~ 3 (flied March 27, t991)
(incii'*l that j.STD-02S only applies CO wnUn.. cellulv aDd PeS earricn).

APR-02-!8 14:01 Fraa:STEPTOE' JOHNSON
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ensure that the new compliance schedule extends to mmufacturm ofall telecommunications

equipment. not just those CXJ)licitly covered by I-Sro.Q2S.

IV. Tbe Co.."'ioa AHIei EatabUM •• Ea....1ted SeW..... tor Addrnaial the
Compllclted Tecla.leal ••d Lepl billa Railed by TIl••PetittODl

All parri.s involved mthis dispute would prefer as expeditious ofa dltennination as

polliole nom t:he Commiuion. AccotdinI!Y. TIA aaees with the Deparan.enr ofJustice's

request that tbe NJemakJq be pIKed 011 public aotice II SOOllI8 pouihle.

As mentioned above, TIA urps the CommisSioEl to aJmOUDCe at rhe bqinDing of its

rulema1cinl that: 1) compliance with CALEA is suspended during me pendcn;y of the proposed

mlemakiAg. and 2) that mdusay will be provided at least 24 m=rhs from the Commission15 tiDal

de~tion to desian. develop and iDsta11 the software and equipmeZLt necessary to implement

the Commission's decisioD. TIA abo requests that the Com.I!Ussion IIU10UDce a ,omment period

similar to that adapted by the Commission In Its previous Nodce ofPropotecl R.u.1cmakinl -- with

an initial 30 day comment period mci a subsequent 30 days for reply comments.

As the COnmUSs1on is weU awarc, these petitions CODCem complicated tedmical issues

that are DOt alwayS easily CODVey«t in writiDl. Thus. nA'. members are Willina to make their

engineers avai1814t to da. Committion ,Wfin any additional fonun that the Commission miaht

ctesire.

V. Sbould tbe Co.· Detenliae duat J.STD-025 II Dtftcieat, It Slioulel ReaI.ad
lUIy THIlaalltud tlOD Work to nt....S.J

In me event that the Commiu\on determJnes that J·STD~ must be modified. nA
SUISr:st5 that the Commissioll remand any technical standardization work to me subcommittee

• 11 -
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II

that oriJinaUY crested the stII1dard - TR.-4S .2. DeleCatioll to TR.4S.2 would permit the

Commission b) focus on the lep.l qucstiOD ofwh8ther certain features must be added or removed

1mm J-5TD-025 and avoid expending resources creaml tecbnical specifications for any such

modificati~. Deleptioll to TR..4S.2 would alta allow that subcommittee to ensure that any

moeWieations .. hatmOlSious With cx1SUDIlndustry protoc:ola u well as tha new Lawfully

Authorized E1e=onic Surveil1auce ("LAES" protocol, created by J-Sm-02S specifically to

iD1l'lemCDt CALM.

On remaDd, me Commission should provide both: 1) detailed JUidlncc ofany

modifications it bas decided must b. made iA 1-5TD-02S and 2) a rasoMbie deadline for the

subcommittee to complete its work (with aIllIJ'Propriate M;US=-nt of'tbe compliance date).

The Commission could also consider usjpina a staff member to panietpalC In the ~cedin!s.

Dependina on the number and technical complexity of any modifications, 11A would suggest a

Ott. year·deadliM for the subcommittee to publish any modifieatioDS,11 with industry required to

comply With the modified HU1danl within 24 months.

VI. Co.cla.1oa

m i. proud ofthe hatd work aJKi aooc1 faith efforrs made by the members of

subcommittee 11t-4S.2 aacl Committee T·1 in esIIblishing I.STD-02S. The members ofthese

bodieJ teprescDt some of the finest system and desip enameen in the world. For more than two

yean they wQrked clo..1" with law amorcement to develop a standard that acbicYed

A one,,)'_ deldliAe is ~iJIat wilb IbIlChedWe IdapIId tor rbe CUI'I'IIlt Ea.baDc1d. SUrveilltllc.
Sef'\licQ stIDd_ projecr. 1'\11 projlct. whid WII iniClacld ill Jlauary. Is schedWecl to 1°10 ballot b)I J_wwy
1999, widt a flnll publiell10ll data 1ft AprUl999.
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Ccmpasiouliatelt:aMI provided ac:aret\1l batlDCC bItweeIl SCldety's lIltIIest inpreservtDg

indiviclua1 pri~, taehDalopCII inaovatiOl1 and law eDforcemeAt's ability to execute COLIn-

ruJcmaIdaa, aad to:

1. suspIIId~ ad7iee...afCALEA YDtil tile pramulptiOll of
the commIMioD" fIul~ of'tbiI di8puta;

2. esUlisb., at *be bqinnin. of its N1IID.ktaa, • NItOa.bIc compliaMe
scbldulc afII last 24 IDOIIIba for iadu.s1Iy to de¥c1op lad iIastal1 the
sa~ IIId equiplDCllt....." to imp1emeat the Cammissioa'5 fiDal
detmDiuticm;

]. estabUsIl. expIdl_1Cbedulc far IdcIRuIAItbe oompJiaatecl tee1Wc:.al
aDd Ie,,, iJaueI taiSICI byu-e petitiOCll; ami

4. sbDulcla. CoIIImi" cIeeenDiae that J-sTD-02S it c!dlciau. remand lUly
tedmical stIDdardIutioo work to TR.-4S.2.

StnII't It". saar
TbnmuM....
J M.T'"
L inBd ....
SteptDe.,••".LLP
1330 CoImectiaaI Avaue. N.W.
Wuhiftatoa, D.c. 20036
(202) 429-1000

CtHIAIli/or J7A

Apri12, 1997

T ..., tioll
Ora Seitl'ert,

0iNct0roCOcmmmeat RcladoDl
Maftbew I. ,ImiPD

PNIident
120. Peusyl...IDiaA~N.W.
Sui1l: 3 U
WI.IbJDp)A, DC 20004
(202) 31]-1483
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