
Application Fee";
(5) in section 9(f)( 1), by inserting before the second sentence

the following:
"(2) INSTALLMENT PAYMENTS. -"

(6) in the schedule contained in section 9(g), in the item pertain­
ing to interactive video data services under the private radio bureau,
insert "95" after "47 C.F.R. Part";

(7) in section 220(a) -
(A) by inserting "(1)" after "(a)"; and
(B) by adding at the end the following new paragraph:

"(2) The Commission shall, by rule, prescribe a uniform system of
accounts for use by telephone companies. Such uniform system shall
require that each common carrier shall maintain a system of accounting
methods, procedures, and techniques (including accounts and support­
ing records and memoranda) which shall ensure a proper allocation of
all costs to and among telecommunications services, facilities, and prod­
ucts (and to and among classes of such services, facilities, and prod­
ucts) which are developed, manufactured, or offered by such common
carrier.";

(8) in section 220(b), by striking "clasess" and inserting
"c1as~)es";

(9) in section 223(b)(3), by striking "defendant restrict ac­
cess" and inserting "defendant restricted access";

(10) in section 226(d), by striking paragraph (2) and redesig­
nating paragraphs (3) and (4) as paragraphs (2) and (3), respec­
tively;

(11) in section 227(b)(2)(C), by striking, "paragraphs" and in­
serting "paragraph";

(12) in section 227(e)(2), by striking "national datebase" and
inserting "national database";

(13) in section 228(c), by redesignating the second paragraph

(2) and paragraphs (3) through (6) as paragraphs (3) through
(7), respectively;

(14) in section 228(c)(6)(D). by striking "conservation" and
inserting "conversation";

(15) in section 308(c), by striking "May 24,1921" and insert­
ing "May 27, 1921 ";

(16) in section 309(c)(2)(F). by striking "section 325(b)" and
inserting "section 325(c)";

(17) in section 309(i)(4)(A), by striking "Communications Tech­
nical Amendments Act of 1982" and inserting "Communications
Amendments Act of 1982";

(18) in section 331, by amending the heading of such sec­
tion to read as follows:

"VERY HIGH FREQUENCY STATIONS AND AM RADIO
STATIONS";

(19) in section 358, by striking "(a)";
(20) in part III of title 111-

(A) by inserting before section 381 the following head­
ing:

"VESSELS TRANSPORTING MORE THAN SIX PASSEN­
GERS FOR HIRE REQUIRED TO BE EQUIPPED WITH
RADIO TELEPHONE";

(8) by inserting before section 382 the following head­
ing:

"VESSELS EXCEPTED FROM RADIO TELEPHONE RE­
QUIREMENT";
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(C) by inserting before section 383 the following head­
ing:

"EXEMPTIONS BY COMMISSION";

(D) by inserting before section 384 the following head­
ing:

"AUTHORITY OF COMMISSION; OPERATIONS, INSTAL­
LATIONS, AND ADDITIONAL EQUIPMENT";

(E) by inserting before section 385 the following head­
ing:

"INSPECTIONS"; and

(F) by inserting before section 386 the following head­
ing:

"FORFEITURES";

(21) in section 410(c), by striking ", as referred to in sections
202(b) and 205(f) of the Interstate Commerce Act,";

(22) in section 613(b)(2), by inserting a comma after "pole"
and after "line";

(23) in section 624(d)(2)(A), by inserting "of" after "viewing";
(24) in section 634(h)(1), by striking "section 602(6)(A)" and

inserting "section 602(7)(A)".
(25) in section 705(d)(6), by striking "subsection (d)" and in­

serting "subsection (e)";

(26) in section 705(e)(3)(A), by striking "paragraph (4) of
subsection (d)" and inserting "paragraph (4) of this subsection";

(27) in section 705, by redesignating subsections (f) and (g)
(as added by Public Law 100-667) as subsections (g) and (h);
and

(28) in section 705(h) (as so redesignated), by striking "sub­
section (f)" and inserting "subsection (g)".

(b) AMENDMENTS TO THE COMMUNICATIONS SATELLITE ACT
OF 1962. - The Communications Satellite Act of 1962 is amended.­

(1) in section 303(a) -
(A) by striking "section 27(d)" and inserting "section

327(d)";
(B) by striking "sec. 29-911 (d)" and inserting "sec. 29­

327(d)";
(C) by striking "section 36" and inserting "section 336";
(D) by striking "sec. 29-916d" and inserting "section 29­

336(d)";
(2) in section 304(d), by striking "paragraphs (1), (2), (3),

(4), and (5) of section 310(a)" and inserting "subsection (a) and
paragraphs (1) through (4) of subsection (b) of section 310"; and

(3) in section 304(e) -
(A) by striking "section 45(b)" and inserting "section

345(b)"; and
(B) by striking "sec. 29-920(b)" and inserting "sec. 29­

345(b)"; and
(4) in sections 502(b) and 503(a)(1), by striking "the Com­

munications Satellite Corporation" and inserting "the communi­
cations satellite corporation established pursuant to title III of
this Act".

(c) AMENDMENT TO THE CHILDREN'S TELEVISION ACT OF
1990. - Section 103(a) of the Children's Television Act of 1990 (47 U.S.C.

':It:



303b(a)) is amended by striking "noncommerical" and inserting "non­
commercial" .

(d) AMENDMENTS TO THE TELECOMMUNICATIONS AUTHORI­
ZATION ACT OF 1992. - Section 205(1) of the Telecommunications Au­
thorization Act of 1992 is amended -

(1) by inserting an open parenthesis before "other than"; and
(2) by inserting a comma after "stations)".

(e) CONFORMING AMENDMENT. - Section 1253 of the Omnibus
Budget Reconciliation Act of 1981 is repealed.

(f) STYLISTIC CONSISTENCY. - The Communications Act of 1934
and the Communications Satellite Act of 1962 are amended so that the
section designation and section heading of each section of such Acts
shall be in the form and typeface of the section designation and heading
of this section.

SEC. 304. ELIMINATION OF EXPIRED AND OUTDATED
PROVISIONS.

(a) AMENDMENTS TO THE COMMUNICATIONS ACT OF 1934. ­
The Communications Act of 1934 is amended-

(1) in section 7(b), by striking "or twelve months after the date of
the enactment of this section, if later" both places it appears;'

(2) in section 212, by striking "After sixty days from the enact­
ment of this Act it shall" and inserting "It shall";

(3) in section 213, by striking subsection (g) and redesignating
subsection (h) as subsection (g);

(4) in section 214, by striking "section 221 or 222" and inserting
"section 221 ";

(5) in section 220(b), by striking ", as soon as practicable,";
(6) by striking section 222;
(7) in section 224(b)(2), by striking "Within 180 days from the

date of enactment of this section the Commission" and inserting ''The
Commission";

(8) in 226(e), by striking "within 9 months after the date of enact­
ment of this section,";

(9) in section 309(i)(4)(A), by striking "The commission, not later
than 180 days after the date of the enactment of the Communica­
tions Technical Amendments Act of 1982, shall" and inserting "The
Commission shall,";

(10) by striking section 328;
(11) in section 413, by striking ", within sixty days after the taking

effect of this Act,";
(12) in section 624(d)(2)(B) ­

(A) by striking out "(A)";
(B) by inserting "of" after "restrict the viewing"; and
(C) by striking subparagraph (B);

(13) by striking sections 702 and 703;
(14) in section 704 -

(A) by striking subsections (b) and (d); and
(B) by redesignating subsection (c) as subsection (b);

(15)in section 705(g) (as redesignated by section 304(25)), by
striking "within 6 months after the date of enactment of the Satellite
Home Viewer Act of 1988, the Federal Communications Commis­
sion" and inserting "The Commission";

(16)in section 71O(f)-
(A) by striking the first and second sentences; and
(B) in the third sentence, by striking "Thereafter, the Com­

mission" and inserting "The Commission";
(17)in section 712(a), by striking ", within 120 days after the ef­

fective date of the Satellite Home Viewer Act of 1988,"; and
(18)by striking section 713.

(b) AMENDMENTS TO THE COMMUNICATIONS SATELLITE ACT
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OF 1962. - The Communications Satellite Act of 1962 is amended ­
(1) in section 201 (a){1), by striking "as expeditiously as pos­

sible,";
(2) by striking sections 301 and 302 and inserting the following:

"Sec 301. CREATION OF CORPORATION.

"There is authorized to be created a communications satellite cor­
poration for profit which will not be an agency or establishment of the
United States Government.

"Sec. 302. APPLICABLE LAWS.

"The corporation shall be subject to the provisions of this Act and, to
the extent consistent with this Act. to the District of Columbia Business
Corporation Act. The right to repeal, alter, or amend this Act at any time
is expressly reserved.";

(3) in section 304(a), by striking "at a price not in excess of $100 for
each share and";

(4) in section 404-
(A) by striking subsections (a) and (c); and
(B) by redesignating subsection (b) as section 404;

(5) in section 503 -
(A) by striking paragraph (2) of subsection (a); and
(B) by redesignating paragraph (3) of subsection (a) as para­

graph (2) of such subsection;
(C) by striking subsection (b);
(D) in subsection (g) -

(i) by striking "subsection (c)(3)" and inserting "subsection
(b)(3)"; and

(ii) by striking the last sentence; and

(E) by redesignating subsections (c) through (h) as subsections
(b) through (g), respectively;
(6) by striking sections 505, 506, and 507; and
(7) by redesignating section 508 as section 505.

Thomas Foley,
Speaker of the House of Representatives.

Albert Gore,
Vice President of the United States and
President of the Senate.
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Strike out all after the enacting clause and insert in lieu thereof

the folloW'iq:
8C'I'ION I. iN '&a:"'hON or DIGftAl. AND 0'I'Dll COMIIUMCA110NS.

(a) IN GDI'DAL-Part I o( title 18. United Sta~ Code, is amendlcl by inseftinc
after chapter 119 the (oUoW'inc new chapter.

MClIAPTEIll....TELECOMMt1NICATlONS CABBIER ASSISTANCE TO
THE GOVEBNMENT

Mr. BIDEN, from the Committee on the Judiciary,
submitted the following

{To accompany S. 2375. as amendedl

The Committee on the Judiciary, to which was referred the bill
(S. 2375) to make clear a telecommunications carrier's duty to co­
operate in the interception of communications for law enforcement
purposes. and for other purposes, having considered the same. re­
ports favorably thereon with an amendment and recommends that
the bill, as amended, do pass. .
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~503. Sotlc.a of eallaC"y 1"Iq"."'.loL
~604. System. MC\Inty ana ,ntat"".
~505. COOpe"C1~of 1ll"llllDell\ 1D.."i_IIft" lLDfi 1l~." (f/ telecD_"nlClluonl "11110" _","c.a.
-~tiOe. TtcftnlCal 1"Iq".relll.". an4 ~aa.a.raa;UWll_ (f/ ClllIDD~C.Qate.
~501 Enforcem.n, ora.....
~601. PlYlDen, of c:c.te of teiealatatllll.c:a'lOCIa earn....

.., 2801. nennitioD.l
"ral DEnNITIONs.-ln thi5 chapter-

·the terms defined in sect10n 2510 have. respectively. the mearungs stated In
that section.

~ ·c3U.identi{yi11l information'-
" A I means all dialing or signalling information that identifies the onetn.

directlon. desenation.or tenmnatlon of each cODUnurucauon generated or
received by the subscnber eqwpment. facility. or Hrvtce of a telecommuru·
cauons camer that IS the subject of a court order or lawful authonzatlon:
but

"IB) does not include any information that may disclose the physical loca·
tion of the subscnber •except to the enent that the loeaeon may be deter·
mined from the telephone number).

.. 'Commission' means the Federal Communications Commission.
• 'government' means the government of the Uniteei States and any agency or

instnlmentality thereof. the Distnct of Columbia. any common....alth. temtory.
or possession of the United States. and any State or political subdivision thereof
authonzed by la... to conduct electronic surveillance.

·'informaeon serviee.'-
"f Al means the otrerioc of • ~pabiliJrj~or geDerati~g. acquiring. storinl.

transforming. praceulll4. retneVlOC. u OC. or makilll available infonna.
tion via telecommunicaClons; and

"f B) includes electronic publ.i.shi.Dc and electronic metsaring semen; but
"rC) does not iDdude any capability (or a telecommUDlcauons carrier's In­

temal manapment. control. or operation of its telecommurucations net·
wore.

.. 'telt1COmD1unicatioaa support services' maDS • product. software. or service
u.Md by a telecommunications carrier (or the intemal signaling or switching
functions of its te18C101D11lwUcatioaa network.

.. 'te1ecommunicatioaa carrier'-
"fA) means a penon or entity eappd ill the transmission or switching

of wire or electraDic COIIUDUDicatioaa u a common carrier (or hire 'withln
the meaDing of section J(h) of the Communications Act o( 1934 c47 u.S.C.
153th)));

"l B) includ__
..(i) • perIOn or entity enppci in providiDI commercial mobile SImee

IU de6.neci ill IeCtiOD 332(d) of the Communications Act of 1934 147
U.S.C. 332(d»); or

..(ii) a penoD or entity enppd ill pnrridiDc win or electronic com·
municatiOll 1Wit.chiDc or tnD81DjuiOQ Ml'Yice to the estent that the
CommjMioQ ftDda that such MI"Y'icIe is a replacement (or • substantia!
portion oftbe local taJe1tbone ach'D" terrice and that it is in ~e pub­
lic in-.t to ... IUCh a penon or entity to be a telecommumcaeons

. carrier forp~ or thia Chaptar: but .
'"(e) .. DO& j....... penoaa or entia. i.n.IoCar as they are enpled In

providiDI iDtormaaoa III'YiCBL..,-.~_pal». requireaea"
'"(a) CAPABIUIT~~ u pnrrid.a in~na (b)•.(c), and

<d) or thia MCtioI1, aDd IUbjIct to -=tiOD 260'7(c). a &.e1ecDmmumcauons. camer shall
eaaun that ita Mni.. or fMili_ that pmi_ a c:uRoIMr or subIcriber WIth the
ability to onemata. -..ma... or clinct COIDIDUllicatio. an capable of-

'"t 1) expe4it:iaual,. --tiDe aDde~ die~nt~~ to. the
emUlioD of anJ odler aamUDicatioM. aD. win &ad ~DIC COIIIID~t1ons
carriecl bJ die cun.. widWa a ..me. ... to or from. eqw~t. f~~. or
servic. of a I1IbIcribir olllUda cam. caacurnndJ With tUir tz'aDI!"'~ to
or ftom the sublcrib.r. Mnie-. facility, or equipmat or at such 1&_ tuDe asma, be ~cabia to the~t; --I"d .

'"(2) ...,.ait:iaual, --tiIII aDd eMhliac the """"'._ to ... ~·1 enU-
fYinI imormatioa that is ..._.h\,. a..jl.Ne to the carner-:-.. .

..(A) before. duriAI. or immediately ..,... tba tnD81DI'.OQ of a WIre or
electraaic COJIUDunication (or at such later time u ma, be acceptable to the
government); aDd -
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"/Bl In a manner that allows It to be aSsoclate<l Wlth the c:ommuruc:atlon
to whIch It pertall15,

except that. 'N1th regard to Infonnauon acquired solely pursuant to the 1u~hor.
lty lor pen reflsteMl and trap and trace aevtcn I as defined In !eetlon .J 1:27.
such c:ail·ldentlfymg InfOrmatlon shail not Lnclude any tnfonnatlon that m3~
disclose the physlcal locatIon of the subscnber f except to the extent that the io.
catlon may be detennlned from the telephone number ':

"13\ deHvenng Intercepted commUnlCatlons and caU·idenuMng tn(onnauon to
the government Ln a fonnat such that they may be transmated by mean! of ia­
cllitles or services procured by the government to a lacatlon other than the
premlS.S of the camer: and

.• ! 4) facHitaung authonzed commuNcauons tntereepuons and acc.ss to caU­
ldentlfying informatlon unobtr.lSlvely and wlth a mllumum of interference WIth
any subscnber's telecommurucatlons 5ervtce and tn a manner that protects-

", AI the pnvacy and sec:unty of commurucatlons and call·Ldenuf\1.ng In·
fonnation not authonzed to be tntereepted; and .

", Bl information regarding the government's Lnterceptlon of commulUC3·
tions and access to call·identlfying lnfonnation.

", b I LI~ITATIONS.-

"( 11 DESIQN OF' FEATt.;US ...."'0 SYSTEMS CONFlQl.'RATIONS.-This chapter does
not authonze any law enforcement agency or officer-

"1 Al to reqwre any speafic delign of featuret or system configurations bI
be adopted by provu:lers of wire or electronic communicatlon sernce. manu·
facturers of telecommurucations eqwpment. or provtders of telecommuQl·
cations support 5el"Vlces: or

", BI to prohlbit the adoption of any (eatUre or HI"VlCe by providers o( Wlrl
or electroruc commUNcauon Sll"Vlce. manufacturers o( t.lecommun;cauOltil
eqUipment. or providers of telecommunicauons support servicel.

"'2) ISFORMATJON SERVICES: PRJ'VATE SETWORKS .ViO 1l't"TERCONl'IiECTJON SERV·
ICES .~"'O FAC1LInES.-The reqwrements of subnetion lal do not. apply to-

"r AI information services: or
"(8) seMCes or facilities that support the transport or swicehing of COlD

municauons for pnvate networu or for the sole purpose of interconneculll
telecommunications cunen.

"13\ E:-OCRYPTtON.-A telecommunications carrier shall not be responslble (01
decrypting, or ensunnl the government's ability to decrypt. any commurucaUOl
encrypted by a subscnber or customer. unl... the encryption was pro",ded bJ
the carner and the carrier pol...... the informanon necessary to decrypt til
communication.

"reI E!dERQENCY OR. EXIQE~"T CIRCt.:MSTANCES.-{n emergency or exigent c:z
cumstances I including thOle described in sections 2518 ( i I or I Ill( b I and 3125 of tr.J:
title and section 1805<e' of title 50). a carrier at its discreuon may fulfill its re!paII
sibilities under subsection (&)C3) by allowinl monitonng at lts preauses Lf that LS m
only meana o( accomplWlinc the inteReption or acces•.

MId) MOIlLE SERvtCE AsSIS1'ANCE REQUIR.EMDlTS.-A telecommunications carm
oft'erinl a (eatun or ..mce that allows subscribers to redirect. hand off. or ....
their win or elecuonic communications to another semci ana or another SenK
provider or to utilize fac:i1iti. an another service area or of another seMce pnmcll
shall eMUl"l that. when the carrier that had been providil1l. u.iJtance for the intel
ceptioD o( win or electronic communications or access to call·identifyinl infonnaua
punuant to a COUft order or lawful authorization no longer hu acenl to thl coa_
01 such COIDIDwUcations or call-identifying information within the semce area I

which interception hu beea occ:urri"l u a result of the subscriber's use of such
f..cur. or service. information is made available to the government I before. dunD1
or immediately after the transfer of such communicauon~1I identifying the provut.
of win or elecuonic communication service that has acquired access to the COlll8l
nicatiOI1l•
... 2803. Notie. 01 capacity require.enca

"fa, NancES OF MAxIMUM AND ACTUAJ..CAPAClTY REQUlREMEh'TS.-
"( 1\ IN GENERAL-Not later than 1 year after the date o( enae:unell:t of dI

chapter. after consultinc WIth State and local law enforcellllDt alenctel. rei
communications carriers. providers of telecommwucauons .up~" semCII. U
manufaeturen of telecommunications equipment and after nouce and COJDmetl
the Attorney (Anen! shall publish in the Federal RIIiJter and l:'fUvtde to a
propriate telecommunicaaons carner auociations. stanciatd·..tWll orplllZ
tions. and for a-
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"f Al notice of ,the mnjmum capacity requ.i.red to accommodate all of the
commuruc.auon Lntel'Ceptioaa. pen retpstars. ud trap and trace alVlCeS that
the Attomey c.neral esQmatM that lOYerameat qenaes authonze<i to
conduct electromc surveil1a..oce may conduct and use simultaneously: and

..(Bl notice of the number of communication intereeptions. pen "ltsten.
and trap and trace deVices. repreeenung a pon:ioa of the muimum capaaty
set forth under subPan.craph IAI. that the Attonley General estunat.a that
government agencies autbonzeci to conduct electl'Oaic surveillance may con.
duct and uae simultaneously after the date that is 4 years after the date
of enactment of this chapter.

·'2) BASJS OF NO'nCES.-The noCices is.Ned under parqraph '1> may be based
upon the type of equipment. type of service. number of subscnbers. geographlc
loeauon. or other measure.

"rb> COMPLV.""CE Wmt CAPACITY NancES.-
..{1) lSlTtAL CAPAclTY.-Within 3 yean after the publication by the Attorney

General of a notice of capacity reqwremenu or with.iJI " years at\er the date
of enactment of this chapter. whichever is 101ller. a telecommunicauons carner
shall ensure that Its systelDS an capable of-

", Al expandinc to the maz:jmum capacity set forth in the notice under
subsection la)( llCAl; &Del .

"IS> accommodatiq simuJt.aneoualy the number of inten:epcions. pen ref·
inen. and trap and trace deVlc:es set forth in the notice under subsecuon
11It1leSt .

"(21 EXPANSION TO MAXDR1M CAPAcnY.-Aftar the date described in para.
graph 11). a telecommUAicacioDS carrier shall e.-un that it can accommodate
expeditiolWY any inc:reue in the number o( COIDJDunication inten:epcions. pen
retpsters. and trap a.ad trace dmces that authon.cl ...ncies may seek to con­
duct and u.N. up to the ma";mum capacity requ.i.rement set forth in the notice
under subMCtioa (aX lXA).

"let NcmcES OF INC1t.&\SED MAxDruM CAPACITY R&Qu1RaIEHTs.-
"( 1) The Attorney Ge.raJ shall periodically pnmde to telecollUDunicacions

carriers written aoticI ol uy 0* "17~ in the ma";mum capacity re­
quirement set forth in the aoaee~ subMct:ioca (.l(lXA).

"(2) Within 3 yean after NC8iviDI written notice of increued cap,citY re­
quiremenu UIld.. p.,....pa (U. or widIiD Nch lOllpI' time period. u the Attor·
ney GeuraJ may speci.fy•• t",xrnmWlicatioaa carrier sba1l ensure that Its sys­
teIDa an capable of~inl to the iDcnued m,z:jmum capaaty set forth in
the notice.

.., 2804. S,.... MCU'itJ' &ad lDMcritJ'
"A te!ecammUDicatioDl carri.. shall eaun that uy CDUI't ordered or lawfully au·

thorizecl interception of CGIIImUDicacioaa or .c:a. to Call·ideDtifyinc infonn.Qon ef·
feetad within ita 11ri~DI'"'i.. caD be activated oaly with the AmrmaQve inter·
wntion of e iDdi~dual 0Me. ~ o( tba e.am..
..,~ eoop.adoa of , ••• __a.fac:t1uen aDd pl'O¥iden of tel..

COIUallBieadoaa n.,... .........
"fa) CONsuLTA'ftON.-A t"UI·mUDicatioaa cam. sball coaaWt. U 111C1l1ary. in

• timely f..lti_ widl muat'aci:III•• of iUi t"lmmmWlicatioDl tranlmillion Illd
switcbiDI eqai,.... ud its PNfiden of hlwmmwaicatioaa support sel'¥icel for
tM P"" o( ideIltifJiDl..::Ic..-vi- 01' equipment. iDcludiDI hUdwan and soft·
~ tAu IDaYI"eqUire ~DoD 10 u to permit ~li,!MW with tbia chapter.

'"fb) MODInCATION Of'~ AND SlItY'ICI&-8uIiject to MCcion 2607(c), a
~ of tellu.""IDicaa.. traD,i-i_ 01' twi~p~nt a.ad .a
pnftcilr oft4~__ su"..c ..me. shall. on • N1110D . 1,., timely buia
.. at a ,.....hIe charp., mab •.,.ilahle to the t,l. cpmwucaUOaa camen
uiDI iUi equip........ sa ..... IUdl IlHldi.aclltioalI u an 1l«.1 '1'7 to penD1t such
caman to comply with tbi8 cbaptar.
.., .... Tech.... nqtIirnMata aDd - ...........loa 01 co.plluce

date
'"fa) SAn HI.....-

'"( 1) CoNIuLTATION.-To .-an tM ....t .... iJMIaaU7.wide tmp.....nta.
tiaIl of the ....... ca hjljty~ UDdiw 'I.n 2802. tM Attoruy
GeMnl. in CIOII'diDatioa"witb 0'- FecIInL StatI. local lawe~Dt
~.. shall COD8Ult witIa appnpriata 1taDdarcl~orp.
naaCioDa of the td D mwaicatioM iDdutrJ with np"'Dtaci~o( UIeI"I
of tal......mUDicatioDa aDIIl taci1iu.L
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-1'21 COMPl.1A."iCE t:~DER ACCEPTED STANOAJU>S.-.-\ teiecommumeaaons carner
shall be found to be tn compliance Wlth the .»Slstance capabtlltv reqwrements
undersecuon 2602. and a manufacturer of telecommumcauons transmtsston or
sW\tdung eqwpment or. a proV'tder of teiecommumcauons suppon semees !hail
be found to be tn comphanee wah sectlon 2605. If the camero manufacturer. ')1

support seMee provtder 15 tn comphance WIth publiciy avadabie r.ecilmcai reo
qwrements or standards adopted by an tndustry assotlation or Sta~rQ'!ettln,
orgaruzauonor by the Commlsslon under subsection I b, to meet the require­
ments of secuon 2602.

-r31 ASSENCE OF ST.\."iDAJ\DS.-The absence of techrucal requirements or
standards for tmplemenung the aSSlstance capabtlity reqwrements 0; 5«tlon
2602 shall not-

..,AI preciude a carrier. manufacturer. or !el'\'ces proVlder from deploYlnc
a technology or sel'V\ce~ or

.., 81 relieve a carner. manufacturer. or service provtder of the obhiatlom
imposed by sectlon 2602 or 2605. as applicable.

"Ib, FCC AL:THORlTY.-
-'I> l~ GE::'t'ERAl..-If industry associations or standard·setting 0'1'anlZatlons

rail to issue technical reqwrements or standards or lf a government aiencv 01
any other person believes that such requirements or standards are defiCient: th.
agency or person may peution the Coamussion to establish. by nouce and com·
ment ruiemalr.ing or such other proceedings as the Commlsslon ma, be author·
ized to conduct. technical requirements or standards that-

'" A> meet the asslstanee capability reqwrements of section 2602~

"f Bl proteCt the pnvacy and secunty of commurucauons not authorized u
be intercepte<i: and

.,( C) serve the policy of the t:nitee:l States to encourage the pl"OV1sion 01

new technolOfies and services to the public.
"(2) TRANSlnON PERloo.-lf an Lndusuy technical requirement or standard ~

set aSIde or supplanted u a resuit of Commisaion action under this section. em
Commission. after conswtration W1th the Attorney General. shall ..U01ish a rea
sonable time and conditions for compliance with and the traftllUOll to any n..
standard. includina definina the obligations of telecommumcations camer.
uncier secuon 2602 durinr any transition period.

"(el EXTE:-OSION OF COMPLu..""CE DATE FOR F!A1VR.ES .\."i0 SERVtCES.-
., 11 PETtTtON.-A telecommunications carrier proposinc to deploy. or ha..,n:

deployed. a feature or sel"Ylce within " yean after the date of enaCUftent of du
chapter may petition the CommissIon for 1 or more extensions of the deadlin
for complying with the assistance capability requirements under sectIon 260~

"121 GROUSD FOR EXTESSION.-The Commission may. after aiTordinc a full OJ:
portUnity for hearing and aner consultauon W1th the Attorney General. grac
an extension under this paragraph. if the Comrmsslon dete~,!un" that compi;
ance with the assIStance capability requirements under sectIon 2602 15 not re2
sonably achievable throuah application of technology available W1thin the COlt
plianc:e period.

'" 3) lENGTH OF EXTENSION.-AD extension under this paragraph shall exten
for no loncer than the earlier of-

'" A) the date detemuned by the Commission as necessary for the earn'
to comply with the assIStance capability requirements under sectIon 260'
01'
. "'B) the date that is 2 years after the date on which the extension
~nud. . .

"(4) APPUCABIUTY OF EXTE:'t'SION.-M extension under this subsection :!ha
apply to only that pan of the carrier's busLnesl on which the new feature (
service is WMHi.

.., 280'7. EDIoI'Ce".DC orden
"I at ENFORCEMEIt-"T BY COCRT ISSUING SURVEILLA.'l,iCE ORDER.-If a court authon

inc an interception under chapter 119. a State statute. or the Foreip InteHigen
Survt'illance Act of 19;8 150 C.S.C. lSOl et seep or authorizing use (of a pen ffll5t
or a trap aDd trace device under chapter 206 or a State ~tatute finds that a tel
communications carrier hal failed to comply with the reqwrements. In this ehapc.
the court may direct that the carrier comply forthwun and may~ that a pI
vieleI' of support services to the carrier or the ~.nufac~.of the carner s trar
million or switehina equipment furnish forthWIth mociificaQoftl necessary for t

carrier to comply.
"lb) ENFORCEMEfla"T t:PON APPLICATION BY A1'I'ORNF.Y GENERAL.-The Atto~

General may apply to the appropriate United States district coun for. and the t: r.
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ed States diJtriet COW'tl shall b.a~,;:aOD to~ aD order dil'eetin, that a
telecommurucauons camero a maD of te....mumcations traasausslon or
swttclU~ eqwpment. or a prvVlder of teMcommWlicatioDS support servtces compiy
W\th tha chapter.

..tc) GROUNDS FOR ISSUANCE.--A court sball is8ue aD order under subsection 'aJ
or t b) only if the coun finds that-

"I 1) altemauve teehnolocies or capabilities or the facilities o( anoth.r eamer
are not reasonably available to law emorcelDeIlt (or implemeDQI1I the lntertep·
tion of commurucatioas or accesa to caJj.ideDti!yinc information; and

"r 2) complianc~ with the requirements of this chaDter is reasonably achievable
through the applicauon of avlJlable tedmolOV to the (eature or semce at issue
or would have been reasonably achievable if t:ime.ly actioD had been w.n.

"leil TIME FOR COMP~CE.-UpoD issuance of an emorcement order under this
section. the court shall specify a reatIOaable tlme and conditions for comply\ng WIth
it! order. considenlli the good faith etJona to compl, iD a timely manner. any effect
on the carner's. manu(aetunr's. or MrYlCl proYiders ability to CODunu. to do bUS1­
nes.. the degree of culpability or. d.lay in UDderta.kiDc etJoIU to comply. and such
other matters U Jutue. may reqw.re. .

"Ie. L1MITAnON.-An ord.r UDder this sectioa may not require a telecommuru·
cations carner to meet the ~mmeat'.demand (or interception of commulUcations
and acqwsition of call-ideatifyiac i.niormatioD to u, areDt iD escesa of the capacity
for which notice hu been provided under sectioa 2603.

"If') CML PENALTY.-
.., 1) IN CENEIW..-A Court iuuiDC aD order under this section apinst a tele­

communications camero a lDuwae:tunr 0( te.........mWlications traasmiuion or
switching eqUlpment. or a provider of teJecDmmuDicatioDS support sel'Ylees may
impose a civil penalty of up to 110.000 pel' da, (or each day in violation after
the lssuance o( the order or attar suda future data u the court may specify.

"r2) CONSIDERATIONS.-Ia d"rmiDi.. wtlem.. to UDPOU a fine and in deter­
mining ita amount. the COUI't shall tab iaeo aCICaUDt-

", A) the naCUft.~ &IICi ateIat or the violation:
..(B) the violator's ability to pa,. toM 'lioiatars pod (aith etJolU to compl,

in a timely maDl*'. aD? efl'ect OD tot. violator's ability to continue to do
business. the deer- oC cUlpability, &IICi the leqdl of any delay 1n undertak.­in, efforts to compi,; aDd

"tC) such oth.r matun ..~ requiIw.
"r3l CML AcnON.-The AtmrDIJ ma, me a civil action in the appro-

priate United Sta_ district caurt to collect, aad the United States distnet
courts shall have jurisdictioa to im...., such ftDK.

"'2808. PaymeDc of coMa of teleco..llllicatioaa carriers .
"(al EQUIPMENT. FEA'n1US. AND Savrcr.s DEPLOYED BEFORE DATE OF ESACT­

~ENT; CAPACITY COSTS.-'lbe AttaI'DIy o.aen1 sb&ll subject to the availabllity o(
appropriations. pay te!ecolDlDUDicatioaa carriers for all reuonable COlU directly as­
sociated with-

"( U the modiftcatioaa performed by camen prior to th. effective date of sec­
tion 2602 or prior to t.be G1rifttioD of lAy araD8ioa araawcl ~nder section
26061c) to estabu.h, with r_pa"t to 1qUip.... (eatunlS. aDA lel'Ylces deployed
before the data o( eDaCtllleDt 01 tbia chap.-, the capabilities necessary to com-
ply witb 1eCCi0a 2602; . .

"(2) --DC the mezimum capacity requimDeau set (orth ln the notice
UDder MCtioa 26Q3(alC IleA); aDd

"(3) expudiDc emati.. raciliti. to aa:ommodata simultaneousl, the number
oC in~ona. pea rewisten aDd trap &ad trIIee devices (or which nouce hu
beeD pnmded uDder sectioa 2603(aM 1)(8).

"tb) EQUIPMENT, FEATURES, AND SElMCZS DEPlDY'£D ON OR AlTER DATE OF E.s-

ACTME~1')(N GENEJW..-Ir C:OIDPUuce witb the ~aceca~ty requirements
o( sectioa 2602 is not nIlIIOaaDly ac:hi...ble wstb ~pect to .eqwplDlnt. (eatum.
or semces deploy" OD or attar tbe data 01e~t of~ chap•. the Attor­
ney General. on applicatioa oC a ~mww:aUODS ~.r. ,may p~y ~e te"
communications camer reuo..... cmUI clincdy uaooated wttb achirnng com-
pliance. .th ....- .

"(2) CONsIDERAnON.-In~~COIDp~wt ~ 1.llItance
capability requinmeau 01 ..... 2102 is ,...bty achievable wtth ~pect to
aay equipm.nt. (ealUn. or MI"¥'iaI deoloYecl toM daca of .Da~Dtof this chap­
ter. coftlideratioa shall be pftll to the-time wbea the eqwpmeDt. feature. or
semce wu deployed. -
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"IC) ALLOCATION OF' Ft,,":"OS FOR ?,"YMEST.-The Attomey General shall allocate
fund5appropnated to carry out tius chapter m accordance WlUl law enforcement
pnonues detemuned by the Attorney General.

"ld> FAlLL1U: To~ ?"Y"MENT WITH RESPECT To EQl:IP~E~"T. FUn-RES........0
SERVICES DEPLOYED BEFORE DAn: OF' ESAcntENi.-

"r 1) CONSIDERED TO BE IN CO~PtlANCE.-Cn1ess the AttQrney Genera.! has
agreed to pay the teiecommurucatlons camer for ail reasonable costs directly
associated with modificatlons necessary to bring the eqwpment. feature. or
semce lnto 3ctual comphance 'Ntth those reqwrements. proVIded the camer has
requested payment m accordance Wlth procedures promulgated pursuant to sub­
~e<:t1on t e '. any equlpment. feature. or semce of a telecommunlcauons carner
depioyed before the date of enactment of this chapter shall be conSidered to be
Ln compliance Wlth the assistance capabllity reqwrements of !e<:t1on :2602 :Jnle!!
the equipment. feature. or sef"V'\ce 15 replaced or slgnuicantly upgraded or other·
wt5e undergoes major modificauon.

"'2) Ll~lTAnON ON ORDER.-An order under !ecUon ;l60; shall not require a
telecommurucauons camer to modify. for the purpose oi comply'lng Wlth the as­
51stanCe capability requirements of secuon 2602. any eqwpment. feature. or
semcI deployed before the date of enactment of this .:hapter unless the Attor­
ney General has agreed to pay the telecommunications camer for all reuonabie
costs directly associated Wlth modifications necessary to bring the eqwpment.
feature. or semce Into actual compliance with those reqwrements.

"I e' ?ROCEDl:RES A."iD RECULATIONS.-Nocwlthstanding any other law. the Attor·
ney General shall. after notice and comment. establish anv procedures and regula­
tions deemed necessary to effectuate timely and cost-e.'Tleient payment to teie­
commurueauons camers for compensable costs mcuned under this chapter. under
cha~~rs 119 and 121. and under the Foreign Inte1licence Surveillance Act of 19i8
'50 t:.S.C. 1801 et seq./.

"rf) DISPL'TE RESOLt..'TION.-lf there is a dispute between the Attomey General
and a teleccmmurucationl camer reCardinc th. amount of reasonable COlta to be
paid under subS«tion lal. the dispute shall be resolved and the amount deternuned
in a proceedinc tniuateei at the Coamussion or by th. court from which an enforce­
m.nt order is soucht und.r HCtion 2607....

lbl TECHNICAL. AMESDMElIo"T.-Th. pan awysis for part [ of title 18. t"nited
States Code. is amended by insertinC after the item relaung to chapter 119 the ioi­
lowing new item:
-1. T canter to UIe a...n-.. *'-.
SEC. 2. AUTBORIZAnON or APPItOPlUAnONs.

There are authorized to be appropriated to carry out section 26080rtide 1S. Cnu·
ed States Code. al added by section 1-

e1> a total of 1500.000.000 for fiscal years 1995. 1996. and 1997; and
(2) such IWIlI al an necelsary for each flSCal year thereafter.

such sums to remain available unul eXl'lnded.
SEC. a. UieCh... DAD.

ea' IN GENERAL-Except as provided in parqraph 12\. chapter 120 of utle 18.
United States Code. as added by secaon 1. shall take effect on the date of enactment
oftNa Act.

(b) AssIsTANCE CAPA.BILrT'Y AND SYSTEMS SECtnm'Y A....D INTECRITY REQt:1RE­
MEHTS.~Onl 2602 and 2604 of title 18. United States Cod•• as added by secuon
1. shall taka effect on the date that is 4 years after. the date of enactment of thiS
Act.
sac. 4. RiPORIs.

(a) RI:PoRTs IY THE A'M'ORNEY GESERAL.-
(1) IN OENERAL-{)n or before Sovember 30. 1995. and on or before Sovem­

b.- 30 of.ach year for 5 yean thereafter. the Attorney General shall JUbnut
to Conpwu ud make available to the public a report on the, amounts pud dur­
inl the Pl"lCeCiinC fiscal fear tn payment to tellCOllUDulUca~onlcarners under
section 2608 of title 18. l; nited Sea_ Code. u added by HCUon 1.

(2) CONTENTS.-A report under parapoaph 11) shall includ.... .
IA) a detailed acccunting of the amounts paad to each carner and the

taehnolOC)'. eqwpment. feature or service for which the amounts were pald:

a~~;n projections of the amounts expec:tecl to be paid in the current fiscal
year. the carriers· to which payment is eXl)lCted to be made•.and the tech­
nololies. equipment. features or services tor which payment 15 expected to
be made.
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I bl REPORTS BY na: COMPTROLLER GENERAL.-
(1) PA'i'MENTS FOR MOOIFlCATI0NS.--Qn or beCoN April 1. 1996. and Apnl 1.

1998. the CompuoUer General of the United States. after (1)nsultauon ....m the
Attomey General and the telec:ommurucations industry. shall sublNt to the
Congress a report ret1ecnng its analYSiS of the reuonablenesa and cost.ft'ecri"..
ness of the payments made by the Attomey General to telecommurucauoDS car.
ners for modifications necessary to ensure compliance WIth chapter 120 of ut1e
18. t.: nited States Co<ie. as added by section 1.

(2) COMPLJANCE COST EST1MATES.-A report under l'aragraph t II shall include
the findings and conciusions of the Comptroller General on the costs to De an­
curred aner the cOD\l)liance date. including projections of the amounts expected
to be incurred and the technoiogies. eqwpment. features or seMce. for wruch
expenses are expected to be Incurred by telecommunicauons eamers to compiy
W'\th the assIstance capability ~wrements in the rU"St 5 years after the elTee­
uve date of section 2602.

SEC• .s. CORDLI:SS TELEPRONEL
(al DEFtNITtONS.--8ection 2510 of title 18. United States Co<ie. is amended-

I 1) in paragrap,h t 1) by stnking "but such term does not include" and all that
follows through bue unit"; and

121 in paralftph c12l by stnkina subparalftph fl.) and redesirna_ $Vb.
paragraphs (Bl. lel. and tOl U subp_arqraphs tAl. IB). and tCl. respecuveiy_

(bl PENALTY_--8ection 2511 of title 18. United States Code. is amended-
(1) in subsection i4lCblCi) by in.rtine "a conn... telephone communication

that is transmitted between the cordl••• telephone hllAdset and the bue WIlL-'
after "cellular telephone communication."; and

.2) in subMCtion t4wbllu> by inserting "a cordless telephone commUDication
that is transmitted between the cordless telephone hllAdset and the bue UQlt.~
after "cellular telephone communication.".

DC. L RADIO-BASEl) DATA C0IOR1N1CA110Nl.
Section 2511)( 16) of title 18. United Stac. Code. is amended­

tIl by strikine "or'" at the end of subpuqraph to);
r2) by inseruq "or" at the end oC subjtU'lllftph (E); ed
13) by insertiq after sub,."alftph tEl the followinc new subparasrapb:

"( Fl an electronic commUDic:ation;"
sse. 1. PafALTID POll MONn'OIUNG RADIO COIIIIWICA"ONII 11IAT AU~i lED

t.'SING MODfJl-\11ON ftC1lN1QUD W1TII HONPUBUC pA.RAMJ:TEIUL
Section 2511104)(b) of title 18. United Statas Coele. is amended by strikinc "or

encryptad. then" and inseftilll ", encrypted. or tralWDitted using modulattoll teeh­
niques the euential parameters of whiCh have been withheld from the pUB Wlm
the intention of presemq the privacy oC such communication".
DC. .. ftCBNICAL COIlDC'ftOH.

Section 2511(2)(a)(i) of title 18. United Statas Cod•• is amended by strikiq ~useci
in the traDlmiuion of a win communication" a.acl iDlel'tinl "USICi in the tnD5­
misaion of a win or .1tlCU'ODic commUDication".
sse. .. FIIAIJI)m.DII' AL1DA"ON or COIDDBCIAL lloa1U RADIO tHSTIlUMDrl'S.

tal QrP'ENB.--s.ct:ion 1()29(al oftiUe 18. United States Code. is amended­
( 1) by SU'ikiDc "or'" at the end oC parqraph (3); aDd
(2l~=: after parqraph (4) the COllowiDC-new parqrat»~s: .
"(5l . &JUl with intant to defraud ~. produces. tramcs In. has con-

tral or euatady 0(. or pol.... a telecommunications in.sU'UD18~t that h.a~
modified or alterec:1 to obtain unauthorized UM of telecommuDlC&Uons MnICeS;
or

"(8) kDowinclY &JUl with intent to defraud ~. produces. traiftca in. .. ,...
tro1 or c:uItOdy OC. or pol....

"(A) a IC:8nniDl receiver. or _
"(8l hardwan or softwan u.Md (or altmac or modityiDi te~l­

catioDl illStrumenu to obtain unauthori.a acceu to telecommua.........
semc.." .

Ib) PENALTY.-S.ction 1029(c)(2l of title 18. UI1it.ed St._ Code. is ....... by
strikiDi '"( a)( 1) or (a)(4)" and iDMrtiDI"(a) (1). (4). (5). or (6)-. ~

Ie) OEFINmONS.-s.caon 1029<e) of title 18. Uni~ St._ Code. isi!~~_
( 1) in parqraph ll) by il1MI'tiDl "electz'DDic serial number. mob. e ~~.

tiOD number. penonal identification number. or other te1ecommumcaaoas HIT­
ice. equiPIDeD~ or 11lSCl"UlDAlnt identifier," after "account nwnbel'.";

(2l by ItI"ikiq "&JUl. at the end of parapoapb (5);
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'd3) by striking the penO<i at the end of paragraph '6, and inSertlng ., and",
an

141 by adding at the end the iolloWlng new paragraph:
~r 7) the tenn 'scanruz:tg reeelver' means a deVIce or apparatus that can be 'Jsed

to intercept a Wlre or eleetroruc commurucanon 1n \'lolanon of chapter 119,·
SEC. 10- TRA....SACTtONAJ.. DATA.

I II DISCLOSl:RE OF REC()RDS.~ct1on 2703 of title 18. C'nited States Code. 15
amended-

I 1) in subsection f c ~ 1--
,AI in subparagraph I B--

I I' by stnking clause 'I': and
'II' by redeslgnanng clauses '11'. 'lill, and 'lVI as dauses 'I'. 'Ii,. and

'iii', re!pectlvely; and
I BI by adding at the end the followtng new subparagraph:
'" C) A proY\~er of elKuonic commurucation semce or remote compuung

semce shall disclose to a governmental enuty the naml. address. teieDnone
toll billing records. and length of sefV1CI of a subscnber to Of customer oi
such semce and the types of services the subscnber or customer uuilzed.
when the governmenw entity uses an administrauve subpoena authonzed
by a Federal or State statute or I Federal or State grand jury or tnal sub­
poena or any means aval1able under subparagraph I BI."; and

I 2/ by amending the fll"5t sentence of 5ubsection I d I to read as follows: ".-\
court order for disclosure under subsection I bI or ICJ may be lSSUed bv any court
that IS a court of competent jurisdiction described in SKuon 3126211AI anci
shall issue only if the govemmental enuty off'ers specific and articulable factS
showing that there are reasonable grounds to believe that the contentS of a wlte
or elKtroruc communlcauon. or the rKOrds or other informanon sought. are ~i­
evant and mate"al to an 0nt0lng criminal investlgauon..•.

(bl PES RECISTERS ....~D TRAP AlIiD TRACE DEVICES.-Section 3121 of title 18. l"nit­
eel States Code. is amended-

11\ by redesignating subsection leI as subsection Idl: and
12) by insertIng after subsection 4bl the following new !UbSKtion:

"reI LIMJT."nON.-A govemment agency authorized to 'nstall and use a pen ~!­
ister under this chapter or under State law, shall use technology reasonably a...ali·
able to It that ~tncts the recordina or decoc:iing of IIKtronlc or other un-pulses to
the dialing and signalling mformation utilized in call processing.~.

1. St~~y .o\..'lD Pt-aPOSE

The purpose of S. 2375 is to preserve the Government's ability.
pursuant to COUrt order or other lawful authorization. to intercept
communications involving advanced technologies such as digital or
wireless transmission modes. or features and services such as call
forwarding, speed dialing and conference calling, while protecting
the privacy of communications and without impeding the introduc­
tion of new technologies. features. and services.

To ensure that law enforcement can continue to conduct author­
ized wiretaps in the future. the bill requires telecommunications
carriers to ensure their systems have the capability to: (1) isolate
expeditiously the content of targeted communications transmitted
by the carrier within the carrier's service area: (2) isolate expedi­
tiously information identifying the origin and destination of tar­
geted communications: \3) provide intercepted communications and
call identifying information to law enforcement so they can be
transmitted over lines or facilities leased by law enforcement to a
location away from the carriers premises: and (4) carry o~t inter­
cepts unobtrusively, so targets are not made aware of the. mtercep­
tion. and in a manner that does not compromise the pnvacy and
security of other communications. The bill allows industry to de­
velop standards to implement these req~rements: It est8:blishes a
process for the Attorney General to identify capacity requirements.
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In recognition of the fact that some existing equipment. services
or features will have to be retrofitted. the legislation provides that
the Federal Government will pay carriers for just and reasonable
costs incurred in modifying existing equipment. services or features
to comply with the capability requirements. The legislation also
provides that the Government will pay for expansions in capacity
to accommodate law enforcement needs.

S. 2375 also expands privacy and security protection for tele­
phone and computer communications. The protections of the Elec­
tronic Communications Privacy Act of 1986 are extended to
cordless phones and certain data communications transmitted by
radio. In addition. the bill increases the protection for transactional
data on electronic communications services by requiring lawen­
forcement to get a court order for access to electronic mail address­
inginfonnation.

The bill further protects privacy by requiring telecommunications
systems to protect communications not authorized to be intercepted
and by restricting the ability of law enforcement to use pen register
devices for tracking purposes or for obtaining transactional infor­
mation. Finally, the bill improves the privacy of mobile phones by
expanding criminal penalties for stealing the service from legiti­
mate users.

II. HEARINGS

In the l03d Congres., the Senate Judiciary Subcommittee on
Technology and the Law held two joint hearings with the House
Judiciary Subcommittee on Civil and Constitutional Rights on
March 18 and August 11, 1994. The.. hearings addressed the im­
pact of advanced telecommunications services and technologies on
the ability of law enforcement to conduct court-ordered electronic
surveillance.

At the first hearing, held before legislation wu introduced. the
witnes... were Louis J. Freeh, Director of the Federal Bureau of
Investigation; William C. O'Malley, district attorney for Plymouth
County, MA, aDd president of the National District Attomeys Asso­
ciation; Roy Nee1, President of the United States Telephone Asso­
ciation, which reprnents local telephone companies ranging in size
from the Regional Bell Operating Companies ("RBOC's") to small
companies with fewer thaD 100 subscribers; and Jerry Berman, ex­
ecutive director of the Electronic Frontier FoundatioD("EFF"), on
behalf of EFF and the Digital Privacy and Security Working Group,
a coalition of computer and communications companies, as well as
public interest ol'lanizationa and associations.

The second burin, wu held after the introduction of S. 2375.
Again, Director Freeh, Mr. Neel, and Mr. Berman ap~ared and
presented testimony. Alao ap~ng aa witnes.. were Huel Ed­
wards, Director, Information Re80urces ManagemeDtIGe~~ral Gov­
ernment, AccountiDI and Information MaDqement DiVl~loD, U.S.
General AccouDting Offtce; and Thomas E. Wheeler, pre.lde~t ~d
CEO of the Cellular Telecommunicatiou Industry AuociatloD,
which represents providers of two-way wirel_ teleco~~nications
services, including liceDHd cellular, personal COD1Dlumcations serve
ices, and enb1nced specialized mobile radio.
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Written submissions for the record were received from AT&T
Corp.. ~CI Communications Corp.. the Telecommunications Ind~­
try Association. which represents V.S. manufacturers of tele­
communications equipment. the American Privacy Foundation. the
National Sheriffs' Association. the ~ational Association of Attor­
neys General. and the ~ajor Cities Chiefs. an organization of police
executives representing the 49 largest metropolitan areas in the
t:nited States and Canada.

III. St:BcO~t~n'M'EE ACTI0~

On September 23. 1994. the Subcommittee on Technology and
the Law approved S. 2375. with an amendment in the nature of a
substitute.

IV. CO~~I'M'EE ACTION

On September 28. 1994, with a quorum present. by recorded
vote, the Committee on the Judiciary unanimously ordered the sub­
committee substitute to S. 2375. with technical amendments. to be
favorably reported.

V. BACKGROl":'lD A.~D DISCl:SSION

For the past quarter century, the law of this Nation regardiDc
electronic surveillance has sought to balance the interests of pri­
vacy and l4w enforcement. In 1968, the enactment of title III of the
Omnibus Crime Control and Safe Streets Act of 1968 simulta­
neously outlawed the use of electronic surveillance by private par­
ties and authorized its use pursuant to a court order by law en­
forcement officials engaged in the investigation of specified types of
major crimes. The Senate report on title III stated explicitly that
the legislation "has as its dual purpose (1) protecting the privacy
of wire and oral communications and (2) delineating on a uniform
basis the circumstances and conditions under which the intercep­
tion of wire and oral communications may be authorized." Senate
Committee on the Judiciary, Omnibus Crime Control and Safl!
Streets Act of 1967, S. Rept. No. 1097, 90th Cong., 2d sess. (1968 '
at 66.

Congress was prompted to act in 1968 in part by advancemeD~
in technology, which posed a threat to privacy. According to thl
1968 committee report:

[t]he tremendous scientific and technological develop­
ments that have taken place in the last century have made
possible today the widespread use and abuse of electronic
surveillance techniques. As a result of these developments,
privacy of communication is seriously jeopardized by these
techniques of surveillance.

Id. at 67.
After 1968, telecommunications technology continued to chang!

and again Congress was required to respond legislatively to pn
serve the balance between privacy and law enforcement. In tb
Electronic Communications Privacy Act of 1986 ("ECPA"), ~ongres
extended the privacy protections and the law ~nforcement~ntefCell
authority of title III to a new s~t of technologtes ~d servIces sue
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as electronic mail.. cell~.llar telephones and paging devices. Again.
the goal of the leglslatlon was to preserve "a fair balance between
the privacy expectations of citizens and the legitimate needs of law
enforcement." House Committee on the Judiciary, Electronic Com­
munications Privacy Act of 1986, H. Rept. 99-647, 99th Congo 2d
sess. 2 (1986) at 19.

Law enforcement officials have consistently testified. as Director
Freeh did at the hearings on the bill. that court-authorized elec­
tronic surveillance is a critical law enforcement and public safety
tool.

CO~GRESS MUST RESPOND TO THE "DIGITAL TELEPHONY" R£VOLt.7IO~

Telecommunications, of course. did not stand still after 1986. In­
deed. the pace of change in technology and in the structure of the
telecommunications industry accelerated and continues to acceler­
ate. The resulting challenges for law enforcement and privacy pro­
tection have sometimes been encapsulated under the rubric "digital
telephony," but the' issues go far beyond the distinction between
analog and digital transmission modes. Some of the problems en­
countered by law enforcement relate to the explosive growth of cel­
lular and other wireless services. which operate in both analog and
digital modes. Other impediments to authorized wiretaps. like call
forwarding. have long existed in the analog environment. Other
considerations. such as the increasing amount of transactional data
generated by the millions of users of on-line services. highlight the
ever increasing opportunities for loss of privacy.

In August 1990. Senator Patrick Leahy chaired a hearing of the
Senate Judiciary Subcommittee on Technology and the Law to
focus on Caller LD. technology and ECPA. At that hearing, Chair­
man Leahy became convinced that developments in the area of
communications technology required a review of ECPA to ensure
that the privacy protections within the statute had not been out­
dated by new technology. Senator Leahy then asaembled a Privacy
and Technology Task Force with experts from business. consumer
advocacy, the law. and civil liberties. to examine current develop­
ments in communications technology and the enent to which the
law in general, and ECPA. specifically, protects, or fails adequately
to protect. personal and corporate privacy.

After examining a wide array of newer communication media. in­
cluding cellular phones. personal communications networks. the
newer generation of cordless phones. wireless modems. wireless
local area networks (LAN's). and electronic mail and messaging.
the task force issued a final report on May 28, 1991. recommend­
ing, inter alia, that the legal protections of ECPA be enended. to
covpr new wireless data communications, such as those occumng
over cellular laptop computers and wireless local area networks
(LANs), and cordless phones. In addition, the task force acknowl­
edged that ECPA was serving well its purpose of protecting the pri­
vacy of the contents of electronic mail, but questioned whether cur­
rent restrictions on government access to transactional records gen­
erated in the course of electronic communications were adequate.

Consi.itent with the task force's conclusions and in view of the in­
creasing impediments to the execution of lawful court orde~ for
electronic surveillance, the committee has concluded that contInued
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change in the telecommunication5 mdustry deserve legislative at­
tention to preserve the balance .so""'sht in 1968 and 1986. However.
it Lccame clear to the committee early in its study of the "digital
telephony" issue that a third concern now explicitly had to be
added to the balance. namely. the goal of ensuring that the tele­
communications industry was not hindered in the rapid develop­
ment and deployment of the new services and technologies that
continue to benefit and revolutionize society.

Therefore. the bill seeks to balance three key policies: I l' to pre­
.serve a narrowly focused capability for law enforcement agencies to
carry out properly authorized intercepts: (2) to protect privacy in
the face of increasingly powerful and personally revealing tech­
nologies: and (3\ to avoid impeding the development of new commu­
nications services and technologies.

THE PR08LE~: LEGISLATIO~ :s'EEOED TO CL\RIFY CA.RRIERS' Dt:rr TO
COOPERATE

\Vhen originally enacted. title III contained no provision specifi­
cally addressing what responsibility, if any, telecommunications
carriers and others had to assist law enforcement in making au­
thorized interceptions. Shortly after the statute became effective.
the FBI asked a local telephone company to assist in effectUating
an authorized wiretap by providing leased lines and connecting
bridges. The telephone company refused and in 19iO the Federal
Court of Appeals for the Ninth Circuit held that. absent specific
statutory authority, Federal courts could not lequire carriers to as­
sist lawful wiretaps. Application of the United States. 427 F. 2d 639
19th Cir. 1970). Two months after the Ninth Ci:-cuit decision and
with little debate, Congress added to 18 U.S.C. 2518( 41 a provision
that now reads:

An order authorizing the interception of a wire. oral. or
electronic communication under this chapter shall. upon
request of the applicant. direct that a provider of wire or
electronic communication service. landlord. custodian or
other person shall furnish the applicant forthwith all infor­
mation, facilities, and techniral assistance necessary to ac­
complish the interception unobtrusively and with a mini­
mum of interference with the- services that such service
provider, landlord custodian. or person is according the
person whose communications are to be intercepted. Any
provider of wire or electronlc communication service. land­
lord, custodian or other person furnishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court has read this provision as rec;uiring
the Federal courts to compel. upon request of th;e .Govem~ent.~
"any assistance necessary to accomplish an electroniC mterceptlon.
United States v. New York Telephone, 434 U.~. 1~9, 177 (l~77). t~e
question of whether companies-have any obhgatlon to ~eslgn t~elr
systems such that they do not impede law enforcement mterceptlon
has never been adjudicated.
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I~deed. until reee~tly, the question of system design was never
an Issue for authonzed surveillance, since intrinsic elements of
wired-lined networks presented access points where law enforce­
!11ent, with minimum assistance from telephone companies. could
Isolate the communications associated with a particular surveil­
lance target and effectuate an intercept. Where problems did arise.
they could be addressed on a case-by-ease basis in negotiations be­
tween the local monopoly service provider and law enforcement.
(From a public policy perspective, such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The breakup of the Bell system and the rapid proliferation of
new telecommunications technologies and services have vastly com­
plicated law enforcement's task. The goal of legislation. however. is
not to reverse those industry trends. Indeed. it is national policy
to promote competition in the telecommunications industry and to
support the development and widesPJ'ead availability of advanced
technologies. features and services. The purpose of the legislation
is to further define the industry duty to cooperate and to establish
procedures based on public accountability and industry standards
setting.

The committee has concluded that there is sufficient evidence
justifying legislative action that new and emerging telecommuni­
cations technologies pose problems for law enforcement. The evi­
dence comes from three sources: the General Accounting Office. the
FBI, and the telecommunications industry itself.

GAO findings
In 1992, analysts from the GAO's Information Management and

Technology Division interviewed technical representatives from
local telephone companies, switch manufacturers, and cellular pro­
viders, as well as the FBI. The GAO found that the FBI had not
adequately defined ita electronic surveillance requirements for in­
dustry, but the GAO concluded that law enforcement agencies did
have technical problems tapping a variety of services or tech­
nologies. including call forwarding, fiber. and ISDN. The GAO also
concluded that cellular systems could be tapped but that capacity
wu limited.

The GAO recently conducted further work and testified at the
hearing on August 11, 1994. The GAO reconfinned its earlier con­
clusion that there are legitimate impediments posed by new and
emerging technologies. The GAO also concluded that the FBI had
made progress in defIning law enforcement's needs in terms of ca­
pability and capacity.

FBI survey
FBI Director Freeh testified at the March 18, 1994, hearing that

the FBI had identified specific instances in which law enforcement
agenci.es were precluded due to techno~OIica1 i~pedimen~ from
fUlly Implementing authorized electromc surveill~ce (~retaps.
pen registers, and trap and traces). The Director testdled 10 March
that an informal FBI surrey of Federal. State and local lawen­
forcement agencies had identified 91 such incidents, 33 percen~ of
which involved cellular systems (11 percent were related to the lIm-
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Technology·baMd. problem& encountered. f:1y FetMral. StGU. and local law enforcement
C6encus

Total problems 183
Cellular port capacity.... 54
Inability to capture dialed digits contemporaneous with audio 33
Cellular provider couid not intercept long·distance calls j or provide call setup

information I to or from a targeted phone .
Speed dialing/voice dialing/call waiting ..
Call forwarding .
Direct inward dial trunk group t provider unable to isolate target's commu­

nications or provide call set-up information to the exclusion of all other
CUltomers I .

Voicemail (provider unable to provide acelSl to the subject's audio when for-

Di=~e~~:~~=::r~=: a:o":~~ ·~··~~~~~~;ti~~··~~;t~
with the taqet to the exclusion of all others. .. .

Other I including other calling features such as Call Back: and provider un­
able to provide trap & trace information: to isolate the diptal trans­
missions aslOCiated with a tarlet to the exclusion of all other communica­
tions: comprehensively to intercept communications and provide call set-
up lnformauonl .
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~ted capacit~ of cellular systems to accommodate a large number of
mtercepts simultaneously I, and 32 percent of which involved cus­
tom calling features such as call forwarding, call waiting and speed
dialing.

Because the existence of a problem continued to be questioned by
some. the FBI r~ontaeted law enforcement agencies after the
~arch hearing and identified further examples. In April 1994. the
FBI presented to the House and Senate Judiciary Subcommittees
details of 183 instances (including the original 91) where the FBI.
State or local agencies encountered problems. This evidence was
presented to the subcommittee on the understanding that the de­
tails would not be publicly disseminated. However, the following
chart summarizes the FBI's findings:

Industry acknowledges the problems
Representatives of the telecommunications industry now ac­

knowledge that there will be increasingly serious proi:tlems for law
enforcement interception posed by new technologies and the new
competitive telecommunications market. At the hearing on August
11, Roy Neel, president of the United States Telephone Association
and the chief spokesperson for the telephone industry on this issue.
was asked by Senator Leahy if the time was fast approaching when
a ~at deal of the ability of law enforcement to carry out wiretaps
will be lost. Mr. Neel answered, "In a number of cases with new
enhanced services, that is probably true." . .

The industry maintains that its companies have a long tradition
of working with law enforcement under current law to resolve tech­
nical issues. However, with the proliferation of se~ces and ~e~ce
providers, such a company-by-eompany approach IS becomlng In­

creasingly untenable.
In response, the phone companies and the FBI ha~e created an

Electronic Communications Service Provider Commlttee, through
which representatives of all the RBOC's have been meeting with
law enforcement on a regular -basis to develop solutions to a range
of problems. The committee has created ..Action Teams" on per­
sonal communications services, wireless cellular, the "advanced in-
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telligence network." and switch-based solutions. among others. The
chairman of the committee. a vice president of one of the RBOes.
stated in a letter. dated March I, 1994, and submitted by the FBI
Director during his testimony in March:

If meaningful solutions are to result. all participants
must first understand that there is in fact a problem. not
that one participant, or one group of participants. says so.
~ow that the Committee recognizes the problems. it can
proceed to identify and develop appropriate solutions.

However, participation in the Service Provider Committee is vol­
untary and its recommendations are unenforceable. .-\S a result. the
Judiciary Committee has concluded that legislation is necessary.

LAW ENFORCEMENT REQUIRE~Ems

The legislation requires telecommunications common carriers to
ensure that new technologies and services do not hinder lawen­
forcement access to the communications of a subscriber who is the
subject of a court order authorizing electronic surveillance. The bill
will preserve the Government's ability, pursuant to court order. to
intercept communications that utilize advanced technologies such
as digital or wireless transmission.

To ensure that law enforcement can continue to conduct wire­
taps, the bill requires telecommunications carriers to ensure their
systems have the capability to:

(1) Isolate expeditiously the content of targeted communica­
tions transmitted within the carrier's service area;

(2) Isolate espeditiously information identifying the originat­
ing and destination numbers of targeted communications, but
not the physical location of targets;

(3) Provide intercepted communications and call identifying
information to law enforcement in a fonnat such that they may
be transmitted over lines or facilities leased by law enforce­
ment to a location away from the carrier's premises; and

(4) Carry out intercepta unobtrusively, so targets of elec­
tronic surveillance are not made aware of the interception, and
in a manner that does not compromise the privacy and security
of other communications.

Coat
'l1le GAO testified at the August 11. 1994, hearing that the co~ts

of compliance with the foregoing will depend largely on the detaHs
of standards and technical specifications. which. under the bill.~
be developed by industry UIOCiations and standard-setting Organi­
zations in consultation with law enforcement.

The bill requires the Federal Government, with appropriated
funds. to pay all reuonable coMa incurred by industry over the
nat 4 yean to retrofit esiatiDI facilities to bring them in~ compli­
ance with the interception requ.irementa. The bill authonzes $500
million for this PurpoM. In the event that the saoo .million is not
enough or is not appropriated. the l.lation prcmdes that an,
equipment. features or services deployed on the date of. enactment.
which IOvemment does not pay to retrofit shall be ~nsl~ered to b~
in compliance until the equipment, feature. or Bemce is rep1aceci
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or significantly upgraded or otherwise undergoes major modifica­
tion.

After the 4-year transition period. which may be extended an ad­
ditional 2 years by order of the FCC. industry will bear the cost
of e~suring that new equipment and services meet the legislated
requirements. as defined by standards and specifications promul­
gated by the industry itself.

However. to the extent that industry must install additional ca·
pacity to meet law enforcement needs. the bill requlres the gO"'ern­
ment .to pay al~ capacity costs from date of en~~tment. including all
capaclty costs mcurred after the 4-year tranSitlon period. The Fed­
eral Government. in its role of providing technical support to State
and local law enforcement. will pay the costs incurred in meeting
the initial capacity needs and future maximum capacity needs for
electronic surveillance at all levels of government.

REL-\TIONSHIP WITH EXlSTI~G ASSISTA.'lCE REQt:IRE~IE~-rS

The assistance capability and capacity requirements of the bill
are in addition to the existing necessary assistance requirements in
sections 2518(4) and 3124 of title 18, and 1805(b) of title 50, United
States Code. The committee intends that sections 2518(4). 3124
and 1805( b) will continue to be applied as they have in the past
to government assistance requests related to specific orders, includ­
ing, for example, the ex~enses of leased lines.

THE LEGISLAT10~ ADDRESSES PRIVACY CONCER-SS

Since 1968, the law of this Nation has authorized law enforce­
ment agencies to conduct wiretaps pursuant to court order. That
authority extends to voice, data, fax, E-mail and any other form of
electronic communication. The bill will not expand that authOrity.
However. as the potential intrusiveness of technology increases. it
is necessary to ensure that government surveillance authority i5
clearly defined and appropriately limited.

In the 8 years since the enactment of ECPA. society's patterns
of using electronic communications technology have changed dra­
matically. Millions of people now have electronic mail addresses.
Business, nonprofit organizations and political groups conduct their
work over the Internet. Individuals maintain a wide range of rela­
tionships on-line. Transactional records documenting these activi­
ties and associations are generated by service providers. For those
who increasingly use these services. this transactional data reveals
a great deal about their private lives. all of it compiled in one
place.

In addition, at the time ECPA was enacted, the portion of the
communications occurring between the handset and base unit of
cordless telephones was excluded from its privacy protections. The
1991 Privacy and Technology Task Force found that:

(tlhe cordless phone. far from being a novelty item used
only at "poolside." has become ubiquitous. * * ~ ~.!ore and
more communications are being carried out by people
[using cordless phones] in private, in their h~mes .and of­
fices. with an expectation that such calls are Just 11ke any
other phone call.
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Therefore, S. 2375 includes provisions, which FBI Director Freeh
supported in his testimony, that add protections to the exercise of
the Government's current surveillance authority. Specifically the
bill: '

1. Eliminates the use of subpoenas to obtain E-mail address­
es and other similar transactional data from electronic commu­
nications service providers. Currently, the Government can ob­
tain transactional logs containing a person's entire on-line pro­
file merely upon presentation of an administrative subpoena is­
sued by an investigator without any judicial intervention.
Under S. 2375, a court order would be required.

2. Expressly provides that the authority under pen register
and trap and trace orders cannot be used to obtain tracking or
location information, other than that which can be detennined
from the phone number. Currently, in some cellular systems.
transactional data that could be obtained by a pen register
may include location information. Further, the bill requires law
enforcement to use reasonably available technology to mini­
mize information obtained through pen registers.

3. Explicitly states that it does not limit the rights of sub­
scribers to use encryption.

4. Allows any person, including public interest groups, to pe­
tition the FCC for review of standards implementing wiretap
capability requirements, and provides that one factor for judg­
ing those standards is whether they protect the privacy of com­
munications not authorized to be intercepted.

5. Does not require mobile service providers to reconfigure
their networks to deliver the content of communications occur­
ring outside a carrier's service area.

6. Extends privacy protections of the Electronic Communica­
tions Privacy Act to cordless phones and certain data commu­
nications transmitted by radio.

7. Requires affirmative intervention of common carriers' per­
sonnel for switch-bued interceptions-this means law enforce­
ment cannot remotely or independently activate interceptions
within the switching premises of a telecommunications carrier.

Narrow scope
It is also important, from a privacy standpoint, to recognize that

the scope of the legislation has been greatly narrowed. The only en­
tities required to comply with the functional requirements are tele­
communications common carriers, the components of the public­
switched network where law enforcement agencies have always
served most of their surveillance orders. Further, such carriers are
required to comply only with respect to services or faci!ities that
provide a customer or subscriber with the ability to origInate, ter­
minate or direct communications.

The bill is clear that telecommunications services that support
the transport or switching of communications for private networks
or for the sole purpose of interconnecting telecommunications car­
riers (these would include long-distance carriage) need not meet
any wiretap standards. PBX's are excluded_ So are automated teller
machine (ATM) networks and other closed networks. Also. excluded
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from coverage are all information services, such as Internet service
providers or services such as Prodigy and America-Gn-Line.

All of these information services or private network systems can
be wiretapped pursuant to court order. and their owners must co­
operate when presented with a wiretap order. but these systems do
not have to be designed so as to accommodate wiretap needs. Only
telecommunication carriers are required to design and build their
systems to comply with the legislated requirements. Earlier digital
telephony proposals covered all providers of electronic communica­
tions services. which meant everv business and institution in the
country. That approach was not ·practical. ~or was it required to
meet an important law enforcement objective.

S. 2375 RESPONDS TO INDl:STRY CONCERNS

S. 2375 includes several' provisions intended to ease the burden
on industry. The bill grants telephone companies and other covered
entities a 4-year transition period in which to make any necessary
changes in their facilities. In addition. it allows any company to
seek up to a 2-year extension of the compliance date from the Fed­
eral Communications Commission if it turns out that retrofitting a
particular system will take longer than 4 years.

The Federal Government will pay all reasonable costs incurred
by industry in retrofitting facilities to correct existing problems.

The bill requires the Attorney General to estimate the capacity
needs of law enforcement for electronic surveillance. so that car­
riers will have notice of what the Government is likely to request.
The bill requires Government to reimburse carriers for reasonable
costs of expanding capacity to meet law enforcement needs.

..vo impediment to technological innovation
The committee's intent is that compliance with the requirements

in the bill will not impede the development and deployment of new
technologies. The bill expressly provides that law enforcement may
not dictate specific system design features and may not bar intro­
duction of new features and technologies. The bill establishes a rea­
sonableness standard for compliance of carriers and manufacturers.
Courts may order compliance and may bar the introduction of tech­
nology, but only if law enforcement has no other means reasonably
available to conduct interception and if compliance with the stand­
ards is reasonably achievable through application of available tech­
nology. This means that if a service or technology cannot reason­
ably be brought into compliance with the interception require­
ments. then the service or technology can be deployed. This is ~he
exact opposite of the original versions of the legislation. WhICh
would have barred introduction of services or features that could
not be tapped. One factor to be considered when d~termining
whether compliance is reasonable is the cost to the cam~r of com­
pliance compared to the carrier's overall cost of developmg or ac-
quiring and deploying the feature or service in question. .

The legislation provides that carriers shall. decide h~w to lmple­
ment law enforcement's requirements. The blll all~ws lI~dustry as­
sociations and standard-setting bodies. in consultatlon. With law ~n­
forcement. to establish publicly available specifications creatm~
"safe harbors" for carriers. This means that those whose competl-
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tive future depends on innovation will have a key role in interpret­
in,g the legislated requirements and finding ways to meet them
~lt~out impeding the deployment ,of ~ew ser:vices. If industry asso­
Clatlons or standard-settmg organiZatiOnS fall to issue standards to
implement the capability requirements. or if a government agency
or any person, including a carrier, believes that such requirements
or standards are deficient. the agency or person may petition the
FCC to establish technical requirements or standards.
Accountability

Finally, the bill has a number or mechanisms that will allow for
congressional and public oversight. The bill requires the Govern­
ment to estimate its capacity needs and publish them in the Fed­
eral Register. The bill requires the Government. with funds appro­
priated by Congress through the normal appropriations process. to
pay all reasonable costs incurred by industry in retrofitting facili­
ties to correct existing problems. It requires the Attorney General
to file yearly reports on these expenditures for the first 6 years
after date of enactment. and requires reports from the General Ac­
counting Office in 1996 and 1998 estimating future costs of compli­
ance. It requires the Govemment to reimburse camers. with pub­
licly appropriated funds, in perpetuity for the costs of expanding
maximum capacity to meet law enforcement needs. Furthennore.
all proceedings before the FCC will be subject to public scrutiny.
as well as congressional oversight and judicial review.

VI. SEcrION-BY-SEcrION ANALYSIS

SECTION 1. Im'ERCEPTION OF DIGITAL AND OTHER COMML~ICATIO:-.lS

This section adds a new chapter 120 to title 18. United States
Code. to define more precisely the assistance that telecommuni­
cations carriers are required to provide in connection with court or­
ders for wire and electronic interceptions. pen registers and trap
and trace devices. This new chapter contains eight sections num­
bered 2601 through 2608.

Section 2601 provides definitions for "call-identifying informa­
tion." "information services." "govemment." "telecommunications
support services," and "telecommunications camer."

A "telecommunications carrier" is defined as any person or entity
engaged in the transmission or switching of wire or electronic com­
munications as a common carrier for hire. as defined by section
3(h) of the Communications Act of 1934. and includes a commercial
mobile service. as dermed in section 332(d) of the Communications
Act. as amended. This definition encomh::ses such service provid­
ers as local exchange carrien. interesc ge carriers. competitive
access providers (CAPS). cellular carriers. providers of personal
communications services (PCS), satellite-baSed service providers.
cable operators and electric or other utilities that provide tele­
communications services for hire to the public, and any other com­
mon carrier that ofTers wireline or wireless service for hire to the
public. The definition of telecommunications carrier does not in­
clude persons or entities to the eztent they are engaged in provid­
ing information services, ~uch as electronic ~ai1 provid.ers. on-l!ne
services providen, such as CompuSe"e, Prochgy, Amenca-On-Lme


