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Internet are immune from interception or that the Internet offers
a safe haven for. illegal ,activity..Com.munica~ionscamed over the
Internet, are subject to t.nterceptlon under Title III just like other
electronl~ communications. That issue was settled in 1986 whh the
ElectronIC Communications Privacy Act. The bill recognizes, how­
eve", that law enforcement will most likely intercept communica­
tions over the Internet at the same place it intercepts other elec­
tronic communications: at the carrier th.at provides access to the
pubiic switched network.

The blll does not cover private branch exchanges I PBX's). This
means that there will be times when th.e telecommunications car­
rier will be unable to isolate the communications of a specific indi­
..idual whose communications are coming through a PBX. This
poses a minimization problem to which law enforcement agencies.
courts. and carriers should be sensitive. The Committee does not
intend the exclusion of PBX's to be read as approval for trunk line
intercepts. Given the minimization requirement of current law.
courts should scrutinize very carefully requests to intercept truck
lines and insist that agencies specify how they will comply with the
minimization requirement. This is especially true of intercepts of
E·~tail and fax transmissions. In addition, carriers presented with
an order for interception of a trunk line have the option to seek
modification of such an order.

Finally, telecommunications carriers have no responsibility to
decrypt encrypted communications that are the subject of court-or·
dered wiretaps. unless the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation to fur­
nish all necessary assistance under 18 U.S.C. Section 251314).
~othing in this paragraph would prohibit a carrier from deploying
an encryption semce for which it does not retain the ability to
decrypt communications for law enforcement access. 'The bill does
not address the "Clipper Chip"or Key Escrow Encryption issue.
~othing in the bill is intended to limit or otherwise prevent the use
of any type of encryption within the United States. ~or does the
Committee intend this bill to be in any way a precursor to any kind
of ban or limitation on encryption technology. To the contrary, ~ec·

tion 2602 protects the right to use encryption.
Subsection (c), allows a carrier, in emergency or e:ligent cir­

cumstances, at the sole discretion of the carrier, to fulfill its obliga·
tion to deliver communications to law enforcement under the third
capability requirement by allowing monitoring on the carrier's
premises.

Subsection (d), entitled "Mobile SemceAssistance Requirement,"
addresses the responsibility of the carrier who can no longer de­
liver a message or call identifying information to law enforc~m~nt
because the subscriber. the communication and the call identifYIng
information have left the carriers service areL In such a case, the
carrier that had the assistance responsibility is not required to con­
tinue providing the government with the communication content or
call identifying information. but must eDSu~ that the government
can determine which carrier or service pro~d~r ~ subs~uently
picked up the communicatiolll or call iden.tif'~1 lnfo~atlo.n and
begun serving the subscriber. subject to liuutatlons on disclOSing lo-­
cation information as described in section 2602(a).
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Section 2603, entitled "~otices of capacity requirements." places

the burden on the government to estimate its capacity needs ar.d
to do so In a Cost-conSCIOUS manner. while also providing earners
with a "safe harbor" for caoacitv.

Subsection I a) requires the Attorney General. within one year oji
enactment. to publish in the Federal Register and provide to"appro­
priate industry associations and standards bodies notices of both
the maximum capaCIty and the initial capacity required to accom­
modate all lntercepts. pen registers. and trap and trace devices t~.e
government i including Federal. State and local law enforcement·
expects to operate simultaneously.

The maximum capacity relates ':0 the greatest number of inter­
cepts a partIcular switch or system must be capable of implement­
ing simultaneously. The initial capacity relates to the number "f
intercepts the government wHl need to operate upon the date that
is four years after enactment.

The Attorney General is directed to develop the notices· after con­
sultation with local and State law enforcement authorities and ~he
carriers. equipment manufacturers and proViders of telecommuni­
cations support services. The Attorney General is given fleXibility
in detem1ining the fonn of the notice. For example. the notices may
be in the fonn of a specific number for a particular geographic
area. or a generally applicable formula based on the number of sub­
5cnbers served by a camero However. the notices must identify. to
the maximum extent possible. the capacity required at specific geo­
graphic locations. including carrier office locations.

Subsection I b} proVides that telecommunications carriers must
ensure that. within three years after publication of the notices. ur
within four years after enactment. whichever i~ later. they have
the maximum capacIty and the initial capacity to execute all elec­
tronic surveillance orders. If the Attomey General publishes the
first capacity notices b£fore the statutory time of one year ha:
elapsed. compliance by carriers must be achieved at the same time
as the effective date in Section 2 of this Act. In the event the Attor­
ney General publishes the notices after the statutory :~me limIt.
carriers will have three years thereafter to comply. which tlme pe­
riod will fall after the effective date of section 2602.

Subsection I c) requires the Attorney General periodically to giVE

telecommunications carriers notice of any necessary increases ir
maximum capacity. Carriers will have at least three years. and u~
to any amount of time beyond three years agreed to by the .Attor
ney General. to comply with the increased maximum capacIty re­
quirements.

Subsection (d) requires carriers to submit statements to the At­
torney General identifying systems or service that do not ~ave the
capacity to accommodate simultaneously the number or. intercep­
tions. pen registers and trap and trace devices set forth 10 .the ca­
pacity notices iS5ue by the Attorney General under subsectIon I a'.

Subsection I e I prOVIdes that the Attorney GeneraJ may. reimburse
carriers for modifications necessary to comply with capacIty notices.
Until the Attorney General agrees to ~imburse a ca;rner for, such. . .



Section 2604 protects systems security and integrity by requiring
that any electronic surveillance effected Within a carrier's switching
premises be activated only with intervention by an employee of the
camero The switching premises include central offices and mobile
telephone sWitching offices (M'rSOs).

This makes clear that government agencies do not have the au..
thority to activate remotely interceptions within the switching
premises of a telecommunications carrier. Nor may law enforce­
ment enter onto a telecommunications carrier's switching office
premises to effect an interception without the carrier's prior knowl­
edge and consent when executing a wiretap under ezigent or emer­
gency circumstances under section 2602(c). All executions of court
orders or authorizations requiring access to the switching facilities
will be made through individuala authorized. and designated by the
telecommunications carrier. Activation of interception orders or au­
thorizations originating in local loop wiring or cabling can be ef­
fected by government personnel or by individuals designated by the
telecommunications carrier, depending upon the amount of assist..
ance the government requires. ... .
Sec~ion 2605 requires a telecommunications carrier to consult

with its own equipment manufacturen and support service provid­
ers to ensure that equipment or services comply with the capability
requirements. Manufacturen and support services providers are
required to make available to their telecommunications carrier cus­
tomers the necessary features or modifications on a reasonably
timely basis and at a reasonable c:ha.rp. Subsec:tion 2605<b) clearly
means that when a manufacturer makea available features or
modifications to permit ita cuatomer to comply with the require­
ments of the bill, the manufacturer ia to be paid by the carrier in
accordance with normal and accepted. business practices.

These responsibilities of the manufacturers and support services
providers make clear that they have a critical role in ensuring that
lawful interceptions are not thwarted. Without their assistance,
telecommunications ca.rrien likely could not comply with the capa­
bility requirements.

Section 2606 establishes a mechanism for implementation of the
capability requirements that defe~ in the first instance. to indus­
try standards organizationa. Subsection (a) directs the Attorney
General and other law enforcement agencies to consult with ass0­
ciations and standard-setting bodies of the teleeommunications in..
dustry. Carriers, manufacturers and support service providers will
have a "'safe harbor" and be considered in compliance with the ca­
pability requirements if they comply with publicly available tech­
nical requi~ments or staDclarda designed in good faith to imple­
ment the assistance requirementa.

This section provides carriers the certainty of "'safe harbors."
found in standards to be ialued UDder a proceu set up in the bill.
The use of standards to implement 181islative requirements is. of
course, appropriate so long aa Congress delineates the policy that
the guidelines must meet. Skinner v. Mid·AJrwrica PiptliM Co.,
490 U.S. 212. 220 (1989). ("It is constitutionally sufficient if Con-
gress clearly delineates the general policy."). .

This bill. in fact, provides through the four factors in sec~lon
2602 much greater specificity than found in many delegatIons
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upheld by the. COUrts. See. e.g.. Yakus v. C.S.. 321 C.S. ..t 14. ~20
, 1944) I upholdmg delegatIon of authority to fix pnces that "'NIB be
generally fair and equitable and wHl etTectuate the purposes" of t~e
statute I: FPC 1/. Hope .\tatural Gas Co., 320 C.S. 591. 600 I 19~4~
I delegation to determme "j ust and reasonable" rates upheld ,.

The authonty to issue standards tn implement legislation de!e­
gated here to private partles is well within what has been upheld
in numerous precedents. In St. U:JUl$. Iron JEtn. & Southern P.v
Co. 1/ 0 Ta~·lor. 210 L-oS. 281 I 19081. the Supreme Court upheld ~::e
deiegatlon of authOrIty to the American Railway A.s5ociation to es­
tablish the 5tandard height of draw bars for freight cars. I:1
.Voblecrajt Industrzes v. Secretary of Labor. 614 F.2d 199 .9th Cir.
1960 I. the ~inth Circuit sustained Congress's dele~ation to Prt\'C:1 e
organizations of the authority tJ develop health and safety stand­
ards. See also C.S. v. Frame, 885 F.2d 1119. 1122 (3d Cir. 1959.
I upholding delegation to the beef industry to devise its own strate­
gies to implement the government's policy).

The appropriateness of the delegation here is furthered by two
factors: I 11 Compliance with the industry standards is voluntary.
not compulsory. Carriers can adopt other solution,; for complying
with the capability requirements; and (2) The FCC retains control
over the standards. L"nder section 2602(b\ any carrier. any law en­
forcement agency or any other interested party can petition the
FCC. which has the authority to reject the standards developed by
industry and substitute its own. See Sunshine Anthracite Coal Co.
v. Adkins. 310 G.S. 381 ( 1940); St. Louis, Iron .\ftn. supra; Frame.
supra. 885 F.2d at 1128 (delegation valid where discretion of pri­
vate bodies is subject to the government's authority to disappro,-"e
or modify the standards).

This section states atlinnatively that the absence of standards
will not preclude carriers. manufacturers or support service provid­
ers from deploying a technology or service. but they must 3till CO!11­

ply with the assistance capability requirements.
Subsection \b) provides a forum at the Federal Communications

Commission in the event a dispute arises over the technical re­
quirements or standards. Anyone can petition the FCC to establish
technical requirements or standards. if none exist. or challenge an}
such requirements or standards issued by industry associations 01

bodies under this section. In taking any action under this section
the FCC is directed to protect privacy and security of communica
tions that are not the targets of courto-ordered electronic surveil
lance and to serve the policy of the United States to encourage tht
provision of new technologies and services to the public.

If an industry technical requirement or standard is set aside 0

supplanted by the FCC. the FCC is required to consult with the At
torney General and establish a reasonable time and conditions fo
compliance with and the transition to any new standard. The FC~
may also d"fine the assistance obligations of the telecommunl
cations carriers dUring this transition period. . .

This section is also intended to add openness and accountabtbt
to the process of finding solutions to intercept problems. Any FCC
decision on a standard for compliance with this bill must be mad
publicly. 0
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Subsection I c) gives telecommunications carriers an additional
two years to achieve compliance Wltb the assistance capability re­
qUlrements beyond the four yean provided in Section 2 of the bill.

". if they petition for. and the FCC grants, an extension. The FCC
may grant a petition for relief from compliance with the assistance
capability requirements for up to two years in circumstances where
the carrier can show that compliance Wlth those requirements is
not reasonably achievable through application of technology avail­
able within the four year compliance record. The Attorney General
w\il reimburse the carrier for any necessary modifications made
dunng the extension period.

Any extension granted under this subsection applies only to that
part of the carrier's business on which the feature or service at
issue is used.

Section 2607 provides for enforcement by the courts. Subsection
(a) provides that a court may order telecommunications carriers.
equipment manufacturers and support service providers to comply
forthwith with the requirements of the Act in circumstances where
an electronic surveillance order or authorization has been issued
but cannot be effected because a carrier haa failed to comply with
the requirements of the bill. This provision complements the exist­
ing requirement in 18 U.S.C. § 2518(4) that an order authorizing
electronic surveillance may direct that providers of wire or elec­
tronic communications services or any "other person " • • furnish
• • • forthwith all information, facilities, and technical assistance
necessary to accomplish the interception."

Subsection (b) authorizes the Attorney General, in the absence of
a particular electronic surveillance order or authorization, to apply
to an appropriate United Statu Court for an enfol'C1!ment order di­
recting a telecommunications carrier, equipment manufacturer or
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers. this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various United States
Attorneys.

Subsection (c) places limitations on the court's authority to issue
enforcement orders. First, the court must rmd that law enforce­
ment has no alternatives reasonably available for implementing
the order through use of other teehnologjes or by serving the order
on another carrier or service provider. Essentially, the court must
find that law enforcement is seeking to conduct its interception at
the best, or most reasonable, place for such interception.

Second, the court must find that compliance with the require­
ments of the bill are reuonab1y achievable through application of
available technology, or would have been reasonably achievable if
timely action had been taken. Of necessity, a determination of IIrea­
sonably achievable" will involve a consideration of economic ~aetors.
This limitation is intended to excuse a failure to comply WIth the
assistance capability requirements or capacity notices where the
total cost of compliance is wholly out of proportion to the useful­
ness of achieving compliance for a particular type or ca~ry ,of
services or features. This subsection recognizes that, in certaUl CU'­
cumstances, telecommunications carriers may deploy features or
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.5ervices even though they are not in compliance with th .
ments of this bill. e reqwre-

In the ~vent that either of these standards is not met. the court
may not Issue an enforcement order and the carrier may proceed
with deployme.nt. or. with continued offering to the public. of the
feature or semce at issue.

Subsection (d) requires a court upon issuance of an enforcement
order to set a reasonable time and conditions for complying with
the order. In detennming what is reasonable. the court may con­
51der as to each party before it a number of enumerated factors.

Subsection I e I provides that an order may not be issued requiring
a carrier to provide capacity in excess of the capacity for which the
.-\ttorney General has agreed to reimburse the carrier under section
:26031 e I.

Subsection I fj provides for a civil penalty up to $10.000 per day.
from the date of the order. or such later date as a court may de­
cree. for any carrier. equipment manufacturer or support service
provider that violates the section. In setting the appropriate
amount of the fine. a court may consider a number of enumerated
factors. including the nature. circumstances. and extent of the vio­
lation. and. with respect to the violator. ability to pay. good faith
efforts to comply in a timely manner. effect on ability to continue
to do business. the degree of culpability or delay in undertaking ef­
forts to comply, and such other matters as justice may require.

While Subsection 2607(0 would subject to civil penalties a manu­
facturer that fails to provide its customers with the features or
modifications necessary for them to c"mply, the Committee fully
expects that manufacturers and carriers will ensure the compliance
with the requirements through the normal marketplace mecha­
nisms. as carriers. in their orders. specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would normally be appropriate only when the exist­
ing marketplace (Le.• contractual) mechanisms fail to ensure manu­
facturer compliance. just as the imposition of civil penalties would
normally be appropriate on carriers when. for example. they fail to
seek through contractual mechanisms such features or modifica­
tions.

Section 2608. entitled "Payment of costs of telecommunications
carriers to comply with capability requirements." provides. in sub­
section (a). that the Attorney General may, subject to the availabil­
ity of appropriations. pay all just and reasonable costs directly as­
sociated with modifications performed by carriers in connection
with equipment. features. or services installed or deployed before
the date of enactment to establish the capabilities necessary to
comply with section 2602.

Subsection (b> provides that the Attorney qeneral. is .authoriz~
to pay reasonable costs directly associated With achieVIng .comph­
ance with the assistance capability requirements for eqwpmen~.
features or services deployed on or after the date of eD~etment. If
such compliance would otherwise not be reasonably achIevable..In
determining whether compliance is reasonably achievable. consld­
eration must be given in proceedings before a court or the FCC to
when the deployment occurred.
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Subsectio~ I C) directs the Attorney General to allocate appro­
pnated funas to carry out the purposes of the act in accordance
with law enforcement's priorities.

Subsection I d) provides that if a telecommunications camer re­
quests payment for modifications to existing equipment. features.
or .services to achieve compliance with the assistance capability re­
qUIrements under section 2602. and the Attorney General does not
pay as required under subse<:tion (al. the equipment, feature or
service in question will be consldered to be in compliance untIl the
eqUipment. feature, or service is replaced or significantly upgraded
or otherwise undergoes major modifications.

Subsection Ie' authorizes the Attorney General to establish nec­
essary regulatlons and procedures to reimburse carners.

Subsection Ifl provides that any dispute over costs is to be re­
solved by the FCC or the court from which an enforcement order
is sought. In the absence of a dispute brought by one of the partles
to the FCC. it is not the Committee's intent for the FCC or anv
other agency of the Federal Government to regulate the price of
telecommunications transmission and switching equipment or sup­
port services. The Committee regards such regulation as unneces­
sary in a competitive marketplace. Determinations regarding what
constitutes a "reasonable charge" for modifications and features
should be made in the tirst instance by manufacturers and thetr
customers in contractual negotiations in accordance with normal
and accepted business practices.

SECTtON 2.-AUTHORIZATION OF APPROPRiATIONS

This section authorizes $500,000,000 to be appropriated for 1995
through 1997, and thereafter any additional amounts that may be
necessary to carry out the purposes of the bill. which sums shall
be available until expended.

SECTION 3.-EFFECTIVE DATE

This section sets the effective date for compliance with the assist­
ance capability requirements in section 2602 and the systems secu­
rity and integrity requirement in section 2604 as four years after
enactment. All other provisions take effect upon date of enactment.

SECTtON •.-REPORTS

The Attorney General is required to report annually to Co.ngress
periodically for the six years after enactment on the ~ontes ex­
pended under the bill. In addition, the General Ac~ountlng Office
is required to report in 1996 and 1998 on the estimated costs of
compliance with the bill.

SECTtON 5.-CORDLESS TELEPHONES

The Electronic Communications Privacy Act (ECPA). which
amended the wiretap statute in 1986. exempted from the p~teetion
of the Act "the radio portion of a cordless telephone that IS tra~s~
mitted between the cordless tel~phoDe handset and the base UDlt.
18 U.S.C. § 2510 (1) & (12). The bill deletes the e:ueptio~s for
cordless phones and impose. a penalty of up to $500 for 1Oten­
tionally intercepting such communications.
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SECTIONS 6 A.'lD 7.-RADIO-BASED CO~m:~CATIONS

, ECPA does not protec~ c~mmuni~ations 'that are "readily acces­
sible to the general publIc. which mcludes radio communications.
unless ~hey fit into one, of five specified categories. These excepted
categones enJoy protectlon because they usually are not susceptible
to interception by the general public. .

T?e bill wo~ld ~dd "electronic communication" as a category of
radio commUnication covered by the wiretap statute. This wouid
iJrovide protec.tion for all fonns of electronic communications. l:l'
ci~ding data. even when they may be transmltted by radio.

The bill also amends the penalty provision to treat communica­
~:ons using modulation techniques in the same fashion ti those
where encryption has been employed to secure communications pn·
vacy. This paragraph refers to spread spectrum radio commumC:l­
tions. which usually involve the transmission of a signal on dif·
ferent frequencies where the receiving station must possess the
necessary algorithm in order to reassemble the signal.

SECTIO~ S.-TECHNICAL CORRECTION

The wiretap law pennits interception of wire communications by
a wire or electronic service provider in the nonnal course of bU.ii­
nes& to render services or protect rights or property. The bill would
make a technical correction and expand the exception to include
dectronlc communications.

SECTION 9.~LONE PHONES

This section amends the counterfeit access device law :0
criminalize the use of cellular phones that are altered. or -cloned."
to allow free riding on the cellular phone system. Specifically. thi.;
section prohibits the use of an altered telecommunications instru·
ment. or a scanning receiver. hardware or software. to obtain unau­
thorized access to telecommunications services for the purpose of
defrauding the carner. A scanning receiver is defined as a device
used to intercept illegally wire. oral or electronic communications.
The penalty for violating this new section is imprisonment for up
to fifteen years and a fine of the greater of $50.000 or twice the
value obtained by the offense.

SECTION 10.-TRANSACTIONAL DATA

Recognizing that transactional records from on-line communica­
tion systems reveal more than telephone toll records or mail covers.
subsection (a) eliminates the use of a subpoena by law enforcement
to obtain from a provider of electronic communication services the
addresses on electronic messages. In order for law enforcement to
obtain such infonnation. a court order is required. .

This section imposes an intenneciiate standard to protect on-hne
transactional records. It is a standard higher than a sub~na. but
not a probable cause warrant. The intent of raising th~ standar~
for access to transactional data is to guard against 04fishing expe<h­
tions" by law enforcement. Under the intermediate standard. the
court must· find. based on law enforcement's showing of facts. that
there are specific and articulable grounds to believe that the
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r~ords are relevant and material to an ongoing criminal investiga-
tlon. '

Law enforcement could still use a subpoena to obtain the name,
address, telephone toll billing records, and length of service of a
subscriber to or customer of such service and the types of services
the subscriber or customer utilized.

Subsection (b) requires government agencies installing and using
pen register devices to use, when reasonably available, technology
that restricts the information captured by such device to the dial­
ing or signaling information necessary to direct or process a call,
excluding any further communication conducted through the use of
dialed digits that would otherwise be captured. .

COMMITI'EE OVERSIGHT FINDINGS

In compliance with clause 2ClX3)(A) of rule XI of the Rules of the
House of Representatives, tht! Committee reports that the findings
and recommendations of the Committee, based on oversight activi­
"ties under clause 2(b)( 1) of role X of the Rules of the House of Rep­
resentatives, are incorporated in the descriptive portions of this re­
port.

COMMITTEE ON GoVERNMENT OPERATIONS OVERSIGHT FINDINGS

No findings or recommendations of the Committee on Govern­
ment Operations were received as referred to in clause 2(1)(3)(D) of
rule XI of the Rules of the House of Representatives.

NEW BUDGET AUTHORITY AND TAX ExPENDInTRES

Clause 2(1)(3)(B) of rule XI of the Rules of the House of Rep­
resentatives is inapplicable because this legislation does not pro­
vide new budgetary authority or increased tu expenditures.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATES

In compliance with clause 20X3)(C) of rule XI of the Rules of the
House of Representatives, the Committee sets forth, with respect to
the bill, H.R. 4922, the following estimate and comparison prepared
by the Director of the Congressional Budget Office under section
403 of the Congressional Budget Act of 1974.

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, September 30, 1994.

Hon. JACK BROOKS,
Chairman, Committee on tM Judiciary,
House of Rt?presentatives, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre­
pared the enclosed cost estimate for H.R. 4922, a bill to. am:end title
18, United States Code, to make clear a telecommumcatlons car­
rier's duty to cooperate in the interception of communications for
law enforcement purposes, and for other purposes. "

Enactment .of H.R. 4922 would affect direct spending and ~
ceipts. Therefore, pay-as-you-go procedures would apply to the btll.
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If vou wish funher details on this estimate. we will be pleased
to proV1de them.

Sincerely,
JA.\tES L. BLt:~

I For Robert D. Reischauer'.
Enclosure

CO:--tGRESSrOSAL SL"DGET OFFICE---<:OST ESTI~{ATE

1. Bill number: H.R. 4922.
2. Bill tltie: .-\. bill to amend title 18. C'nited States Code. to make

clear a telecommunications carrier's duty to cooperate In the tnter­
ceptlon of communications for la~ enforcement purposes. and for
other purposes.

3. Bill :status: As ordered reported by the House Committee on
the Judiciary on September 29. 1994.

4. Bill purpose: H.R. 4922 would direct telecommunications car­
riers to attain certain technical capabilities to assist law enforce­
ment agencies with wire and electronic interceptions. pen regi3ters.
and trap and trace devices. These companies generally wouid have
four years to compiy with the bill's requirements. However. tele­
communications carrlers would not have to meet the requirements
with respect to existing equipment and services unless tney are !"e­
imbursed by the federal government. Additionally. the Attorney
General may agree to reimburse camers for other reasonable c05ts
in complYIng with this bill. This legislation would authonze appro­
priations totaling :5500 million for the fiscal years 1995 thrOulSh
199i. plus such sums as are necessary for fiscal years there:!..!te!".

This legislation would make several minor changes tv the C'lr~er..!

laws re~ating to the telecommunications industry. H.R. 49:2:2 J.l~O
would establish both civil and criminal penalties for violatlon\!
certain provisions of the bill.

5. Estimated cost to the Federal Government:
:tr "tell '"' oft "I"thClllI at ".tarsl

llMnues.
E111mated "eatDn tflllll Fines

Jlrtct scellO.n, Cnme VICtIms fund
E1tlmaled SUdiet lIutnont'f

. EUlmated oullan
lutftllnlltlOllS:

SOClhed autllonlltlOIlS
Eitlmatld lutnonllnGnS

Total authOnllhans
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The costs of this bill fall within budget function 750. ,
Basis of estimate: The estimate assumes that the congress wl1

appropriate the full amounts authorized. The costs of the bill in ~s
cal years 1998 and 1999 are very uncertain because the precl~~
technical solutions to the bill's requirements are unknown at thl~
time. Based on infonnatioD from the Federal Bureau of Investiga
tion (FBI' and the telecommunications industry, CBO estimate:
that these costs would be roughly 1100 million annually. costs 0
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this order of magnitude could continue in later yean. The outlay
estimat.es are based on information from the FBI regarding imple­
~entatlon of the new capabilities by the telecommunications ear­
ners.

H.R. 4922 would impose civil and/or criminal fines for violations
of the bill's provisions. Both criminal and civil fines increase re­
ceipts to the federal government. Criminal fines would be deposited
in the Crime Victims Fund and would be spent in the following
year. CBO does not expect this additional revenue or direct spend­
ing to be significant.

6. Pay-as-you-go considerations: Section 252 of the Balanced
Budget and Emergency Deficit Control Act of 1985 sets up pay-u­
you-go procedures for legislation affecting direct spending or re­
ceipts through 1998. Enactment of H.R. 4922 would affect both re­
ceipts and direct spending; however. CBO estimates that any
changes in spending and receipts would be insignificant. The fol­
lowing table summarizes the estimated pay-as-you-go impact of
this bill.

)
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o
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o
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••••

TITLE 18. UNITED STATES CODE

•

:~Ir.1I ,n OUtllyS

~~Inlt tn "tetlors

7. Estimated cost to State and local governments: None.
8. Estimate comparison: None.
9. Previous CBO estimate: None.
10. Estimate prepared by: Mark Grabowia and John Webb and

Melissa Sampson.
11. Estimate approved by: Paul Van deWater. for e.G. ~uckols.

Assistant Director for Budget Analysis

I:-a-LATIONARY I~PACT STATE~Em

Pursuant to clause 2(1)(4) of rule XI of the Rules of the House
of Representatives, the Committee estimates that H.R. 4922 will
have no significant inflationary impact on prices and costs in the
national economy.

CHANGES I~ EXISTISG LAw M.-\DE BY THE BILL•.~ REPORTED

In compliance with clause 3 of rule XIII of the Rules of t~e House
of Representatives. changes in existing law made by the blll. ~ re­
ported, are shown as follows \existing law proposed to be oautted
is enclosed in black brackets. new matter is printed in italic. exist­
ing law in which no change is proposed is shown in roman):
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PART I-CR!MES

~ec.

1

~601

•

•

•

•

•

•

•
General provisions

•
120. Teu.communicatioru carr'U" tU.uttJnc~ to the Go~~""lfWnt .

Chap.
1.

CHAPTER 47-FRAUD AND FALSE STATEME~lS

• • • • • • •

~ 1029. Fraud and related activity in connection with access
devices

(al \\n.::>ever-
I 1. .. .. •

• • • • • • •
I 3 I knowingly and with intent to defraud possesses tin~n or

more devices which are counterfeit or unauthorized access de­
vices: [or)

14) knowingly, and with intent to defraud. produces. traflics
in. has control or custody of. or possesses device-making equip­
ment:

.51 knowingly and with intent to defraud uses. produces. tra':
tics in. has control or custody of, or possesses a telecommulU­
cations instrument that haa been modifUd or altered to obtain
unauthorized u~ of telecommunications ~rvices; or

''61 knowingly and with intent to defraud uses, produces. traf
tics in, has control or cWltody of, or possesses-

l AJ a scanning receiver; or
/B) hardware or software u~d. for altering or modifyi~

telecommunications instruments to obtain unauthorized ac
cess to telecommunications ~rvices,

shall. if the offense affects interstate or foreign commerce, be pun
ished as provided in subsection (c) of this section.

• • • • • • •
(c) The punishment for an offense under subsection (a) or ,bl( 1

of this section is-
(1) • • •
(2) a fine of not more than the greater of $50.000 or twic

the value obtained by the offense or imprisonment for not mor
than flfteen years. or both. in the case of an offense under sui:
section ((a)(1) or (a)(4») (aJ (1), (4), (5), or (6) of this sectio
which does not occur after a conviction for another offeD!
under either such subsection, or an attempt to commit an O'

fense punishable under this paragraph: and

• $ $- $ • • •
(e) As used in this section-

(1) the term "acceu device" meaDS any card. plate. code. at
count number, electronic serial numMr, mobu. identificatw
num~r, personal identification number, or ~tMr. t,l«ommun
cations ~rvice, equipment, or in.atrument LfJ4ntifie~, or C?tm
means of account access that caD be used. alone or In conJUDi
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CHAPTER 119-WlRE A...-m ELECTRONlC COIDfl..~CA·
TIONS INTERCEPTION AND INTERCEPrION OF ORAL
COMM'L~ICATIO~S

~ion with another access device. to obtain money. goods . .:er\·.
lces. or any other thing of value. or that ~an be used to lnItiate
a transfer of funds (o':her ~han a transfer ongtnated 50iely by
paper instrument ':

•

•

•

•

•

•

•

•

·.

•

•

•

•

•

•

•

•

•

•

•
15i the tenn ":raffic" means transfer. or other'Nise dispose of.

to another. or ootain controi of with intent to transfer or dis­
pose of: [and)

.6 I the term "device-making equipment" means any equip­
men~. mechanism. or impression deSigned or ?rimanly used for
makmg an access device or a counterfeit access de",ce(.! .. and

il the term ""canning receil.:er'· means a denee or apparatus
that ean be used to intercept a u:ire or electronic commUnLcctzon
in I:lolation or chapter 119.

~ 2~10. Definitions
As used in this chapter-

(1) "wire communication" means any aural transfer made in
whole or in part through the use of facilities for the trans­
mission of communications by the aid of wire, cable. or other
like connection between the point of origin and the point of re­
ception (including the use of such connection in a switching
station' furnished or operated by any person engaged in pro­
viding or operating such facilities for the transmission of inter­
state or foreign communications or communications a!Tecting
interstate or foreign commerce and such term includes any
electronic storage of such communication[. but such tenn does
not include the radio portion of a cordless telephone commu­
nication that is transmitted between the cordless telephone
handset and the base unit);

• • • • • • •
<12) "electronic communication" means any transfer of signs.

signals. writing, images. sounds. data. or intelligence of any
nature transmitted in whole or in part by a wire. radio. electro­
magnetic. photoelectronic or photooptica! system that affects
interstate or foreign commerce, but does not include-

[(A) the radio portion of a cordless telephone commu­
nication that is transmitted between the cordless tele­
phone handset and the baae unit;

[( B)I (AJ any wire or oral communication;
(tC)) (B) any communication made through a tone-only

paging device; or ,
[(0)) (C) any communication from a tracking deVIce (as

defined in section 3117 of this title);

• • • • •• • •
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~ 2511. Interception and disclosure of wire, oral, or elec­
tronic communications prohibited

I 16} "readily .accessible to the general public" means. with re.
spect to a radio commu.'lication. that such communicauon IS
not-

•

•

•

•

..

..

III

•

•

•

•

•

•

•

..

•

•

..
.: .. ..

I Dl transmitted .over a communication system provided
by a common carner. unless the communlcation is a tone
:mly paging system communication: (or I

,E I transmitted on frequencies allocated under part 25.
subpart D. E. or F of pan';"4. or pan 94 of the Rules of
the Federal Communications Commis.iion. unless. in the
ca.se of a communication transmitted on a frequenc)" allo­
cated under pan i 4 that is not exclu.slvely allocated to
broadcast auxiliary services. the communication is a two­
way voice communication by radio; or

I Fj an electronic communication;

•

•

..

14)(a) .. • ..

(b) If the otTense is a first otTense under paragraph (a) of this
subsection and is not for a tortious or illegal purpose or for pur­
poses of direct or' indirect commercial ad~antage or private com­
mercial gain. and the wire or electronic communication with re­
spect to which the otTense under paragraph (a) is a radio commu­
nication that is not scrambled [or encrypted. then I. encrypted.. or
transmitted using modulation techniqzu. the essential parameten
of u:hich have been withJuzid from the public UJith the intention of
presert:tng the privacy of such communication-

(il if the communication is not the ndio portion of a cellular
telephone communication, a cordle•• telephone communication
that is transmitted between the cordless telephoM handMt and.
the base unit. a public land mobile radio service com~unication
or a paging .iervice communication. and the conduct 1S not that
described in subsection \5), the otTender shall be fined under
this title' or imprisoned not more than one year. or both: and

I l' • • •
12 -, a II i\ It shall not be unlawful under this chapter for an opera-

tor of a SWitchboard. or an officer. employee. or agent of a provider
of wire or electronic communication service. whose facilities are
(used in the transmission of a wire communication J used in the
transmission of a wire or electronic communication, to intercept.
disclose. or use that communication in the nonnal course of his em­
ployment while engaged in any activity which is a necessary inCl­
dent to the rendition of his service or to the protection of the righu
or propeny of the provider of that service. except that a provider
of wire communication service to the public shall not utilize service
observing or random monitoring except for mechanical or service
quality control checks.
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(ii) if the communication is th~ radio portion of a cellular
telephone communication. a cordless telephone communicatzon
that is transmitted betuJeen the cordless telephone handset and
the base '..mit. a public land mobile radio service communiCatIOn
or a pag:ng service communication, the otTender shall be tined
not more than 5500.

• • • • • • •

CHAPTER 12o-TELECOMMClNICATIONS CARRIER
.-tSSISTANCE TO THE GOVEILV.\fE.VT

Sec.
;;601. De/iflltOn.s.
~602, A,ssLStance capabtiuv requ~renwn.t.s.

2603. .\'otu:es of capa.&uy ;'eqUve"Utfll.s.
:260-1. Systtms securtty and Lnugruy.
:2605. Coo~ratlon of iqll.Lpment manufacturers and proc:uurs of telecommunLcatwM

S4pport SUL'lces.
~606. Techn~cc.i reqll.lremenu and stal'lli4rd.s: extension of compli.ance d4te.
260i EnforceMent ordi!rs.
:2608. Payment 0; l:osts of telecommun~atlOrucarrwrs to compiy u:lCh capabLilCy reo

qUlrements.

§2601. Definition.
'0.) DEFl~·rTrONS.-[nthis chapter-

the terms defined in section 2510 haL'e, respectiL·ely. the
meanings stated in that section.

'·caLl·identifying information"-
f AJ means dialing or signaling information that identi­

fies the origin. dinction. cU,tiTU1tion, or termination of each
communicatIon generated or received by the subscnber
equipment. facility. or scroice of a telecommunications car·
ner that is the subject of a court order or lawful authonza­
tton; but

(BJ does not include any information tha.t may disclose
the physical location of the subscriber (€%Cept to the e:ctent
that the location may be determined from the telephone
number).

"Commission" mean, the Federal Communications Commis­
-sian.

"government" means the government of tM United States and
any agency or instrum£ntality thereof, t"M District of Columbia.
any commonu.:eaith, territory, or possession of the United
States, and any State or political subdivision thereof authortzed
by law to conduct electron&C surveillance.

'4information service,"-
fAJ means the offering of a capabili~y for ge~e~ating, .~c­

quiring, storing, transforming, proces~&ng, ~etneu&n', utdu­
ing, or making al1ailable infoTm4twn Ul.Q telecommum­
cations; and

(BJ includes electronic publishi1l6 and electronic messag-
ing services: but .

feJ does not incluck any capability for a telecommun&­
cations carrier's internal management, control, or operatIon
of its telecommunications networle.
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"telecommunications support services" means a product. soft.
u.'are, or servl~e used by a telecommunications carrier for the Ln.
ternal szgnallrtg or swztchzng functions of its telecommunL'
cations network.

"telecommunications carrier"-
fA) means a person or entity engaged in the transmlsszon

or su.:itching of u..:zre or electronzc communications as a com·
mon carner for hire 'u:Lthin the meanzng of sectlon J h 0f
the Communicatwns Act of 19.34 '47 r..:.S.c. 15J,n/l.;

.BI incLudes-
i/ a person or entzty engaged in proc:iding com -:e",

cial mobile sen'lce 'as defined In section 33:2' d or": ~ t!
Communications .4.ct of 1934/47 r...... S.C. 332rd",; or

(ii) a person or entity engaged in prol.'iding U:lre I)r

electronic communication su,'itching or tranSmtSSlon
sen'ice to the extent that the Commlssion finds the!
such service is a replacement for a substantial ponton
of the local telephoTU! exchange sen'ice and that U lS !n
the public interest to deem such a person or entlt\' ~f)
be a teLecommunications carrter for purposes of 'thts
chapter: but

,C) does not include persons or entUies insofar as tht!'!
are en.gaged in prol.'iding information sen'ices.

§ 2602••4.ssistance capability require1Mnt.
f aJ c.~.J..8/UIT REQ~"IRE.\[E.vTS.-E%cept as prol.'ided in "~.::J'

sections bJ, ,I C), and rdi of this section and sections :260; c· c.':":
2608 t d" a telecommunications carrier shall ensure that ItS ser~':-::':i

or facilities that prouide a customer or subscnber u:uh the cOt!::....
to origznate. terminate, or direct communicatz.ons are capable ,)r'-

"I) expeditiously isolatin, and enabling the gOt'ernmt!nt :.)
intercept, to tM exclusion or any other communicatlons, all /..i.Vr!

and electronic communications carried by the carrier u:tthin l.l

sen'ice area to or from equipment, facilities, or sen'lces of :..:
subscriber of such carrier concurrently with their transmlSSlon
to or from the subscriber's service, facility, or equipment or at
such later time as may be acceptable to tM gouemment:

(2) expeditiously isolating and enabling the gouernment to aCt

cess call·ickntifying information that is reasonably auallable to
the carrier-

(AJ before. during, or immediately after the transmission
of a wire or electronic communication (or at such later tlme
as may be acceptable to the gouemment); and

(8) in a manner that aLlows it to be associated with the
communication to which it pertains.

except that. with regard to information acquired solely pursu­
ant to the authority for pen registers and trap and tr:cce deuices
(as de/iMd in section 3127), such call·identifying mformatlon
shall not incl~ any information that may disclose the phys­
ical location of the subscriber (except to the extent that the loca-
tion may be cktermiMd from the telephone number/; .

13; delit:ering intercepted communicatlons and caLl-tdentzf..'·
ing information to the gouernment i~.a. format s~ch that the;.'
may be transmitted by means of factlltles or Se1"VlCeS procured
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by t~ governTTUnt to a location other than the premises of the
carner; and

(4) facilitati~ autf1:0rized com,":unications interceptions and
ac~e~s to call'Ldenttfy1T1g mformatton unobtrusively and with a
m1T1tmum of in.terference with any subscriber's telecommun.i­
cations service and in a manner that protects-

(AJ the privacy and security of communications and call­
identifying informatton not author'ized to be intt!i'cepted:
and.

/B) information regarding the government's interceDtion
of commu.n.zcations and access to cail-identzfying znforma­
tlon.

fO) LIMITATIONS.-
(J) DESIGN OF FEATt'RES A.VD SYSTEMS COSFIGt·R.ATfO.VS.­

This chapter does not authorize any law enforcement agency or
onicer- . .

(Ai to require any specific design of features or system
configurations to be adopted by providers of wire or elec·
tronic communication service, manufacturers of tele·
communications equipment, or providers of telecommuni·
cations support services; or

(B) to prohibit the adoption of any feature or sen·ice by
providers of wire or electronic communication sen·ice. man·
ufacturers of telecommunications equipment. or pror.:zders of
telecommunications support ~rvices.

(2i I.VFOR..~tATION SERVICES; PRNATE NE1WORKS AND {_'-"TER­
CONNECTION SERVICES A.VD FACIUTIES.-The requirements of
subsection (a) do not apply to--

rAi information services; or
(BJ services or facilities that support the transport or

switching of communications for private networks or for the
sole purpose of interconnecting telecommunications car­
riers.

(3) ENCRYPTION.-A telecommunications carrier shall not be
responsible for decrypting, or ensuring the government's ability
to decrypt. any communication encrypted by a subscriber or cus·
tomer. unless the encryption was prouided by the carrier and
the carrie,. possesses the information necessary to decrypt the
communication.

(c) EMERGENCY OR EXIGEST CIRCL·MSTANCES.-In emergency or
exigent circumstances (including those described in sections 2518 (i)

or (ll)(b) and 3125 of this title and section 1805(e) of title 50), a
carrier at its discretion may comply with subsection (a)(3J byallow­
ing monitoring at its premises if that is the only means of accom·
plishing the interception or access.

(d) .\lOBILE SERVICE A.sSISTA.VCE REQUlRE.\tENTS.-A tele·
communications carrier offering a feature or service that allows sub­
scribers to redirect, hand off, or assign their wire or electronic com­
munications to another service area or another service provider or
to utilize facilities in another service area or of another sen'ice pro­
uider shall ensure that. when the carrier that had been providing
assistance for the interception of wire or electronic comMunications
or access to call·identifying information pursuant to a court order
or lawful authorization no longer hcs access to the content of such
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communications or call·identif.ting information within the service
ar~~ in which interception has been occurring .as a result of the sub­
scrzber's use of such a feature or seroice, information is made auail­
able to tM gouemmerrt (before. during, or immediately after the
transfer of such communicatioT1.S) identifying the prouider of wire or
electronic communication service that ha.s acquired access to the
communications.

§ 2603. Notice. of capacity requirement.
(a) NOTICES OF MAXIMUM AND ACTUAL CAPACrrr REQUIRE­

.'r!ENTS.-
(1) IN GENERAL.-Not later than 1 year after the date of en­

actment of this chapter, after consulting with State and local
law enforcement agencies, telecommunications carriers, prouid­
ers of telecommunications support services, and manufacturers
of telecommunications equipment, and after notice and. com­
ment, the Attorney GeMral shall publish in the Federal Reg­
ister and provide to a~propricte telecommunications industry
associations and staridard-setting organuations-

(AJ notice of the ma.ximum capacity required to accommo­
date all of the communication interceptions, pen registers,
and trap and trace cUvices that tM AttorM)' General esti­
mates that government agenciea authorized to conduct elec­
tronic surveillance may conduct and. use simultaneously
after the date that is 4 years after the d4te of enactment of
this cluJpter; and.

(B) notice of the actul:U number of communication inter­
ceptions, pen registars, and trap and. trace devices, rep­
resenting a portion of the 17UJ%imum capacity set forth
under subparagraph (AJ, thtJt the AttorM)' General esti­
mates that government agenciu authorized to conduct elec·
tronic suroeiUance mtJy conduct and use simultaneously
after the date that is 4 years after tM date of enactment of
this chapter.

(2) BASIS OF NOTICES.-TJul notices issued under paragraph
(1)-

(AJ may be ba.d upon the type of equipment, type of
service, number of subscribers, type or size or carrier. na­
ture of service area, or any otMr measure; and

rB) shall identify, to tM Tn4%imum utent possible. the ca­
pacity required at specific geographic locations, including
carrier office locatioru.

(b) COMPLIANCE WITH CAPACITY NOTICES.-
(1) INITIAL CAPACITY.-Within 3 years after the publication by

tM Attorney GeMrcU of a notice of capacity requit:e11Ulnts or
within 4 years after the date of e1ltJCtment of thIS chap~er,
whichever is longer, a telecommunications carrier shell, subject
to subsection (e), ensure that its systema are c~pable of~ .

(AJ upandi116 to the maximum capacIty set forth. In the
notice under subsection (a)(1)(A); and .

rB; accommodating simWtaMOusly the num!'er of lnter­
ceptions, pen registers, and trap and trace deViceS set forth
in tlz#. notice under subsection (a)(l)(B).
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(2) EXPAVSJON TO ."'!AX1MUM CAPACITY.-A{ter tlu date de­
scribed in paragraph (1). a teJecommunicatzons carner shall
s1:lbject. to subsection (el. ensure that it can accommodate e:rlHdi:
~tously any tncrease tn the actual. number of communication
tnterceptions. pen registers, and trap and trace devices that au­
thorzzed agenczes may seek to conduct and use. up to tM maxi­
mum capaczty requirement set tonh in the n.otice under sub­
section' a)( 1)(AI,

'CJ .VOTICES OF I.vCREASED .-JAXI.'Jt·M CAPACITY REQt·lREME.\7S.-
(1) The Attorney General shall periodically publish in the

Federal Register, after notice and comment, notice of any nec­
essary increases in the maximum capacity requirement set forth
in the notice under subsection r0.)(1j{N.

(2) Within 3 years after notice of increased ma.ximum capac­
ity requirements is published under paragraph (1), or u:ithin
such longer time period as the Attorney General may specify, a
telecommunications carrier shall, subject to subHction (el, en·
sure that its systems are capable of upending to the increased
ma.:rimum capacity set forth in the notice.

rdJ CARRJER STATE.'JENT.-Within 180 days after the publication
by the Attorney General of a notice of capacity requirements pursu­
ant to subsection (0.1, a telecommunicatioM carrier shall submit to
the Attorney General a statement identi.fying any of its systems or
services that do not have the capacity to accommodate simulta­
Moraly the number of interceptions, ~n registers. and trap and
trace deuices set forth in tM notice under subparagraph rAJ or fBi
of subsection (aJ(1).

(eJ REIMBURSEMENT REQUIRED FOR COMPLJ.ANCE.-The AttorMY
General shall review tM statements submitted uru:J.er subsection 'dJ
and may, subject to the auailability of appropri4tions, agree to reim­
burse a telecommunications carrier for the just and reasonable costs
directly associated with modifications to attain such capacity re­
quirement. Until the Attorney General agrees to reimburse such car­
rier for such modification, such carrier shell be considered. to be in
compliance with the capo,city notices uru:J.er subparagraphs (AJ and
(BJ of subsection (al(V.

§2604. 5,.,.".. "curlt, alld illt.,""
A tel«ommunications carrier shall ensure that any court ordered.

or lawfully authorized. interception of communications or access to
call-identifying information effected within its sUJit~hing pre~ise~
can be actiuated only with the affirmctiue interventIOn of an uuil'
vidual officer or employee of the carrier.

12606. Cooperation of equipnwllt 1IKJItu(acl""'''' and prol1itJ.
en of tekcommunicatiolU .upport ...rviee.

(a) CONSULTATION.-A telecommunicatioRII carrier shell coault,
as necessary, in a timely fashion with 1TUJnu(adunra of i~ tele·
communications transmission and switchi". equipment aM Its pro­
ui.dcrs of telecommunicatioM support urvice. for tM .purpose of en
suring thet current and pl4nlVd services and eqlUp"ul1It c~mpl~
with tM capability requiremcnU of S«tion. 2602 and tM ca~Jty n
quiremenU identified by the AttOI'MY General under seetiOn 2603
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rbJ COOPERATION.-Subject to sections 260i(cJ and 2608'dJ, a
manufacturer of teLecommunicatzons transmisszon or su.:Uchmg
eqULpment and a provzder of telecommunications support SUttces
shall, ana reasonably timely basis ~nd at a reasonable charge.
make ar.:azlable to the telecommumcatzons earners using Lts equtp­
ment or sen'ices such features or modifications as are necessary to
pern:Lt such carriers to comply with tM capability requirements of
sectzon 2602 and the capaczty requirements identzfied by the Attor.
ney General under section 2603.

§2606. Technical requirement. and ltandarcU; extenaioll of
compliance date

/a) SAFE HARBOR.-
(1J CONSULTATION.-To ensure tM efficient and industrv­

wide imple.mentation of the assistance capability requirements
under sectzon 2602, t~ Attorney General, in coordination u:tth
other Ferhral, State. and local law enforcement agencies, shall
cons.ult .with appropriate associ.ati~na and standard-setting or.
gamzatzons of the telecOmmU1l1catUJna industry and Wtth rep­
resentatives of users of telecommunications services and factli.
ties.

(2J COMPLIANCE UNDER ACCEPTED STA..VDARDS.-A tele­
communications ca~r shall be found to be in compliance u:tth
the assistance capability requirements under section 2602. and
a manufacturer of telecommunicationa trans".ission or switch­
ing equipment or a prouichr of telecommunications support
seruices shall be found. to be in compliance with section 2605,
if the carrier, manufacturer, or support service prot:ider is in
compliance with publicly auail4bk technical requirements or
standards adopted by an industry association or standard·set­
ting organization or by the Com.mission under subsection I bJ to
meet the requirements of section 2602.

(3) ABSENCE OF STANDARDS.-TM absence of technical re­
quirements or stand4rd8 for implementing the assistance capa­
bility requirements of section 2602 shall not-

(AJ preclude a carrier, manufacturer. or seroices provider
from deploying a technology or service; or

(B) relieue a carrier, TTUJnufacturer. or seroice prouider of
the obligationa imposed by section 2602 or 2605. as appli­
cable.

fb) FCC AUTHOIUTY.-
r1) IN GENERAL-if industry associations or standard·setting

organizations fail to isSlU technical requireTMnts or standards
or if a government agency or any other person believes that such
requirements or staru:i4rds are ckficient, the agency or person
may petition the Commission to est4blish, by notice and. co.m­
ment rulemaJcing or such other proceedings as the CommISSIon
may be authorized to conduct, technical requirements or stand­
ards that-

rAJ meet the assistance capability requirements of section
2602;

rB) protect the priuacy and security of communicatiolU
not authorized to ~ intercepted; and
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c~ ~erve the policy o( tM United States to encourage the
prOVlSlon of new technoLogies and services to t~ public.

(2) TR.A.VSITION PERJOD.-If an industry technical require.
ment or standard is set asiiU or supplanted as a result of Com.
mission action under this section, the Commission. after con·
sultation with the Attornev General. shall establish a reason·
able time and conditions for compliance wzth and the transltion
to any new standard. including defining tM obligations of teLe·
communications carriers under section 2602 durmg any transi·
tion perzod.

I c/ EXTESSION OF COMPLJAVCE DATE FOR FEATt'RES A.."'-D SERVo
ICES.-

(1; PETITION.-A telecommunications carrier proposing to in·
stall or deploy, or htJving instaUed or deployed. a feature or
service within 4 years after the date ofenactment of this chapter
may petition the Commission for 1 or more extensions of the
deadlilU! for complying with the assi$tance capability require·
ments under section 2602.

(2J GROUND FOR EXTENSION.-T1ut Commission may. after af·
fording a full opportunity for hearing and after consultation
with the Attorney Generai, grant an extension uru:Ur this para·
graph. if tM Commi$sion determines that compliance with the
assistance capability requirements under section 2602 is not
reasonably achievabk through application of technology auail·
able within the complia.n.ce period.

(3) LENGTH OF EXTENSION.--An uUnsion under this para·
graph shall mend for no longer than the earlier of-

(Ai the date thtermined by til. Commission as necessary
. ,. the carrier to comply with the assistance capability re­
.J.i.rements uncUr s.ction 2602; or
(BJ the date that i.s 2 years after the date on which the

eztension is ,ranted. .
(4) A,pPUCABlurf OF EXTENSION.-An extension under this

subsection shall apply to omy that part of the carrier's business
on which the new feature or service is used.

§1601. Ellfolft1flll1lt 0"''''
(a) ENFORCEMENT BY Cornrr ISSUING SURVEILLANCE ORDER.-if

a court authorizing an interception under chapter 119. a State stat·
ute. or til. Fortign Intelligence SUnJeillance Act of 1978 (50 U.S.C.
1801 et '*I.) or authorizing WUI of a pen register or a trap and trace
cUvice under chapter 206 or a State statu.te {in.d4 that, a teu·
communications carrier htu faiud to comply with the reqUIrements
in this chapter, the court TTUJy direct that the carmr comply forth­
with and may direct tha.t a prouitUr of support se~ices to t~ cf!'r­
rier or the manufacturer of the carriltr's tra1&8mwwn or SWItch,'.'"
equipnUnt furnish forthwith modifications necessary for the carner
to comply.

(b) ENFORCEMENT UPON APPU~TI0N BY AtTORNEY GENERAL.­
The Attorney General may apply to tM appropriate United States
district court for, and the United States district courts she,ll ~aue
jurisdicti.on to issue. an orcUr directing tMt a teucommu~u~atlons
carrier. a manufacturer ofteucommunications transmISSIon or
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sWLtching equipment. or a provider of telecommunicatl.ons support
services comply with this chapter.

IC; GROUNDS FOR ISSUANCE.-A court shall issue an order under
subsection (aJ or (b; only if tful court finds that-

I!) alternatiL'e technologUS or capabilit~s or the facilities 0,­
another carrzer are not reasonably available to law enforcement
for implementing the interception of communicatzons or access
to call· identifying information; and

'2; compliance with the requzrements of this chapter is rea·
sonably achier.:able through the application of aL'aLiable tech·
nology to the feature or seroice at issue or wou.Ld haL'e been rea·
sonably achieL'able if timely action had been taken.

'd; Tl.WE FOR COMPLlANCE.-Upon issuance of an enforcement
order under this section, the court shall specify a reasonable time
and conditions for complying with its order, consirkring the good
faith efforts to comply in a ti.mely manner, any effect on the car·
ner's, manufacturer's, or service provider's ability to continue to do
busmess, the degree of culpability or delay in u~rtakingefforts to
comply, and such other matters a.s justice may require.

Ie; LJ.WlTATI0N.-An order under this section may not require a
telecommunications carrier to meet the government's demand for
interception of communications and acquisition of caU·identzfying
information to any e%tent in euess of the capacity for which the At·
torney GeMral has agreed. to reimburse such carrur.

If) CNlL PENALTY.-
(1) IN GENERAL.-A court issuing an order under this section

against a telecommunications carrier, a manufacturer of tele­
communications transmission or switching equiprrumt, or 11 pro­
vider of telecommunications support services may impose a cit:zl
penalty of up to 110.000 ~r day for each day in L'iolation affer
the issuance of the order or after such future date as the court
may s~cify.

(2) CONSIDERATI0NS.-ln ~termining whether to impose a
fine and in determining its amount, the court shall take into ac·
count-

rAJ the nature, circumstances. and. e:rtent of tM violation:
rB) the violator's ability to pay, the violator's good faith

efforts to comply in a timely manMr. any effect on the L'io­
lator's ability to continru to do busiMss, tM degree of cul­
pability, and. the length of any delay in undertaking efforts
to comply; and .

rc) such other matters a.s justice may require.
(3) CNTL ACTI0N.-TJt. Attorney GeMral may file a civil ac·

tion in t~ appropriate United States district co~rt. to. ceilect.
and the United States district courts shall have Junsdic:;,on to
impose. such fiMs.

§ 2608. Payment of co.t. of t.keommunicatioru carrien to
comply with capability requirement.

(aJ EQUIPMENT, FEATURES, AND SERVICES DEPLOYED BEFORE
DATE OF ENACTMENT.-The Attonury GeMral may, subject to the
availability of appropriations, agree to pay teLecommunicati0'!'S car­
riers for all just and reasonable costs directly .assoc~ated w.uh tM
modifications performed by carr~rs in CORMct:on With equIpment.
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features. a:td services iltStalkd or cUployed before the date of enact.
ment of thLS chapter to establish the capabilities necessary to comply
with section 2602.

(b) EQUIPMENT, FEATURES. ..vYD SERVICES DEPLOYED ON OR
AFTER DATE OF ENACTMENT.-

(1) Lv GENERAL.-If compliam:e with tM assistance capability
requirements of section 2602 is not reasonably achuwable with
respect to equipment, features, or services deployed on or after
the date of enactment of this chapter, the AttorTUy General. on
application of a. tel~commun.icatio~ carrier, may agree to pay
the teiecommumcatl0ns carner for Just and reasonable costs di·
rectly associated with achieuing compliance.

(2; CONSIDERATION.-In determining whether compliance
with the assistance capability requirements of section 2602 is
reasonably achieuable with respect to any equipment. feature, or
service installed or deployed after the date of enactment of this
chapter, consideration shtJll be liven to the time when the
equipment, feature, or servi.ce wa.s installed or deployed.

(CJ ALLoCATION OF FUNDS FOR PAYMENT.-Tlu Attonwy General
shall allocate funds appropricted to carry out this chapter in ac­
cordance with law en.forcelMnt prioritie3 determin"ed by the Attorney
GeMral.

(d) FAlLL'RE To MAKE PAYMENT WITH RESPECT TO EQUIPMENT,
FEATURES, AND SERVICES DEPLOYED BEFORE DATE OF ENACT­
.\lENT.-

(1) CONSIDERED TO BE IN COMPUANCE.-If a carrier htU n ..
qrusted payment in accord4nce with procedure. promulgated
pursuant to subsection (e), and the Attorney General htU no~

agreed to pay the telecommunicatioM carrier for aU reaMJnabk
CO.t3 directly associated with modifications necessary to bri.1IM
the equipment. featun, or .roic. into actual complian.ce with
the auistance capability requirelMnt3 of section 2602. an,
equi.pment, feature, or seroice of a telecommunications carriel
deployed before the d4te of encctment of this chapter shall lH
coruidered to be in compliance with the a3sistance capability reo
qui.rement3 of section 2602 until tn. equipment, feature. or sen!'
ie, is replaced or significantly upgraiUd or otherwise undergoa
major modification. .

(2) LIMITATION ON ORDER.-An order under section 260~
shell not require a telecommunicatioM ca~r to modify, for tlrA
purpo. of complying with the cusistance capability requin,
ments of section 2602, any equipment, feature. or servi.ce cU·
ployed before the date of eTl4ctment of this chapter un/.eu tJu
Altorney GeIWral hru agreed to pc, the teucommunications car
r;',. for all jU3t and reCJ80nablc coat. di.r~tly auocilzted wid
modification3 necessary to bring tJut equipTTumt, feature. or_",
ice into actual compliance with thOtlll requirement•.

fej PROCEDURES AND REGULATIONS.-Notwithstandi1lf any othe
law, the Attorney General shall, aft.r notice and comment, esta~IUJ
any procedures and regulations dam«l IWcessa!y t~ e,,"tua~e tIme
ly and cost-efficient payment to tel«ommunlcatwM carner! fo
compensable costs incurred under this c~pter, under. chapter! 11~
and 121, and under tM Foreign IntellJ.g.nce Surveillance Act G
1978 (50 U.S.C. 1801 et seq.).
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(f) DISPUTE RESOLU110N.-If tlutre is a dispute between the Attor.
ney GeMrCfl and a teucommunicationa ~rrUr regardin.g the
amount ofJust and reasonabu costs to ~ paid under subs.ection (a)
the dispute shall be resolved and tM amount ckterm.irwd in a pro:
ceeding initiated at tlu Commission or by tlu court from which an
enforcement order is sought under section 2607.

• • • • • • •
CHAPI'ER 121-8TORED wm.E AND ELECTRONIC COM.

MUNICATIONS AND TRANSACTIONAL RECORDS AC·
CESS

§ 2703. Requirements tor governmental access

(a) • • *

•

•

•

•

•

•

•

•

•

•

•

•

•

•
(c) RECORDS CONCERNING ELECTRONIC COMMUNICATION SERVlCE

OR REMOTE COMPUTING SERVlCE.--( l)(A) • • ..
<B) A provider of electronic communication service or remote

computing service shall disclose a record or other information per­
taining to a subscriber to or customer of such service (not including
the contents of communications covered by subsection (a) or (b) of
this section) to a governmental entity only when the governmental
entity-

[(i) uses an administrative subpoena authorized by a Federal
or State statute. or a Federal or State grand jury or trial sub-
poena; .

[(ii» (i) obtains a warrant iuued under the Federal Rules
of Criminal Procedure or equivalent State warrant;

[(iii») (ii) obtains a court order for such disclosure under
subsection (d) of this section; or

[Ov») (iii) haa the consent of the subscriber or customer to
such disclolure.

(C) A provickr of el«tronic communication ,.rvice or remou com­
puting service shall dt.cloac to a 10vcm1Mntal entity the name, ad­
dres., tel.phone toll billing 1"'eCOrd&, and length of service of a sub­
scriber to or customer of such service and the type. of services tM
subscribe, or customer utiliud, wMn the gOW17l1MnttU entity U3U
an adminiBtratiw subpoen.a authorized by' a Federal or Stau stat­
ute or a Federal or State grand iu,., or trial subpoe1l4 or any meaM
available uncUr subparagraph (B).

• • • • • • •
(d) REQUIREMENTS FOR COURT ORDEIL-(A court order for disclo­

sure under subsection (b) or (c) oithia section may be iuued by any
court that is a court of compe~nt jurisdiction set forth in section
3126<2XA) of thia title and shall iuue only if the governmental en­
tity showl that there is reuon to believe the contenta ~f a wire. or
electronic communication, or the recorda or other uuormatlon
sought. are relevant to a lqitimate law enforcement inquiry.) A
court ordcr fo,. disclOlun uruk, su.b~ .(b). 0'. (c! .,1&I:lY "..&SI~
by any court. that i.3 a court of competent JUI"isdidion tUlCn~ &n
seetion 3126(2)(A) and shall isaue orily iftM 10wmrunttJl entity of·



CHAPTER 206-PEN REGISTERS AND TRAP AND TRACE
DEVICES

§ 3121. General prohibition on pen register aDd trap and
trace device UN; exception

(CJ UMITATION.-A governnu!nt agency authorized to in.atall and
uu a pen register under this chapteT or under State law. shall use
technology reasonably avail4bu to it that restricts the recording or
decoding of electronic or otMr impw.. to the dicling and signaling
information utilized in call proceaing.

[(c)l fd) PENALTY.-Whoever knowingly violates subsection (a'
shall be fined under this title or imprisoned not more thaD one
year. or both.
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•
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(a) •

fen specific and articulabk fact~ showiT16 thet- tMrt an reasonabu
groUl'llU to believe that tM cont~nts of a win or electronic commu·
nication, or tM record~ or otMr information sought, art relevant
and material to an ongoing criminal investigation. In the case of
a State govemmental authority, such a court order shall not issue
if prohibited by the law of such State. A court issuing an order pur·
suant to this section. on a motion made promptly by the service
provider. may quash or modify such order, if the information or
records requested are unusually voluminous in nature or compli·
ance with such order otherwise would cause an undue burden on
such provider.


