equipment, facilities, services, features, or system configurations to be adopted by any carrier
or manufacturer.3?

The Commigsion should make clear at the outset of this rulemaking that any resulting
rule will be voluntary and that carriers remain free to choose any implementation that meets
CALEA's requirements. By adopting the Carrier Association's two-step process, the
Commission will ensure that the resulting standard is a consensus document capable of
implementation by any carrier or manufacturer. The Department's approach is a prescription

to lock in obsolescence when Congress sought to ensure innovation would continue 33

V. REASONABLE ACHIEVABILITY REQUEST

CDT asks the Commission to find that compliance with CALEA's capability
requirements is not reasonably achievable with respect to equipment, facilities or services
installed or deployed after January 1, 1995.34 The Carrier Associations join CDT's petition,
but for slightly different reasons.

First, the delay in meeting CALEA deadlines was a direct result of the Department's
failure to timely publish capacity requirements and its overreaching in regard to the assistance
capability requirements. As noted above, the Department could have joined the capability
issue last year but failed to do so. There can be no doubt that delay has increased the cost of
CALEA compliance.

The absence of standards and capacity information has not slowed industry growth,

however. The Telecommunications Act of 1996 and the Commission's spectrum auctions

32 See 47 US.C. § 1002(b)(1)X(A).

33 H. Rep. No. 103-837, at 19, reprinted in 1994 U.S.C.C.A.N. 3489, 3499 ("The
Committee's intent is that compliance with the requirements in the bill will not impede the development
and deployment of new technologies. The bill expressly provides that law enforcement may not dictate
system design features and may not bar the introduction of new features and technologies.”).

34 CDT Petition at 10.
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unleashed a tidal wave of new facilities-based providers, some of whom are burdened with
enormous debt and tight construction schedules, and great expansion of existing carrier
services. To retroﬁtl all of the pre-standard hardware and software now certainly will have
serious effects on competition and subscriber costs

For its part, the Department has done everything it can to increase the cost of CALEA
compliance on industry. For example, despite the fact that CALEA states that a
telecommunications carrier's equipment, facilities or services “installed or deployed" on or
before January 1, 1995, shall be considered to be in compliance with the assistance capability
requirements of CALEA until the Attorney General agrees to pay all reasonable costs of
retrofitting such equipment, facilities or services, on March 20, 1997, the FBI promulgated

regulations that, among other things, defined "instalied or deployed" as follows:

Installed or deployed means that, on a specific switching system,
equipment, facilities, or services are operable and available for use by
the carrier's customers 33

By defining the two separate words "installed" or "deployed" to have the same meaning, the
FBI with one stroke renders entire classes of switching equipment obsolete unless upgraded at
carrier expense.

Industry will challenge the FBI's arbitrary and capricious definition of "installed or
deployed" in federal court. In the meantime, the Commission should initiate a Section 109
proceeding to determine whether compliance is reasonably achievable under the Department's
definitions for post-January 1995 installations of already deployed equipment, services or
facilities. It makes no sense to put carriers and manufacturers to the work of designing
solutions that pre-standard carriers cannot afford to purchase.

The Carrier Associations note that, in any case, the Commission has the obligation in a

deficiency proceeding to address the cost of compliance and the impact on competition before

3528 C.F.R. § 100.10.

[24647-0007/DA980990.021] -15- 49798



promulgating a final rule 36 If the costs of compliance are too high; if compliance will
preclude the introduction of new services; if the proposed standard cannot adequately protect
privacy, then the Cohmission is authorized under Section 107(b) to reject the proffered
capabilities. The result is that industry would not have to meet the capability requirement in
order to have "safe harbor " By contrast, under Section 109, if the Commission finds that
compliance is not reasonably achievable, carriers will be deemed in compliance unless the
Attorney General agrees to pay the incremental costs necessary to make compliance
achievable.

The Carrier Associations urge the Commission to conduct a thorough inquiry into the
costs and impacts of CALEA compliance before finalizing its rule. Manufacturers will not
want to develop hardware and software for CALEA compliance only to find that the cost is
too much, they cannot make it available at a reasonable charge, and carriers are seeking relief :
at the Commission. Accordingly, the Commission should begin a reasonably achievable
inquiry as part of this rulemaking; otherwise, it certainly will be faced with reasonable
achievability petitions later, the determination of which will only further delay CALEA

tmplementation and increase costs to all concerned.

VL. CONCLUSION

The Carrier Associations urge the Commission to decide the legal issues associated
with capability as soon as practicable after notice and comment. The Commission should
remand to TR4S5.2 any revisions in the standard that are necessary as a result of this
rulemaking so that voluntary compliance can be achieved in the most cost-effective manner.

CALEA compliance should be suspended during this rulemaking and an industry-wide

36 Section 107(b) requires the Commission's final rule to (1) meet the assistance capability
requirements of section {03 by cost-effective methods; (2) protect the privacy and secunty of
communications not authorized to be intercepted; (3) minimize the cost of such compliance on
residential ratepayers. and (4) serve the policy of the United States to encourage the provision of new
technologies and services to the public. 47 U.S.C § 1006(b)(1)-(4).
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extension should be granted immediately. Finally, the Commission should commence an
inquiry into whether compliance for pre-standard installed or deployed hardware and software
will be reasonably achievable.

Dated: Apnl 9, 1998

Respectfully submitted,

By P bt G [
Albert Gidari

Perkins Coie LLP

1201 Third Avenue

40th Floor

Seattle, Washington 98101

(206) 583-8688

Counsel for: _

CELLULAR TELECOMMUNICATIONS
INDUSTRY ASSOCIATION

PERSONAL COMMUNICATIONS
INDUSTRY ASSOCIATION

UNITED STATES TELEPHONE ASSOCIATION

{24647-0007/DA980990.021] -17- 4998




CERTIFICATE OF SERVICE
I, Martin P. Willard, hereby certify that on this 9th day of April, 1998, a copy of the
forgoing Response to Petition for Rulemaking was delivered by hand to the following:

Ll (= Lu-/éd“/

The Honorable William E. Kennard, Chairman
Federal Communications Commission

1919 M Street, N.W. - Room 814
Washington, D.C. 20554

The Honorable Harold Furchtgott-Roth, Commissioner
Federal Communications Commission

1919 M Street, N'W. - Room 802

Washington, D.C. 20554

The Honorable Susan Ness, Commissioner
Federal Communications Commission
1919 M Street, N.W. - Room 832
Washington, D.C. 20554

The Honorable Michael Powell, Commissioner
Federal Communications Commission

1919 M Street, N.W. - Room 844
Washington, D.C. 20554

The Honorable Gloria Tristani, Commissioner
Federal Communications Commission

1919 M Street, N.W. - Room 826
Washington, D.C. 20554

Christopher J. Wnght

General Counsel

Federal Communications Commission
1919 M Street, N.W. - Room 614
Washington, D.C. 20554

Daniel Phythyon, Chief

Wireless Telecommunications Bureau
Federal Communications Commission
2025 M Street, N.W. - Room 5002
Washington, D.C. 20554

[24647.0007/DA980990.021] -18- 1998



David Wye (15 copies)

Technical Advisor

Federal Communications Commission
2025 M Street, N.-W. - Room 5002
Washington, D.C. 20554

A. Richard Metzger, Chief

Common Carmer Bureau

Federal Communications Commission
1919 M Street, N.W. - Room 500B
Washington, D.C. 20554

Geraldine Matise

Chief, Network Services Division
Common Carrier Bureau

2000 M Street, N.-W. - Room 235
Washington, D.C. 20554

Kent Nilsson (5 copies)

Deputy Division Chief

Network Services Division
Common Carrier Bureau

2000 M Street, N'W. - Room 235
Washington, D.C. 20554

David Ward

Network Services Division
Common Carrier Bureau

2000 M Street, N W. - Room 210N
Washington, D.C. 20554

Marty Schwimmer

Network Services Division
Common Carrier Bureau

2000 M Street, N.-W. - Room 290B
Washington, D.C. 20554

Lawrence Petak

Office of Engineering and Technology
Federal Communications Commission
2000 M Street, N.W. - Room 230
Washington, D.C. 20554

[24647-0007/DAS80990.021] -19-

49/98



Charles Iseman

Policy Division

Office of Engineering and Technology
Federal Communications Commission
2000 M Street, NW. - Room 230
Washington, D.C. 20554

Jim Burtle

Office of Engineering and Technology
Federal Communications Commission
2000 M Street, N.W. - Room 230
Washington, D.C. 20354

Larry R. Parkinson

General Counsel

Federal Bureau of Investigation
935 Pennsylvania Avenue, N.W.
Washington, D.C. 20535

Stephen W. Preston

Assistant Attorney General

Douglas N. Letter

Appellate Litigation Counsel

Civil Division, Department of Justice
601 D Street, NW. - Room 9106
Washington, D.C. 20530

Matthew J. Flanigan

President

Telecommunications Industry Association
2500 Wilson Boulevard, Suite 300
Arlington, VA 22201-3834

H. Michael Warren, Section Chief
CALEA Implementation Section

Federal Bureau of Investigation

14800 Conference Center Drive, Suite 300
Chantilly, VA 22021

[24647-0007'DA980990.021]

-20-

4998



Jerry Berman

James X. Dempsey

Center for Democracy and Technology
1634 Eye Street, N-'W | Suite 1100
Washington, DC 20006

Stewart A. Baker

Steptoe & Johnson LLP

1330 Connecticut Avenue, N.W.
Washington, DC 20036

International Transcription Service, Inc.

1231 20th Street, N.W.
Washington, DC 20036

[24647-0007/DA920990.021]

21-

4998



CERTIFICATE OF SERVICE
I, Robyn L.J. Davis, do certify that on May 20, 1998 copies of the Comments of the
United States Telephone Association were either hand-delivered, or deposited in the U.S.

Mail, first-class, postage prepaid to the persons on the attached service list.




Rozanne R. Worrell

U.S. Department of Justice

Federal Bureau of Investigation
Telecommunications Industry Liaison Unit
P.O. Box 220450

Chantilly, VA 20153

Michael Altschul

Randall S. Coleman

Cellular Telecommunications Industry Assn.
1250 Connecticut Avenue, NW

Suite 200

Washington, DC 20036

Roseanna DeMaria

AT&T Wireless Services

32 Avenue of the Americas - Room 1731
New York, NY 10013

Stanton McCandlis

Electronic Frontier Foundation
1550 Bryant Street - Suite 725
San Francisco, CA 94103

Stewart A. Baker

Thomas M. Barba

Brent H. Weingardt

L. Benjamin Ederington

Steptoe & Johnson LLP

1330 Connecticut Avenue, NW
Washington, DC 20036

Richard McKenna, HQE03)36
GTE

P.O. Box 152092

rving, TX 75015

Andre |. Lachance

GTE

1850 M Street, NW
Suite 1200
Washington, DC 20036

John T. Scott, Hl

Crowell & Moring LLP

1001 Pennsylvania Avenue, NW
Washington, DC 20004

Mark C. Rosenblum

Ava 8. Kleinman

Seth S. Gross

AT&T

295 North Maple Avenue - Room 3252J1
Basking Ridge, NJ 07920

Jerry Berman

Daniel }. Weitzner

James X. Dempsey

Center for Democracy and Technology
1634 Eye Street, NW

Washington, DC 20006

Andy Oram

Computer Professionals for Social Responsibility

P.O.Box 717
Palo Alto, CA 94302

Matthew |. Flanigan

Grant Seiffert

Telecommunications Industry Assn.
1201 Pennsylvania Avenue, NW
Suite 315

Washington, DC 20004

Gail L. Polivy

GTE

1850 M Street, NW
Suite 1200
Washington, DC 20036

James D. Ellis

Robert M. Lynch

Durward D. Dupre

SBC

175 E. Houston - Room 1258
San Antonio, TX 78205



Lucille M. Mates

Frank C. Magill

SBC

175 E. Houston

Room 1258

San Antonio, TX 78205

Dan L. Poole

LS WEST

1020-19th Street, NW
Suite 700

Washington, DC 20036

Kevin C. Gallagher

360 Communications Co.
8725 W. Higgins Road
Chicago, IL 60631

Emilio W. Cividanes
Piper & Marbury, LLP
1200-19th Street, NW
Washington, DC 20036

James T. Roche

GlobeCast

400 North Capitol Street, NW
Suite 177

Washimgton, DC 20001

Kathleen Q. Abernathy
David A. Gross
Donna L. Bethea

AirTouch Communications, Inc.

1818 N Street, NW
Washington, DC 20036

Barry Steinhardt

A. Cassidy Sehgal

American Civil Liberties Union
125 Broad Street

18th Floor

New York, NY 10004

Kathryn Marie Krause
Edward M. Chavez

U S WEST, Inc.
1020-19th Street, NW
Suite 700

Washington, DC 20036

john H. Harwood I

Samir Jain

Wilmer, Cutler & Pickering
2445 M Street, NW
Washington, DC 20037

Joseph R. Assenzo
Sprint Spectrum LP
4900 Main Street

12th Floor

Kansas City, MO 64112

David Cosson

L. Marie Guillory

NTCA

2626 Pennsylvania Avenue, NW
Washington, DC 20037

Barbara ). Kern

Ameritech Corp.

2000 West Ameritech Center Drive
Room 4H74

Hoffman Estates, 1L 60196

Judith St. Ledger-Roty

Paul G. Madison

Kelley Drye & Warren, LLP
1200-19th Street, NW

Fifth Floor

Washington, DC 20036

Electronic Privacy Information Center
666 Pennsylvania Avenue, SE

Suite 301

Washington, DC 20003



Flectronic Frontier Foundation
1550 Bryant Street

Suite 725

San Francisco, CA 94103

Elizabeth R. Sachs

Lukas, McGowan, Nace & Gutierrez

1111-19th Street, NW
Suite 1200
Washington, DC 20036

Carole C. Harris

Christine M. Gill

Anne L. Fruehauf
McDermott, Will & Emery
600-13th Street, NW
Washington, DC 20005

Peter M. Connolly

Koteen & Natftalin

1150 Connecticut Avenue, NW
Washington, DC 20036

Stuart Polikoff

Lisa M. Zaina
OPASTCO

21 Dupont Circle, NW
Surte 700

Washington, DC 20036

| Lloyd Nault, 1l

BellSouth

4300 BellSotuh Center

675 West Peachtree Street, NE
Atlanta, GA 30375

Eric W. DeSilva
Stephen |. Rosen
Wiley, Rein & Fielding
1776 K Street, NW
Washington, DC 20006

Alan R. Shark

American Mobile Telecommunications Assn., Inc.

1150-18th Street, NW
Suite 250
Washington, DC 20036

William L. Roughton, Jr.

PrimeCo Personal Communications, LP
601-13th Street, NW

Suite 320 South

Washington, DC 20005

Michael K. Kurtis
Jeanne W. Stockman
Kurtis & Associates, PC
2000 M Street, NW
Suite 600

Washington, DC 20036

Robert S. Foosaner

Lawrence R. Krevor

Laura L. Holloway

Nextel Communications, Inc.
1450 G Street, NW

Suite 425

Washington, DC 20005

M. Robert Suthertand
Theodore R. Kingsley
BellSouth

1155 Peachtree Street, NW
Atlanta, GA 30309

Michael P. Goggin
BellSouth

1100 Peachtree Street, NE
Suite 910

Atlanta, GA 30309

Mark J. Golden

Mary E. Madigan

Personal Communications Industry Assn.
500 Montgomery Street

Suite 700

Alexandria, VA 22314



Henry M. Rivera

Larry S. Solomon

j. Thomas Nolan

M. Tamber Christian

Ginsburg, Feldman & Bress, Chtd.
1250 Connecticut Avenue, NW
Washington, DC 20036

Caressa D. Bennet
Dorothy E. Cukier
Bennet & Bennet, PLLC
1019-19th Street, NW
Suite 500

Washington, DC 20036

David L. Nace
B. Lynn F. Ratnavale

Lukas, Nace, Gutierrez & Sachs Chtd.

1111-19th Street, NW
Suite 1200
Washington, DC 20036

Kevin C. Gallagher

360° Communications Co.
8725 W. Higgins Road
Chicago, IL 60631

Glenn S. Rabin

ALLTEL

635-15th Street, NW
Suite 220

Washington, DC 20005

Pamela |. Riley

David A. Gross

AirTouch Communications, Inc.
1818 N\ Street, NW

Suite 320 South

Washington, DC 20036

lames F. reland

Cole, Raywid & Braverman, LLP
1919 Pennsylvania Avenue, NW
Suite 200

Washington, DC 20006

Rich Barth

Mary Brooner
Motoarola, Inc.

1350 Eye Street, NW
Suite 400

Washington, DC 20005

Teresa Marrero

Teleport Communications Group, inc.
Two Teleport Drive

Staten Island, NY 10311

John T. Scott, I

Crowell & Moring, LLP

1001 Pennsylvania Avenue, NW
Washington, DC 20004

Elaine Carpenter

Aliant Communicaitons
1440 M Street

Lincoln, NE 68508

William L. Roughton, Jr.
PrimeCo Personal Communications, LP
601-13th Street, NW
Suite 320 South
Washington, DC 20005

Michael W. Mowery

AirTouch Communications, inc.
2999 Oak Road, MS1025
Walnut Creek, CA 95596

Lisa M. Zaina

Stuart Polikoff
OPASTCO

21 Dupont Circle, NW
Suite 700

Washington, DC 20036



Peter M. Connolly

Koteen & Naftalin

1150 Connecticut Avenue, NW
Washington, DC 20036

James X. Dempsey

Daniel H. Weitzner

Center for Demacracy and Technology
1634 Eve Street, NW - Suite 1100
Washington, DC 20006

David L. Sobel

Electronic Privacy Information Center
666 Pennsylvania Avenue, SE

Suite 300

Washington, DC 20003

Barry Steinhardt

Flectronic Frontier Foundation
1550 Bryant Street

Suite 725

San Francisco, CA 94103

judith St. Ledger-Roty

Paul G. Madison

Kelley Drye & Warren, LLP
1200-19th Street, NW
Swite 500

Washington, DC 20036

Jill F. Dorsey

Powertel, Inc.

1233 O.G. Skinner Drive
Waest Point, CA 31833

Stephen L. Goodman

William F. Maher, jr.

Halprin, Temple, Goodman & Sugrue
1100 New York Avenue, NW

Sutie 650 - East Tower

Washington, DC 20005

Susan W. Smith
CenturyTel Wireless, Inc.
3505 Summerhill Road
No. 4 Summer Place
Texarkana, TX 75501

Martin L. Stern
Lisa A. Leventhal

Preston Gates Ellis & Rouvelas Meeds LLP

1735 New York Avenue, NW
Suite 500
Washington, DC 20006

Steven Shapiro

American Civil Liberties Union
125 Broad Street

New York, NY 10004

Kurt A. Wimmer

Gerard ). Waldron

Alane C. Weixel

Covington & Burling

1201 Pennsylvania Avenue, NW
P.O. Bax 7566

Washington, DC 20044

Joseph R. Assenzo

Sprint Spectrum LP d/b/a/ Sprint PCS
4900 Main Street

12th Floor

Kansas City, MO 64112

Frank S. Froncek

Northern Telecom Inc.

4001 East Chapel Hill-Nelson Highway
Research Triangle Park, NC 27709

L. Marie Guillory

Jill Canfield

National Telephone Cooperative Assn.
2626 Pennsylvania Avenue, NW
Washington, DC 20037



Richard |. Metzger

Emily M. Williams

Association for Local Telecommunications Services
888-17th Street, NW

Suite 900

Washington, DC 20006

TS
1231-20th Street, NW
Washington, DC 20036



