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The entity's Certificate (and if applicable, Certificate Chain) as described in clause 10.1.1 “Certificate 
Profiles”. 

In the case of a CSE-ID certificate the entity shall be configured with the entity’s CSE-ID. 

In the case of an AE-ID certificate the entity shall be configured with the entity’s AE-ID. 

8.1.1.2.4 Information Needed for Certificate Authentication of another Entity 

An entity must trust the following information in order to authenticate another entity using certificates: 

An indication of the public key certificate flavour of other entity’s Certificate (that is, raw public key 
certificate, device certificate, CSE-ID certificate, AE-ID certificate, or an MEF certificate). 

In the case where other entity’s certificate is a raw public key certificate:  

o A public key identifier for the raw public key in the certificate (see clause 10.1.2 “Public Key 
Identifiers”). The public key identifier can be available  

In the case where other entity’s certificate is an device certificate, CSE-ID certificate, AE-ID certificate or 
FQDN certificate: 

o A Globally unique identifier: The globally unique identifier for the entity  which is also present in 
the subjectAltName extension of the other entity’s certificate 

 Device Certificate: A globally unique hardware instance identifier (such as the object 
identifier M2M Device ID  in Annex H “Object Identifier Based M2M Device Identifier” 
TS-0001 [1]) that is present in the device certificate. 

 CSE-ID Certificate: The full URI representation of the CSE-ID 

 AE-ID Certificate: The full URI representation of the AE-ID 

 FQDN Certificate: The FQDN of the MEF or MAF 

o Trust Anchor Certificates: One or more trust anchor certificates for the other entity’s certificate 
chain (see clause 8.1.1.2.2 “Path Validation and Certificate Status Verification”) 

8.1.1.2.5 Certificate Verification  

This clause describes how an entity authenticates the other entity in the Security Handshake of a Certificate-Based 
Security Framework.  

The other entity's Certificate is received during the Security Handshake. 

The other entity's Certificate is verified as follows: 

If the certificate information configured during the Association Configuration or Bootstrap Instruction 
Configuration indicates that the other entity's Certificate is a raw public key certificate, then the entity verifies 
that the public key identifier (received during Association Configuration or Bootstrap Instruction 
Configuration) corresponds matches the raw public key certificate (received during the Security Handshake) 
using the process described in clause 10.1.2 “Public Key Identifiers”. 

If the certificate information configured during the Association Configuration or Bootstrap Instruction 
Configuration  indicates that the other entity's Certificate is a device certificate, CSE-ID certificate, AE-ID 
certificate or FQDN certificate, then the entity  shall perform the following verifications: 

- The entity shall look for a match between the globally unique identifier described in clause 8.1.1.2.4 
“Information Needed for Certificate Authentication of another Entity” (received during Association 
Configuration or Bootstrap Instruction Configuration) and the values in the subjectAltName extension of 
the other entity's Certificate (received during the Security Handshake). If there is not an exact match, 
then the entity shall abort the (D)TLS handshake.  

o In the case of device certificate, the globally unique identifier is a globally unique hardware instance 
identifier (such as the object identifier M2M Device ID  in Annex H “Object Identifier Based M2M 
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Device Identifier” TS-0001 [1]). In this case, the notion of a “match” depends on how the globally 
unique hardware instance identifier can be represented in the subjectAltName extension. 

o In the case of a CSE-ID certificate, the globally unique identifier is the CSE-ID, and a match is a URI 
that is an exact match for the CSE-ID. 

o In the case of an AE-ID certificate, the globally unique identifier is the AE-ID, and a match is a URI 
that is an exact match for the AE-ID. 

o In the case of an FQDN certificate, the globally unique identifier is the FDQN of the M2M 
Authentication Function or M2M Enrolment Function, and a match is a URI, FQDN or dNSName 
that is an exact match for the FDQN of the M2M Authentication Function or M2M Enrolment 
Function. 

- The entity shall perform path validation and certificate status verification using the trust anchor 
certificate as described in clause 8.1.1.2.2 “Path Validation and Certificate Status Verification”). If this 
verification fails, then the entity shall abort the (D)TLS handshake. 

NOTE: After a successful Security Handshake in which the other entity provides a Certificate Chain, the other 
entity's identity (received during Association Configuration or Bootstrap Instruction Configuration) can 
be associated with additional information extracted from the other entity's Certificate Chain (e.g. the other 
entity Manufacturer, other entity owner, or conformance criteria). These details are not described in the 
present document. 

8.1.2 General Introduction to the Centralized Security Frameworks 
A Centralized Security Framework relies on a Central Key Distribution Server in charge of establishing a symmetric 
key that will be shared between two entities. This framework could be used either in the scope of Security Association 
Establishment or in the scope of Remote security provisioning. The type of the server playing the role of the Central 
Key Distribution Server depends on the scope. In case of Remote security provisioning, the Centralized Key 
Distribution Server is the MEF. In case of Security Association Establishment, the Central Key Distribution Server can 
be the M2M Authentication Function (MAF) or the Bootstrapping Server Function (BSF). The BSF is an element of 
GBA framework.  

Generic Bootstrapping Architecture (GBA), described below, is a framework that could be used as Centralized Security 
Frameworks either for Security Association Establishment or Remote security provisioning.  

8.1.2.1 General Introduction to the GBA (Generic Bootstrapping Architecture) 
Framework 

In case of scenario where the M2M Service Provider and the operator of the underlying network have an agreement to 
use the underlying network credentials as the basis for security between a M2M Application Service/Middle Node and 
Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network are 
actually the same entity), GBA procedure could be used. 

It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service 
Provider and the operator of the underlying network. The normative text for the GBA-Based Security Association 
Establishment Framework (clause 8.2.2.2) and the GBA-Based Security Bootstrap Framework (clause 8.3.2.2)  
implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it 
does not address the details of such an agreement. 

 A general introduction to GBA is included in TR-0008 [i.6]. 

After a successful GBA bootstrapping, the M2M Application Service/Middle Node and the BSF share a security 
association which consists of a bootstrapping transaction identifier (B-TID) and key material (GBA bootstrap Ks).  

This security association may be used by the M2M Application Service/Middle Node to derive NAF keys 
(Ks_(ext/int)_NAF) shared between a M2M Application Service/Middle Node and a M2M Infrastructure Node or an 
M2M Authentication Function.  

There are two modes of GBA: ME-based GBA (GBA_ME) and UICC-based GBA (GBA_U). In case of GBA_ME, one 
NAF-specific key is derived: the key Ks_NAF. In case of GBA_U, two NAF-specific keys are derived: Ks_ext_NAF 
(available in the ME) and Ks_int_NAF (which remains inside the UICC).  
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GBA_U requires that the UICC is GBA aware.  

The BSF determines which mode to run based on the UICC capability indicated in the GBA User Security Settings 
(GUSS).  

The usage of GBA_U is recommended since it provides a higher level of security than GBA_ME. The implication of 
this recommendation is that the entity, AE or CSE, using the GBA_U-based NAF keys should be resident in the UICC.  

Infrastructure 
Node - NAF 

GBA bootstrapping  
With HTTP Digest Authentication 

BSF 

Retrieval of NAF key: 
Ks (ext/int) NAF 

Retrieval of AV, 
GBA USS 

Derivation of NAF key: 
Ks_(ext/int)_NAF 

M2M Application 
Service/Middle

Node

Stores :  
B-TID 
Ks 

Stores :  
B-TID 
Ks

Store NAF 
key(s) 

Store NAF 
key(s) 

HSS 

Figure 8.1.2.2-1: GBA framework. Note that the Network application Function (NAF) 
may be an Infrastructure Node or an M2M Authentication Function 

8.2 Security Association Establishment Frameworks 

8.2.1 Overview on Security Association Establishment Frameworks 
In the present document, security associations are restricted to single hop on Mcc, Mcc’ or Mca reference point.  

The oneM2M system supports the following Security Association Establishment Frameworks: 

Direct Security Association Establishment Frameworks: 

- Provisioned M2M Secure Connection Key Security Association Establishment. A symmetric key is 
pre-provisioned to the entities: this is called the Provisioned M2M Secure Connection Key, and denoted 
Kpsa. The entities authenticate each other by verifying Message Integrity Codes (MIC) in the Security 
Handshake which were generated using the symmetric key.  For more details see clause 8.2.2.1. 

- Certificate-Based Security Association Establishment: The entities are each issued with  

a Private Signing Key that is known only to that entity, 

a Certificate containing the corresponding Public Verification Key, and  
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(Optionally) a Certificate Chain from the entity's Certificate to a Root Certificate.  

 The entities must validate each other's Certificate before trusting the Public Verification Keys in 
the Certificate. Within the Security Handshake, entity A creates a digital signature of the session 
parameters using its private signing key and entity B verifies the digital signature using entity A's 
public verification key. Then the roles are reversed: entity B creates a digital signature and entity A 
verifies it. For more details see clause 8.2.2.2. 

Centralized Security Association Establishment Frameworks: In such schemes, entity A and a Central Key 
Distribution Server authenticate each other and derive a M2M Secure Connection key (Kc) that the Central 
Key Distribution Server delivers to entity B. The entities then authenticate each other using the M2M Secure 
Connection key (Kc). The oneM2M authentication Frameworks using centralized key distribution are: 

- GBA based Security Association Establishment. This Security Association Establishment Framework 
uses 3GPP or 3GPP2 symmetric keys to authenticate entity A and the Central Key Distribution Server. 
The details are specified by 3GPP [13] and 3GPP2 [14]. For more details see clause 8.2.3.2. 

- M2M Authentication Function (MAF)-based Security Association Establishment. This Security 
Association Establishment Framework uses symmetric keys to authenticate the entity A and the Central 
Key Distribution Server. For more details see clause 8.2.3.1. 

For a more detailed description of the above Security Association Establishment Frameworks, it is useful to compare 
the following aspects of the Security Association Establishment Frameworks: 

Credential Configuration: 

- For Central Key Distribution Security Association Establishment Frameworks: 

Entity A is configured with (or otherwise establishes) the Master Credential (Km) that the entity A 
will use to authenticate the entity A to the Central Key Distribution Server.  

The Central Key Distribution Server is configured with the Master Credential (Km) that will be 
used to authenticate the Central Key Distribution Server to entity A. 

 The details for the GBA-Based Security Association Establishment Framework are out of scope. 

- For the Provisioned M2M Secure Connection Key Security Association Establishment Framework, each 
entity is provisioned with the Pre-Provisioned M2M Secure Connection Key that entities will use to 
authenticate each other using pre-provisioning or remote provisioning.  

- For the Certificate-Based Security Association Establishment Frameworks, each entity is pre-provisioned 
with the Credential that the entity will use to authenticate itself to the other entity.  

Association Configuration: Configuration of entity identifiers (that is, CSE-ID or AE-ID) for the entities to 
be authenticated. 

 Additionally, in the case of Certificate-Based Authentication Framework: each entity is configured with the 
Certificate Name and Root of Trust that the entity will use to verify the other entity.  

Association Security Handshake: Identification, authentication and security context establishment between 
the entities. 

o Central Key Distribution Server Handshake: When a Centralized Security Association 
Establishment Framework is used, entity A and the Central Key Distribution Server (MAF or GBA-
BSF) perform mutual authentication and generate a M2M Secure Connection Key (Kc) which is then 
used in the Security Handshake for mutual authentication between entity A and entity B. This is not 
applicable to Direct Security Association Establishment Frameworks. 

Figure 8.2.1-1 provides a summary of the above defined four Security Association Establishment Frameworks. 
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NOTE 3: Entity B will associate the configured Entity A identity with messages secured within Security Contexts 
established using the Provisioned Secure Connection Key Kpsa associated with the Provisioned Secure 
Connection Key Identifier KpsaId. 

Association Configuration: Each entity is configured with the information needed for mutual authentication and 
identification: 

Association Security Handshake: The entities perform a (D)TLS-PSK handshake [15] to establish a secure session. 

Centralized Key Distribution Server Handshake: There is no Centralized Key Distribution Server Handshake 
applied in the Provisioned Secure Connection Key Security Association Establishment Framework. 

The "psk_identity" parameter [15] is set to the value of the Provisioned Secure Connection Key Identifier 
KpsaId. 

The "psk" parameter [15] is set to the value of the Provisioned Secure Connection Key Kpsa.  

The (D)TLS cipher suite profile for the Provisioned Secure Connection Key Security Association 
Establishment Framework is specified in clause 10.2.2. 

8.2.2.2 Certificate-Based Security Association Establishment Frameworks 

This clause describes the Certificate-Based Security Association Establishment Framework.

Figure 8.2.2.2-1 illustrates the sequence of events when using the Certificate-Based Security Association Establishment 
Framework. In this description, "Entity A" and "Entity B" correspond to either two CSEs or a CSE and an AE. 
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NOTE 1: The Entity A will associate Entity B's identity with messages secured within Security Contexts 
established in accordance with the configured Entity B‘s certificate information. 

The Entity B is configured with the following arguments describing Entity A authorized to perform Security 
Handshake with Entity B: 

o Entity A’s certificate information: as described in clause 8.1.1.2.4 “Information Needed for Certificate 
Authentication of another Entity”. 

- Entity A’s identity (IdA). Entity B is to use this entity identity for Entity A authenticating using the 
above arguments. 

NOTE 2: Entity B will associate Entity A's identity with messages secured within Security Contexts established in 
accordance with the configured Entity A‘s certificate information. 

Association Security Handshake: 

Centralized Key Distribution Server Handshake: There is no Centralized Key Distribution Server 
Handshake applied in the Certificate-Based Security Association Establishment Framework. 

Each entity verifies the other entity's certificate as described in clause 8.1.1.2.2 "Certificate Verification". 

The entities authenticate each other using the validated certificates as specified in TLS 1.2 RFC 5246 [16] and 
DTLS 1.2 RFC 6347 [17] specifications. 

The (D)TLS cipher suite profile for the Certificate-Based Security Association Establishment Framework is 
specified in clause 10.2.3. 

8.2.3 Centralized Security Association Establishment Frameworks 

8.2.3.1 MAF-Based Symmetric Key Security Association Establishment Frameworks 

This clause describes the MAF-based Security Association Establishment Framework.  

This release addresses the scenario where the Entity B is an Infrastructure Node.  
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Entity B has to know Entity A Identity (IdA) 

The MAF has to know Entity B Identity (IdB). In this case, IdB corresponds to IN Identity.  

Association Security Handshake with Centralized Key Distribution Server Handshake:  

 Centralized Key Distribution Server Handshake 

o The Centralized Key Distribution Server Handshake in MAF-based Security Association 
Establishment framework enables the establishment of a M2M Secure Connection Key (Kc) and 
associated M2M Secure Connection Key Identifier (KcId) shared between the Entity A and the MAF 
thanks to (D)TLS-PSK handshake [15] 

 The “psk_identity” parameter [15] is set to the value of the Master Credential Identifier 
KmId. 

 The “psk” parameter [15] is set to the value of the Master Credential Km. 

 Entity A sends KcId to Entity B (Infrastructure Node).  

 Entity B (Infrastructure Node) can retrieve the M2M Secure Connection Key (Kc) from the MAF.  

 The (D)TLS cipher suite profile for the MAF-Based Security Association Establishment Framework is 
specified in clause 10.2.2.  

8.2.3.2 GBA-Based Security Association Establishment Frameworks 

This clause describes the GBA-based Security Association Establishment Framework.  

To obtain a short term key (Kc) used for M2M Service Connection between a M2M Application Service/Middle Node 
and a M2M Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA 
bootstrapping and derive NAF keys (Ks_(ext/int)_NAF). This NAF key is the M2M Secure Connection Key (Kc) used 
for M2M Service Connection. 

In case of GBA, ME, Kc = Ks_NAF. 

In case of GBA_U, Kc = Ks_int_NAF, if the application resides in the UICC. Otherwise, Kc = Ks_ext_NAF.  
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Association Security Handshake with Centralized Key Distribution Server Handshake: 

 Initiation 

o Entity A and Entity B shall initiate TLS handshake thanks to procedure described in 3GPP TS 33.222 
[28]. Informative Annex F of 3GPP TS 24.109 [29] gives signalling flows for TLS-PSK with GBA 
bootstrapped security association

o Entity A shall indicate to Entity B that it supports PSK-based TLS by adding one or more PSK 
ciphersuites to the ClientHello message. This message shall also contain the hostname of Entity B in 
the server_name extension. 

o Entity B selects one of the PSK-based ciphersuites offered by Entity A and sends it back in the 
ServerHello message. If UICC is used as M2M Secure Environment supporting Security Association 
Establishment, GBA-U with Kc = Ks_int_NAF shall be used for authentication and key exchange, In 
this case the ServerKeyExchange message shall contain a constant string "3GPP-bootstrapping-uicc" 
as the PSK-identity hint, indicating use of Kc=Ks_int_NAF. Otherwise the ServerKeyExchange 
message shall contain a constant string "3GPP-bootstrapping" as the PSK-identity hint to indicate that 
Kc=Ks_NAF in the case of GBA_ME or Kc=Ks_ext_NAF in the case of GBA_U is used for 
authentication and key exchange. Entity B shall finish the reply to Entity A by sending a 
ServerHelloDone message. 

 Centralized Key Distribution Server Handshake 

o The Centralized Key Distribution Server Handshake in Security Association Establishment 
framework enables the establishment of a GBA bootstrapped key (Ks) shared between the Entity A 
and the BSF with associated Bootstrapping Transaction Identifier ( B-TID) and key lifetime, by 
performing to the GBA Bootstrapping phase described in 3GPP TS 33.220 [13]. 

o If a bootstrapped key Ks is already shared between the Entity A and the BSF and still valid, then the 
Centralized Key Distribution Server Handshake phase is not needed. The Association Security 
Handshake can take place with the existing GBA Bootstrapped key Ks.  

o Entity A shall derive the NAF-specific keys by performing the procedure described in 3GPP TS 
33.220 [13] using the GBA bootstrapped key Ks and B-TID obtained during Centralized Key 
Distribution Server Handshake.  In case of GBA_ME, the M2M Secure Connection Key (Kc) shall be 
Ks_NAF. In case of GBA_U, the M2M Secure Connection Key (Kc) shall be Ks_int_NAF if HTTP 
Client application resides in the UICC. Otherwise, Kc = Ks_ext_NAF.  

 Entity A then sends a ClientKeyExchange message with PSK-identity containing a prefix "3GPP-
bootstrapping-uicc" if Entity A resides in the UICC is used as the M2M Secure Environment supporting 
Security Association Establishment procedure or "3GPP-bootstrapping" otherwise, a separator character ";" 
and the B-TID. Entity A shall conclude the TLS handshake by sending the ChangeCipherSpec and Finished 
messages to the Network M2M Node. 

 Entity B shall extract B-TID from the ClientKeyExchange message and use it to retrieve Kc=Ks_NAF or 
Kc=Ks_ext_NAF or Kc=Ks_int_NAF, and associated key lifetime from the BSF. The retrieval shall be done 
over the Zn interface as specified in 3GPP TS 29 109 [30]. As a result, Entity A and Entity B share the NAF-
specific key which is to be used as the M2M Secure Connection Key (Kc). 

 Entity A shall conclude the TLS handshake by sending the ChangeCipherSpec and Finished message to Entity 
A.

 The (D)TLS cipher suite profile for the GBA-Based Security Association Establishment Framework is 
specified in clause 10.2.2. 

8.3 Remote Security Provisioning Frameworks 

8.3.1 Overview on Remote Security Provisioning Frameworks 

8.3.1.1 Purpose of Remote Security Provisioning Frameworks 

Security Bootstrap Frameworks enable the provisioning of a symmetric key shared between two entities. Those two 
entities can be either a CSE/AE and a M2M Authentication Function (MAF) or two CSEs/AEs.  
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The provisioned symmetric key can be used for Provisioned Symmetric Key Security Association Establishment 
Framework or MAF-based Symmetric Key Security Association Establishment Frameworks.  

Provisioned Symmetric Key Security Association Establishment 

Provisioned Symmetric Key Association Establishment uses a symmetric key Kpsa and corresponding KpsaId, shared 
between two entities (Entity A and Entity B), to establish security associations between those two entities (CSE/AEs), 
as described in clause 8.2.2.1. This symmetric key Kpsa and corresponding KpsaId shall be either pre-provisioned or 
remotely provisioned to the two CSE/AEs thanks to Security Bootstrap Frameworks.  

MAF-based Symmetric Key Security Association Establishment 

 The MAF-based Security Association Establishment Framework uses a Master Credential (Km) and corresponding 
Master Credential Identifier (KmId), shared by a CSE/AE and an M2M Authentication Function, to establish security 
associations between the CSE/AE and other CSEs and/or AEs as described in clause 8.2.3. 

The Master Credential (Km) and corresponding Master Credential Identifier (KmId) shall either be pre-provisioned or 
remotely provisioned to the CSE/AE and M2M Authentication Function. 

General

 The method for pre-provisioning can be deployment dependent. An interoperable pre-provisioning framework based on 
UICC is described in Annex D. 

Clause 8.3 describes the set of remotely provisioning mechanisms; called Remote Security Provisioning Frameworks.
An M2M Enrolment Function facilitates the remote provisioning. 

8.3.1.2 Overview on Remote Security Provisioning Frameworks 

An AE or CSE that requires remote provisioning of a Master Credential and Master Credential Identifier or a 
Provisioned Secure Connection Key (Kpsa) and Provisioned Secure Connection Key Identifier (KpsaId) is called an 
Enrolee. The AE or CSE with whom the enrolee is to establish a security association is called Enrolee B. The AE or 
CSE or M2M Authentication Function with whom the enrolee is to establish a shared key is called an Enrolment 
Target.

The oneM2M system supports the following Security Bootstrap Frameworks: 

Centralized Remote Security Provisioning Frameworks 

- Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric 
key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutually authentication of 
those entities. For more details, see clause 8.3.2.1. 

- Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment 
Function are each issued with  

a Private Signing Key that is known only to that entity, 

a Certificate containing the corresponding Public Verification Key, and  

(In the case of a device certificate, CSE-ID certificate or AE-ID certificate) a Certificate Chain 
from the entity's Certificate to a Trust Anchor Certificate.  

 The Enrolee and M2M Enrolment Function shall validate each other's Certificate before trusting the 
Public Verification Keys in the Certificate. Within the Security Handshake, the M2M Enrolment 
Function creates a digital signature of the session parameters using its private signing key and the 
Enrolee verifies the digital signature using the M2M Enrolment Function's public verification key. Then 
the roles are reversed: the Enrolee creates a digital signature and the M2M Enrolment Function verifies 
it. For more details see clause 8.3.2.2. 

- GBA-based Remote Security Provisioning Framework. In this case, the role of the M2M Enrolment 
Function is performed by a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 
symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA 
BSF). The details are specified by 3GPP [13] and 3GPP2 [14]. For more details see clause 8.3.2.3. 
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For a more detailed description of the above Remote Security Provisioning Frameworks, it is useful to compare the 
following aspects of the Remote Security Provisioning Frameworks. 

Bootstrap Credential Configuration: The Enrolee and M2M Enrolment Function are pre-provisioned with 
the Bootstrap Credential that the entity will use to authenticate itself to the other entity. The mechanisms for 
this pre-provisioning are not described in this specification. 

Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function are provided with 

- Either the M2M Authentication Function Identifier (MAF-ID) identifying the M2M Authentication 
Function for which the Enrolee is to be remotely provisioned when used in conjunction with a MAF-
based security association establishment framework; or the identifier of Enrolee B (Enrolee B-ID), when 
used in conjunction with a Provisioned Symmetric Key Security Association Establishment.  

NOTE 1: The identity of the M2M Authentication Function or the Enrolee B is assumed to have been configured 
prior to the Bootstrap Instruction Configuration phase. 

- The M2M Enrolment Function is provided with the CSE-ID or AE-ID that the M2M Authentication 
Function or Enrolee B is to associate with the Enrolee.  

 Additionally, in the case of Certificate-Based Remote Security Provisioning Framework:  

- The Enrolee is configured with the M2M Enrolment Function URI (for the purpose of routing the 
(D)TLS messages to the M2M Enrolment Function), M2M Enrolment Function Certificate Name and 
M2M Enrolment Function Trust Anchor Certificatesthat the Enrolee will use to verify the M2M 
Enrolment Function. 

- The M2M Enrolment Function is configured with the Enrolee Certificate Name and Enrolee Root of 
Trust that the M2M Enrolment Function will use to verify the Enrolee. 

Bootstrap Enrolment Handshake: Identification, authentication and security context establishment between 
the Enrolee and M2M Enrolment Function. 

Enrolment Key Generation: generating a symmetric Enrolment Key,(Ke) and corresponding Enrolment Key 
Identifier (KeId) shared by the Enrolee and M2M Enrolment Function, which is used for subsequent 
generation of the Master Credential (Km) or Provisioned M2M Secure Connection Key (Kpsa).

Integration to the Association Security Handshake:

For MAF-based symmetric Key Security Association, the following steps occur during the Centralized Key 
Distribution Server Handshake of the MAF-Based Security Association Establishment: 

- The Enrolee derives the Master Credential (Km) from the Enrolment Key (Ke) and M2M Authentication 
Function Identifier (MAF-ID). Details of the derivation are provided in clause 9.4. 

- The Enrolee generates the Master Credential Identifier (KmId) from Master Credential (Km) as 
described in clause 9.1, and stores Km and KmId.  

- The Enrolee passes the Enrolment Key Identifier (KeId)  to the M2M Authentication Function (see 
"Centralized Key Distribution Server Handshake" in clause 8.2.3.1) 

NOTE 2: When the Enrolee first communicates with the M2M Authentication Function, then the M2M 
Authentication Function has not yet retrieved the Km from the M2M Enrolment Function. Consequently, 
the Enrolee provides the KeId to the M2M Authentication function, which is then passed to the M2M 
Enrolment Function to identify the Enrolment Key. The M2M Enrolment Function then returns the Km 
from which the M2M Authentication Function can derive the KmId. In subsequent Security 
Establishments, the Enrolee may provide the KmId or the KeId, and the M2M Authentication Function 
will know that both identifiers indicate the retrieved Km. For more details, see "Centralized Key 
Distribution Server Handshake" in clause 8.2.3.1. 

- Upon receipt of the KeId, the M2M Authentication Function determines if it already has the 
corresponding Km and CSE-ID or AE-ID of the Enrolee 
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If the M2M Authentication Function already has the corresponding Km and CSE-ID or AE-ID of 
the Enrolee, then the Km is used for mutual authentication (see "Centralized Key Distribution 
Server Handshake" in clause 8.2.3.1)  

If the M2M Authentication Function does not have the corresponding Master Credential (Km) and 
CSE-ID or AE-ID of the Enrolee, then the following steps are followed. 

- The M2M Authentication Function (securely) passes the KeId to the M2M Enrolment 
Function, along with the M2M Authentication Function's URI. 

- The M2M Authentication Function initiates establishing a mutually-authenticated TLS 
Session with the M2M Enrolment Function.  

The M2M Authentication Function authenticates itself to the M2M Enrolment 
Function using an FQDN certificate containing the FQDN of the M2M 
Authentication Function.   

The M2M Enrolment Function authenticates itself to the M2M Authentication 
Function using an FQDN certificate containing the FQDN of the M2M Enrolment 
Function.  

- The M2M Enrolment Function derives the Km from the Ke and MAF-ID. Details of the 
derivation are provided in clause clause 10.3.2“Derivation of Master Credential from 
Enrolment Key”. 

- The M2M Enrolment Function returns the Km to the M2M Authentication Function. The 
M2M Enrolment Function also passes the CSE-ID or AE-ID of the Enrolee.  

- The M2M Authentication Function generates the Master Credential Identifier (KmId) from 
Master Credential (Km) as described in clause 9.1, and stores Km and KmId. 

- The Master Credential (Km) is used for mutual authentication and generation of Kc and KcId 
as described in MAF-Based Security Association Establishment Framework (see "Centralized 
Key Distribution Server Handshake" in clause 8.2.3.1). 

- The Enrolee and M2M Authentication Function set Master Credential Identifier (KmId) to the 
value of the Enrolment Key Identifier (KeId).  

- The Enrolee and M2M Authentication Function store Km and KmId. 

For Provisioned Symmetric Key Security Association Establishment, similar procedure applies where Enrolee 
B plays the role of M2M Authentication Function, Kpsa plays the role of Km, KpsaId is generated instead of 
KmId. Generation of Kpsa is described in 10.3.3 “Derivation of Provisioned Secure Connection Key from 
Enrolment Key”. 

Figure 8.3.1.2-1 provides a summary of the above defined Remote Security Provisioning Frameworks. 
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Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function are configured with the information 
needed for authorizing the remote provisioning: 

The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning : 

- The Enrolment Target identity: Identifying the Enrolment Target for which the Enrolee is to be 
provisioned.  

- The Enrolee associates these arguments with the M2M Enrolment Function. The M2M Enrolment 
Function can be identified to the Enrolee using the Pre-Provisioned Symmetric Enrolee Key Identifier 
(KpmId) or the M2M Enrolment Function URI. 

M2M Enrolment Function is configured with the following arguments to authorize the M2M Enrolment 
Function to remotely provision the Enrolee for an Enrolment Target: 

- The Enrolment Target Identity:  Identifying the Enrolment Target for which the Enrolee is to be 
provisioned. 

- Enrolee’s assigned CSE-ID or AE-ID  (Enrolee-ID). The M2M Enrolment Function is to provide this 
entity identity for the Enrolee with the Km or Kpsa to the Enrolment Target, when requested by the 
Enrolment Target. 

- The M2M Enrolment Function associates these arguments with an Enrolee. The Enrolee can be identified 
to the M2M Enrolment Function using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId). 

Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS-PSK handshake [15] 
to establish a secure session.

The "psk_identity" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key Identifier 
(KpmId). 

The "psk" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key (Kpm). 

The (D)TLS cipher suite profile for this ’s assigned CSE-ID or AE-ID is specified in clause 10.2.2 “TLS and 
DTLS Ciphersuites for TLS-PSK-Based Security Frameworks”. 

Enrolment Key Generation: 

a) The Enrolment Key (Ke) and RelativeKeId is generated from the (D)TLS session secrets by the Enrolee and 
M2M Enrolment Function using TLS Key Export (RFC 5705) [18], as described in clause 10.3.1  “TLS Key 
Export Details”. 

b) The Enrolment Key Identifier (KeId) is generated from the RelativeKeId and the M2M Enrolment Function’s 
FQDN by the Enrolee and M2M Enrolment Function, as described in clause 10.3.4 “Generating KeId”. 

c) The Enrolee and M2M Enrolment Function store the Enrolment Key (Ke) and Enrolment Key Identifier 
(KeId).  

NOTE 2: The Enrolment Key Generation for the Pre-Provisioned Symmetric Enrolee Key Remote Security 
Provisioning Framework is identical to the Enrolment Key Generation for the Certificate-Based Remote 
Security Provisioning Framework.

Integration to the Association Security Handshake: See "Overview of Remote Security Provisioning Frameworks" 
in clause 8.3.1.

8.3.2.2 Certificate-Based Remote Security Provisioning Framework 

This clause describes the Certificate-Based Remote Security Provisioning Framework. The Bootstrap Credentials for 
this framework are Certificates.

Figure 8.3.2.2-1 illustrates the sequence of events when using the Certificate-Based Remote Security Provisioning 
Framework. 
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- The URI of the M2M Enrolment Function which will facilitate the remote provisioning, for the purpose 
of routing the (D)TLS exchange. 

- Information needed for certificate authentication of the M2M Enrolment Function using an MEF 
certificate as described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another 
Entity”; 

- The Enrolment Target Identity : Identifying the Enrolment Target for which the Enrolee is to be 
provisioned. 

The M2M Enrolment Function is configured with the following arguments describing Enrolee authorized to 
perform Security Handshake with M2M Enrolment Function: 

- Information needed for certificate authentication of the Enrolee, as described in clause 8.1.1.2.4 
“Information Needed for Certificate Authentication of another Entity” 

- The Enrolment Target Identity : Identifying the Enrolment Target for which the Enrolee (authenticated 
using the above Enrolee Certificate information) is to be provisioned. 

- The Enrolee’s assigned CSE-ID or AE-ID (Enrolee-ID). The M2M Enrolment Function is to provide this 
entity identity for the Enrolee with the Km or Kpsa to the Enrolemnt Target, when requested by the 
Enrolment Target. 

Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS handshake as specified 
in TLS 1,2 RFC 5246 [16] and DTLS 1.2 RFC 6347 [17] specifications.to establish a secure session.

Each entity (Enrolee and M2M Enrolment Function) verifies the other entity's certificate as described in clause 
8.1.1.2.5 "Certificate Verification". 

The Enrolee and M2M Enrolment Function authenticate each other using the validated certificates as specified 
in TLS 1.2 RFC 5246 [16] and DTLS 1.2 RFC 6347 [17] specifications. 

The (D)TLS cipher suite profile for this ’s assigned CSE-ID or AE-ID is specified in clause 10.2.3 “TLS and 
DTLS Ciphersuites for Certificate-Based Security Frameworks”.  

Enrolment Key Generation:

The steps are identical to those shown for “Enrolment Key Generation” in clause 8.3.2.1 “Pre-Provisioned 
Symmetric Key Remote Security Provisioning Framework”

Integration to the Association Security Handshake: See "Overview of Remote Security Provisioning Frameworks" 
in clause 8.3.1. 

8.3.2.3 GBA-Based Remote Security Provisioning  Framework 

To share a long term Master Credential (Km) or Provisioned Secure Connection Key (Kpsa) between an Application 
Service/Middle Node and an Enrolment Target, the M2M Application Service/Middle Node shall perform a successful 
GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the Master Credential (Km) or 
Provisioned Secure Connection Key (Kpsa). 
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o The Enrolee’s assigned CSE-ID or AE-ID (Enrolee-ID), The M2M Enrolment Function is to provide 
this entity identity for the Enrolee with the Km or Kpsa to the Enrolment Target, when requested by 
the Enrolment Target. 

o Enrolee’s GBA User Security Settings (GUSS) enables to indicate if Enrolee is allowed to establish a 
NAF-specific key with the MAF or/and if the BSF can distribute a NAF specific key to the MAF.  

Bootstrap Enrolment Handshake:  

The Bootstrap Enrolment Handshake enables the establishment of a GBA bootstrapped key (Ks) shared between the 
Enrolee and the MEF with associated Bootstrapping Transaction Identifier ( B-TID) and key lifetime, by performing to 
the GBA Bootstrapping phase described in 3GPP TS 33.220 [13]. 

If a bootstrapped key Ks is already shared between Enrolee and the MEF and still valid, then the Bootstrap Enrolment 
Handshake phase is not needed. The Enrolment Key Generation phase can take place with the existing GBA 
Bootstrapped key Ks.  

Enrolment Key Generation phase

The Enrolment Key (Ke) shall be the GBA Bootstrapped key (Ks) established during the Bootstrap Enrolment 
Handshake.  

The Enrolment Key Identifier (Ke-ID) shall be the Bootstrapping Transaction Identifier ( B-TID) generated during the 
Bootstrap Enrolment Handshake.  

Integration to the Association Security Handshake:

The Enrolee and the Enrolment Target shall establish the Master Credential (Km) or the Provisioned Secure 
Connection Key (Kpsa)  thanks to procedures described in 3GPP TS 33.220 [13] using the Enrolment Key 
(Ke) as GBA bootstrapped key Ks and the Enrolment Key Identifier (Ke-ID) as B-TID. The Enrolment Target 
plays the role of a NAF.  

o The Enrolee and the Enrolment Target shall establish NAF-specific key(s) as described in 3GPP TS 
33.220 [13]. A key lifetime is associated to the NAF-specific keys. The Enrolment Target also 
receives the Enrolee’s User Security Settings (USS) from the MEF/BSF. 

In case of GBA_ME, NAF-specific key is Ks_NAF 

In case of GBA_U, NAF-specific keys are Ks_int_NAF and Ks_ext_NAF.  

o The Master Credential (Km) ) or the Provisioned Secure Connection Key (Kpsa) shall be the NAF-
specific key:  

In case of GBA_ME, Km/Kpsa = Ks_NAF 

In case of GBA_U, Km/Kpsa = Ks_int_NAF if HTTP Client application resides in the UICC. 
Otherwise, Km/Kpsa = Ks_ext_NAF.  

o The Enrolee and the Enrolment Target shall set the Master Credential Identifier (Km-Id) or  the 
Provisioned Secure Connection Key Identifier (Kpsa-Id)  to the value of KeId.  

Enrolee and Enrolment Target shall perform (D)TLS-PSK handshake (RFC 4279 [15]) with the Master Credential (Km) 
or Provisioned Secure Connection Key (Kpsa) as Pre-Shared Key in compliance with clause 10.2.2 “TLS and DTLS 
Ciphersuites for TLS-PSK-Based Security Frameworks”. If UICC is used as Secure Environment supporting Remote 
Security Provisioning, GBA-U with Kc = Ks_int_NAF shall be used for authentication and key exchange. 

9  Security Framework Procedures and Parameters 
This clause specifies procedures and parameters of the phases of Security Association Establishment Frameworks 
(clause 8.2) and Remote Security Provisioning Frameworks (clause 8.3).  
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10.1.1.3 Details Common to Certificates with Certificate Chains 

Certificates with Certificate Chains shall conform to the following description: 

 These certificates shall conform to clause 10.1.1.1 “Common Certificate Details”. 

 Certificates shall be signed with ECDSA using secp256r1, and the signature shall use SHA-256. 

 Certificate chains should limit the number of intermediate CA certificates to avoid having a negative impact in 
constrained environments. 

10.1.1.4 Profile for Device Certificates and their Certificate Chains 

10.1.1.4.1 Profile for Device Certificates  

Device certificates shall conform to the following description: 

 Device certificates shall conform to clause 10.1.1.3 “Details Common to the Certificates with Certificate 
Chains”. 

 The subjectAltName extension of device certificates shall include one or more globally unique hardware 
instance identifiers. 

Example. Annex H “Object Identifier Based M2M Device Identifier” TS-0001 [1] defines an object identifier -based 
M2M Device ID that can be used for providing a one or more globally unique hardware instance identifier. An object 
identifier -based M2M Device ID can be representing in an otherName field in the subjectAltName extension, where: 

 otherName “type-ID” component is set to the M2M Device Indication ID (Annex H.2.1 “M2M Device 
Indication ID” TS-0001 [1]) arc of the object identifier M2M Device ID, and 

  The otherName “value” component is set to the remainder of the object identifier M2M Device ID: 
Manufacturer ID arc, Model ID arc, Serial Number ID arc and optional Expanded ID arc (see Annex H.2 “OID 
Based M2M Device Identifier” TS-0001 [1]) 

NOTE: Providing the Model ID as part of the M2M Device ID can have privacy implications in some scenarios. 

10.1.1.4.2 Profile for Certificate Authority Certificates for Device Certificates  

Certificate Authority Certificates in the certificate chain for a device certificate shall conform to the following 
description: 

 These certificates shall conform to clause 10.1.1.3 “Details Common to the Certificates with Certificate 
Chains”. 

 Certificate Authority Certificates for device certificates are recommended to use the name constraints 
extension (see clause 4.2.1.10 “Name Constraints” of RFC 5280 [34]) to constrain the globally unique 
hardware instance identifiers in subsequent device certificates in a certification path.  

Example. Name constraints are defined in terms of permitted or excluded name subtrees. Subtrees of an object identifier 
based M2M Device ID name space are represented by an otherName field with 

 “type-ID” set to the M2M Device Indication ID (Annex H.2.1 “M2M Device Indication ID” TS-0001 [1]) arc 
of the applicable object identifier M2M Device ID name space, and 

 “value” set to set to the remainder of the object identifier identifying the subtree. 

10.1.1.5 Profile for CSE-ID Certificates, AE-ID Certificates and their Certificate Chains 

CSE-ID certificates and AE-ID certificates and all other certificates in the corresponding certificate chain shall conform 
to clause 10.1.1.3 “Details Common to Certificates with Certificate Chains”. 

The full URI representation of the CSE-ID or AE-ID shall be included in the subjectAltName extension. 
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The certificate used to sign the CSE-ID certificates and AE-ID certificate shall include nameConstraints satisfied by the 
hostname part of the full URI representation of the CSE-ID or AE-ID. 

CSE-ID certificates and AE-ID certificates shall not include wildcards. 

10.1.1.6 Profile for FQDN Certificates and their Certificate Chains 

FQDN Certificates and all other certificates in the corresponding certificate chain shall conform to clause 10.1.1.3 
“Details Common to Certificates with Certificate Chains”. 

An FQDN Certificate shall include the FQDN of the subject M2M Enrolment Function or M2M Authentication 
Function in the subjectAltName extension. 

FQDN Certificates shall not include wildcards. 

10.1.2 Public Key Identifiers 
The public key identifier for a raw public key certificate shall calculated as described in Section 2 of RFC 6920 [40] 
using the SHA-256 hash algorithm. The public key identifier shall be generated using one of the sha-256-120, sha-256-
128 or sha-256 hash algorithms specified in RFC 6920 [40].  

It is recommended that the public key identifier be as long as practical within the deployment constraints. 

The trusted public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) is 
matched against the raw public key certificate (received during the Security Handshake) using the following procedure:  

1. A check digest value is computed according to Section 2 of RFC 6920 [40] using the hash algorithm identified 
in the trusted public key identifier. 

2. The check digest value is compared against the digest value encoded in the trusted public key identifier. If the 
values are identical then the raw public key certificate matches the trusted public key identifier. Otherwise, the 
raw public key certificate does not match the trusted public key identifier.  

10.1.3 Support Requirements for each Public Key Certificate Flavour 
Table 10.1.3 lists, for each of the various types of entity (Field Domain CSE, Field Domain AE, IN-CSE, IN-AE, M2M 
Authentication Function and M2M Enrolment Function), the flavour of certificate that may be issued to the entity and 
the flavour of other entity’s certificates that the entity is required to be able to process. . In this table “O” indicates 
optional, “M” indicates Mandatory, “CA” indicates that the option is required if the entity supporting the certificate-
based security association establishment framework, “CB” indicates conditional on the entity supporting certificate-
based Remote Security Provisioning framework. 

Table 10.1.3-1 Applicability of certificate flavours issued to an entity and flavours of other entity’s certificates that the 
entity is required to be able to process. 

Entity Flavour of certificate may be issued to entity Flavour of other entity’s certificates that the entity 
is recommended to be able to process. 

Raw  Device CSE-ID AE-ID FQDN Raw  Device CSE-ID AE-ID FQDN 
Field Domain CSE O O O - - CA CA CA CA CB 
Field Domain AE O O - O - CA CA CA - CB 
IN-CSE O - O - - CA CA CA CA - 
IN-AE O - - O - CA - CA - -
MAF - - - - M - - - - M 
MEF - - - - M CB CB - - M 

Mutual authentication between remote management servers and remote management clients is not considered in the 
present document. 
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10.2 TLS and DTLS Details 

10.2.1 TLS and DTLS Versions 
Where TCP payloads are to be secured, TLS v1.2 [16] shall be used. 

Where UDP payloads are to be secured, DTLS v1.2 [17] shall be used, noting that the DTLS v1.2 ciphersuites are 
identical to the TLS v1.2 ciphersuites. 

Implementations shall support the Server Name Indication (SNI) to indicate their authority in the SNI HostName field 
as defined in Section 3 of RFC 6066 [44]. This is needed so that when a host that acts as a virtual server for multiple 
Authorities receives a new TLS or DTLS connection, it knows which keys to use for the TLS or DTLS session. 

10.2.2 TLS and DTLS Ciphersuites for TLS-PSK-Based Security 
Frameworks 

The following Security Association Establishment Frameworks: 

 Pre-Provisioned Symmetric Key Security Association Establishment Framework; 

 MAF-Based Security Association Establishment Framework; 

 GBA-Based Security Association Establishment Framework; 

 Pre-Shared Key Remote Security Provisioning Framework; 

 GBA-Based Remote Security Provisioning Framework; 

shall use one of the key exchange algorithms defined in RFC 4279 [15]:  

TLS implementations supporting these security frameworks shall implement at least the following TLS ciphersuite: 

 TLS_PSK_WITH_AES_128_CBC_SHA256 (RFC 5487 [42]). 

DTLS implementations supporting these security frameworks shall implement at least the following ciphersuites 

 TLS_PSK_WITH_AES_128_CCM_8 (RFC 6655) [31]. 

The security considerations of Section 7 of RFC4279 [15] apply. In particular, applications should carefully weigh 
whether or not they need Perfect Forward Secrecy (PFS) and select an appropriate ciphersuite (Section 7.1 of RFC4279 
[15]). 

10.2.3 TLS and DTLS Ciphersuites for Certificate-Based Security 
Frameworks 

The following Security Frameworks: 

 Certificate-Based Security Association Establishment Framework: 

 Certificate-Based Security Bootstrap Framework;  

shall use the standard TLS handshake (RFC 5246 [16]) with the ECDHE_ECDSA Key Exchange (RFC4492 [43]). 

TLS implementations supporting these security frameworks shall implement at least the following ciphersuite: 

 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, (RFC 5289) [32]. 

DTLS implementations supporting these security frameworks shall implement at least the following TLS ciphersuite: 

 TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, RFC 7251 [45] 

Implementations supporting these security frameworks shall support authenticating other entities using all available 
public key certificate flavours (see clause 8.1.1.2.1 “Public Key Certificate Flavours”) 
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 Raw public key certificate: using the mechanism specified in RFC 7250 [37], Implementation shall support 
receiving and processing raw public keys compliant with Section 9.1.3.2 “Raw Public Key Certificates” in 
RFC 7252 [38]. 

 All other certificates: X.509 certificates including device hardware identifier. Implementation shall support 
receiving and processing raw public keys compliant with Section 9.1.3.3 “X.509 Certificates” in RFC 7252  
[38].  

10.3 Direct Security Bootstrap Framework Algorithm Details 

10.3.1 TLS Key Export Details 
Following successful TLS authentication between the Enrolee and M2M Enrolment Function, the Enrolment Key (Ke) 
and RelativeKeId are generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function by 
applying TLS Key Export (RFC 5705) [18]  using the label “EXPORTER-oneM2M-Bootstrap” and length 48. The 
Enrolment Key (Ke) is set to the value of the 32 least significant bytes, while RelativeKeId is set to the value of the 16 
most significant bytes. 

10.3.2 Derivation of Master Credential from Enrolment Key 
This clause describes the details when generating a Master Credential (Km) from an Enrolment Key (Ke) in Security 
Bootstrap Frameworks. 

The following information shall be used when generating Km from Ke: 

 The value of the Enrolment Key (Ke); 

 The M2M Authentication Function Identifier (MAF-ID) shall be encoded to an octet string according to UTF-8 
encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in 
[20].

The value of Km shall be generated as 

Km := HMAC-SHA-256(Ke, “oneM2M Enrolment Key to Master Credential derivation” ||  MAF-ID), 

where HMAC-SHA-256 is defined in RFC 2014 [33]. 

10.3.3 Derivation of Provisioned Secure Connection Key from Enrolment 
Key

This clause describes the details when generating a Provisioned Secure Connection Key (Kpsa) from an Enrolment Key 
(Ke) in Remote Provisioning Frameworks. 

The following information shall be used when generating Kpsa from Ke: 

 The value of the Enrolment Key (Ke); 

 Enrolee B’s CSE-ID or AE-ID (Enrolee-B-ID), which shall be encoded to an octet string according to UTF-8 
encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in 
[20].

The value of Kpsa shall be generated as 

Kpsa := HMAC-SHA-256(Ke, “oneM2M Enrolment Key to Provisioned Secure Connection Key derivation” ||  
Enrolee-B-ID), 

where HMAC-SHA-256 is defined in RFC 2014 [33]. 
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B.1. Group Authentication 
The oneM2M transactions may naturally involve groups of M2M entities rather than individual ones. A number of 
entities are classified as a group due to their proximate locations, having the same features, belonging to the same 
owner, or any other reasons [i.10]. To get services, all entities in such a group should be authenticated first. The 
traditional authentication mechanism has two main solutions, the first authentication mechanism is that the service 
provider authenticates each entity in the group one by one; the second authentication mechanism is that each entity 
makes mutual authentication with a group agent, then the group agent makes mutual authentication with the service 
provider. If the first authentication mechanism is used, the resulting authentication overheads of computation and 
communication may be too high to afford. If the second authentication mechanism is used, it has the following security 
weaknesses:

a) It may exist the man-in-the-middle attack by the group agent: The group agent would be placed in unsecure place 
or owned by different provider rather than the service provider. If the group agent is compromised or lie to service 
provider, group agent would act as a middle attacker to make fake authentication to entities and report fake 
identity to service provider since there is no direct authentication from service provider to each M2M entity.  

b) Privacy concern: All information from M2M entities is transferred through the group agent, and the group agent 
knows all information generated by each entity. Based on security consideration, if the group agent is owned by 
different owner other than the entities' and service providers' owner, the group agent should not get the message.  

Hence, the M2M entities (e.g., ASN or ADN) with the same feature can utilize group authentication to service provider 
(e.g., infrastructure node) in order to provide end-to-end secure tunnel as well as reducing the communication overhead.  

Annex C (informative): Security protocols associated to 
specific SE technologies 
The Secure Environment supporting security functions specified by oneM2M provides a level and a type of protection  
(e .g. integrity protection, confidentiality, tamper resistance) to the information it contains, independently of the method 
of protection (e.g. UICC, embedded security element, TEE, etc..). Administration of their content is implementation 
dependent and relies on existing standards within specific Secure Environment technologies. Some of them are listed 
below for information: 

C.1 UICC 
In case of UICC (SE compliant with ETSI TS 102 671 [23]), OTA mechanisms as specified in [7] and [8], and its 
extensions [9], [10] for 3GPP underlying networks or [11] and [12] for 3GPP2 underlying networks are used to securely 
administrate the sensitive data of the M2M Service Layer. UICC provides the  highest  protection level 3 against attacks 
according the Classification of Protection levels Table 6.2.1-1 in clause 6.2.1. 

C.2 Other secure element and embedded secure element with 
ISO 7816 interface 

In case the Secure Environment is implemented as a security element or as an embedded security element supporting an 
ISO/IEC 7816 interface [26], example of remote administration can be according to GlobalPlatform Remote 
Administration [a]. An embedded secure element  provides the highest  protection level 3 against attacks according the 
Classification of Protection levels Table 6.2.1-1 in clause 6.2.1. 

C.3 Trusted Execution Environment 
In case the secure environment is implemented as a Trusted Execution Environment (TEE) according to GlobalPlatform 
[b], remote administration  is provided according to GlobalPlatform Remote Administration [21]. TEE provides the  
medium protection level 2 against attacks according the Classification of Protection levels Table 6.2.1-1 in clause 6.2.1. 
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C.4 SE to CSE binding 
In case the SE is implemented as an independent security element supporting ETSI TS 102 221 [24], the secure channel 
specified in ETSI TS 102 484 [25] provides logical binding of the SE to a specific CSE or AE. This also protects the 
information exhanged between the SE and the associated entity on physically exposed interfaces, and is therefore 
recommended for devices that are physically exposed to attackers.  

Annex D (normative): 
UICC security framework to support oneM2M Services 
This annex is applicable when UICC (a type of Independent Security Element compliant with ETSI TS 102 221 [24] 
and ETSI TS 102 671 [23]) is involved in M2M service layer security, whether it only serves as a mean to pre-provision 
M2M Service layer material in M2M Devices/Gateways, or it is further used as Secured Environment in an M2M 
Device/Gateway. 

Specifically, the involvement of UICC in oneM2M security may include any of the following steps: 

Pre-provisioning of initial credentials in M2M nodes by any of the following methods: 

- simple pre-provisioning and administration of M2M Service material (initial credentials and other pre-
provisioned parameters), i.e. UICC-based M2M service provisioning;  

- support for infrastructure assisted bootstrapping of the M2M symmetric credentials by derivation from 
symmetric Access Network credentials stored in the UICC, using GBA. 

Derivation of a security association key directly derived from symmetric Access Network Credentials, using 
GBA. Note that this process can be supported by a Network Access Application on the UICC independently of 
the presence of the information structure specified in the present annex.  

The support of UICC provisioning of M2M service subscription information shall be indicated in the M2M Service 
Table for the corresponding M2M Service Subscription as specified in the present annex. 

The support of key derivation using GBA that may be used for bootstrapping or security association shall always be 
indicated in the Service Table of the UICC application of the Access Network Operator supporting the GBA 
infrastructure. 

At the most basic level, UICC-based M2M pre-provisioning requires an interoperable framework to store and 
administrate related information in the UICC. Further involvement requires a framework for discovery of available 
services offered by the UICC for the hosting M2M field node. The purpose of the present annex is to specify this 
framework, which enables both initial service provisioning and remote security administration of the subscription 
information during the subscription lifetime. 

A common scenario is where an M2M field node holds a UICC application protecting Access Network security 
credentials, and these credentials are used to derive M2M Service Layer security credentials used for M2M service 
bootstrapping or security association establishment in the service layer . As these scenarios require a trust agreement 
between the involved Access Network operator and M2M Service Provider, UICC support for M2M services in such 
situation shall be handled within the context of the associated Network Access application on the UICC. In particular, 
the UICC support for M2M credentials derivation using GBA shall be indicated within the UICC application of the 
Access Network operator. This is specified in clause D.1. 

Even when the M2M Service Layer credentials are not derived from Access Network Credentials, the UICC may be 
used as a secure environment that securely protects the symmetric or asymmetric credential used to root security in an 
M2M field node. In such cases, the M2M subscription information and related methods constitute an independent 
application that resides on a UICC, in the sense of ETSI TS 102 221 [24]. In particular, ETSI TS 102 221 [24] specifies 
the application independent properties of the UICC/terminal interface such as the physical characteristics and the logical 
structure.  

NOTE: A terminal in the sense of TS ETSI 102 221 [24] is the part of the M2M field node that holds the UICC, e.g. 
a communication modem or an M2M Node processing environment.  
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The specific properties of the M2M Service Provider Identity Module application holding symmetric credentials is 
specified in clause D.2. 

The storage of M2M information elements in the UICC and the procedures used for communication between the 
hosting M2M field node and the UICC shall be as specified in the present annex. The present annex uses abbreviations 
and coding conventions defined in ETSI TS 102 221 [24].  

D.1 Access Network UICC-based oneM2M Service 
Framework

D.1.1 Access Network UICC-based oneM2M Service Framework 
characteristics

An Access Network UICC-based oneM2M Service Framework is always associated with a single M2M Service 
Subscription and consists of a single DF, DF1M2M, complying with the specifications in D.1.3, implemented in the ADF 
of a Network Access Application on the UICC. This situation addresses the case where a trust relationship has been 
established between the M2M SP and the AN operator owning the hosting ADF.  

NOTE 1: This does not necessarily imply that the Access Network credentials of the corresponding ADF are used 
to derive the M2M Service Layer Credentials: e.g. an Access Network operator may refuse derivation 
from Access Network credentials to an M2M Service Provider, but may still accept to provide space on 
its UICC to pre-provision independent credentials or support service infrastructure-assisted bootstrapping.  

There may be several oneM2M service frameworks (DF1M2M) within the ADF of a single Access Network subscription, 
in case this Access Network subscription is used by several independent M2M Service subscriptions. The file IDs of the 
DF1M2M in any ADF shall be listed under the corresponding entry in EFDIR as specified in D.1.2. 

NOTE 2: A single M2M service layer subscription can also use multiple access networks: such subscriptions are 
best provisioned in a dedicated ADF as specified in clause D.2.  

The content of any DF1M2M in an Access Network application ADF shall be as specified in clause D.1.3. 

D.1.2 M2M Service Framework discovery for Access Network 
UICC

When a UICC Network Access application supports one or more M2M Service subscription, with a DF1M2M, the EFDIR
entry corresponding to this UICC Network Access Application shall contain the following M2M related Data Objects: 

oneM2M Service Framework DO: defining the association between the identifier of one M2M Service 
Subscription provisioned in the ADF and the related DF corresponding to this M2M subscription. Likewise, 
each M2M Service Subscription is associated to one DF. Each of these DFs is hereafter referred as DF1M2M.

There shall be as many oneM2M Service Framework Data Objects as there are M2M Service Subscriptions provisioned 
in the ADF.  

Table J.1: Coding of oneM2M related DOs 

Bytes Length Description Status
1 1 Discretionary template tag = '73' M
2 1 Length of the discretionary template = X M 

3 to (2+X) X Discretionary Template X
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Table J.2: Coding of oneM2M Discretionary Template related DOs 

Bytes Length Description Status
1 1 oneM2M service specific data content tag = ‘A2’ M 
2 1 M2M service specific data content length = Y M 

3 to (2+Y) Y M2M service specific data content M

Table J.3: Coding of oneM2M Service Specific Data Content related DOs 

Bytes Length Description Status 
1 1 oneM2M supported service provisioning tag = '80' M
2 1 Length of the M2M supported service provisioning tag = A M 

3 to 4 2 M2M Dedicated File Identifier for following M2M service 
subscription 

M

5 to (A+2) (A-2) M2M Subscription Identifier  M 

Coding: 

M2M Dedicated File identifier: 

- Contain the file identifier of the DF1M2M associated to the provisioning of the M2M Service subscription 
identified in the DO. 

M2M Subscription Identifier: 

- The identifier of the M2M service subscription provisioned in the DF1M2M indicated in the Data Object, 
encoded in binary format. 

D.1.3 Content of files at the DF1M2M level 
This clause specifies the EFs for the M2M service provisioning specific to a single M2M service provider, defining 
access conditions, data items and coding. A data item is a part of an EF which represents a complete logical entity. 

The file structure for DF1M2M is illustrated in figure D.1: 

ADFhosting AN 
         

          
                

DF1M2M
(FID in EFDIR)

         
     
                
                
    EF1M2MST  EF1M2MSID EF1M2MSPID  EFM2MNID   
    '6F0A'  '6F02'  '6F03'  '6F04'  
            
                
    EFCSEID  EFM2MAEID EFINCSEIDS EFMAFFQDN
    '6F05'  '6F06'  '6F08'  '6F09'  
            
              
    EFMEFID      
    '6F07'        

Figure D.1: File identifiers and directory structures of DF1M2M in an hosting 
Access Network application ADF 
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D.1.3.1 EF1M2MST (oneM2M Service Table) 
This EF indicates which optional oneM2M services are available for the corresponding subscription. If a service is not 
indicated as available in the oneM2M DF, the hosting M2M field node shall not select this service. The presence of this 
file is mandatory if optional services are provided by the subscription. 

Identifier: '6F0A' Structure: transparent Mandatory 
SFI: '0A' 

File size: X bytes, X >= 1 Update activity: low 

Access Conditions: 
 READ ALW 
 UPDATE ADM 
 DEACTIVATE ADM 
 ACTIVATE ADM 

Bytes Description M/O Length 
1 Services n°1 to n°8 M 1 byte 
2 Services n°9 to n°16 O 1 byte 
3 Services n°17 to n°24 O 1 byte 
4 Services n°25 to n°32 O 1 byte 

etc.    
X Services n°(8X-7) to n°(8X) O 1 byte 

-Services  
   Contents: Service n°1: Local CSE-ID provisioning 

Service n°2 IN-CSE-ID list provisioning 
Service n°3 MAF FQDN provisioning 
Service n°4 Local M2M AE-ID list provisioning 
Service n°5 Bootstrapping: MEF address provisioning 

 Service n°6 
Service n°7 
Service n°8 

M2M-Node-ID information 
GBA Secure Provisioning (see Note) 
GBA Secure Connection (see Note) 

NOTE: Services n°7 and 8 can only be available in a oneM2M Service Table located in a DF1M2M hosted in the 
ADF of the Network Access Application from which the M2M Service Layer credentials are expected to 
be derived. 

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is 
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be 
coded on further bytes in the EF. Coding: 

 1 bit is used to code each service: 
bit = 1: service available; 
bit = 0: service not available. 

- Service available means that the M2M Service Subscription provisioned in the current DF or ADF has 
the capability to support the service and that the service is available for the user of the M2M Service 
Subscription. 
Service not available means that the service shall not be used by the M2M Service Subscription user, 
even if the M2M Service Subscription has the capability to support the service. 

First byte: 

  b8 b7 b6 B5 b4 b3 b2 b1
          Service n°1 
          Service n°2 
          Service n°3 
          Service n°4 
          Service n°5 
          Service n°6 
          Service n°7 
        Service n°8
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Second byte: 

  b8 b7 b6 B5 b4 b3 b2 b1
          Service n°9 
        Service n°10
          Service n°11 
          Service n°12 
          Service n°13 
          Service n°14 
          Service n°15 
        Service n°16

etc. 

D.1.3.2 EF1M2MSID (oneM2M Subscription Identifier) 
This EF contains the oneM2M Subscription Identifier, M2M-Sub-ID. There shall be only one TLV object within this 
EF.

Identifier: '6F02' Structure: transparent Mandatory 
SFI: '02' 

File size: X bytes Update activity: low 
Access Conditions: 
READ              ALW 

UPDATE               ADM 
DEACTIVATEADM 

ACTIVATEADM 

Bytes Description M/O Length 
1 M2M Subscription Identifier TLV data object M X bytes 

The M2M Subscription Identifier value field shall contain the M2M-Sub-ID encoded as specified in TS-0004 [4]. The 
tag value of the oneM2M Subscription Identifier TLV data object shall be '80'. 

D.1.3.3 EF1M2MSPID (oneM2M Service Provider Identifier) 
This EF contains the oneM2M Service Provider Identifier, M2M-SP-ID, of the M2M Service Provider related to the 
subscription in EF1M2MSID. There shall be only one TLV object within this EF. 

Identifier: '6F03' Structure: transparent Mandatory 
SFI: '03' 

File size: X bytes Update activity: low 
Access Conditions: 
READ              ALW 

UPDATE   ADM 
DEACTIVATEADM 

ACTIVATEADM 

Bytes Description M/O Length 
1 M2M-SP-ID TLV data object M X bytes 

The M2M-SP-ID Value field shall contain the M2M-SP-ID encoded as specified in TS-0004 [TS0004]. The tag value 
of the M2M-SP-ID TLV data object shall be '80'. 
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D.1.3.4 EFM2MNID (M2M Node Identifier) 
This EF contains the M2M-Node-ID supporting the local CSE. It may be used to logically bind a UICC to a specific 
M2M Node. If service n°6 is "available", this file shall be present. There shall be only one TLV object within this EF. 

Identifier: '6F04' Structure: transparent Optional 
SFI: '04' 

File size: X bytes Update activity: low 
Access Conditions: 
READ              ALW 

UPDATE               ADM 
DEACTIVATEADM 

ACTIVATEADM 

Bytes Description M/O Length 
1 to X M2M-Node-ID TLV object M X bytes 

The M2M-Node-ID Value field shall contain the M2M-Node-ID encoded as specified in TS-0004 [4]. 

D.1.3.5 EFCSEID (local CSE Identifier) 
This EF contains the local CSE Identifier, CSE-ID, for the M2M field node associated to the subscription in EF1M2MSID.
If present, this file is used by the M2M field node to pre-provision the CSE-ID. If service n°1 is "available", this file 
shall be present. There shall be only one TLV object within this EF. 

Identifier: '6F05' Structure: transparent Optional 
SFI: '05' 

File size: X bytes Update activity: low 
Access Conditions: 
READ              ALW 

UPDATE              ADM 
DEACTIVATEADM 

ACTIVATEADM 

Bytes Description M/O Length 
1 CSE-ID TLV data object M X bytes 

CSE-ID TLV

Contents: 

 The CSE-ID Value field shall contain the local CSE-ID formatted as a URI. 

Coding: 

 The URI shall be encoded to an octet string according to UTF-8 encoding rules as specified in 
RFC 3629 [19]. The tag value of the URI TLV data object shall be '80'. 
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D.1.3.6 EFM2MAE-ID (M2M Application Identifiers list) 
This EF contains the list of M2M Application Identifiers (AE-IDs) for the local M2M applications supported by the 
subscription in EF1M2MSID. If service n°4 is "available", this file shall be present. 

Identifier: '6F06' Structure: Linear fixed Optional 
SFI: '06' 

Record length: X bytes Update activity: low 
Access Conditions: 
READ              ALW 

UPDATE               ADM 
DEACTIVATEADM 

ACTIVATEADM 

Bytes Description M/O Length 
1 to X M2M AE-ID LV data object M X bytes 

M2M AE-ID LV 

Contents: 

- The Value field shall contain the M2M AE-ID formatted as a URI. 

Coding: 

- TBD 

 The URI shall be encoded to an octet string according to UTF-8 encoding rules as specified in 
RFC 3629 [19].  

D.1.3.7 EFINCSEIDS (M2M IN-CSE IDs list) 
This EF contains a list of pre-provisioned IN-CSE-ID used to determine the next point of contact after provisioning or 
M2M Service Bootstrapping. If service n°2 is "available", this file shall be present. 

Identifier: '6F08' Structure: Linear fixed Optional 

Record length: X bytes Update activity: low 
Access Conditions: 
READ              ALW 

UPDATE               ADM 
DEACTIVATEADM 

ACTIVATEADM 

Bytes Description M/O Length 
1 to X IN-CSE-ID LV data object M X bytes 

IN-CSE-ID LV 

Contents: 

- The Value field shall contain the IN-CSE-ID formatted as a URI 

Coding: 

 The URI shall be encoded to an octet string according to UTF-8 encoding rules as specified in 
RFC 3629 [19] 
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D.1.3.8 EFMAFFQDN (MAF-FQDN) 
This EF is used to pre-provision the FQDN of the MAF to be used for M2M Service Connection after M2M Service 
Bootstrapping. If service n°3 is "available", this file shall be present. There shall be only one TLV object within this EF. 

Identifier: '6F09' Structure: Transparent Optional 

Length: X bytes Update activity: low 
Access Conditions: 
READ              ALW 

UPDATE  ADM 
DEACTIVATEADM 

ACTIVATEADM 

Bytes Description M/O Length 
1 MAF FQDN TLV data object M X bytes 

MAF FQDN 

Contents: 

- the FQDN address of the MAF 

Coding: 

- The MAF-FQDN shall be encoded to an octet string according to UTF-8 encoding rules as specified in 
RFC 3629 [19]. The tag value of the MAF FQDN TLV data object shall be '80'. 

D.1.3.9 EFMEFID (M2M Enrolment Function Identifier) 
This EF contains one or more M2M Enrolment Function addresses. The first record in the EF shall be considered to be 
of the highest priority. The last record in the EF shall be considered to be the lowest priority. If service n°5 is 
"available", this file shall be present. 

Identifier: '6F07' Structure: linear fixed Optional 

Record length: X bytes Update activity: low 

Access Conditions: 
 READ ALW 
 UPDATE ADM 
 DEACTIVATE ADM 
 ACTIVATE ADM 

Bytes Description M/O Length 
1 to X MEF Address LV data object M X bytes 

MEF Address LV data object 

Contents: 

- Address of MEF, in the format of a FQDN, an IPv4 address, or an IPv6 address. 

Coding: 

- The format of the data object is as follows: 

Field Length (bytes) 
Length 1 

Address Type 1
MEF Address Address Length 
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- Address Type: Type of the MEF address. 

o This field shall be set to the type of the MEF address according to the following: 

Value Name 
0x00 FQDN 
0x01 IPv4 
0x02 IPv6 

All other values are 
reserved

- MEF Address: Address of the M2M Service Bootstrap Function. 

o This field shall be set to the address of the M2M Enrolment Function. When the MEF type is set to 
0x00, the corresponding MEF Address shall be encoded to an octet string according to UTF-8 
encoding rules as specified in RFC 3629 [19]. 

Unused bytes shall be set to 'FF'. 

D.2 oneM2M Service Module application for symmetric 
credentials on UICC (1M2MSM) 

This clause defines the oneM2M Service Module (1M2MSM), an application used for oneM2M Service Layer security 
functionalities and subscription provisioning based on symmetric credentials. This application resides on the UICC, an 
IC card specified in ETSI TS 102 221 [24]. In particular, ETSI TS 102 221 [24] specifies the application independent 
properties of the UICC/terminal interface such as the physical characteristics and the logical structure. There may be 
several 1M2MSM ADFs on a single UICC, corresponding to independent oneM2M Service Subscriptions. 

D.2.1 oneM2M Service Module application file structure 
This clause specifies the EFs for the oneM2M service Layer defining access conditions, data items and coding. A data 
item is a part of an EF which represents a complete logical entity. 

D.2.1.1 Content of UICC files at the Master File (MF) level 
Files at the UICC MF level are application independent as specified in ETSI TS 102 221 [24]. Only the EFDIR and 
EFICCID files are mandatory on UICC for the purpose of 1M2MSM applications. In any case all files shall be as 
specified in ETSI TS 102 221 [24]. 

D.2.1.2 Content of files at the 1M2MSM ADF (Application DF) level 
The EFs in the 1M2MSM ADF contain oneM2M subscription related information that is required for M2M field nodes 
operating in an oneM2M environment. This ADF shall be selected using its AID and information in EFDIR. The AID for 
1M2MSM applications shall be constructed as specified in ETSI TS 101 220 [27]. 

NOTE: The ETSI RID can be used for oneM2M pending assignment of  a oneM2M dedicated RID in ISO/IEC 7816-5 
[i.13]. 

The File IDs '6F1X' (for EFs), '5F1X' and '5F2X' (for DFs) with X ranging from '0' to 'F' are reserved under the 
1M2MSM ADF for administrative use by the card issuer. 

The DF1M2M substructure used to isolate the provisioning of network access dependent M2M service related information 
in a Network Access Application ADF is not needed for access network independent provisioning of an M2M service 
subscription in a 1M2MSM ADF. Therefore, all the EFs specified in clause D.1.3 shall be present at the 1M2MSM 
ADF level. The file structure of the ADF1M2MSM is illustrated in figure D.2. 
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ADF1M2MSM 
  

          
                
                
    EF1M2MST  EF1M2MSID EF1M2MSPID  EFM2MNID   
    '6F0A'  '6F02'  '6F03'  '6F04'  
            
                
    EFCSEID  EFM2MAEID EFINCSEIDS EFMAFFQDN
    '6F05'  '6F06'  '6F08'  '6F09'  
            
              
    EFMEFID      
    '6F07'   

Figure D.2: File identifiers and directory structures of ADF1M2MSM

D.2.2 oneM2M Subscription related procedures for M2M Service 
This clause specifies the procedures that shall be executed by M2M field nodes to interact with a oneM2M Service 
Subscription on UICC. They are applicable independently of the file structure supporting the oneM2M Service 
Subscription (1M2MSM ADF or DF1M2M under a Network Access Application ADF), unless otherwise indicated.  

D.2.2.1 Initialization – 1M2MSM Application selection 
This procedure only applies to an M2M subscription supported in a 1M2MSM ADF. 

If the M2M field node wants to engage in M2M operation, then after UICC activation (see ETSI TS 102 221 [24]), the 
M2M field node shall select a 1M2MSM application, if a 1M2MSM application is listed in the EFDIR file, using the 
SELECT by DF name as defined in ETSI TS 102 221 [24]. 

After a successful oneM2M application selection, the selected oneM2M AID is stored on the UICC. This application is 
referred to as the last selected 1M2MSM application. The last selected 1M2MSM application shall be available on the 
UICC after a deactivation followed by an activation of the UICC. 

If a oneM2M application is selected using partial DF name, the partial DF name supplied in the command shall 
uniquely identify a 1M2MSM application. Furthermore if a 1M2M application is selected using a partial DF name as 
specified in ETSI TS 102 221 [24] indicating in the SELECT command the last occurrence, the UICC shall select the 
oneM2M application stored as the last oneM2M application. If, in the SELECT command, the options first, 
next/previous are indicated, they have no meaning if an application has not been previously selected in the same session 
and shall return an appropriate error code. 

D.2.2.2 1M2MSM session termination 
This procedure only applies to a oneM2M subscription supported in a 1M2MSM ADF. 
The oneM2M UICC session is terminated by the M2M field node as follows: 

The M2M field node shall indicate to the oneM2M UICC application that the termination procedure is starting, 
by sending a particular STATUS command. 

Finally, the M2M field node deletes all the M2M subscription related information elements from its memory. 

To actually terminate the session, the M2M field node shall then use one of the mechanisms described in ETSI 
TS 102 221 [24]. 

D.2.2.3 oneM2M Service discovery procedure 
This procedure is used to discover the oneM2M related services offered by a oneM2M UICC. 
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The M2M field node shall perform the reading procedure with EF1M2MST. If no oneM2M related service is indicated as 
available, the M2M field node shall assume that only the provisioning of mandatory parameters is available in this 
ADF. 

D.2.2.4 oneM2M Service provisioning procedures 
These procedures are used by an M2M field node in order to bootstrap an M2M service subscription provisioned on the 
UICC.

The M2M field node shall perform the reading procedure with EF1M2MSID and EF1M2MSPID, and EFCSEID, EFM2MNID,
EFINCSEID, EFMAFFQDN according to available services indicated in EF1M2MST.

D.2.2.5 oneM2M Application Identifiers provisioning procedure 
This procedure provisions a list of M2M Application Identifiers that may be enabled on the M2M node in relation with 
the oneM2M Service Subscription. 

Condition: Service number 4 shall be available in the oneM2M Service Table. 

Under this condition, the M2M field node shall perform the reading procedure with EFM2MAEID.

D.2.2.6 oneM2M Secure provisioning related procedures 
These procedures are used by the M2M field node to perform M2M Secure Provisioning with the assistance of the 
UICC, depending on available services in EF1M2MST and the supported AUTHENTICATE commands contexts (e.g. 
GBA support by a Network Access Application) indicated for the hosting ADF. 

Secure Provisioning: MEF address Provisioning: 

Condition: Service number 5 shall be available in the oneM2M Service Table. 

Under this condition, the M2M field node shall perform the reading procedure with EFMEFID, if the related service is 
available. 

GBA Secure Provisioning: 

This procedure is dependent on the Authentication Framework supported by the UICC and indicated in the Service 
Table of the hosting ADF. 

After identifying the supported authentication framework, the M2M field node shall check availability of Service 
number 7  in EF1M2MST: If the service is available, the D/G M2M Node shall perform GBA-related procedures with 
AUTHENTICATE - GBA security context (Bootstrapping Mode and Derivation Mode) with the parameters for GBA 
secure provisioning. 

D.2.2.7 oneM2M Security Association related procedures 
GBA secure connection: 

This procedure is dependent on the Authentication Framework supported by the UICC and indicated in the Service 
Table of the hosting ADF. 

After identifying the supported authentication framework, the M2M field node shall check availability of Service 
number 12  in EF1M2MST: If the service is available, the M2M field node shall perform a GBA-related procedures with 
AUTHENTICATE - GBA security context (Bootstrapping Mode and Derivation Mode) with the parameters for GBA 
Security Association. 
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Annex E (informative): 
Precisions for the UICC framework to support M2M Services 
The present annex provides further practical information related to the UICC framework for oneM2M described in 
annex D. 

E.1 Suggested content of the EFs at pre-personalization 
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests 
values in these cases. 

File Identification Description Value 
'6F02' 1M2M Service Subscription Identifier '8000FF…FF' 
'6F03' 1M2M Service Provider Identifier '8000FF…FF' 
'6F04' M2M Node Identifier '8000FF…FF' 
'6F05' Local CSE Identifier '8000FF...FF' 
'6F06' M2M Application Identifiers list '00FF...FF' for each record 
'6F07' MEF Identifier '00FF…FF' for each record 
'6F08' IN-CSE Identifiers list '00FF...FF' for each record 
'6F09' MAF FQDN '8000FF...FF' 
'6F0A' 1M2M Service Table Operator/Service Provider dependant 

E.2 EF changes via Data Download or CAT applications 
This clause defines if changing the content of an EF by the UICC OTA protocol or by a CAT Application is advisable. 
Updating of certain EFs "over the air" or "over the Internet" could result in unpredictable behaviour of the UE; these are 
marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air / over 
the internet" changes of these EFs be considered. 

File identification Description Change advised 
'6F02' 1M2M Service Subscription Identifier No 
'6F03' 1M2M Service Provider Identifier No 
'6F04' M2M Node Identifier Caution  
'6F05' Local CSE Identifier Caution 
'6F06' M2M Application Identifiers list Caution 
'6F07' MEF Identifier Caution 
'6F08' IN-CSE Identifiers list Caution  
'6F09' MAF FQDN Caution 
'6F0A' 1M2M Service Table Caution 

E.3 List of SFI values at the ADFM2MSM or DFM2M level
File Identification SFI Description 

'6F02' '02' M2M Service Subscription Identifier 
'6F03' '03' M2M Service Provider Identifier 
'6F04' '04' M2M Node Identifier 
'6F05' '05' Local CSE Identifier 
'6F06' '06' M2M Application Identifiers list 
'6F0A' '0A' 1M2M Service Table 

All other SFI values are reserved for future use. 
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E.4 UICC related tags defined in annex J
Tag Name of Data Element Usage 
'80' MAF FQDN TLV data object EFMAFFQDN
‘80’ M2M-Node-ID TLV Data Object EFM2MNID
'80' Local CSE-ID TLV data object EFCSEID
'80' M2M-SP-ID TLV data object EF1M2MSPID
'80' M2M Subscription Identifier TLV data object EF1M2MSID

NOTE: The value 'FF' is an invalid tag value. 

Annex F (normative): 
Acquisition of Location Information for Location based 
Access Control 
When a request (resource access) is evaluated by a Hosting CSE and an accessControlLocationRegions parameter is 
defined in the privileges attribute of the <accessControlPolicy> resources, the Hosting CSE checks whether the location 
of the Originator of a request is in the specific regions or not. Therefore, the Hosting CSE retains the location of the 
Originator otherwise the Hosting CSE shall acquire the location or deny the access. This annex describes how to 
describe the location regions and obtain the location of the Originator. 

F.1 Description of Region 

F.1.1 Circular Description 
The practical way of describing the region or area is the circular presentation and generally the circle is characterised by 
the co-ordinates of a center point of the circle and a radius. Geographically, the center point and radius is described as 
longitude and latitude, and meter respectively. For this description, the accessControlLocationRegions parameter shall 
be represented as a circle.

F.1.2 Country Description 
Another simple way of describing the region or area is the country presentation. ISO-3166-1 alpha 2 codes [i.12] are 
two-letter country codes to represent countries and special regions of geographical interest. For example, KR is a code 
for Korea, Republic of. 

F.2 Acquisition of Location Information 
As mentioned above, when accessControlLocationRegions parameter is defined, the Hosting CSE shall check the 
location of the Originator for access control. This clause describes how the Hosting CSE checks or obtains the location. 
The procedures shall be varies based on the region description, circle and country. 
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F.2.1 Circular Description 
If the circular description is used as the location context constraints, the Hosting CSE shall check whether it has the 
current location of Originator or not. If not, it shall obtain the location of Originator. TS-0001[1] defines a resource type 
for acquisition of location of a Target Node, <locationPolicy>. In order to , therefore, obtain the location of Originator, 
the Hosting CSE shall create <locationPolicy> and set the relevant attributes as follows:

 locationSource : Reliability of the location information is crucial so the location shall be obtained from trusted 
network. If the location is obtained by the other sources, the location information can be easily masqueraded. 
(i.e. GPS spoofing). Therefore, the locationSource attribute shall be set to ‘network-based’.

 locationTargetID : The Target Node shall be the Originator that needs to authorize the sent requests. The
locationTargetID attribute shall be set to identifier of the Originator.    

Note that the other attributes are determined by local policies of Hosting CSE as described in clause 9.6.9 of TS-0001 
[1] and in order to obtain the location from the network, the Hosting CSE shall transform the oneM2M specified 
location request into network specified request. 

NOTE: Refer to TS-0004 [4] that describes how to convert the oneM2M-specified request to ‘OMA RESTful NetAPI 
for Terminal Location’ specified request in clause annex F. 

Since the region information (circular description) is defined by the accessControlLocationRegions parameter, the 
Hosting CSE can utilize the circular region information when it requests the location information from the network. 
OMA RESTful NetAPI for Terminal Location specification [i.11] specifies resource types as an area (region)-based 
location notification service, ‘CircleNotificationSubscription’. If therefore the Hosting CSE subscribes to the 
notification service with circular region defined as acccessControlLocationRegions parameter, the Hosting CSE can 
always determine whether the Originator is in the regions or not. The figure below demonstrates how to acquire the 
location of the Originator when the accessControlLocationRegions parameter is defined. 

1. The Originator sends a request to access a resource. 
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2. The Hosing CSE shall evaluate the received request against the linked <accessControlPolicy> resource. If one 
of rule tuples that is about the request originator contains the accessControlLocationRegions parameter 
(circular description) and the Hosting CSE does not store the location of the Originator, the Hosting CSE shall 
do either continue the next step or deny the access.  
If the Hosting CSE has the location of the Originator, it is used for applying access control policy. 

NOTE: The Hosting CSE shall deny the access due to the fact that the Originator is not subscriber of the 
network or any other reasons. (e.g., connection lost, server malfunction) 

3. The Hosting CSE creates the <locationPolicy> resource and set relevant attributes as mentioned above.  

4. The Hosting CSE subscribes to a new area location notification service toward Location Server in the 
Network. The area information shall be based on the area defined by the accessControlLocationRegions
parameters. If the multiple regions are defined, the multiple subscriptions shall be set.  

5. The Location Server immediately obtains the location’s Originator. 
NOTE: After the immediate location acquisition, the Location Server periodically obtains the location’s 
Originator to check whether the Originator is in the area or not. The frequency and duration can be defined by 
local policies.  

6. The Location Server responses the immediate location information of the Originator toward Hosting CSE. 

7. Based on the received location of the Originator and other access control policies the request can be either 
granted or denied. The Hosting CSE responses regarding the request (step 1). 

8. When the Originator crossed in(enter) or out(leave) the area, the Location Server shall notify of the Hosting 
CSE the location change. Thus, the Hosting CSE can keep track of the location’s Originator and easily 
evaluate the access against location context constraint. 

9. The Hosting CSE response the notification.  

F.2.2 Country Description 
Generally, the Originator’s country-scale location can be determined by the Originator’s IP address. If the Hosting CSE 
can distinguish the country using the Originator’s IP address and it is also matched with the defined 
acccessControlLocationRegions parameter, the Hosting CSE shall grant the request subject to the acceptance of the 
other access control policies. Note that how to transform the IP address into country is out of scope.

However, if Hosting CSE cannot distinguish the country using the Originator’s IP address, The Hosting CSE shall 
obtain the location coordinate (i.e., longitude and latitude) of the Originator from network and the Hosting CSE can 
distinguish the country using the location if available. The way of obtaining the location coordinate is defined in annex 
F of TS-0004 [4]. Note that how to transform the location into country is out of scope. 

Annex G (informative): 
Access Control Decision Request 
An Access Control Decision Request as introduced in the Authorization Architecture in clause 6.2.2 is generated by a 
PEP according to an Originator’s access request and extra information provided by the hosting CSE using the format 
specified by the PDP. The PEP can send the Access Control Decision Request to a PDP for an access control decision. 

The PDP asks the PRP to retrieve all applicable access control policies according to the Access Control Decision 
Request, and then uses the Access Control Decision Request to evaluate the retrieved access control policies for an 
access control decision. An Access Control Decision Request from PEP to PDP can contain the following information: 

An Originator: It represents the ID of the Originator that sends an access request to the target resource. 

A Resource: It represents the URI of the target resource which the Originator wants to access. 

An Operation: It represents the operation which the Originator wants to perform on the target resource. 

Page 622 of 1361.



© OneM2MPartners Page 87 of 91 

An AccessTime: It represents the time of access. 

A LocationRegion: It represents the location of the Originator. 

An IPAddress: It represents the IP Address of the Originator. 

The URI of the target resource is used to locate the target resource and then find the associated access control policies.  

The ID of Originator is used to compare with the rule component subjects in order to check if a rule is applicable to the 
Access Control Decision Request. 

The operation is used to compare with the rule component operations in order to check if the operation is permitted by 
the rule. 

The AccessTime, LocationRegion and/or LocationRegion are used to check the rule component contexts in order to 
ensure some extra conditions are satisfied to using the rule for making an access control decision. 
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