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HlBERNlA

4 v ATLARTYTIZ

September 30, 2010

Wr; David Heymﬂn

. Asglatant Secretary for Poliy

11.8. Departraent of Homeland Secutity
3801 Nebragka Avenue, N.W.
Washington, D.C. 20528
-ip-ﬁ:c@dhs.gjw

" Ms, Cheryl J, Roby : '

Assistant Seoretary of Defense for Networks NII (Aeting)
U.8. Department of Defeise

6000 Deferise Pentagon Room 3E240

Washington, D.C. 20301-6000- -

:Mt, Robert S, Goxman

Genoral Counsel :

Défense laformation Systama Agency
P.0.Box 4502 (DISA. OGC)
Adlington; VA 22204

Mr. David Kuis

Adslstant Atfortey Geseral
Natiotal Security Division
.8, Diepartment of Justico

95(5 Pennsylvania Avenve, NW
Washingion, DC 2053¢

: ttelecom@;usdoj oV

Re:  Pending Application for authotity to provide international facliities~bused and resold
iérvices to.ail intermational pomt& for Hibersiz Group ehf {FCC Filo # ITC-214~20090612~
ama3) .

DearAssistant Secretary Heyman, Ms, Raoby, M. Gorman, and Mr. Kris:

This Letter of Assurance (“UOA") outlines the commiiments of HibomisGroup'ehf’
-(“Hibernig™), for ttself and its subsidiarles, Hibemia Aflantic U.S. LLC, a1 Washington state
Timited habﬁity commpany; Hiberala Atlantic Communications (Canads) Company, a Nova Seotin
company; Hibernia' Atlantic (UK) Limited, a company formed under the laws of England and
Waiaa, Hibeinis Atlantic Cable System Limited, an Irish company; CVC Acquisition (CI),




Corporation, & Cayman Tsland company, and Hibernia Media LLC, a U8, lmited liability
compuny, to the UK. Department of Homeland Security (“DHS™), the Department of Justice
(“DOT"), and the U.8, Department of Defense (Dol (collectively, the “U.5.G. Agencies™).
Hibernia.is providing this LOA to the U.8.G. Agencies to address national security, law
enforcement, and publiv safety conoerns faised by the U.8.(. Agencies in, connegtion with the
liconse apphcanen referenced below.

Hibernia, a private limited lisbility company incorporated fn leeland, is a-holding copipany for
the five companies that collectively own and operate the Hibernia Atlantic Cable system.
Hibernia Atlantic U.S. LLC, one of the ¢ompanies owned by the halding compiiy, cunently
holds a 11.8. submarine cable landing license (RCC File # SCL.LIC-19990804-00012TC) for the
Hibernia Atlantic submarine cable systom, dn undersea cable called “Hibernia Atlantic.” The
Hibernia Atlantic Cable system conaists of four seginents conneeting its four landing stations
from Lynn, Massachusefts, USA, to Hercdng Cove, Nova Stotia, Caneda, to Dublin, Ireland, and
10 Seuthpost, UK. Further, Hibernia Atlantic U.8. LLC holds a lgense, authorizing it'tp provide
. international global resate and facilifies-based telecommunications serviess pursuant to Section
214 of the Conenuumnications Aot of 1934, as amended (the "Act™), 47UB.C. §214. (FCC File #

IT(,u214~20090612a00983)

Hibegnia is prowdmg this-LOA on the express understanding that, promptly upon exccution of -
the LOA, the 11.5.G. Agencies will notify the FCC that they bave no objsction to the FCCs *
grant of the pending application for intethational authority pursuant to Section 214.(FCC File #
ITC-214-20100303-00093), and will request that the FCC’s grant of that apphcahunbe made
subject to this LOA and its resolution of issues relating to national seourity, law enforeement,
and public.safety. Hibermia bes agreed to provide this LOA to the U.8.G. Agencies to addresy
igsues raised by the agencies, and to jointly petition the FCC 1o condition the requiested
authorization on compliance with, thiz LOA,

Agsiming the license is gramted, Hibiprnia undestakes to comply with the following commitiments
0 the ULS.G. Agencles:

i By the later of Novembet 15, 2010 or 60 days following the granting of the license,
Hiberiija will provide to the U.8.G: Agencics a list of the Principal Equipment used within the
Hibernia Atlantic Cable system and petwork infrasteucture for normal, contingency, and disaster
recovery modes. Pririeipal Bquipment includes, but is not limited to, to the extent appiicable,
network element seivers, routers, switches, repeaters, submarine line terminal equdpment, system.
supervisory squipment (“SS8"), optical dismbutmn frames, signal modulators and amplifiers,
multiplexers and demultiplexers (i e., synchronous digital hierarchy (“SIH") wavelength
division multiplexers (“WDM"), dense wavelength division multiplexeds (“DWDM"), and
course wavelength division multiplexers (“CWDM™). The Jlist should include available
information on each item’s menufioturer and modef number, and non-embedded softwaze
necessary for the proper monitoring, adimindgtration, and provisioning of the Principal
Bquipment. In addition, the list should include the identity of any vendors, contractors,
subcontractors and, to the extent known to Hibernia following requests for such information to
contractors, the identity of then-current subeontractors for the Principal Equipment of the
Hibernia Atlaptic Cabls system, Inoluding outsourced functions that would etherwise be

i)




perforined by Hibernia personnel 1o install, operate, manage, or maintain the Principal
Equipment.

2, Hibernia will promptly notify the'U.8,G. Agencies of changes to the information on the
list of Hiberiia Atlantic Principal Equipment and related vendors, cortractors, subeontractors
and, to lhe extent known to Hibemnia following receipt of notification from its-contractors (which
notification shall be requested of contragtorg), subcontractois for the Principal Equipment of the
Hibernia Atlantic Cable system. Hibsmia agrees to make Network Management Information for
the IHibernia Atlantic Cable system, and any security product lists and hardware appliances” for
domestic commumications infrastructure protection, operations support system (“08S8”)
utilization, and network management systems for the Hibemia Adlantic Cable system, available
to the U.8.G. Agencies upon request.. For purposes of this LOA, “Network Management
Infortuation” means: (a) network manhgement operations plans, processes and pmceduxes, and
(b) descriptions of the placement of network aperation center(s), data centers, and main
distribution facilities (“MBF™) and linkages (for service offload, disaster recovery, or
administrative activities) to the Hibernia Atlantic Cable system.

3. If requested by the 1U.8.(1. Agenoies, Hibernia shall provids to these agencies information
regarding the network and telecommunioations avchitectures of, and associated interconnection
points-and controlled gateways to, the Domestic Communications Tnfrasiructure (“DCTY) of the
Hibernla Atlantic Cable systom, including system and application architecture descriptions of the
network manageiment systems and network operations center(s) (“NOCs”) and data centers foi
managing the DCL Following the provisionof such information, Hibernia shall notify the U.S.G,
Agencies prior to performing any non-émergency maintenance, repair, or réplacenagnt that would
result in a shaterial modification therefo; provided that In the event of any material modification
that is the result of any maintenance, repair or replacement that is underiaken pursuant to a bona
fide emergency and js necessary to ensure the continued operstion of Hibérnia Atlantic, Hibernia
agrees {0 provide advance notice of the medification fo the U.5.G. Agencies if' practicable, and,
in any case, as promptly as reasonably practicabile after the maintenance, repair or replacement is
coimpleted. Yor the purposes of this LOA, *Domestic Communications” means: (&) Wire
Comtmunications:or Electrenic Coinmunieations (whether stored ox not) from one U.S. logation
to another U.S. lovation; and (b) the U.S. portion of a Wire Communication or Electronic
Communication {whether stored or not) that anginates or terminates in the United States.
“Blectionic Comnunication” has the meaning given it in 18 U.S.C. §2510¢12). “Wire
Communication” bas the rireaning given it in 18 U.S.C. § 25{0(1). For.purposes of'this LOA,
“Dotriestic Cornruniocations Infrastricture™ means (a) transmission, switching; bridging mnd
routing equipment (including software and upgrades)used by or on hehalf of Hibemin to
provide, process, direct, control, supervise or tanage Domestic Commumcaﬁons, (b} facilitles
and equiptaent used by or on behalfof Hibetnia that are physically located in the United States;
ar (¢) facilities used by or on behalf of Hibernia to control the equipment described.in (a) and

_ (h). DCI does not include equipment or facilities used by serviee providers other than Hibernia
that are:

(a)  interconnecting communications providers; er

(b)  providers of services or content that are




(1) accessible using the communications services of Hibernia, and

(2)  availgble in substautially similar form and on commerdcially reasonable
terms through communiottions services of companies other than Hiberaia,

Thie phease “on behajf of” as uged in this section does not include entities with which Hibernia.
has conteacted for peering, interconnection, roaning, long distance, or other similar
arrangements. DCI does not includs squipment dedicated to the termination of international
undersea cables outside the United States, provided that such eqmpment is utilized solely to
effeotuate the operation of such undérséa transport netwerk(s) and in no manner controls land-
based transport network(s) or their associated gystems In the Unifed States.

4. Hibetnia agrees to take practicable measures to prevent unauthonmd Bccess to, snd
protect the physical and Jogical secutity of, the Hibemia Atlantic Cable system. Hibernin ngrees
tomake its seourity policies and procedures, inoluding security products list, for the Hibemia
Aflaptic Cable system available to the 1.5.G. Agencies upon.request. beemia will work with
the U.8.G. Agencies to address any conecerns identified with respect o these policies or
procedures W1thm areasonable permd of ttme

i Nothing in ﬁus LOA is mtended 10 xXeuse chel:ma from.any obligation o commply with
.8, legal requirements for the refention, preservation, or production of information, records or
data, or from ahy applicahle requirehients of the Cothmunications Assistance for Law
‘an’orcament Act, 47 US.C. § 1001, ot seq., or to'comply with lawful U.S. process; nor shall it
constitute a waiver of: (a) agy obligation imposed by any U.S, Federal, state or local laws on.-
Hibernia; (b).any enforcement authority available nider any U.S. or state laws; (¢} the sovereipn
immunity of the United States; or (d) any authority the U.S. government may possess (inclnding
without limitation authority puisuant to the International Bmargency Economic Powers Act) over
the astivities of Hibernia Jocated within or-outside the United States, Hibernia epployees in the
United States will have nnconsfrained authority to comply, in an effective, efficient, and
unimpeded fashion, with lavful T1.8, procss. Nothing in this LOA is-intended, or is to be
infterpieted, to require Hibernia to violate any applicable U.S. law. Likewise, nothing in this
LOA timits the right of the U.S. governiment to pursue criminal sancfions or charges against
.Hibernia, and nothing in this LOA provides Hibernia with any relief from civil liability.

6. Unless otherwise agreed to by the parties, Hibemnia shall make available in the United
States, in response to lawfil U.S, process, eustomer billing records, cdstornet information,
Network Management Information, and access logs to factlities and natwerk access logs to
systems and applications, and-any other related information used, protessed or maintained in fhe
ordinary course of business relating to Domestic Communications (*U.8. Records™), if such
information is stored by er on behalf of Hibernia for any reason. Hibernia shall stoxe for at least
18 moiths all customey billing reconds,

7.  Hibernis agrees that it will not, directly or indirectly, knowingly disclose or permit
disclosure of or access to Domestic Communications or any information pertaining to a wirelap
otdér, pen/trap order, subpoena or other fawful demand by a U.S. Jaw enforcement agency to any




person if the purpose of such diselosire or access i3 to respond to the legal process or regiest on
belalf of a non-U.8. governmient, without first satisfying all pertinent teguitemerits-of 1.8, Jaw
ot the authorization of a cowrt of competent jurisdiction in the United States. Any such requests
ot legal process submitted by a non-U,8. government to Hibernia shall be referred to the U.S.G.
Agencies a3 soon as possible, and in no event later than five (5) days after such request or legal
process is received by or known to Hibernia, unless the disclosure of the request or legal process
would be in violation of U.S. law or an order of a court in the United States. The term *non-U.S.
government™ means arty government, inoluding an identified représentative, agent, component or
subdivision thiereof, that is not a local, state or federal government in the United Staies.

8 Hibernia has designated James P, Prenetia, Ir. as & point of contact (“POC™), and agrees
to maintain a POC within the United States who is a resident U.S. citizen witht the avthority and
responsibility for avcepting and overseeing compliance with a wirgtap order, pen/trap order,
subpoena or other Inwful denipnd by U.S. law enforcement authorfties foi the content off
communications or 1.8, Records, Hibernia will notify the (1.8.G. Agencies of gny change in the
POC within 5 business days of such change, Hibernia shall cooperate with any request by a ULS.
government authority that a background cheek or sacunty clearance process be completed for a
designated POC,

9. Hibernia has designated James P, Prenstta, Jr. as a security officer (“Security Officer™),
and agrees to maintain a Seowrity Officer within the United States-who is a resident U.S, citizen
with the primaty responsibility for carrying out Hibernia's assurances in this LOA. The Security
Officer shall have appraprigte knowledge and ability to design and implement a seeurity program
to implament the terms of this LOA consisteént with industry-best practices. Hiberriia will notify
the U.8.G. Agencies of ahy clange in the Seenity Officer within five (5) buginess days of such

change. Hibemia shall caoperate with-any request by a U.B, goveriment aufhority flrat 4
 background check be completed for a designated Security Officer.

10.  Onorbefore the atiniversary of the ffective date of ench year, Hibernia shall submit to -
the U.8.G. Agencies a report agsessing Hihernia’s compliance with the terms of this LOA for the
proceeding calendar year, Theseport shall include:

(8) a copy of the then vurrent polivies and procedures adopled to comply with this
LOA;

{b) a summary of the changes, if'gny, to the policies and procedures adopted to
comply with this LOA, and the reasons for any such changes;

{¢) a summary of any known acts of noncompliance with the terms of this LOA, not
wtherwige feported under section 13 whether inadvertent or intentional, witha
discussion of what steps have besen ot will be taken to prevent such. acts from
oreurring ix: the future;

(d) a summary of any vthet events occurring during the reporting period that, to the
knowledge of Hibernia, will or reasionably eould inipact the effectiveness of, or
Hibernia's compliance with, this LOA; and




() & description of any changes to the Hibernia Atlantic Cable system network
topology, to include a detailed dascﬂptxon and map of the Hibernia Atlantic Cable
gystet,

{1, Hibernia agrees that upon reasoniable advance notice, the U.8.G. Agencies wmay visit iis
landing stations, NOCs, data conters, MDFs, and other facilities under its control, to conduct on-
site raviews concerning the implementation of the terms of this LOA. During these visits,
Hibernia will cooperate fully with the 17.8.G, Agencies in making available requested
information applicable to DCI concerning technical, operational, physical, management, or other
security measuras to ensble the U.8.G. Agenecies to verify compliance with the tenus of the
LOA, provided that such access does not interfere with the operation of the DCI and facilities
involved and is otherwise consistent with applicable law. Upon reasonable notice from the
U.8.G. Agencigs, Hibernia will make available for inferview any officers or employees of
Hibernia ot its subsidiaries, md will use reasonable effcrts te.muke available for interview the
personsiel of any conttactor of sybsoniracior; who aré in a position 1o provide information to
-verify compliance with the terms of the LOA.

12.  Ifany member of the management of Hibernia aciuites any information that reasonably
indicates that any foreign government, any forgigh govemnment controlled enfity, or any foreipn

entify:

(@  plans to partidipate or has participated in any aspect of the day-to-day
management of Hibemia, or

()  plans o exercige or has exercised, as a direct or indirect shareholder of Hibernta,
Ay control-of Fibeinia,

ina way that interferes with or irapedes the performance by Hibernia of ity duties and obligations
under the tefms of this LOA, or interferes with or impedes the exercise by Hibernia of its rights
under the terms of the LOA, then such member shall promptly cause to be notified the Security’
Officer, whe, in turn, shall prompily hotify the U.S.G. Agencies in writing of the timing and the
naturs of the foreipn govenunent’s or eatity’s plans and/or actions.

13, Prompily upon the receipt by any member of the menageniett of Hibornia of information
that reasonably indicates a breach of this LOA or access to, ox disclosure of, Domestic
Communications or the conduct of Blestronic Surveillatcs, in violation of federal, stdte or local
law or regulation, such member shall repott such breach or violation te the Security Officer, who
in furn shall notify the U.S.G. Agencies of the breach or violation. The Security Officer’s report
shall be made in writing to the U.8.G. Agensies no later thasn: 10 caledar days after the Secwrity
Officer receives such information. Hibernia shall lawfully cooperate in investigating the matters
desoribed in this LOA. The Seowity Officer need not report information where disclosure of
such information would be in violation of an order of a court-of competent jurisdiction in the
United States. For purposes of this LOA, “Blectronic Surveillanes” includes: () the
interception of wire, oral, or elecivonic cornmutications as defingd in 18 LS.CL § 251010, (2),



(4) and (12}, respectively, and electronic surveillance as defined in 50 U.8.C. § 1801(D); (b)
access fo stored wire or electronic communications, as referred 1o in (8 U.S.C, § 2701 ef seq.; {c)
acquisition of dialing, routing, addrassing, or signaling information through pen vegister or trap
mnd frace devices or other deviees or features capable of aequiring such Information pursvant to
law as defined in 18 U.B.C. § 3121 ef seq. and 50 ULS.C. § 1841 of seq.; (d) acguisition of
location-related informeation concerning 4 service subsciiber or facility; (&) preservation of any of
the above information pursuart to I8 U0.5.C. § 2703(f); and {f) access to, or acguisition,
interception, or preservation of, wire, oral, or electronic commuynications or mformation a8
describied in (%) through-(¢) above and comparable state laws,

14,  Hibernia shall adopt and distritmite an official corporate policy that steietly prohibits
Hibernta from dicriminating ot taking any adverse action against sny officer, direotor,
employee, contractor or agent because he or she has ih good. faith initiated or attempted to
initiate 2 nistice or report nnder Seetion 13 of this LOA, or has nofified or attempted <o notify
direotly the Security Officer to convey information that ke or she beligves ini good faith would he
required to be reported tothe U,8.G. Agencies by the Security Officer under this LOA. Such
corporate policy shall set forth in g ¢lear and prominent manper the contact information for the
Security Officer to whom such sontasts may be made directly by any officer, direotos, employw
_contractor or agent for the purpose of such report or notlﬁcanon

15, If, nfterihe daté that Hibernia has -exacuted this LOA, t_be U.B.G, Agencies find that the
terms of this LOA are inadequste to address pational seoutlty, law enforoatiest, or public safety
- coheerns, then Hibemis will negotiate in good: faith to modify this LOA 1o address thoge
-woneerns with respeot to Hibertia Atlantic™s equipment, contracts, ok security practices.
Converssly, Hibernia is ptevidmg this LOA on the expross understanding that the U.S.G.
Agoncies agiee fo promptly negotiate in good Faith with respeot fo any xequeést by Hibernia for
relief from the application of specific provisions of this LOA. if those provisions become unduly
burdensome or adversely affect the competitive posifion of Hibernia. Notwithstanding the.
forefoing, the U.8.G. Agencies reserve the #ight to object, formally ar informally, to the graut of
any other FCC application oy petition of Hibernia for a license or other authorization under the
Cable Landing License Act.or Titles XI and IIT of the Communicstions Act of 1934, as antended,
and to seek additional or different terms that would, consistent with. the pablic interest, address
any threat to the ability of the United States to enforce the laws, preserve the natienul security
and protect the puble safety raised by the services and transactions vaderlying any such
application or petition,

" 16,  Hibernia is providing this LOA on the éxpréss understanding that all notices and
informatien provided to the 17,8,G, Agencies pursuant to this LOA shall be trested as
confidential business information exempt from disclosure undey the Freedomn of Information Act,
3UR.LC 6 352,

17.  This LOA shall inure to the benefit of, and shall be binding upon, Hibemis and its
respective sucesssors, assigns, subsidiaries, and affiliates, including the five subsidiaries within
Hibernia as a holding company, and that ate: Hibernia Atlantic U.8. LLC, Hibernia Atlantic




Communications (Canada) Company, Hibertia Atlantic (UK) Limited, Hibernia Atlantic Cable
System Limited, and CVC Aequisition (C1) Corporation,

18.  All correspondence to the U.S.G. Agencies under this LOA will be directed to the
addressees at the addresses provided on the fitst page of the LOA. In addition, a courtesy
electronic copy of all notices and communicatlons witl be forwarded fo ftelecom@ugdoj oy, iP-
ECC@dhs.gov, GTFCFIUSTeam Forwarding@osd.mil, and GeneralCounselDISA@idisa.mil.

19:  The commitinents set forth in this LOA shall not be binding on Hibernia if the licenge is
not pranted. :

Sincerely,

HIBERNIA GROUF BHF

By: ig',n,_ ) ;
Neme: Bjarni K. Thefvardatson
Title: Chisf E);é;i:uti&re Officer and Director




