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COMMENTS OF PINDROP SECURITY 
 

Pindrop Security respectfully submits these comments in response to the 
Public Notice issued by the Consumer and Governmental Affairs Bureau 
(“Bureau”) titled “Consumer and Governmental Affairs Bureau Seeks Comment 
on Robocalls and Call-Blocking Issues Raised by the National Association of 
Attorneys General on Behalf of Thirty-Nine Attorneys General” (“Public Notice”) 
in which the Bureau seeks comment on the legality of telephone carriers1 blocking 
unwanted phone calls on behalf of their customers and the technology that is 
currently available to achieve such blocking.  As detailed below, the Federal 
Communications Commission (“Commission”) should support telephone carriers 
in their initiatives to block unwanted calls.  Blocking of unwanted calls is 
important for three main reasons: 

 
• Call blocking is already occurring by several over the top (OTT) 

providers2, and even by telephony service providers to a limited extent.   
• The technology exists to make this sort of blocking reliable, and beneficial 

to telephony customers who desire such a service.   
• Consumers are being actively targeted with fraudulent intent via the 

telephone resulting in substantial financial loss. 
  



I. CARRIER-BASED BLOCKING ALREADY EXISTS IN SEVERAL 
FORMS  
 
The Public Notice cites four instances where the Commission either explicitly 

or implicitly allowed forms of call blocking.  In summary3: 
 
• While in a 2011 Report and Order,4 the Commission stated that “except in 

rare circumstances,” it “does not allow carriers to engage in call 
blocking,” it has not directly held that blocking calls upon customer 
request is unlawful. 

• In a Declaratory Ruling in 2007,5 the Commission recognized “the right of 
individual end users to choose to block incoming calls from unwanted 
callers.” 

• In a Report and Order in 2004,6 the Commission stated that 
telecommunications relay services (TRS) providers “are capable of 
providing anonymous call rejection … as long as the TRS consumer 
seeking to use these features, whether the calling party or called party, 
subscribes to the service.”  

• In 1996, addressing a type of toll fraud faced by aggregator telephones,7 
the Commission required local exchange carriers to “provide international 
blocking services to business customers, where technically feasible and 
economically reasonable.”8 
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Each of the examples above provides precedent indicating that call-blocking 

services are lawful.  Additionally, the subsequent actions taken based on these 
rulings show that technology is available to support such call blocking.  Based on 
these points, Pindrop Security asks the Commission to provide a clear ruling 
allowing telephony service providers to provide call blocking services to their 
customers on an “opt-in” basis.  

 
By providing call-blocking services on an opt-in basis, telephony service 

providers can make the impact of the service clear to their end users.   
 

II. TECHNOLOGY FOR BLOCKING IS RELIABLE 
 
The Public Notice requests comment on what call-blocking technologies are 

available, how they work, and their reliability.  Many technologies currently exist 
for the purposes of blocking calls.  However, these services are mostly limited to 
corporations with their own internal telephony infrastructure wishing to block 
incoming calls for a number of reasons.  For example, Pindrop Security provides 
two products designed to allow enterprises to block incoming calls.  Pindrop’s 
Fraud Detection System (“FDS”) uses PhonePrinting™ 9 technology to identify 
previously encountered instances of fraud and preventing repeat calls from that 
individual.  Pindrop’s Phone Reputation Service (“PRS”) is a SaaS-based offering 
that allows enterprises to gather information about a phone number.  Oftentimes, 
the information gleaned from PRS is used to make a determination about whether 
the call should be connected.   

 
Accuracy is important for products intended to block unwanted calls.  

Pindrop’s products have been proven to detect over 80% of fraud perpetrated by 
telephone across a wide customer base.  Detection at this rate is possible with a 
false positive rate of less than 2%.  It is quite possible for telephony service 
providers to implement a vertical service code10, web interface, or other 
mechanisms that allow consumers to provide feedback into false negatives and 
false positives. 



 
With these proven technologies, telephony service providers could easily 

extend call blocking capability outside the bounds of a corporate enterprise into 
the public realm.   

 
 

III. UNWANTED CALLS LEAD TO CONSUMER FINANICAL LOSS 
 
According to the Federal Trade Commission11, consumers lost over $1.4 

billion dollars to fraud in 2012 with a median loss of $535 per incident.  In 34% 
of the cases reported, the initial method of contact by the perpetrator was the 
telephone.  Additionally, the FTC reported12 that in 2012, the number of 
registrants on its “Do Not Call” list had risen to over 217 million – up from 209 
million in the previous year.  Even with the “Do Not Call” registry, the number of 
unwanted calls that were reported13 by consumers in 2012 was over 3.8 million – 
up from 2.3 million the previous year.   

 
While one might consider the issue of call blocking to be a matter of 

preventing a nuisance, the data above shows that call blocking is an important 
step toward crime prevention.  Consumers are being actively targeted with scams, 
and many are falling victim.  Telephony service providers are in an advantageous 
position to mitigate much of the telephony fraud that is being perpetrated.  While 
potentially valuable at stopping nuisance calls, the methods currently in place 
(e.g., Do Not Call Registry) are ineffective at stopping actual crime. 

 
For telephony service providers to implement such call blocking services, they 

must be certain of their legal right to do so14.   
 

IV. CONCLUSION 



 
Data shows that Americans are being greatly impacted by robodialers and 

other forms of unwanted calls, and the current tactics being used to stop them are 
ineffective.  Technology exists that would allow telephony service providers to 
provide accurate and effective blocking of unwanted calls.  To date, one reason 
these have not been deployed is due to legal ambiguity governing such blocking.  
By allowing telephony service providers to deliver call-blocking services, the 
Commission will effectively allow those providers to aid in protecting their 
customers against crime. 
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