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ATTENTION: ALL COMCAST/XFINITY INTERNET CUSTOMERS

RESIDENTIAL, BUSINESS, & MUNICIPALITIES INCLUDING LOCAL GOVERNMENT, LAW ENFORCEMENT
AGENCIES, PUBLIC LIBRARIES, & SCHOOL DISTRICTS.

A RECENT DISCOVERY HAS BEEN MADE (DEC 2014) WHERE CRIMINALS ARE GATHERING DATA &
POSSIBLY CASING HOMES WITH SUSPECTED ACCESS TO YOUR INTERNET ACCOUNTS BY FILTERING
THRU EMAILS VIA DIRECT CABLE HARDWIRE ACCESS AND/OR THRU WIRELESS ROUTERS ASSOCIATED
TO COMCAST/XFINITY ACCOUNTS.

THIS IS A LARGE NETWORK AND THOROUGH INVESTIGATION COULD TAKE SOME TIME.

SUGGESTED PRIVACY PRECAUTIONS: SPLIT UP CABLE TELEVISION SERVICE ASSOCIATED WITH
COMCAST/XFINITY INTERNET SERVICE TO SOME OTHER CARRIER AND/OR USE ANOTHER EMAIL
PROVIDER. SALVAGE ANY IMPORTANT INFORMATION CONTAINED IN YOUR COMCAST.NET EMAILS.
ONCE YOU ARE NO LONGER A CUSTOMER, YOU ARE THEN LOCKED OUT OF YOUR COMCAST.NET EMAIL
ACCOUNT. OTHER EMAIL PROVIDERS WILL STILL BE ACCESSABLE.

UNTIL COMCAST/XFINITY RESOLVES THIS NOW ALLEGED PRIVACY BREACH, DO NOT SEND EMAILS
CONTAINING ANY PERSONAL INFORMATION OR ANY BUSINESS TRANSACTION RELATED DATA 1F YOU
ARE A COMCAST/XFINITY CUSTOMER USING A COMCAST.NET EMAIL ADDRESS OR INTEND TO SEND
AN EMAIL TO ANYONE WHO MAY BE RECEIVING YOUR EMAIL THRU A COMCAST.NET EMAIL ADDRESS
AS THEY MAY BE INTERCEPTED. *** DO NOT LINK ANY TYPE OF BANK DEBIT OR CREDIT CARD
ACCOUNTS OR BUSINESS REWARD CARD PROGRAM ACCOUNTS, CONTAINING PERSONAL OR BUSINESS
RELATED INFORMATION THRU OR TO ANY COMCAST.NET EMAIL ACCOUNT. DO NOT LINK PERSONAL
EQUIPMENT I.E. PRINTERS/FAX MACHINES TO ANY NETWORK ASSOCIATED WITH COMCAST/XFINITY
***pUBLIC or PRIVATE.

<<<< WHEN FORWARDING MESSAGES USING A COMCAST.NET EMAIL ADDRESS, IF THE WORD **
forget ** APPEARS LIGHTLY HIGHLIGHTED AFTER THE INTENDED RECIPIENT®"S EMAIL ADDRESS,
YOUR COMCAST/XFINITY ACCOUNT MAY"VE ALREADY BEEN BREACHED. >>>>>

MOST IF NOT ALL BEAVER COUNTY MUNICIPALITIES USE COMCAST/XFINITY SERVICES, THEY®RE
LANDLOCKED VIA CONTRACTS. ****pPLEASE DO NOT CONTACT LOCAL LAW ENFORCEMENT IF YOU
FEEL THERE IS A PRIVACY ISSUE WITH YOUR XFINITY/COMCAST ACCOUNT CONTACT
COMCAST/XFINITY @ 1-800-COMCAST. ****

***0ONLY CONTACT LOCAL LAW ENFORCEMENT IF YOU WITNESS OR OTHERWISE DISCOVER POSSIBLE
CRIMINAL ACTIVITY IN YOUR AREA***

AGAIN, THIS IS A LARGE NETWORK AND SOME LAW ENFORCEMENT AGENCIES MAY ALSO BE VICTIMS
OF PRIVACY BREACH AS WELL. THOROUGH INVESTIGATION COULD TAKE SOME TIME. PRELIMINARY
INVESTIGATIONS HAVE BEGUN IN BEAVER COUNTY.

PLEASE ADVISE FAMILY AND FRIENDS NO MATTER WHERE THEY LIVE IN BEAVER COUNTY, WESTERN
PENNSYLVANIA OR ANY AREA OR STATE WHERE COMCAST/XFINITY PROVIDES SERVICE.

PLEASE ENCOURAGE YOUR REPRESENTATIVES TO FOLLOW-UP.

WEBSITE LINKS TO OTHER U.S COMCAST AREAS WHERE SERVICE HAS BEEN BREACHED:
http://www.myfoxtwincities.com/story/24708143/comcast-hacked-customer-e-mail-data-co
mpromised
https://www.eff.org/deeplinks/2014/08/comcast-data-breach-leaks-thousands-unlisted-p
hone-numbers-threatening-customers

http://www.net-security.org/secworld.php?id=16325
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