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February 16, 2015 
Via US ECFS 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
445 12111 Street S. W. 
Washington, D.C. 20554 

RE: Ally Telecom, LLC 
Form 499 Filer IO: 829870 
Annual Customer Proprietary Network Information Compliance Certification; 
EB Docket No. 06-36 

Dear Ms. Dortch, 

Enclosed for fi ling is the Annual Customer Proprietary Network Information ("CPNI") 
Compliance Certi fication; EB Docket No. 06-36, filed on behalf of Ally Telecom, LLC. 

Please do not hesitate to contact me at 407-260-1011 or markf@csi longwood.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this fi ling. 

L;f:;¥r 
Mark G. Lammert, CPA 
Tax Preparer for Ally Telecom, LLC 

cc: Ally Telecom, LLC 
file: Ally Telecom, LLC- PUC - FCC 



STATEMENT OF POLICY IN TREATMENT OF 
('tJSTOMF.R PROPRI F.TAl~Y NETWORK INFORMATION 

1. lt is All) I clcc11m, I I C (hercatlcr rcterred w as ··1\ll y Telecom"') policy not to use 
CP 'I for .tny .lt:ll\ lly other than pem111tcd b) la\.\. Any disclosure or' ( Pl\JI LO other 
panic., (-.uch "'affiliates. \'endor.i. anJ ngcnts) occurs only if 11 i<. necessary to conduct a 
kgn1matc husrnc-.s uct1' 11) related to the ser\lccs already provided b> the company to the 
customer II the Com pan~ is not required hy la\\ to disclose the CPNI or if the intended 
use docs not fall within one or the .:ane outs. the Company ''Ill fi rst obtain the 
CU'itomer's consent pnor LO using CPNI. 

2. Ally Telecom follows industry-•aandnrd practices to prevent unauthorii'cd access to CPNI 
hy a person other that the subscriber or All) I elccom I lowcvcr, Ally ·r clec\1m cannot 
guarantcc that these: practices will prcwnt every unauthori1ed attempt to ncccss. use. or 
disclose peisonull) idcntaliuble information. Therefore: 

I\ l f .rn u11.1uthon1cd di.,do.,un: were to occur. All) I clccom shall pro\ ade 
no11fa:.11wn of the hrcach \\ithin seven (7) days to the United States Secret 
Sen ice ( ·t ~SS") and the Federal Rurcnu of lnvcstigauon c-·FBI") 

B. /\II) I clccom shall wait a11 ud<liuonal seven (7) days from its government notice 
prior to not1 I) ang the affected customers of the breach. 

C. ~otw1thst.1nd1ng the pro\'1s1ons in subparagruph B above, /\II)' Telecom '\hall not 
wait the .1dditionnl SC\en (7) dJ)s to notif~ 11s customers if J\lly Telecom 
determine-. there is nn immediate n'ik ol irreparable harm to the customers. 

D All) I elccom sh.ill maintain records ol d1sc0\crcd breaches for a penod or at 
lc,t 'i t t\\O (2) )CMS. 

3 J\11 cmplo)CC'> "ill he truancd a:, to when they arc. and are nol, authorii'cd to use CPNI 
upon cmployme111 \Vi th the Compa11y and nnnunlly thereafter. 

·\ Spccilic.111;. All) 'I elccom shall prolubit its ~rsonncl from releasing CPNI based 
upon " u1 ... tomcr-ini tiatcd telephone call except under the following three (3) 

cm:umstance' 

I . When the cu-.tomcr has pre-established a password 

') Whc11 the information requested hy the customer is tn he '\Cnl to the 
custnmcr'<; address of record. or 

3. \Vhcn All\' Telecom calls the customer's telephone number or record and 
<l1-.cu'i'>C!"> the 1nfonnntion \\ith the pnrty initially identified hy customer 
'' hcn sen tee was initiated 



B All) I clccom mn~ use C P:-..1 tor the following purposes· 

• ro 1111tintc, render, maintain, rcp;ur, bill and collect for sen ices: 
• ·1 o protect its property rights; or to protect its subscri bers or other camcrs 

lrnm fmudul<.!nt, ahusi\e . or the unln" f'ul use of. or subscription to, such 
services: 

• Io pro\ ick inbound tclemnrkcting. referral or administrative sen ices to 
the customer during .1 customer initiated 1;,111 and \\ ith the customer's 
11111.>1 n11.:d consent 

• ·1 t• mar~ct nddit1onal sen ices to customers that arc within the same 
categories of service w '' h1ch the customer already subscrib<.!s: 

• ·1 o market sen ices formcrl) kno,,n as adjunct-tn-hasic sel"\ ices: and 
• Io market additionnl sen 1ccs to customers "1th the receipt of infonned 

consent' 1a the use of opt in or opt-out. Js :.1pplicahlc. 

-1 . Prior 10 allowing ac.:1;.css to Cuswmc1s' 1ntll\ 1dually idcntitinhle C'PNI 10 Ally Telecoms' 
joint venturers or independent contractors. Ally I elccom will require, in order to 
~afcguard that 111tormat1on, their entry into both confidentiality agreements that ensure 
compliance \\ 11h tlw. 'itatemcnt and shall obtain opt-in consent from a customer prior to 
J1sclosing the information. In add111on. All) l'clecom requires all outside Dealers and 
1\gcnts 10 ackno\\ ledge and cert if) that they may onl) use CPNI for the purpose for 
'"h1ch that 111format1on has been provided 

5. 1\lly Tdcwm n.:quircs c.:xpress \Hillen authori;ration from the cu-;to1111.:r prior to 
dispensing. CPNI 10 nc" carriers, except as otherwise required by law. 

6. All) I ck\:om Joe-. not market. share Clr othcnv1sc sell CPNI mfonnauon to an) third 
pan~ 

7 t\11) I dccom maintains n record ol Its own and its artiliatcs' sales and murkcting 
campaigns that use i\11) Telccoll\s' t·ustomers' CPNI The record \\Ill include a 
dcscrip1ion of each campaign, the spc.:c11ic CPNI that was used in the campaign. and \\ha1 
products and ~en ices \\ere offered a~ part ol 1he campaign 

A. Prior commencement of a sales or markct111g campaign that uuli7cs CPNI. All) 
Telecom cslilblishcs the slUlUS or a customer's CPNI approval I he following S!.:lS fo rth 
the procedure follow1.:d by Ally Telecom 

• Prior to an) solic1lat1on for customer approval. Ally felccom \\.ill no1if)' 
customer'> of their right to restrict the use ol. disclosure of. and access to 
their C'P'l I 

• All) Telecom \viii use opHn approval for any instance in v.h1ch Ally 
1 elccom 1nust obtain customer approval prior to using, disclosing. or 
pl'rmitting access tl) CPNI 



• 1\ ~us10111cr's apprO\al or disapproval remains in effect unul the customer 
re\ ul..cs or ltm1ls such apprm al or <.faappro' al 

• Re~ords of appro,ab urc mamtaincd for at least one year 
• /\lly Telecom provides tndl\ 1dual notice 10 cuswmcrs when solici1ing 

approval 10 use. d1scloi.c. or permit access to CPNI. 
• lh.: co11tc11l or Ally Tclccom·s CPNI notices comply with FCC rule 

64 ~008 (C) 

8. Ally Trlccom ha.s 1mplcmcn1cd a sys1cm IU obtain appro\al and informed conscn1 from 
11s cus1omcrs pnor w 1hc U'\C or C'PNI for marketing purposes. This systems allows for 
1hc s1a1uc; of <1 customer's CPNI apprO\ al to be clearly established prior 10 the use or 
CPNI. 

9 1\lly rckcom has a supervisory re\ iC\\ process regarding compliance w11h 1he CPNI 
rules for outbound markcung si1uations and wall maintain compliance records for at leruit 
one )Car Specifically. Ally Tckcoms· sales personnel will obtain express approval or 
an) prop<N:d outhound marke1ing rcquc::.t for customer approval of the use or CPNI b} 
l'hc General Counsel of Ally Tdccom. 

10. All) Telecom nn1ifi..:s cus1omcrs immediately or any account changes. including .iddrcss 
of record. authcnucation. onltnc account and pa.<;sword rdutcd changes. 

11 . All~ rclccom ma) ncgouatc altcmatl\t..: .1uthcnt1ca11on procedures for services 1hm All) 
l'clccom provide-. IO business cu:>tomcrs 1ha1 ha\e a dcdica1cd nccoun1 reprcscntaiive and 
a contract that spccilically addresses /\lly lclccoms' protection orCPNI. 

12. \II~ ·1 clcwm i::. prepared to pro\ 1dc..· \\rtllcn notice within five husincs:> days to the FCC 
ol an) mstam:c ''here 1h1.• opt-an mechanisms do not worl.. proper!) t(.) such a <.lt.:grce lha1 
consumer». in.1bil11) 10 opt-in is more 1h.1n an anomal> 



AN;\' l AL -'1 C.F.R ~: M.2009 (r) C J>NI CERTIFI CATION FOR 20 15 
EU Docket 06-36 

Date I· iled · h:hrun 1 y 9, 20 I 5 
'\amc of Comp<lny· J\ II) relccom. I I C 
l·orm 499 l'ilcr ID: 82Q870 
'amc of Signatory. l3cn1nmin Jcn"ins 

Title nf Signntor) CIO 

I. lkn1amm Jc11"1n~. ccrt1 f) that I am <1n ol li1.:cr of the com pan) named nbovc, and acting a~ an 
agent of the company. that I haw personal knowledge that the company has cstnblishcd 
operating procedure-; that arc adc411atc to ensure Cl)mpliancc \\ ith the Commission's CPNI rules 
Sec 4 7 C I R &64 200 I ct .H.:q 

:\ttachcJ to this cc111lil:.111on is an Jccompanying statement c"plaining hov; the company's 
procedures ensure th.it the comp•lllY is in compliance wnh the requirements set forth in section 
6-L2001 et ~11q . of the C'ommiss1on·s rules. 

fhc compan) hc1-; not taken an:r actions (proceedings insututcd or petitions filed hy a company at 
c11her state comm1:-.s1orl' ... the coun system. or at the Commission against data brokers) agumst 
data hrokcrs in the past year The steps the company has tul..cn to protect CPNI include updating 
its CP'-:1 prac1ice~ an<l procedures and conducling 11C\\. training designed 10 ensure compliance 
with the ~C.'C's moditicJ CP~ I rules. 

rhc compan) h.is not rcccl\ cd an~ cust(.)mcr compla111t~ in lhe past year concerning the 
unauthon£cd n;ka'>c 9f't P'\J I. 

Signed· ff~ 


