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C
PN

I C
om

pliance Policies of T
rilogy D

om
inicana S.A

.and
T

rilogy International E
nterprises, L

L
C

Trilogy D
om

inicana S.A
.(“TD

R
”) and Trilogy International Enterprises, LLC

(“TIE”)(together, 
“Trilogy”) subm

it the follow
ing to dem

onstrate that the com
panies are in com

pliance w
ith 

Section 222 of the C
om

m
unications A

ct and the rules of the Federal C
om

m
unications 

C
om

m
ission (“FC

C
”) set forth in 47 C

.F.R
. Part 64, Subpart U

, Section 2001 et seq.regarding 
the protection of C

ustom
er Proprietary N

etw
ork Inform

ation (“C
PN

I”) and carrier proprietary 
inform

ation.
Trilogy’s policy is adm

inistered by its C
PN

I C
om

pliance O
fficer, Scott M

orris, 
G

eneral C
ounsel.

In 2014, TIE assigned all of its U
.S. licenses and agreem

ents to TD
R

.  TIE is included in the 
com

pany’s 2014 C
PN

I certification for avoidance of doubt since it operated in the U
.S. for part 

of 2014, but w
ill not be included in future C

PN
I certifications.  In the U

nited States, TD
R

 is a 
long-distance 

connecting 
carrier 

that 
provides 

international 
service 

only 
to 

other 
telecom

m
unications carriers, and not to end-user consum

ers.  This policy applies only to TD
R

’s 
sale of such w

holesale services to its carrier custom
ers inside the U

nited States,and does not 
apply to TD

R
’s services sold to end-user custom

ers in the D
om

inican R
epublic, w

here it is based 
and conducts its m

ain business operations.

For purposes of this policy, C
PN

I is (A
) inform

ation that relates to the quantity, technical 
configuration, type, destination, location, and am

ount of use of a
U

.S.
telecom

m
unications 

service subscribed to by Trilogy’s U
.S. custom

ers, and that is m
ade available to Trilogy by such 

custom
ers

solely by virtue of the carrier-custom
er relationship; and (B

) inform
ation contained in 

the bills pertaining to U
.S. telephone exchange service or telephone toll service received by 

Trilogy’s U
.S.custom

ers.

I.
U

SE
, D

ISC
L

O
SU

R
E

 O
F, A

N
D

 A
C

C
E

SS T
O

 C
PN

I

In accordance w
ith Section 222(b) of the A

ct, 47 U
.S.C

. § 222(b), w
hen Trilogy receives or 

obtains 
proprietary 

inform
ation 

from
 

another 
carrier 

for 
purposes 

of 
providing 

a 
telecom

m
unications service, it only uses such inform

ation for such purpose.  Trilogy does not 
use such inform

ation or any other C
PN

I for any m
arketing of any kind.

Trilogy m
ay use, disclose, or perm

it access to C
PN

I only in its provision of the com
m

unications 
service from

 w
hich such inform

ation is derived; for services necessary to, or used in, the 
provision of such com

m
unications service, including activities to initiate, render, bill and collect 

for telecom
m

unications services; to protect the rights or property of Trilogy, or to protect users 
or other carriers or service providers from

 fraudulent, abusive or unlaw
ful use of, or subscription 

to, such services; to provide installation, m
aintenance, or repair services; as required by law

; or 
as expressly authorized by the custom

er.

Trilogy does not use, disclose or perm
it access to C

PN
I to identify or track custom

ers that call 
com

peting service providers.
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II.
SA

FE
G

U
A

R
D

S 
A

G
A

IN
ST

 
D

ISC
L

O
SU

R
E

 
O

F 
C

PN
I 

T
O

 
U

N
A

U
T

H
O

R
IZ

E
D

 
PA

R
T

IE
S

A
.

Inbound C
alls to T

rilogy R
equesting C

PN
I

Trilogy does not provide C
PN

I in response to requests from
 inbound callers.  If Trilogy should 

decide to offer such access in the future, it w
ill revise these policies to com

ply w
ith the FC

C
’s 

requirem
ents for authentication of caller identity prior to disclosing C

PN
I, including C

all D
etail 

Inform
ation.  

B
.

O
nline A

ccess to C
PN

I

Trilogy does not offer custom
ers the ability to access C

PN
I by m

eans of online accounts.  If 
Trilogy should decide to offer such access in the future, it w

ill revise these policies to com
ply 

w
ith the FC

C
’s requirem

ents for passw
ord protection of such accounts.

C
.

In-Person D
isclosure of C

PN
I at T

rilogy O
ffices

Trilogy
does not provide access to C

PN
I to visitors at a retail office. If Trilogy should decide to 

offer such access in the future, it w
ill revise these policies to require a visitor to show

 a valid, 
governm

ent-issued photo ID
 m

atching the custom
er’s account inform

ation prior to revealing any 
C

PN
I.

D
.

N
otice of A

ccount C
hanges

If an address of record is created or changed, Trilogy w
ould send a notice to a preexisting 

custom
er address of record notifying it of the change.  This notice requirem

ent does not apply 
w

hen the custom
er initiates service. The notices w

ould
notreveal the changed inform

ation and 
w

ould
direct the custom

er to notify Trilogy im
m

ediately if it did not authorize the change.  There 
are no passw

ords, custom
er response to a back-up m

eans of authentication for lost or forgotten 
passw

ords, or online accounts associated w
ith C

PN
I possessed by Trilogy.

E
.

A
dditional Safeguards

A
bove and beyond the specific FC

C
 requirem

ents, Trilogy w
ill take reasonable m

easures to 
discover and protect against attem

pts to gain unauthorized access to C
PN

I.  The FC
C

’s rules 
require carriers on an ongoing basis to “take reasonable m

easures to discover and protect against 
activity that is indicative of pretexting.”  If any em

ployee becom
es aw

are of new
 m

ethods that 
are being used or could be used by third parties to attem

pt to obtain unauthorized access to 
C

PN
I, or of possible changes to Trilogy’s existing policies that w

ould strengthen protection of 
C

PN
I, they should report such inform

ation im
m

ediately to Trilogy’s C
PN

I C
om

pliance O
fficer 

so that Trilogy m
ay evaluate w

hether existing policies should be supplem
ented or changed.

C
all detail inform

ation records are m
aintained in secure databases accessible only by a lim

ited 
num

ber of em
ployees.  To prevent unauthorized access to C

PN
I, Trilogy em

ployees m
ust use a 

login and passw
ord to obtain access to databases that include C

PN
I.
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III.
R

E
PO

R
T

IN
G

 C
PN

I B
R

E
A

C
H

E
S T

O
 L

A
W

 E
N

FO
R

C
E

M
E

N
T

A
ny Trilogy em

ployee that becom
es aw

are of any breaches, suspected breaches or attem
pted 

breaches of C
PN

I m
ust report such inform

ation im
m

ediately to the Trilogy C
PN

I C
om

pliance 
O

fficer, and m
ust not report or disclose such inform

ation by any em
ployee to any non-em

ployee, 
including the potentially affected custom

er, except in express conform
ance w

ith the procedures 
described below

.  A
ny em

ployee that fails to report such inform
ation w

ill be subject to 
disciplinary action that m

ay include term
ination. 

It is Trilogy’s policy that em
ployees should not be discouraged from

 reporting inform
ation about 

breaches that m
ay have been caused in part by their ow

n actions or om
issions.  O

nce a breach 
has occurred, the m

ost im
portant objective is to attem

pt to lim
it the dam

age to custom
ers, m

ake 
any adjustm

ents as needed to prevent a recurrence of the breach, and to alert law
 enforcem

ent 
prom

ptly.  Therefore, although em
ployees w

ho violate Trilogy’s C
PN

I com
pliance policies are 

subject to discipline, the sanctions m
ay be substantially reduced w

here em
ployees prom

ptly self-
report violations if appropriate.

A
.

Identifying a “B
reach”

A
 “breach” has occurred w

hen any person, w
ithout authorization or exceeding authorization, has 

intentionally gained access to, used, or disclosed C
PN

I.   If an em
ployee has inform

ation about 
an incident and is not certain that the incident w

ould not constitute a breach under this definition, 
the incident m

ust be reported to the C
PN

I C
om

pliance O
fficer.

If a Trilogy em
ployee determ

ines that an unauthorized person is attem
pting to gain access to 

C
PN

I but does not succeed at doing so, no breach has occurred.  H
ow

ever, the incident m
ust be 

reported to Trilogy’s C
PN

I C
om

pliance O
fficer w

ho w
ill determ

ine w
hether to report the 

incident to law
 enforcem

ent and/or take other appropriate action.  Trilogy’s C
om

pliance O
fficer 

w
ill determ

ine w
hether it is appropriate to update Trilogy’s C

PN
I policies or training m

aterials in 
light of any new

 inform
ation; the FC

C
’s rules require Trilogy on an ongoing basis to

“take 
reasonable m

easures to discover and protect against activity that is indicative of pretexting.”

B
.

N
otification Procedures

A
s soon as practicable, and in no event later than seven (7) business days upon learning of a 

breach, the Trilogy C
PN

I C
om

pliance O
fficer shall electronically notify the U

nited States Secret 
Service (U

SSS) and the Federal B
ureau of Investigation (FB

I) by accessing the follow
ing link: 

https://w
w

w
.cpnireporting.gov.

Trilogy’s FR
N

 num
ber and passw

ord m
ay be required to subm

it 
a report.  If this link is not responsive, the Trilogy C

PN
I C

om
pliance O

fficer w
ill contact counsel 

or 
the 

FC
C

’s 
Enforcem

ent 
B

ureau 
(202-418-7450 

or 
http://w

w
w

.fcc.gov/eb/cpni) 
for 

instructions.

Except as provided below
, Trilogy w

ill not notify custom
ers or disclose a breach to the public 

until 7 full business days have passed after notification to the U
SSS and the FB

I.  (A
 full 

business day does not count a business day on w
hich the notice w

as provided.)   Federal law
 

requires com
pliance w

ith this requirem
ent even if state law

 requires disclosure.
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If Trilogy receives no response from
 law

 enforcem
ent after the 7

th
full business day, it m

ust 
prom

ptly proceed to inform
 the custom

ers w
hose C

PN
I w

as disclosed of the breach.  Trilogy w
ill 

delay notification to custom
ers or the public upon request of the FB

I or U
SSS.  If the Trilogy 

C
om

pliance O
fficer believes there is a need to disclose a breach sooner, he or she should so 

indicate in the notification to law
 enforcem

ent.  H
ow

ever, such notification does not itself perm
it 

notice to custom
ers; Trilogy still m

ay not notify custom
ers sooner unless given clearance to do 

so from
 both the U

SSS and the FB
I. 

IV
.

R
E

C
O

R
D

 R
E

T
E

N
T

IO
N

The C
PN

I C
om

pliance O
fficer is responsible for assuring that Trilogy m

aintains for at least tw
o

years a record, electronically or in som
e other m

anner, of any breaches discovered, notifications 
m

ade to the U
SSS and the FB

I pursuant to these procedures, and notifications of breaches m
ade 

to custom
ers.  The record m

ust include, if available, dates of
discovery and notification, a 

detailed description of the C
PN

I that w
as the subject of the breach, and the circum

stances of the 
breach.

Trilogy m
aintains a record, for a period of at least one year, of those lim

ited circum
stances in 

w
hich C

PN
I is disclosed or provided to third parties, or w

here third parties w
ere allow

ed access 
to C

PN
I.  

B
ecause Trilogy does not use C

PN
I for m

arketing or for any other purpose for w
hich custom

er 
approval is required, it does not have any records regarding: supervisory review

 of m
arketing; 

sales and m
arketing cam

paigns that use C
PN

I; custom
ers’ “opt-out” approval or non-approval to 

use C
PN

I; or notifications to custom
ers prior to any solicitation for custom

er approval to use or 
disclose C

PN
I.

Trilogy w
ill m

aintain a record of any custom
er com

plaints related to their handling of C
PN

I, and 
records of Trilogy’s handling of such com

plaints, for at least tw
o years.  The C

PN
I C

om
pliance 

O
fficer w

ill assure that all com
plaints are review

ed and that Trilogy considers any necessary 
changes to its policies or practices to address the concerns raised by such com

plaints.

Trilogy w
ill have an authorized corporate officer, as an agent of the com

pany,sign a com
pliance 

certificate on an annual basis stating that the officer has personal know
ledge that Trilogy has 

established operating procedures that are adequate to ensure its com
pliance w

ith FC
C

’s C
PN

I 
rules.  The certificate for each year w

ill be filed w
ith the FC

C
 by M

arch 1 of the subsequent 
year, and w

ill be accom
panied by a sum

m
ary or copy of this policy that explains how

 Trilogy’s 
operating procedures ensure that it is in com

pliance w
ith the FC

C
’s C

PN
I rules.

In addition, the 
filing m

ust include
an explanation of any actions taken against data brokers and a sum

m
ary of all 

custom
er com

plaints received in the past year concerning the unauthorized release of C
PN

I.

V
.

T
R

A
IN

IN
G

A
ll em

ployees w
ith access to C

PN
I of Trilogy’s U

.S. custom
ers receive a sum

m
ary of Trilogy’s 

C
PN

I policies and are inform
ed that (i) any use or disclosure of C

PN
I or other act or om

ission 
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not in com
pliance w

ith such policies w
ill result in disciplinary action, including the term

ination 
of em

ploym
ent w

here appropriate, (ii) proprietary inform
ation Trilogy receives from

 another 
carrier for purposes of providing a telecom

m
unications service m

ay be used only for such 
purpose; and (iii) em

ployees w
ho know

ingly facilitate the unauthorized disclosure of C
PN

I m
ay 

be subject to crim
inal penalties.


