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Annual 47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket 06-36 

Annual 64.2009( e) CPNI Ce1tification for 20 I 5 covering the prior calendar year 2014 

I. Date filed: February 24, 2015 

2. Name of company covered by this ce1tification: Telepak Net\vorks, Inc., dba C Spire Fiber 

3. Form 499 Filer ID: 820184 

4. Name of signatory: Gregg Logan 

5. Title of signatmy: Vice President 

6. Ce1tification: 

1, Gregg Logan, certify that I am an officer of the company named above, and acting as 
an agent of the company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNl rules. 
See 47 C.F.R. § 64.2001 et seq. 

Attached to this certification is an accompanying statement explaining how the 
company's procedures ensure that the company is in compliance with the requirements (including 
those mandating the adoption of CPNI procedures, training, safeguards, recordkeeping, and 
supervisory review) set forth in section 64.200 1 et seq. of the Commission's rules. 

The company has not taken actions (i.e., proceedings instituted or petitions filed by a 
company at either state commissions, the cou1t system, or at the Commission against data 
brokers) against data brokers in the past year. 

The company has not received customer complaints in the past year concerning the 
unauthorized release of CPNI. 

The company represents and warrants that the above certification is consistent with 
47 C.F.R. § 1.17, which requires truthful and accurate statements to the Commission. The 
company also acknowledges that false statements and misrepresentations to the Commission are 
punishable under Title I 8 of the U.S. Code and may subject it to enforcement action. 

Attachments: Accompanying Statement explaining CPNI procedures 
Company Operating Guidelines 



TELEPAK NETWORKS, INC., dba C SPIRE FIBER 
STATEMENT OF COMPANY POLICY 

When referred to in the guidelines set forth below, "Company, " "we," or "us" 
refers to and includes all employees, associates, and agents ofTelepak Networks, Inc., dba 
C Spire Fiber. 

Telepak Networks, Inc., dba C Spire Fiber (the "Company") has a duty to protect 
the confidential Customer Proprietary Network Information ("CPNI") of our customers, 
other telecommunications carriers, and equipment manufacturers. Therefore, the 
following guidelines shall be followed by all employees and agents of the Company: 

CPNI is any information that relates to the quantity, technical configuration, type, 
destination, location, and amount of use of a telecommunications service subscribed to by 
any customer of a telecommunications carrier, and that is made available to the carrier by 
the customer solely by virtue of the carrier-customer relationship. CPNI also includes 
information contained in the bills pertaining to the telephone exchange service or 
telephone toll service received by a customer of a carrier. 

• Proprietary information of our customers, other telecommunications carriers, and 
equipment manufacturers is protected by Federal law. 

• CPNI which the Company obtains from another carrier for the purpose of 
providing a particular telecommunications service may be used only for the 
provision of that service, and may not be used for any otherwise unrelated 
marketing efforts. 

• Individually identifiable CPNI that we obtain by providing a telecommunications 
service may be used, disclosed, or released only in the circumstances as set forth 
in the Company's CPNI Operating Guidelines. 

The use of or release of any CPNI by sales personnel must be authorized by a 
supervisor. 

The Company takes seriously the protection of our customers' CPNI, and in 
accordance with 47 C.F.R. § 64.2009 will be subject to disciplinary review for 
violation of the policies set forth above. Please contact your supervisor if you have 
any questions or require additional information. 



Company Operating Guidelines Relating to Customer Pr9prietary Network Information 
Updat~d 08107/201~ 

I. Introduction. 

TELEPAK NETWORKS, INC., dba C SPIRE FIBER (the "Company") has lrhplem·ented the procedures 
outlined in the following Operating Guidellne~ relatihg to Customer Proprietary Network ln"formation 
("CPNl'1). Through the implementation and following of .these Operating Guideline~, th.a Company Intends 
fo ensure Its compliance With the· communications Act of 1934 .• as amended, and· related reg'ulatiohs 
rE!gardlng CPNI that have been .adopted by the Federal Communications Commission ("FCC"). . 
Accordingly, from ttme to time, these-guidelines lnay change ba·sed .oh changes Iii 'the govern"Jng law or 
·Fcc reg~'lations. · 

'CPNI, ·according to federal la'W, is (aJ information that relates to tl)e' quantity, technJcal Qonfigµration, typ~. 
destination, lbcatloh, and amou'rit of use of a felecom'i'nunications service ·subsc'rib.ed to by any customer 
of tlie .Company, afid that is made available to .the Company by the custQmer solely by virtue of the 
Comp~~¥-customer relationship; and (b) information.contained In the bills pertainl'ng to telephone 
exchange.service or telephone toll service received by-a custom·er of the) Company. This type .of 
informatl.on .includes personal lnformatipn .such as·: the·telephone numbers cal!ed by' a cus.fotner; fhe 
length of phone calls; a.nd ser-ylces purchased by i;i .customer, such i;ls call waiting . · . · - . 

Federal iaw also coht~mpla(es ·data referred tp as "custom(Jr ln/ormatio_n" and '~u.bscriber [!st fhform~flon." 
These '.types of.data do not invo/Ve pftrsonal; in~ivldual/y-ide.1Jt{fiable /(lfor:m?ttlon. Aggregate p,us,tome,r 
·Information Is data tha.t_relatf;ls to a .group ot catego,.Y ofcustofTlfHS froin which incjivfdl!?{ cu~torr1er 
identities and characteristics have been removed; subscriber /isf information Is data such as subscriber 
hames, addresses~ and telephone· numbers~ The <;Jotnpany:s Qpera.fing Guldelln.es address only-federal 
regif/ati9n-s ·that are applical)le. io (;PNI. · . 

.In ~cc.?rda~ce wlth_federai law, the Co_mpany may use, disclose, ·or permit acc(?SS· t9 CPN{ h:r Its proyh~ion 
of (a) the telecommu[llcatfon~ ~ery!ce from Whi.ch $l;JCh inforn:iat,lon Is .derived, or (b) services necessary 
to,, qr l1Sed 111 !t:ie pr~vision of ~hat telecornmuliit:a.lio!1s s~r:vlceJ inclu91ng the publ.lcatlq_n of telephc:me 

·dir~ctorles. 

The Qompany may obtajn approval from the customer to acoe~s and use tha·t customer's CPNI througl:l 
~lther ·".Opt~out" or "Opt~ln" m_ethod~. The Company m~y, subject to opt-out approval or opt-In approval, 
use ·1~s c;:u.stomer!s iqdlyfdually identifi?l?Je CPNI for the. purpose of marketlrig· communications-related 
seryice_s to ·that customer. ~he Company may, ~u~Ject to !?Pt-~ut approval or opt-In approval, disc.lose Its 
customer's !nd_l\'.ldaally .identifiable CPNI, for the purpose .of marketing communications-related services to 
thafoustomer, ·to i.ts agents and its affillates th.~t provide communications-related services. lhe Company 
may also permit such persons or entitles to obt.ain access to such CPNI for such purposes. ExceptJor 
use and tjlsclosure of CPNf that Is permlt~ed without customer approval under Section 11. C, below, or that 
Is descrlb~d in this paragraph, or as otherwise provided in secfion 222 of the Communications Act of 
1934, as amended,. the.Company may on[y use, disclose, or permit access to Its customer's lndlvldually 
!dentifiabl~ CPNI subject ~o opt-In approval. The "Opt-in" and ".Cipt-out" methods are described below lh 
~~ctlons IV.D and IV.E. 

II. Limitations on Company Use of CPNI. 

It is the general policy of the Company to not use CPNI. If, however, CPNI is used, ther.i: the. use qf CPNI 
by the. Company will be only In accordance with. the following guidelines. 



A. Scope of Use 

The Company may use, disclose, or permit access to CPNI for the purpose of providing or 
marketing service offerings among the categories of service (I.e., local, lnterexchange, and 
CMRS) to which our customer already subscribes without customer approval. 

If a customer subscribes to more than one category of ser\tlce offered by our Company, then the 
·company may share CPNI among our affiliated entitles·that provide a service offering to the 
customer. · 

If a customer does not subscribe to more than .one offering of our Company; then the Company 
will not share that customer's CPNI with Its affiliates, except In accordance with the Opt-out arid 
Opt-In procedures described below (Sections IV.D and IV,E, below). 

8. Permitted and Non-Permitted Use. of CPNI by the Company 

The Compc,iny wlll not use, disclose, or p~rml.t acces.s to CPNI to market to a customer s~rvice 
offerings that are within a caJegory of service to which the subscriber doe~ noJ already subscribe 
from our Company, unless \he Company has obtained the customer's apprqval to d~ s9.- Jhe 
Company _may use CPNI wi.tbout customer consent (?nly Jn. accordance with Secl!o~ 11,.C, below. 

The Com.Pany·doe;; rot use, i;!isclose or permit aqcess.to CPNI to identl.fy or track customers that 
call ~omP,~tirJg service provide_rs. For ex9mple, customer service r.epresentatlves and other 
Comparw personnel may nqt use local service CPNI to track all customers that call lecal service 
competitors. 

C. Use of CPNI without Customer Approval 

The Company may use. disclose, or permit.access to CPNI, without.custome·r approval, only a& 
described below. 

If the Company provides Commercial Mobile Radio Servlce ("CMRS"), then the Company m~Y 
use, disclose, or permit access to CPNI derl\led from its provision of CMRS, and may do so 
wlthout·cUstomer approval· for the provlsfon of CJ,1stomer Premises Equipment ("CPE") and 
Information servlce(s). 

Slhlll.arly, the Company m·ay use, disclose or permit access to CPNI' derived from Its provls.ion of 
local exchange service and may do so without customer approval for the provision ~f CPE and 
call answer.ing, voice mail or messaging, voice storage and retrieval services, fax store and 
forward, and protocol conver~ion. 

Finally, if the Company proviqes interexchange services (typically referred to as "long dlst~nce" 
servloe), th~ Company may use, disclos!'l or permit access to CPNI derlvec;I from. lts·provls(on of 
lnte.rexchange servlc~ and may do ·so without. cµstom!3( approval for th~ provlslRn. of CPE ~nd calJ 
answering, voice mall or messaging, voice storage ·~nd retrieval services, fax store and forward, 
,and protocol 9onversion. · 

The Company may use, dlsclose, or permit access to CPNI, without customer approv~I, In Its 
provision of inside wiring installation, maintenance, an~ repair services. 

y.Jhere . ~ppljpable, the Company may use,, disclose, or permit access to 'the CPNI of Its CMRS 
customers for the purpose of conducting research on 'the health effects ofCMRS. 
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The Company m1::1y use CPNI, without customer approval, to market seNlces formerly known as 
adjunct-to-basic services,. such as, but not limited to, speed dialing, comput~r-provlded dlrectQry 
assistance, call monitoring, CC\11 tracing, call bJocklng, call return, repeat dialing, call tracking, call 
waiting, caller 1.0., call forwarding, and certain Centrex features. 

The Company may use, disclose, or permit access to CPNI to protect the rights or property of the 
Company, or to protect users of those services and other carriers from fraudulent, abusive, or 
unlawful use of, or subscription to .• such seNlces. 

Ill. Approval Required.for Use of CPNI. 

A. General Policies Regarding Customer Approvals to Use CPNI 

The. Cqmpa~y niay obtain a c~stomer's approval to use CPNI through written, oral or electronic 
rnethods. . 

If the Company relies upon a customer's orql approval, then the Company will bej:ir the burden of 
demonstrating that such approval was given in compliance wi.th applicable FGC rules. · 

The customer's appr9val .or d·lsaP.tiroval to use, ·dfs.cl9se, 6r perrrilf i;\Gce~s to fha~ cus!orrie.r's. 
CPNI shall re("l'laln In effect until the customer revokes or limits suer approval or disapproval. 

The Company will maintain records of approval, whether oral, written or electronic, for at least 
one yecir. 

B. Use of·CPNI Where Customer Approval Is RecelveCJ 

The Company may use either •opt-out" or "Opt-In" approval processes as provided for"in 
applicable FCC regulations In order to use a ·customer's CPNI. These approval processes are 
described In Sections IV.D and IV.E, below. · 

Where approval for the use of CPNI Is receJved by the Company from 'the customer, the 
Company may use a customer's lndlVldUally Identifiable CPNI fonhe purpose of marketing 
.communications-related services to that customer. Likewise, wher.e this approval Is received, the 
Gompany may also disclose a customer's Individually identifiable CPNI for the purpose of 
marketing communlbatlons-related services to that customer, to I.ts agents,· and Jo Its affilla.tes that 
provide communications-related services. Further, where approval has been. received by the 
c·ustomer of the use by the Company of his/her CPNI, the Compc;iny may also permit such 
p.ersons or e"ntltles to obtain access to such .CPNI for sUch:purposes. Exc~pt for use and 
disclosure of CPNI that Is permitted without customer approval as described In Section II, above, 
or via an Opt-In or Opt-out autborlzatlon described In Sections IV.D. and IV.E, below, the 
Company may only use, disclose, or permit access tQ its customer~'· lndivldUally Identifiable. CPNI 
·subject to Opt-in approval. 

IV. Notice Required for Use of CPNI. 

A. Genera·r Requirement 

'The Company shall provide notification to the customer of the customer's rlght to restrict use of, 
disclosure of, and access to that customer's CPNI prior to any sollcltatlon for customer approval. 

ThE! Company will maintain records of notification, whether·oral, written or electronlc, for at least 
one year .. 
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B. Individual Notice Under Certain Clrcumsta_nces 

The Company shall provide Individual notice to customers when soliciting approval to use, 
disclose, or permit access ·to customers' CPNI. 

C. Elements that shall be Included In any Customer Notlce.(Opt In and Opt Out) 

The customer notification shall provide sufficient information to enable the customer to make ah 
Informed deelslon as to .whether to permit the Company to use, disclose, or- permit access to, the 
customer's CPNI. The Company's notification Will comply wi~h the following~ 

1. The notification shall state that the 9ustomer has a right, and the Company has a 
duty, under federal law, to ·protect the confldentlality .of. CPNI. 

2. The notification sha!f specify the·_ty'pes of lnformatJo·n that constltu!e CPNI an~ the 
specific entHi_es !hat wlU r~ceive the.CPNI, descripe the j'.>t.,1rpos'0s for which Ct>NI 
will be used,_and inform the customer of his or h~r rigbt t9 aisapprove those 
~ses, and deny or withdraw access to CPNI at any time. 

3. The notification shall advise the custorrl~r of the precise st_eps th~ customer must 
take In order to grant.or deny access to CPNI, and must state clearly that a 
.Cfen.lal of ~pp~ol,lal will not affect the provlslo~ q't any seryices fo which the 
customer subscribes. t-1ow~ve.r, tbe Company may provi~e ~ brief st~tement, in. 
clear eind neutral language, descriping consequenc.es dir.ectly resulting from the 
lack o.f access to CPNI, i.e., that the C0mpany may be unabll? t~ marke~ to the 
customer products anct services tailored to the cust9mer's need~. 

4. The notifl9ation .shall be comprehenslble and shall n~t ba misleading. 

5. If written notification Is provided, then the notice shall be clearly legible, use 
sufficiently 'large type, and be placed In. an area so as .to be read Hy apparent to a 
customer. 

6. If any portion of a notification is translated into another language, then all 
portions of the notification shall be translated into that language. · 

7. The 9ompany may state in the riotiflcatlon that the customer's approval to use 
CPNI may enhance the Company's ability to offer producfs.and services tailor.ad 
to the customer's needs. The Company also may state in the notification that it 
may be com·pelled to disclose CPNI to any person upon affirmative written 
requ~s't by the customer. 

8. The Company shall not include In the notification any statement att~mpting to 
encoµra~e a customer to freeze thiri:J-party access to CPNI. 

9. The notlficati.on shall state that any approval or denial of approval for tli e usliJ of 
CPNI outside of the service to whfch the customer already subscribes from the 

· Comp~ny is valid until the customer affirmatively revokes or limits such approval 
or denial. 

10. The Company's solicitation for approval must be proximate to I.he notification of a 
customer's CP.NI rights. 
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D. Opt-out Approval 

"Opt~out approval" is a method for obtaining 9ustorner consent to use, d.i~close, ·or per.r:nlt access 
to the customer's CPNI. Under this approval me.thod, a customer is deemed to: have consented 
'to the use, dlsclosure, or access to ~h~ Cl!Stom~r's cpNj If t~e customer ha.s failed to object to the 
Company's µse of the .customer's CPNI after the customer i.s provided appropriate notification .of 
the·C()mpany's r.e~uest for con.sent that Is prov]ded !n a ma~rrer corislster:it wit~ the applicable 
federal rules: and these OperaUng Guldeliryes. 

The Company may provide. a customer notification t0 obtain ·her/his bpt-out approval through 
ele9tronlc or written .metho.ds. Except as provided in Section W.F, the Company will provide 
notification to obtain opt-out approval through electronic· or written methods, but not by ofal 
commonk~tion. 

The contents of any such notification shall comply With the sta'ndards described in Section:JV.C, 
above. The C0mpany may use OpMuf approval to obtain a customer's consent to'share CPNI 
:among the Company's affiliates. · · 

Where the Company· eleets to use the Opt-out approval process, ·the ·comparw shall wait 30-qays 
(or in .Its discretion a longer period of time) after giving customers such notice and an 'Qppqrt~nlty 
to Opt~out before assuming c'ustomer approval to use, dfsdose, or permit access to CPN,I. In all 
events, the Company shall Mtify customer's as to the applicabre waiting ·per.led for a response 
before appr.oval Is assumed. 

If the Con:ipahy uses.an electronic.form of notification, then the waiting period shalf begin to run. 
from the date cin which the r:iotiflcatlon was ·sent · · 

If the CQmpan.y se·nds notl~lc~!lori PY mall, then the W,altirig period sh"all begin_ to ru·n Of1 t.he th Ira 
day-followln$1 the d~te 'that .the notification was malled.. · 

I( the CQ.mpany uses· Qpt-ou·t n9tiflcaiio1J, !hen the Corppariy w,llr prQvlde notices to Its customers 
every fiA'.o.years. 

If the Company uses e"mail to provide Opt-out notices, then it will comply with the following 
fecferal reguir~ments, In addition to the requirnments generaJJy applicable to notification: 

1. The Company will obtain express, verifiable, prior approval from consumers to 
send notices via e-mail regarding their service In general, ofCPNI in ·particular; 

2. The Company will ·allow .customers to reply directly to ·a-malls containing CPNI 
notices In ·order to Opt-out; 

3. · If an Opt-out e-mail notice is ;r.eturned to the Company as undeliverabl.e, then i.t 
will be ·s.ent to the· cu.sterner In another form before the .Company will consider the 
customer to hav'e received notice; 

4. The Company will ensure that the subject line of e-mail mess-ages containing 
CPNI noti.ces will identify clearly and acc·urately the subject matter of the e-m~ll; 
and · 

.s. The Company will make available to·~very cµstomer a rneth~d to Opt-ou( that Is 
of no aoaitlonal cost to the cu~tomer and that Is available 24 hours a cjay, seven 
days a week. The Company ma'y satisfy this requirement through a combination 
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of meithods, sb long as all customers nave the ability to Opt-O\J~ at no cc;ist and 
a~e able to effectuate that choice whehe.venh~y c~oose .. 

E. Opt-in .f\pprova! 

't.OpHn approval" Is a method for obtalning customer consent to use, disclose, or permit access to 
the custoi)'ler'~ CPNI. This approval method requires that ihe.Company obtalri from. the customer 
~ffirm~tive, express consent allowirig· the requested CPNI usa~e, disclosure, or access after the 
customer i~ J?rov!d.ed appropriafe notification of the Company's request consistent with a'ppllcable 
Federal regul~tlons as reflec.ted in. th(i)se O_perating Guidelines. The Company may provide · 
notification to obtain Opt-in approval through oral, written, or electronic methods. The contents of 
arw such nqtifi~atlon mus.t comp!y wlih the standards· of Section IV.C; above. 

F. o·ne-Tlme Use of CPNI 

The ·company may use oral notice to obtain. limited, one~time use of CPNI for lnbourrd and 
outbound customer telephone contacts for the duration of the call, regardless of whetheir the 
Company· uses Opt-out or Opt-ln approV.al based ·on the nafure ofthe c.ontact. 

The contents of any: such notification must.eomply with the r.eq.ulremehts of Section "rv.c:;, above, 
except that the Company rhay omit any of the following notice-provisions If not relevant to the 
limited use for which the Compa11y see~s. CPNI: · 

1. The Company nee? not advise cus.tomers that-It th~y have opted-out previously, 
no action Is needed to maintain the Opf-out election; 

2. I~ the Company's'limi.ted CPNI .usage wlll oo.t result lri use .by, or disdosure to, an 
affiliate or third party, ~hen the Cofl)p-~ny need not advis.e:customers that the 
9_ompany may share their CPNJ w.1.th 'the Company's afflllates or third parties and 
need not name tho~e entitles, · 

3. i:he Goi::npt:!ny need not' disclose .the means by which a customer can deny or 
wlthqraw future access to CPNI, but the Company must then explaln to 
customers that the scope of the approval the Company seeks Is llm'ited to one-
time use; and · · · 

4. If the Cqmpany communicates clearly that the customer can de11Y access to his 
CPNI fqr the call,. then the CompanY. may omit dlsClosure of the precise steps a 
.customer must take In order to grant or deny access to C.PNI. · 

V. Company Safeguards for Use of· CPNI. 

A. Approval 'System 

The Company shalf Implement a systein by which the status of a cµstomer's CPNI ,approval can 
be clearly established prior to the use of that Customer's CPNI. 

B. Training 

The Company shall train Its personnel as to when they ar~ !lnd are not ~uthor!zed to use CPNI, 
and the Company shall have an express dlsclplin?ry proce~~ in place for non-complian.ce \l{i.th the 
Comp.any's safeguards for use of CPNI. 
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C. CPNI Coordinator 

The Company shall appoint a CPNI Coordinator who wlll s1:Jpervlse Implementation and 
adherence to these Operating Guidelines. 

D. Records 

The Company shall maintain ;:i record, electronically or In some other manner, of its .own and Jts 
affiliates' sales and marketing campa!gns that use Its customers' CPNI. The Cornpanx ~hall 
maintain a record of all instances where CPNI was disclosed Qr provided to third parties, or where 
third parties were allowed actess to CPNI. This record shall Include a description of each 
campaign, the specific CPNI that was used in the campaign, and what products·arid services 
were offered as a part of the campa!gn. The Company shall retain the record for a rrlialmum pf 
.one year. 

E. Supervision of Compliance 

The C~mpany shall establish a supetvisory review process r.egar.ding Its ~ornp llanc~ ytlth·federal 
regulations regarding outbovnd marketing situations and maintain records of its 'C_ompllance for at 
least one year. Sales personn~ I shall obtain supervisory approval of any proposed outbound 
marketing request for customer approval. 

F. Compliance Cert.lfica~lon 

~n officer, as an ag_e~t of the Company, shall sign a compliance certificate on an annual basis 
slating that the officer has personal l<nowledge that the Company has established operatlhg 
-procedures that are adequate to ensure compliance wlth federal CPNI regulations. The 
Company shall include with the certification a statement. explaining how the Company's operating 
procedures ensure that It· ls or is not In compliance with the rules In this subpart. Addltlonaliy, ·the 
Company shall include with its certification an explanation of any actions taken against data 
brokers and a summary of all customer complaints received in the past year concerning the 
unauthorized release of CPNI: The Company shall make this filing annually with the Enforcement 
Bureau of the FCC on or before March 1 In EB Docket·No. 06-36, for data pertaining tO the 
previous calendar year. 

(;, Notice of .Non-Compliance 

The Company shall provide to the FCC written notice. wllhfn five buslne.ss days of any instanc_e 
Where the Opt-out mechanisms do not work properly, to such a degree that consumers' lhabillty 
to Opt-out Is more than an anomaly. The notice shall be in the form of a letter, and will Include 
the Company's name, a description of lh!'l Opt-out m·echafli~rh(s) used, the problem(s) 
experienced, the remedy proposed and when the Company will/did implement It, Wheth.er .the 
relevant.state commlssion(s) has been notified and whether jt has taken any action, a c_opy of tbe 
notice provided to customers·\ .and contact informatlon. The Company shall provide such ·notice 
even if the C.ompany offers pther methods by which consum·ers may Opt-out, and only one of 
those methods was affected. 
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I VI. 

j 
Company Safeguards on the Disclosure of CP~I 

A. Safeguarding CPNI 

The Company shall take reasonable measures to discover and protect against attempts to gain 
.unauthorized access to CPNI. The Company shall properly authenticate a customer prior to 
dlscloslng CPNI based on customer-Initiated. telephone contact, onllne access or an In-store visit. 

1. Telephone access to CPNI 

The Company may only disclose Cilll detail Information over the telephone, based qn 
customer-Initiated t!31~phone cQntact, If the custom~r fir~t provides the carrierwi\h a 
password, as described in paragraph Vl.B, below, that is not prompted by the carrier 
asking. for readily available biographical information, br account In.formation. If the. 
customer .does not provide a password, thi;i C~mpany may only dlsclo$e ·call detail 
information by senalng it to the customer's ·address ·of record, or by calling .t~e.91Js~9mer 
at the telephon.e number of record. If the c.ustomer ts able to provlde.calJ'detail . 
lnformatlcm to the Company during a custorner-inltfated"tall wlthou~ the Company'~ 
assistance, then the Company may discuss the call detail Information 'provided by the 
customer. 

2. Online access to CPNI 

The Company shall authenticate a customer without tbe. use of re~dily av.allable 
biographical lnforrpation, or account Information, prjor to qlJowlng the customer online 
access to CPNI related t~»~he Company'.s seNlce·.accounl with th.at Cl;IStomer .. On'llne 
ciccess to CPNI includes such things as a customer's ability to revl~w his/her bill and 
paym9~t ~!story ar;id 'the payment·of such bill. Once authent/ca!ed, the customer may 
only obtain online acces~ to CPNI related to his/her telecommunications service account 
through a passwordl.as described In paragraph Vl.B, belo'.-"', that Is not prompted. by the 
Company asking for readily available biogrE!phical inform~tion , or account Information. 

3. In-store access to CPNI 

The Company may disclose CPNI to a customer who, arthe Company's retail location, 
first present~ to the Company or lts agent a valid photo. ID matching the customer's 
account Information. · 

B. Establishment of a Password and Back-up Authentication Methods for Lost or 
Forgotten Passwords 

To establish a password, the Company shall authenticate the customer without the use of readily 
a~ailable biographical information, or account information. The Company may create .a back-up 
customer authentication .method in the Scvent of a lost or fo~gotten password, but the Company's: 
back-up customer authentication method shall.nor prompt the customer for readily avallable 
biographical Information, or account Information. If a customer cannot provide the correc't 
password or the correct response· fot the back-up pustomer authentication m~thod, th~ custqmer 
must establish a new password ;;is descrJbed In this paragraph. 

C. No'tiflcation of account ch~nges 

The Company shall notify customers immediately Whenever a password, customer response t9 a 
back-up means of auth~ntication for lost or forgotten pass.words, .online account, or address of 
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record Is created or changed. This notificati.oh Is n.ot required wheh toe customer Initiates service, 
lnclpdlng tne selection of a _password ·at service Initiation. This' notlficatiorr may .. be througtr a. 
C.ornpany-orlglnated volcemail or text mes_sage to the tE![ephone number of re'cord, or by" mail to 
the a_qdress 'of record, and must not reveal the changed Information or be. sent to the new account 
information. 

D. Business cusfomer e.xempti.on 

The_ColT)pany may bind itself"contrac:;tually to authentication· regimes o~her th_an those ~es.cr.jbed 
in this S~ction VI for services fl provides to,i~s .bu?i.ness cu~~on:i.ers ttiat have both a deqlcated 
account representative ·and. a contract th~t spec:;ifically e1ddrE!s~es the Company's protection of 
CPNI. 

E. Definitions 

The following definltions of certain terms used in this Section VI shall govern the Implementation 
and interpretation of lhe requirements of this Section VI. . 

Account information 

"Account Information" shall mean that Information· that Is specifically connected to the 
customer's service relationship.With the carrier, Including suah things as an account 
number or a·ny·component thereof, the telephone number associated .with the account, or
the: bill's amount. 

. Addre.ss of record 

An "address of rec9rd," .whether postal or· eJebtronlc, shall mean .an .address that the 
Comp.any has ~ssoclated with the cu&to'mer's, account fo~ at least 30 .days. 

C~ll detall l1Jformatlon 

"Call .detail inform~tlon" shal_I mean. ?lnY information that pertains to the tfansinlssior:i of 
specific telephone calls, including, for outbound calls1.th·e nu·mber called, and the time, 
location,. or duration of any call and, for lnooµnd calls, the· numb.er fr6in Which the. call was 
placed, and the· time, locatlon, or duratlon·of any call. 

Readily avallab.le biographical infor-matiQn 

"Readily'ava.ilabl.e biographical informaJion" shall me.an Information drawn from the 
c_ustomer's llfe history and includes such things as the. c.ustomer's sbcial se.curlty number, 
or the last four digits of that number; mother's maiden haine; home address; or date of 
birth. 

Telephone number of record 

A "telephon~ number of record" shall mean the teleph.one n.umber.13ssbciated with the 
underlying service, n.ot the·tel~pnone number supplied as a custqrner's "contact 
Information." 

Valid photo io 

A "valld photo ID" shall mean a _government-Issued means of personal Identification with 
a photograph such as a driver's license, passport, or comparable ID that is not expired. 
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VU. Notification of CPNI s·ecurlty Bre~ches 

A. Notlflc.a~ion to Law Enforce.r:nent 

The Company shall notify law ·enf9r9ement·of a bre~ch of'lts customers' CPN.I as provided In this 
Section V.1.1: The Company shall not notify Its Cl!Stomers or disclose the breach ptJblicly_. whether 
voluntari ly or under state or local lf:IW or these rules, until it has completed the process of notifying 
}~II{ enforcement pursuant to Sectlon VII.A. 

.As soon .as practicable, and in no.event later than seven (7) bu'siness days,. after reasonable 
determination of the breach, the Company shall electr.onically notify the. United States Secret 
Ser\!ice ("USSS") and the Federal Bureau of Investigation ("FBI") through a central reporting 
facility. The Internet link to the reporting facility that shall be used by·the Company shall be that 
·maintained.by the FCC at http:l/www.fcc.gov/eblopni. 

Notwitlistanding any state law to the c0.ntraiy, the Company .shall nbfootlfy customers or cllsclose 
the breach fo the pi.Jbllc untll 7 full business days have passed after notification to the .U.$SS .and 
the FBI except If the Cqmpany believes that there ls an· exfraorClinarlly .urgent need .to .notify" a,ny 
class of affected customers sooner than the seven (7) bu~ iness days provided for lh Sec.don 
VII.A, In order fo avoid Immediate and Ir.reparable Harm, the Coriipahy·shall so Indicate in its 
notification and may proceed to: Immediately notify Its affected .customers onfy a(ter c·ons.Ultatlon 
with the relevant Investigating agency. The .Company shall coopera_te with the releva·nt 
lnv.esti~ating agency's request to minimize any adverse eJfects of .~lich cus.tomer n.otifiqatlon. 

If the r.etev9ht Investigating agency det~rmtne? that publ!c d ls9)oslir~ or notice to: .customers _ . 
would Impede or compromise !'111 ongoing OJ pote.ntial crlmin~l l.nvestlga~lon .orr:1atlonaf secl,1rjty, 
such ag~ricy may alfect the CQmpany not to so disclose .or notify for an Initial perlo.d of up to 30 
days. Such period may be e).(tended by the agency as reasonaqly necess~ry in t~e judgmenlof 
the agency. ff.such <jirectlorr is giv~n; the agency sh.all (lotlfy the· Company wh·eri Jt ~p,pea.rs tha~ 
public disclosure or· notice to .affected customers i,yill no long~r lmpe(ie or cotnpromlse a Qrlmln:al 
Investigation or national security. The agency ~tiall pr.ovl~e in· wrlt!ng tt~r°lnl.t!al .directlon :to ~lie 
Company, any sub~.equent extension, and any notlflca,tlon. that notice wlll no lqnger Impede or 
compromise a·criryilnal investigation or natronal se.curity and· su·eh ·writi11gs_ shali'be. 
contemporaneously logged on 'the .same reporting facility that c.ontains· rec!'.>n:ls of notiflc.a.tlons 
·filed by the Company. · 

B. Customer Noiification 

. After the Con:ipany has con:iple~ed Jhe prOCl?SS of .notifying law enfomem~n.t, pursuant ~c;> Section 
VII.A, the ·company shall h!)tlfy Its custo~er.s o~ a.breach of those customers' CPNI. 

'C., Recordkeeping 

The Company shall maintain a record, electronically or in some other manner, of any breaches. 
discovered, notifications made.to the USSS.and the FBI r;>ur.suant to Section VII.A, and 
notifications made to customers pursuant to Section Vll.B. The re·cord shall Include, If avallable, 
dates of discovery and notification, a detailed description of the .CPNI that was the subject of the 
.breach, and the circumstances of the breach. The Company shall retain the record for a minimum 
of 2 years. 
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D. Definitions 

As used In this section, a "breach" has.occurred when a person, withoul authorization or 
exceeding authorization, has intentionally gained access to, used, or dlsclosed -CPNI. 

### 
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