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Comparison with                   
Simulcrypt and Multicrypt

for DSTAC 
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Passage enables content sharing between devices 
using Legacy CA and Alternate CA (or DRM)

Other methods exist for sharing content: Simulcrypt 
and Multicrypt

The Passage provides:
 Critical packets have complete key independence

Operational independence
Allows for proprietary encryption key generation processing, e.g. 1-
way functions, to prevent certain hacks
Precludes the need for SOC support of obsolete content encryption 
cyphers

Comparison of Approaches
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Service
Provider

CA 1 CA 2

Legacy
Scrambler

Passage
Processor

Coverage Key or
Clear Packets

.2 – 5%  addl
bandwidth

content

CA 1

Passage
DESCRIPTION
 Passage is a method for dual encrypting content 

with independent CA or DRM systems

ENCRYPTION LEVEL
 The majority of the content is left in the clear, 

while packets critical for decompression are 
encrypted.

CA INDEPENDENCE
 The CA systems (ECMs and interfaces to Billing 

Systems) are totally independent and remain 
unchanged.

NO OF CAs PER MPEG STREAM
 One MPEG stream can carry multiple CA-

encrypted critical packets, one for each CA 
system.

RECEIVERS
 The receivers are dedicated to one CA, one 

service provider and one UI.
 The receivers have one security element each.
IMPLEMENTATIONS
 Extensive field and lab testing.  HE equipment and 

SOC support. (1 security element)

ECM 1 ECM 2

CA 2
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DESCRIPTION
 Simulcrypt is a method for encrypting content with 

one key shared by 2 CA systems (using 2 ECMs). 
The service adapts to device by adding ECMs for 
the second CA. 

ENCRYPTION LEVEL
 The streams are 100% encrypted
CA INDEPENDENCE
 The CA systems are linked in that their ECMs must 

generate the same key in the receiver

NO OF CAs PER MPEG STREAM
 One MPEG stream can be scrambled by multiple 

CAs (and therefore service providers).

RECEIVERS
 The receivers are dedicated to one CA,  one service 

provider and one UI
 The receivers have one security element each.

IMPLEMENTATIONS
 Simulcrypt is used mainly in Europe and Verizon in 

the US. CA system versions use it to remain 
compatible.

Service
Provider

CA 1 CA 2

Scrambler

content

CA1 CA 2

ECM 1 ECM 2

100% encrypted
With CA 1 & CA 2

(1 smart
card slot)

(1 smart
card slot)

Comparison of Approaches
Simulcrypt  (Key Sharing)
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DESCRIPTION
 In Europe, Multicrypt is utilized to allow for users to 

easily switch between service providers. The 
device adapts to the service.

ENCRYPTION LEVEL
 The stream is 100% encrypted with 1 CA only.

CA INDEPENDENCE
 The CA in the stream is totally independent.

NO OF CAs PER MPEG STREAM
 One CA is supported per MPEG stream

RECEIVERS
 European Receivers have single or multiple 

PCMCIA security elements (Common Interface) 

IMPLEMENTATIONS
 Multicrypt is mandated in Spain

Service
Provider 1

Service
Provider 2

CA 1 CA 2

Scrambler Scrambler

100% encrypted 
with CA 1

100% encrypted 
with CA 2

content content

CA 1 & 2 CA 1 & 2

(One or more 
Common I/F Slots)

(One or more 
Common I/F Slots)

Multicrypt (1 CA on System)

ECM 1 ECM 1



Service
Provider 1

CA 1 CA 2

Scrambler

content

CA1 CA 2

ECM 1 ECM 2

100% encrypted
With CA 1 & CA 2

(1 security
Element

(1 security
Element
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Passage                 Simulcrypt                   Multicrypt 
Service

Provider 1

CA 1 CA 2

Legacy
Scrambler

Passage
Processor

Coverage 
Key or clear 

packets

Coverage
Key or clear 
packets           

2 – 8%  addl
bandwidth 2 – 8%  add’l

bandwidth

content content

CA 1 CA2

(1 security
Element)

(1 security
Element

Service
Provider 1

Service
Provider 2

CA 1 CA 2

Scrambler Scrambler

100% encrypted 
with CA 1

100% encrypted 
with CA 2

content content

CA 1 & 2 CA 1 & 2

(multiple smart
Card or common
I/F slots)

(multiple smart
Card or common
I/F slots)

ECM 1 ECM 2

ECM 1
ECM 2
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Overview of 3 Systems – Passage, Simulcrypt, Multicrypt



Thank You!


