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Comment: Implementing rules that take away the ability of users to install the software of their choosing on their
computing devices reduces innovation and security. Wifi drivers often have serious bugs that pose a security threat. By
being able to modify the firmware, users are able to defend their network and data from malicious hackers and
criminals. Americans should have the right to maintain their security. In addition, allowing modification allows
researchers and other inventors to create new innovation that would make computing and wireless data transfer more
secure, which would reduce the costs of damages that security issues cause. Not fixing security holes either feeds
cyberthreats or increases electronic waste. Meanwhile,there is no evidence that open-source firmware has caused any
more wireless interference than closed-source firmware. Please do not implement restrictions that hinder progress and
security.

Implementing rules that take away the ability of users to install the software of their choosing on their computing
devices reduces innovation and security. Wifi drivers often have serious bugs that pose a security threat. By being able
to modify the firmware, users are able to defend their network and data from malicious hackers and criminals.
Americans should have the right to maintain their security. In addition, allowing modification allows researchers and
other inventors to create new innovation that would make computing and wireless data transfer more secure, which
would reduce the costs of damages that security issues cause. Not fixing security holes either feeds cyberthreats or
increases electronic waste. Meanwhile,there is no evidence that open-source firmware has caused any more wireless
interference than closed-source firmware. Please do not implement restrictions that hinder progress and security.
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Comment: Implementing rules that take away the ability of usersto install the software of their choosing on their
computing devices reduces innovation and security. Wifi drivers often have serious bugs that pose a security threat. By
being able to modify the firmware, users are able to defend their network and data from malicious hackers and
criminals. Americans should have the right to maintain their security. In addition, allowing modification allows
researchers and other inventors to create new innovation that would make computing and wireless data transfer more
secure, which would reduce the costs of damages that security issues cause. Not fixing security holes either feeds
cyberthreats or increases el ectronic waste. Meanwhile,there is no evidence that open-source firmware has caused any
more wireless interference than closed-source firmware. Please do not implement restrictions that hinder progress and
Ssecurity.

Implementing rules that take away the ability of usersto install the software of their choosing on their computing
devices reduces innovation and security. Wifi drivers often have serious bugs that pose a security threat. By being able
to modify the firmware, users are able to defend their network and data from malicious hackers and criminals.
Americans should have the right to maintain their security. In addition, allowing modification allows researchers and
other inventors to create new innovation that would make computing and wireless data transfer more secure, which
would reduce the costs of damages that security issues cause. Not fixing security holes either feeds cyberthreats or
increases electronic waste. Meanwhile,there is no evidence that open-source firmware has caused any more wireless
interference than closed-source firmware. Please do not implement restrictions that hinder progress and security.
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Comment: Thisisaterrible proposal. Thislegislation would stifle innovation in terrible but very real ways. The
economic impact would be dire, the security implications would be extreme, and emergency preparedness would be
greatly hindered by the proposed restrictions on router firmware. | am vehemently opposed to this proposal.

Thisisaterrible proposal. Thislegislation would stifle innovation in terrible but very real ways. The economic impact
would be dire, the security implications would be extreme, and emergency preparedness would be greatly hindered by
the proposed restrictions on router firmware. | am vehemently opposed to this proposal.
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
We need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.
Not fixing security holes either feeds cyberthreats or increases electronic waste.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

There is no evidence that open-source firmware has caused any more wireless interference than closed-source firmware.

Please do not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
We need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.
Not fixing security holes either feeds cyberthreats or increases electronic waste.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

There is no evidence that open-source firmware has caused any more wireless interference than closed-source firmware.
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Comment: Thank you for inviting comments on the proposed rules for Equipment Authorization and Electronic
Labeling for Wireless Devices.

| am the owner of Great Scott Gadgets, a US company that makes open source test equipment primarily for the
information security industry. Asadesigner and manufacturer of communications equipment, | commend the
Commission for seeking to clarify and streamline the rules for equipment authorization. | believe that, on the whole, the
updated rules will benefit the electronicsindustry. However, | am concerned that the rules regarding software control
of radio parameters place an undue burden on device manufacturers and unnecessarily restrict the actions of end users.

My concerns arise from rules aready in place for Software Defined Radio (SDR) devices. | am encouraged to see that
the Commission is eliminating certain specia rulesfor SDR equipment and seeks to treat SDR and non-SDR devicesin
the same way. However, while the Commission notes that "the existing SDR rules have proven to be insufficiently
flexible," the proposed rules broaden the reach of those rules to non-SDR equipment.

The requirement to implement security measures preventing the modification of software has long been unpopular in the
SDR community. Software security is difficult, expensive, and unreliable, and it undermines reconfigurability, a
principal benefit of SDR. The proposed rules extend this absurd requirement to all radio equipment with any software
control, encompassing most radio devices manufactured today.

Under the proposed rules, al radio device manufacturers would be required to devise software security mechanisms that
do not exist today, and they would have to prepare for each new device software documentation that is currently not
required. Makers of integrated circuits would have to develop entirely new product lines that provide device
manufacturers with security mechanisms, killing off existing product lines that lack such controls.

These requirements seem particularly onerous when considering the fact that computer security is largely an unsolved
problem. Where manufacturers have had limited success preventing modification of software in electronic devices (e.g.
in mobile phones), it has been accomplished only through great effort and expense. The engineering effort required to
devise effective security measures (not to mention the cost and power consumption of cryptographic controls) may
exceed the effort required to design many digital radio devices madetoday. A likely outcome isthat software security
mechanisms implemented in compliance with the proposed rules will prove ineffective and a waste of effort.

Great Scott Gadgets designs and manufactures Open Source Hardware (OSHW). The OSHW community includes a
small but rapidly growing segment of the electronics industry that is committed to the ideals that end users have aright
to fully control their own equipment and that anyone should be able to study, make, use, modify, and sell devices based



on our published designs. OSHW makers recognize that, just as Open Source Software has resulted in great advancesin
the software industry, Open Source Hardware will enable future generations of hardware innovation.

Asan OSHW designer, | have often been troubled by the Commission's rules for SDR. Great Scott Gadgets

manufactures and sells HackRF One, an open source SDR platform popular for research and education. HackRF Oneis

sold as test equipment, making it exempt from equipment authorization. As Open Source Hardware, however, itisa

design that may be modified and sold by anyone. If someone were to use HackRF One as the basis for more specialized
open source radio equipment that is not subject to the test equipment exemption, this new equipment would require

authorization and would be subject to software security requirements that are incompatible with the open source license.
We cannot grant open source licenses to users while locking out those same users.

This fundamental incompatibility with open source licensing greatly concerns me. The software security requirements,
now that they will apply to non-SDR devices under the proposed rules, will adversely impact not just designers and
users of Open Source Hardware but anyone making or using Open Source Software with any radio equipment. Today
innovation is stifled by rules that make it difficult or impossible to sell OSHW SDR devices that are anything other than
test equipment. Under the proposed rules, even more innovation will be curtailed.

| urge you to eliminate the software security requirements for both SDR and non-SDR equipment.

Additionally | am concerned about the proposal to grant automatic long-term confidentiality to certain types of exhibits.
The Commission's Equipment Authorization database is a great public resource that is better protected by the existing
rule that grants long-term confidentiality only upon request.

Thank you for inviting comments on the proposed rules for Equipment Authorization and Electronic Labeling for
Wireless Devices.

| am the owner of Great Scott Gadgets, a US company that makes open source test equipment primarily for the
information security industry. Asadesigner and manufacturer of communications equipment, | commend the
Commission for seeking to clarify and streamline the rules for equipment authorization. | believe that, on the whole, the
updated rules will benefit the electronicsindustry. However, | am concerned that the rules regarding software control
of radio parameters place an undue burden on device manufacturers and unnecessarily restrict the actions of end users.

My concerns arise from rules aready in place for Software Defined Radio (SDR) devices. | am encouraged to see that
the Commission is eliminating certain special rulesfor SDR equipment and seeks to treat SDR and non-SDR devicesin
the same way. However, while the Commission notes that "the existing SDR rules have proven to be insufficiently
flexible," the proposed rules broaden the reach of those rules to non-SDR equipment.

The requirement to implement security measures preventing the modification of software has long been unpopular in the
SDR community. Software security is difficult, expensive, and unreliable, and it undermines reconfigurability, a
principal benefit of SDR. The proposed rules extend this absurd requirement to all radio equipment with any software
control, encompassing most radio devices manufactured today.

Under the proposed rules, al radio device manufacturers would be required to devise software security mechanisms that
do not exist today, and they would have to prepare for each new device software documentation that is currently not
required. Makers of integrated circuits would have to develop entirely new product lines that provide device
manufacturers with security mechanisms, killing off existing product lines that lack such controls.

These requirements seem particularly onerous when considering the fact that computer security is largely an unsolved
problem. Where manufacturers have had limited success preventing modification of software in electronic devices (e.g.
in mobile phones), it has been accomplished only through great effort and expense. The engineering effort required to
devise effective security measures (not to mention the cost and power consumption of cryptographic controls) may
exceed the effort required to design many digital radio devices madetoday. A likely outcome isthat software security
mechanisms implemented in compliance with the proposed rules will prove ineffective and a waste of effort.



Great Scott Gadgets designs and manufactures Open Source Hardware (OSHW). The OSHW community includes a
small but rapidly growing segment of the electronics industry that is committed to the ideals that end users have aright

to fully control their own equipment and that anyone should be able to study, make, use, modify, and sell devices based
on our published designs. OSHW makers recognize that, just as Open Source Software has resulted in great advancesin
the software industry, Open Source Hardware will enable future generations of hardware innovation.

Asan OSHW designer, | have often been troubled by the Commission'srulesfor SDR. Great Scott Gadgets

manufactures and sells HackRF One, an open source SDR platform popular for research and education. HackRF Oneis

sold astest equipment, making it exempt from equipment authorization. As Open Source Hardware, however, itisa

design that may be modified and sold by anyone. If someone were to use HackRF One as the basis for more specialized
open source radio equipment that is not subject to the test equipment exemption, this new equipment would require

authorization and would be subject to software security requirements that are incompatible with the open source license.
We cannot grant open source licenses to users while locking out those same users.

This fundamental incompatibility with open source licensing greatly concerns me. The software security requirements,
now that they will apply to non-SDR devices under the proposed rules, will adversely impact not just designers and
users of Open Source Hardware but anyone making or using Open Source Software with any radio equipment. Today
innovation is stifled by rules that make it difficult or impossible to sell OSHW SDR devices that are anything other than
test equipment. Under the proposed rules, even more innovation will be curtailed.

| urge you to eliminate the software security requirements for both SDR and non-SDR equipment.
Additionally | am concerned about the proposal to grant automatic long-term confidentiality to certain types of exhibits.

The Commission's Equipment Authorization database is a great public resource that is better protected by the existing
rule that grants long-term confidentiality only upon request.
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Comment: | would like to ask the FCC not to implement the proposal as the ability use alternative software created by
other communities should be considered an important freedom

I would like to ask the FCC not to implement the proposal as the ability use alternative software created by other
communities should be considered an important freedom
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Comment: The FCC proposal is not afree market proposal and does not provide any benefit to users. In fact the
proposal makes networking less secure by not allowing updates that are useful. At this time software exists to fix the
problems that manufactures refuse to fix. The FCC proposal would make that impossible. The proposal will also make
manufactures less likely to fix any broken software.

The FCC proposal is not a free market proposal and does not provide any benefit to users. In fact the proposal makes
networking less secure by not allowing updates that are useful. At this time software exists to fix the problems that
manufactures refuse to fix. The FCC proposal would make that impossible. The proposal will also make manufactures
less likely to fix any broken software.
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Comment: Public servants of the Federal Communications Commission,

It iswith great concern that | write you today regarding the latest proposal to restrict free use and research by private
citizens of alternative wireless and computing systems.

The ability for private citizens alongside, but not in conjunction with, federally approved researchers to conduct their
own research and use of any and all methods of electronic communication is paramount to the future progress of
technological advancement of this very necessary field of technology.

On the subject of liberty it isnot at all acceptable that, given we live in afree society, our use of technology should be
dependent upon federal approval of certain manufacturer's technology nor should our separate but intersecting third
party devices be limited by some arbitrarily concocted regulations. It is not within the federal government's powers or
mandate to codify specific software and hardware solely on the basis that it lies outside standard mainstream consumer
products. Further, information security is paramount in today's world and often alternative operating systems offer a
higher degree of internal systems security not found in most popular and conventional forms of consumer products. The
FCC could find itself in quite a precarious position should alarge number of citizens find their data in the hands of
unscrupulous individuals which could have been averted were they able to use alternative technology systems but were
denied due to the FCC's own regulatory measures.

Americans must also be able to secure their own data when the companies we rely on abstain from patching their own
security flaws. That the FCC would be considering a proposal which could leave private citizens at the mercy of
individuals operating outside the boundaries of the law isworrisome to say the least and in the past it has often been the
case that privacy gaps and security flaws in wireless hardware which transmits sensitive data has been fixed as a result
of the efforts of private individuals. This and many similar actions would be banned under the NPRM.

The FCC may aso run afoul of the First Amendment to the Constitution by limiting those citizens who seek to use
alternative methods and hardware to transmit wireless data as a matter of political principals and the desire to express
political dissent through legitimate consumption practices. The NPRM would stifle this very legitimate speech,
protected under the First Amendment, and may find itself on the wrong side of Constitutional Law and Supreme Court
precedent.

I hope my words have not been met by deaf ears and the Federal Communications Commission takes seriously the
implications of this very dangerous precedent being set should this regulatory measure come into effect. | am confident
in the FCC's ability to make the right choice by setting aside this regulatory measure and hanging it up in the "extremely



bad" category of regulatory ideas.
Public servants of the Federal Communications Commission,

It iswith great concern that | write you today regarding the latest proposal to restrict free use and research by private
citizens of alternative wireless and computing systems.

The ability for private citizens alongside, but not in conjunction with, federally approved researchers to conduct their
own research and use of any and all methods of electronic communication is paramount to the future progress of
technological advancement of this very necessary field of technology.

On the subject of liberty it isnot at al acceptable that, given we live in afree society, our use of technology should be
dependent upon federal approval of certain manufacturer's technology nor should our separate but intersecting third
party devices be limited by some arbitrarily concocted regulations. It is not within the federal government's powers or
mandate to codify specific software and hardware solely on the basis that it lies outside standard mainstream consumer
products. Further, information security is paramount in today's world and often alternative operating systems offer a
higher degree of internal systems security not found in most popular and conventional forms of consumer products. The
FCC could find itself in quite a precarious position should alarge number of citizens find their data in the hands of
unscrupulous individuals which could have been averted were they able to use alternative technology systems but were
denied due to the FCC's own regulatory measures.

Americans must also be able to secure their own data when the companies we rely on abstain from patching their own
security flaws. That the FCC would be considering a proposa which could leave private citizens at the mercy of
individuals operating outside the boundaries of the law is worrisome to say the least and in the past it has often been the
case that privacy gaps and security flaws in wireless hardware which transmits sensitive data has been fixed as a result
of the efforts of private individuals. This and many similar actions would be banned under the NPRM.

The FCC may also run afoul of the First Amendment to the Constitution by limiting those citizens who seek to use
alternative methods and hardware to transmit wireless data as a matter of political principals and the desire to express
political dissent through legitimate consumption practices. The NPRM would stifle this very legitimate speech,
protected under the First Amendment, and may find itself on the wrong side of Constitutional Law and Supreme Court
precedent.

I hope my words have not been met by deaf ears and the Federal Communications Commission takes seriously the
implications of this very dangerous precedent being set should this regulatory measure come into effect. | am confident
in the FCC's ability to make the right choice by setting aside this regulatory measure and hanging it up in the "extremely
bad" category of regulatory idess.
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Comment: This rulemaking proposal failsthe public in afew areas.

The first of which isthat it will increase the number of wifi devicesin landfills. Hardware makers aren't incentivized in
any fashion to patch their devices; they make money on selling customers new hardware, not patching existing devices.
So customers will have to buy new to get what should've been a mere software update. (Think: Heartbleed and
Shellshock vulnerabilities.)

The second is security. Combined with the above disincentives towards patching, many customers will ssmply run old
firmware because they can't afford to buy a new router every 2 years to ensure the hardware manufacturers' profit
margins are sustained. Asaresult, having millions of out-of-date wifi devices on the internet creates a security
nightmare. ( (Again, think: Heartbleed and Shellshock vulnerabilities.)

These problems hit lower income families hardest, since less expensive routers typically have worse support problems.
Expecting your ISP to "Rent" you adeviceis also, in the long run, way more expensive for ailmost no benefit to the
consume.

With like likes of DD-WRT, OpenWRT, Tomato, etc., many of these older routers can get anew lease on life, avoid the
land fill, and keep their users more secure. Everyone wins here, and I'm going to hazard a guess that less than 1/10 1%

of firmware users are even willing to adjust settings related to radio power and frequency beyond the defaults. (Almost

no one clicks "advanced" on any Ul.)

As someone who's primary router is an old WRT-54GL made in 2006 (and hasn't seen an update from Linksys since
2008) running DD-WRT (updated earlier thisyear), | feel thiskind of legislation islikely to make me have to buy new
hardware where it isn't warranted, or worse, keep old hardware in service long after its useful life has ended, to avoid
new DRM.

Please help keep Americans more secure, and keep less waste from going into our landfills (or exporting it to China).
This rulemaking proposal fails the public in afew areas.

The first of which isthat it will increase the number of wifi devicesin landfills. Hardware makers aren't incentivized in
any fashion to patch their devices; they make money on selling customers new hardware, not patching existing devices.

So customers will have to buy new to get what should've been a mere software update. (Think: Heartbleed and
Shellshock vulnerabilities.)



The second is security. Combined with the above disincentives towards patching, many customers will ssmply run old
firmware because they can't afford to buy a new router every 2 years to ensure the hardware manufacturers' profit
margins are sustained. Asaresult, having millions of out-of-date wifi devices on the internet creates a security
nightmare. ( (Again, think: Heartbleed and Shellshock vulnerabilities.)

These problems hit lower income families hardest, since less expensive routers typically have worse support problems.
Expecting your ISP to "Rent" you a device is also, in the long run, way more expensive for almost no benefit to the
consumer.

With like likes of DD-WRT, OpenWRT, Tomato, etc., many of these older routers can get a new lease on life, avoid the
land fill, and keep their users more secure. Everyone wins here, and I'm going to hazard a guess that less than 1/10 1%

of firmware users are even willing to adjust settings related to radio power and frequency beyond the defaults. (Almost

no one clicks "advanced" on any Ul.)

As someone who's primary router is an old WRT-54GL made in 2006 (and hasn't seen an update from Linksys since
2008) running DD-WRT (updated earlier thisyear), | feel thiskind of legidation islikely to make me have to buy new
hardware where it isn't warranted, or worse, keep old hardware in service long after its useful life has ended, to avoid
new DRM.

Please help keep Americans more secure, and keep less waste from going into our landfills (or exporting it to China).
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Comment: Thisisavery wrong ideafor our own safety. Firmwares are made to be updated.
What a mess it would be without it!

Thisisavery wrong ideafor our own safety. Firmwares are made to be updated.
What a mess it would be without it!
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their personal computing devices.

Wireless networking research depends on the ability of researchersto investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Mesh networking which helps first responders in emergencies, also helps provide anonymity, creates a
backup/alternative communications network, will become more difficult than it needs to be with these new rules.

Users should be able to manipulate and control all aspects of their devices.

The ability to run fully open source software on your devices will be severely hampered and possibly impossible with
these new rules.

These new rules will make it extremely difficult if not illegal, to make an open source baseband for cellphonesto

prevent rogue towers like Stingrays. It will also harm any attempts to build open source cell towers and systems.

Please consider these negative consequences of the current legidlation. Security disguised by loss of freedom is not
safety.

Thank you,

Joshua



Please do not implement rules that take away the ability of usersto install the software of their choosing on their
personal computing devices.

Wireless networking research depends on the ability of researchersto investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Mesh networking which helps first responders in emergencies, also helps provide anonymity, creates a
backup/alternative communications network, will become more difficult than it needs to be with these new rules.

Users should be able to manipulate and control all aspects of their devices.

The ability to run fully open source software on your devices will be severely hampered and possibly impossible with
these new rules.

These new rules will make it extremely difficult if not illegal, to make an open source baseband for cellphones to
prevent rogue towers like Stingrays. It will also harm any attempts to build open source cell towers and systems.

Please consider these negative consequences of the current legislation. Security disguised by loss of freedom is not
safety.

Thank you,

Joshua
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Comment: How isthiseven up for consideration? Why do we, consumers and creators alike, have to keep reiterating to
every part of the technology sector that we want control over the hardware we own?

We shouted about it when the legality of jailbreaking phones was called into question. We shouted about it before that
when the legality of reverse engineering was called into question. Now modifying the software controlling radiosison
the chopping block. Seriously?

I'm even going to go into how detrimental thiswill be for free software, open source development, and computer
security. Those problems are real, they're severe, and they're infuriatingly obvious. But they're not why I'm angry.

I'm angry because | want to control my own damn computer. How is this a complicated concept?

I want to know that the code running on my router has the fewest security holes possible, especially after the original
manufacturer stops releasing firmware updates. | want to know that my phone isn't phoning home to some server in
another country with personal information about me. | want to know that my laptop is running the most efficient OS
possible, without any extra flashy bits tacked on that | don't need.

| can't do any of that, with hardware | bought and maintain myself in my own home, if you turn all computer radios into
black boxes into which | can't peek under penalty of law!

How isthis even up for consideration? Why do we, consumers and creators alike, have to keep reiterating to every part
of the technology sector that we want control over the hardware we own?

We shouted about it when the legality of jailbreaking phones was called into question. We shouted about it before that
when the legality of reverse engineering was called into question. Now modifying the software controlling radiosison
the chopping block. Seriously?

I'm even going to go into how detrimental thiswill be for free software, open source development, and computer
security. Those problems are redl, they're severe, and they're infuriatingly obvious. But they're not why I'm angry.

I'm angry because | want to control my own damn computer. How is this a complicated concept?

I want to know that the code running on my router has the fewest security holes possible, especially after the original
manufacturer stops releasing firmware updates. | want to know that my phone isn't phoning home to some server in



another country with personal information about me. | want to know that my laptop is running the most efficient OS
possible, without any extra flashy bits tacked on that | don't need.

| can't do any of that, with hardware | bought and maintain myself in my own home, if you turn all computer radios into
black boxes into which | can't peek under penalty of law!
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Comment: Notice of Proposed Rulemaking 15-92 describes proposed changes to wireless device certification
procedures intended to streamline approvals while locking down modular and software-defined-radios in devices.

Locking down modular radios is a mistake, even though device approval rules do need streamlining. The proposed
rules should undergo further revision.

1. Current device certification is onerous. The costs for certifying a new device, even one based on previoudly certified
reference designs or a previoudy certified older model, can run to $20,000 or more. Developers of new devices,
especially small businesses and those serving niche and nascent markets, are at a disadvantage in marking those devices
inthe US. USinnovatorsfind it costly to bring new types of devicesto market. US consumers suffer reduced device
availability because of device certification costs. Even at the risk of limited additional unwanted interference the
device certification process should be simplified and streamlined.

2. Software innovation should be unlocked from hardware: To ensure a free market, device owners must have aright to
use a purchased piece of hardware in any compliant way they wish, including reflashing or updating the device's
software. Prohibiting such software changes, or requiring vendor control of them, has long been a tool monopolists
have used to inhibit innovation and control device ecosystems. Consider mainframe and minicomputer systems, which
were rapidly eclipsed by the incredibly fast development of open-standards-based computing where many software
vendors could supply operating systems and applications for awide variety of devices. Separating software from
hardware has served far more people and created far more jobs than binding them together would have.

Therefore:
* The commission should not mandate mechanisms which lead to de-facto monopolies.

* The commission should not mandate mechanisms which tie hardware to software.

* The commission should recognize the importance of competition and innovation for device software per se and
require device hardware manufacturers to publically document necessary interfaces and features so that 3rd parties can
build rules-compliant alternative software loads for ALL devices. Thiswould lead to competitive software markets for
currently evolving types of hardware and devices such as the Internet of Things and smart phones, aswell as accelerate
innovation overall.



3. Open Source development should be encouraged: Free and open-source software devel opment has been at the core of
the incredibly rapid innovation of Internet services, and provides essential pieces for companies and individuals
creating secure, performant, interoperable systemstoday. Thisisonly logical because as device complexity and
interoperability requirements grow, no single entity can afford to create a software stack from scratch. Vendor software
is also frequently buggy, nonperformant, noncompliant, or non-interoperable and needs replacement.

Open source aternatives have frequently proven able to fix such issues with existing wireless devices (see OpenWRT,
Tomato, DD-WRT, etc). The commission should explicitly encourage open source software development. Only by
doing so will our bold new world of internet devices not open avast can of new vulnerabilities, privacy disasters, siloed
innovation, and catastrophic hacks.

Notice of Proposed Rulemaking 15-92 describes proposed changes to wireless device certification procedures intended
to streamline approvals while locking down modular and software-defined-radios in devices.

Locking down modular radios is a mistake, even though device approval rules do need streamlining. The proposed
rules should undergo further revision.

1. Current device certification isonerous. The costs for certifying a new device, even one based on previously certified
reference designs or a previoudy certified older model, can run to $20,000 or more. Developers of new devices,
especially small businesses and those serving niche and nascent markets, are at a disadvantage in marking those devices
inthe US. USinnovatorsfind it costly to bring new types of devicesto market. US consumers suffer reduced device
availability because of device certification costs. Even at the risk of limited additional unwanted interference the
device certification process should be smplified and streamlined.

2. Software innovation should be unlocked from hardware: To ensure a free market, device owners must have aright to
use a purchased piece of hardware in any compliant way they wish, including reflashing or updating the device's
software. Prohibiting such software changes, or requiring vendor control of them, has long been atool monopolists
have used to inhibit innovation and control device ecosystems. Consider mainframe and minicomputer systems, which
were rapidly eclipsed by the incredibly fast development of open-standards-based computing where many software
vendors could supply operating systems and applications for awide variety of devices. Separating software from
hardware has served far more people and created far more jobs than binding them together would have.

Therefore:
* The commission should not mandate mechanisms which lead to de-facto monopolies.

* The commission should not mandate mechanisms which tie hardware to software.

* The commission should recognize the importance of competition and innovation for device software per se and
reguire device hardware manufacturers to publically document necessary interfaces and features so that 3rd parties can
build rules-compliant alternative software loads for ALL devices. Thiswould lead to competitive software markets for
currently evolving types of hardware and devices such as the Internet of Things and smart phones, as well as accelerate
innovation overall.

3. Open Source development should be encouraged: Free and open-source software development has been at the core of
the incredibly rapid innovation of Internet services, and provides essential pieces for companies and individuals
creating secure, performant, interoperable systemstoday. Thisisonly logical because as device complexity and
interoperability requirements grow, no single entity can afford to create a software stack from scratch. Vendor software
is aso frequently buggy, nonperformant, noncompliant, or non-interoperable and needs replacement.

Open source aternatives have frequently proven able to fix such issues with existing wireless devices (see OpenWRT,



Tomato, DD-WRT, etc). The commission should explicitly encourage open source software development. Only by
doing so will our bold new world of internet devices not open avast can of new vulnerabilities, privacy disasters, siloed
innovation, and catastrophic hacks.
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Comment: | understand the need to make sure software defined radios do not have the firmware changed in away that
could create interference. The current wording makes it sound like the firmware for any device that has a radio will
need to be locked down. This goes against the FCC comments that recognizes that users should own the devices they
pay for. For example, users should be able to unlock their cell phones. There are also many reasons to change the
firmware of wireless routers which can increase user control over quality of service functions, monitoring functions, and
other things that increase usability without making changes to the transmission power of the radio. If you absolutely
need something in addition to current laws against causing interference, | would prefer you put that responsibility on the
user who actually owns the device. If this hasto be controlled at the time on manufacture, then you should require that
software defined radios have their own firmware stored in memory that is in a separate device from the rest of the
system firmware. This could add some complexity to the design (assuming the manufacture isn't already using a
module for the RF sections), but it alows users to control the devices firmware while still allowing the radio firmware
to be locked down. Thisstill isn't preferred since it would prevent users from updating firmware that fixes bugsin a
radios software.

I understand the need to make sure software defined radios do not have the firmware changed in away that could create
interference. The current wording makesit sound like the firmware for any device that has aradio will need to be
locked down. This goes against the FCC comments that recognizes that users should own the devices they pay for. For
example, users should be able to unlock their cell phones. There are also many reasons to change the firmware of
wireless routers which can increase user control over quality of service functions, monitoring functions, and other things
that increase usability without making changes to the transmission power of theradio. If you absolutely need
something in addition to current laws against causing interference, | would prefer you put that responsibility on the user
who actually owns the device. If this hasto be controlled at the time on manufacture, then you should require that
software defined radios have their own firmware stored in memory that isin a separate device from the rest of the
system firmware. This could add some complexity to the design (assuming the manufacture isn't already using a
module for the RF sections), but it allows usersto control the devices firmware while still allowing the radio firmware
to be locked down. Thisstill isn't preferred since it would prevent users from updating firmware that fixes bugsin a
radios software.
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
computing devices. Americans need the ability to fix security holesin their devices when the manufacturer chooses not
to do so. Eveninthelast 12 months, there have been major security flaws with consumer-grade devices, and thereisno
economic incentive for these manufacturers to correct such issues; in fact, the incentives are strong for them NOT to fix
such issues. Government-mandated DRM will likely exacerbate the challenges facing consumers, and the cost of
implementing and enforcing such alaw will be excessive. Additionally, wireless networking research depends on the
ability of researchers to investigate and modify their devices. Users havein the past fixed serious bugs in their wifi
drivers, which would be banned under the NPRM.

Please do not implement rules that take away the ability of usersto install the software of their choosing on computing
devices. Americans need the ability to fix security holesin their devices when the manufacturer chooses not to do so.
Eveninthelast 12 months, there have been major security flaws with consumer-grade devices, and there is no economic
incentive for these manufacturers to correct such issues; in fact, the incentives are strong for them NOT to fix such
issues. Government-mandated DRM will likely exacerbate the challenges facing consumers, and the cost of
implementing and enforcing such alaw will be excessive. Additionally, wireless networking research depends on the
ability of researchers to investigate and modify their devices. Users havein the past fixed serious bugs in their wifi
drivers, which would be banned under the NPRM.
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Comment: This proposed rule should be blocked from proceeding. Manufacturers of router firmware for consumer
products are woefully insecure and rarely maintained by the manufacturer. Allowing consumers to modify the firmware
using open-source tools available. Tools such as | PFire, PFSense, DD-WRT, Gargoyle and Tomato are essential for
enthusiasts and small businesses to maintain consistent, safe connections to the internet and keeping the security for
their network in their hands.

Additionally, many small businesses have formed around offering these open-source tools for consumers on networking
equipment. This regulation will chill the growing market of offering secure networking for those who do not have
enterprise budgets, but would like enterprise tools.

Thisregulation will not kill the market for open-source firmware, but will require users to take more drastic action to
obtain the firmware. We cannot rely on the manufacturers to keep consumers best interest in mind. They have proven
over the last decade that the firmware provided on their networking equipment is an embarrassment for the security
conscience consumer and small business owner.

Please block this proposed rule.

This proposed rule should be blocked from proceeding. Manufacturers of router firmware for consumer products are
woefully insecure and rarely maintained by the manufacturer. Allowing consumers to modify the firmware using open-
source tools available. Tools such as | PFire, PFSense, DD-WRT, Gargoyle and Tomato are essential for enthusiasts and
small businesses to maintain consistent, safe connections to the internet and keeping the security for their network in
their hands.

Additionally, many small businesses have formed around offering these open-source tools for consumers on networking
equipment. This regulation will chill the growing market of offering secure networking for those who do not have
enterprise budgets, but would like enterprise tools.

This regulation will not kill the market for open-source firmware, but will require users to take more drastic action to
obtain the firmware. We cannot rely on the manufacturers to keep consumers best interest in mind. They have proven
over the last decade that the firmware provided on their networking equipment is an embarrassment for the security
conscience consumer and small business owner.

Please block this proposed rule.
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Comment: | do not support locking in firmware/software for devices I've purchased.

| think thisis abad idea and cannot support it.
I do not support locking in firmware/software for devices I've purchased.

| think thisis abad idea and cannot support it.
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Comment: Locking down wireless technology prevents users from investigating security holesin their wireless devices.

Having the manufacturer have control over awireless device can pose a security threat just as high as the reasons for
this fcc proposal by allowing them to put monitoring or hacking software into their devices.

Keeping the ability to have these devices be open source is what high security and innovation thrive on. Without
modification to these devices, loopholes could be undetected for longer.
Locking down wireless technology prevents users from investigating security holesin their wireless devices.

Having the manufacturer have control over awireless device can pose a security threat just as high as the reasons for
this fcc proposal by alowing them to put monitoring or hacking software into their devices.

Keeping the ability to have these devices be open source is what high security and innovation thrive on. Without
modification to these devices, loopholes could be undetected for longer.
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Comment: Thisis respectful request, asking the FCC to not implement rules that take away the ability of usersto install
the software of their choosing on their computing devices. Wireless networking research depends on the ability of
researchers to investigate and modify their devices, which will ultimately aid the FCC in keeping users within radio
frequency regulation.

Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so, asthis
protects their right to liberty and security of person.

Private sers have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Not fixing security holes either feeds cyberthreats or increases electronic waste.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

There is no evidence that open-source firmware has caused any more wireless interference than closed-source firmware.
In conclusion, this regulation would stifle innovation, make us less secure, and set back innovation in the United States
decades, and would likely do little to deter or prevent cybercrime or the violation of Federal regulations.

This s respectful request, asking the FCC to not implement rules that take away the ability of usersto install the
software of their choosing on their computing devices. Wireless networking research depends on the ability of
researchers to investigate and modify their devices, which will ultimately aid the FCC in keeping users within radio
frequency regulation.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so, as this
protects their right to liberty and security of person.

Private sers have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Not fixing security holes either feeds cyberthreats or increases electronic waste.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

There is no evidence that open-source firmware has caused any more wireless interference than closed-source firmware.
In conclusion, this regulation would stifle innovation, make us less secure, and set back innovation in the United States
decades, and would likely do little to deter or prevent cybercrime or the violation of Federal regulations.
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Comment: | urge the FCC not to implement rules that prevent consumers from installing software of their own
choosing on computing equipment they have purchased.

For the specific areatargeted here, the rules will unnecessarily and harmfully limit research and innovation regarding
WiFi technology.

In addition, when manufacturers choose to stop updating equipment, or go out of business, the rules will prevent
consumers from keeping purchased equipment from operating safely. Thisis particularly important regarding security
updates, which can impact not only the owner of a computing device, but also the networked public that may be targeted
by individuals or groups exploiting out-of-date software and firmware.

| am also deeply concerned about the precedent these rules would set regarding consumer control of computing products
they have purchased in settings more general than wireless devices.

| urge the FCC not to implement rules that prevent consumers from installing software of their own choosing on
computing equipment they have purchased.

For the specific area targeted here, the rules will unnecessarily and harmfully limit research and innovation regarding
WiFi technology.

In addition, when manufacturers choose to stop updating equipment, or go out of business, the rules will prevent
consumers from keeping purchased equipment from operating safely. Thisis particularly important regarding security
updates, which can impact not only the owner of a computing device, but also the networked public that may be targeted
by individuals or groups exploiting out-of-date software and firmware.

| am also deeply concerned about the precedent these rules would set regarding consumer control of computing products
they have purchased in settings more general than wireless devices.
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Comment: | use aternative software on commodity wifi routers every day. My work, both paid and volunteer depends
on my ability to build and install my own custom and shared software on these devices. From building managable wifi
hot spots, to research-enabling telemetry systems, to community mesh networks, to model train controllers. Others, like
me, non-authorized modifiers, are actually developing and building the software that increasingly manufacturers ship to
makes these devices useful. This proposed rule, unreasonably dichotomizes people and organizations into "producers’
and "consumers’. Thisin not atenable position any longer. People will need to adapt the software on devicesto their
needs, because the market place of manufacturersisincapable of satisfying these needs.

No one, in my experience, builds these non-authorized softwaresin order to violate FCC rules. They build non-
authorized software to solve their particular practical problems. In the attempt to foreclose the infinitesimal possibility
of FCC rule violation, you cut off the rather prominent and significant nose that makes wifi routers useful to many,
many people.

Therule, insofar asit obstructs users from building solutions on devices they buy, is nonsensical and needs a complete
rethink in light of these redlities.

| use dternative software on commodity wifi routers every day. My work, both paid and volunteer depends on my
ability to build and install my own custom and shared software on these devices. From building managable wifi hot
spots, to research-enabling telemetry systems, to community mesh networks, to model train controllers. Others, like me,
non-authorized modifiers, are actually developing and building the software that increasingly manufacturers ship to
makes these devices useful. This proposed rule, unreasonably dichotomizes people and organizations into "producers’
and "consumers’. Thisin not atenable position any longer. People will need to adapt the software on devicesto their
needs, because the market place of manufacturersisincapable of satisfying these needs.

No one, in my experience, builds these non-authorized softwaresin order to violate FCC rules. They build non-
authorized software to solve their particular practical problems. In the attempt to foreclose the infinitesimal possibility
of FCC rule violation, you cut off the rather prominent and significant nose that makes wifi routers useful to many,
many people.

Therule, insofar asit obstructs users from building solutions on devices they buy, is nonsensical and needs a complete
rethink in light of these redlities.
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Comment: Hallo, was sie hiermit vorhaben ist ein Angriff auf die freie Software!! Ich werde mich deshalb auch an die
Parteien in Deutschland und an das EU Parlament wenden, um dieses in Europa zu verhindern. Weiterhin werdeich in
Deutschland dieses auch an die Presse und das Fernsehen weiterleiten.

MfG

Lutz Rak

Hallo, was sie hiermit vorhaben ist ein Angriff auf die freie Software!! Ich werde mich deshalb auch an die Parteien in
Deutschland und an das EU Parlament wenden, um dieses in Europa zu verhindern. Weiterhin werde ich in Deutschland
dieses auch an die Presse und das Fernsehen weiterleiten.

MfG

Lutz Rak



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Matt

Last Name: Price

Mailing Address: 111 Clifford Terrace

City: San Francisco

Country: United States

State or Province: CA

ZIP/Postal Code: 94117

Email Address. matt.price@utoronto.ca

Organization Name:

Comment: Thisisaterribleidea. | have reflashed all my wireless routers for the last 8 years or so, overcoming deficits
in the stock firmware and producing a much more stable home network than the original firmware provided. This
regulation would make that impossible!

Thisisaterribleidea. | have reflashed all my wireless routers for the last 8 years or so, overcoming deficitsin the stock
firmware and producing a much more stable home network than the original firmware provided. This regulation would
make that impossible!
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Comment: Respectfully,

The company | work for, Tech Friends, Inc., provides services to correctiona institutions around the nation. Security is
an extremely high concern for these facilities. We use a custom firmware for our routers based on OpenWRT. The
proposed rule would prohibit our ability to install customized security firmware on commercial router hardware. This
would be catastrophic for our business interests and for the security of correctional facilities around the nation.

It is essential that businesses and individuals have the freedom to install custom firmware on routers.

We urgently ask you to reconsider this portion of the rule to ensure that innovation, security, and flexibility remain an
integral part of the network ecosystem.

Respectfully,

The company | work for, Tech Friends, Inc., provides services to correctional institutions around the nation. Security is
an extremely high concern for these facilities. We use a custom firmware for our routers based on OpenWRT. The
proposed rule would prohibit our ability to install customized security firmware on commercial router hardware. This
would be catastrophic for our business interests and for the security of correctional facilities around the nation.

It is essential that businesses and individuals have the freedom to install custom firmware on routers.

We urgently ask you to reconsider this portion of the rule to ensure that innovation, security, and flexibility remain an
integral part of the network ecosystem.
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Comment: DON'T DO THAT!!! How many leaks did we find on official devices? Too much.

Pluswhen | buy something, I like to think that it's completely MINE. And if | want an opensource firmware on my
android? | downloaded Cyanogenmode on my GT 193000 because my phone was too slow after a month of use. A year
after, my android is still fast. I've got plenty examples of devices which works better after aflash, just ask me (in french
please, as you can see, my English is not so good...).

Have a good day and PLEASE don't do that, it's stupid.

P.S: Hereisan article (in french sorry) of the wireless hard drive seagate which has a critical leak.
http://korben.info/grosse-faille-dans-les-disques-durs-sans-fil -seagate. html

DON'T DO THAT!!! How many leaks did we find on official devices? Too much.

Pluswhen | buy something, | like to think that it's completely MINE. And if | want an opensource firmware on my
android? | downloaded Cyanogenmode on my GT 193000 because my phone was too slow after a month of use. A year
after, my android is till fast. I've got plenty examples of devices which works better after aflash, just ask me (in french
please, as you can see, my English is not so good...).

Have a good day and PLEASE don't do that, it's stupid.

P.S: Hereisan article (in french sorry) of the wireless hard drive seagate which has a critical leak.
http://korben.info/grosse-faille-dans-les-di sques-durs-sans-fil-seagate.html
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Comment: AsanIT Professional | think thisisavery bad ideafor the following reasons:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Asan T Professiona | think thisis avery bad ideafor the following reasons:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.
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Comment: Prohibiting individuals from install open source and free software on their own hardware, including retail
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Regarding ET Docket No. 15-170; RM-11673

| was recently made aware of the proposed rule referenced in the above docket. This letter is a formal
comment on that proposed rule, and due to the accessibility of the FCC IT infrastructure will be submitted
both by mail and electronically as soon as the ability is restored.

Firstly, allow me to provide a little background information about myself. | received degrees in both
Computer Science and Electrical Engineering from the University of Minnesota in 1999. | received an
M.S. degree in Software Engineering in 2008, and am currently pursuing a PhD in Computer Science with
an emphasis on security.

Given both my background, as well as personal reasons, the proposed rule is deeply concerning to me,
for reasons to be described below. | certainly agree that the Federal Communications Commission has a
legitimate interest in ensuring that the radios in wireless networking equipment operate within the
parameters the Commission has authorized. However, | believe that the legitimate interest of the
Commission can be served without measures such as disallowing the updating of the operating system,
as the proposed rule has called out, namely by requiring the radio, either through its own standalone
firmware or by settings embedded in the hardware.

The first concern | have is in fact from the perspective of security vulnerabilities. As vulnerabilities are
found in the software that runs on wireless routers and access points, the manufacturers of those devices
generally correct them by issuing new updates to the firmware. This is not, however always the case,
particularly with older devices. Take for example the Linksys model WRT54G wireless router. Over the
course of its lifetime, it has been through 12 different hardware revisions according to its support page on
the Linksys web site. However, none of those versions has any updates available to the firmware
anymore. At one point they did; | owned one at one time and kept the firmware updated regularly. These
devices are incredibly resilient with the first versions being released in December 2002. My parents still
have one of these devices.

The problem here seems apparent; this particular model is no longer supported, so although it still works
great and serves its purpose, if a vulnerability is found with it, the only recourse to protect the network it
serves is to replace the router. We know that the TJX breach that allowed millions of payment card
numbers to be compromised in 2007 was a result of insecurities in the WiFi systems their payment
terminals were connected to. While the 2013 data breach at Target was more the result of bad network
security practices than WiFi insecurities, it could have just as easily been a result of WiFi problems.

For large retailers such as Target and TJX, this isn’'t a problem. If an insecure device isn't supported
there’s always a capital budget expenditure to be made to upgrade the hardware (no doubt to the
cheering of the manufacturers). However, for the mom and pop Chinese restaurant down the street with
the off-the-shelf router they bought to hook up to their cable modem or DSL line, the budget is probably
not there.



Because of a lack of manufacturer support for older hardware, third-party firmware packages, such as
DD-WRT (which was explicitly called out in the proposed rulemaking information, and which | am a
widespread user of), are often the only choice for security updates to the router software!. As worded, the
proposed rule would prohibit users from maintaining good security practices on their networks.

Secondly, on devices for which the manufacturer does in fact provide firmware updates, it may take
weeks or months for those vulnerability fixes to be released to the public. On the other hand, the version
of DD-WRT | employ in my home network has fresh builds available typically weekly or more frequent if
needed. While the Netgears and Ciscos of the world may take a couple of weeks to patch all their
firmware against a vulnerability such as the 2014 Shellshock breach in the Unix Bash shell program
(CVE-2014-6271), the third-party firmware community (as a result of being a subset of the open source
software community) typically has the fix in place within hours, if not before it can even become an issue.
The ability to mitigate broad security problems quickly would be outlawed if this proposed rule is adopted
as is.

Third, manufacturer-provided firmware is designed to be as easy to use as possible. Since their typical
user isn’t necessarily a tech-savvy network administrator, this is understandable. The mom and pop
Chinese restaurant wants to be able to plug in their computer, credit card terminal, maybe a Voice over IP
phone or two, and other hardware and have it all just work. Maybe they want to provide free WiFi services
to their customers while they dine. The typical firmware on off-the-shelf routers, for example, typically
comes with a piece of software called UPnP enabled. UPnP enables programs running on the local
network to open up network ports on an as-needed basis to communicate with the outside world.
According to Netgear’s page on UPnP and its routers, “Security risk associated with enabling UPnP on
the router, technically a worm or malware program could use this function to compromise security for the
entire LAN".

One of the fundamental tenets of computer security is at the attack surface should be as small as
possible. This means only enabling pieces of the software that are necessary to meet the needs of the
installation. While there may be a need for UPnP for some users, that's certainly not the case for all, and
definitely not the mom and pop Chinese restaurant. The typical manufacturer firmware is the antithesis of
this principle, enabling everything the end user may need, opening the router up to both the good users
and the malicious ones. Third-party firmware distributions typically have distinct packages: a minimal
build with just the necessary packages installed, a build which has everything installed, and something
somewhere in between. Many even allow a user to install the minimal build and install only the explicit
packages they need (although arguably this is not the route the mom and pop Chinese restaurant would
use).

Fourth, third-party firmware enables features in commaodity routers that are frequently only available in
higher-priced “commercial-grade” models. One example of this is the ability to present multiple distinct

11t should be noted that the firmware installed on any given router is not typically a monolithic piece of software. There is an
operating system kernel, a web server to facilitate external communication, an application which processes the requests the user
makes via the web server, software drivers for the various networking devices (wireless radios, Ethernet ports, etc.), various
services (e.g., a Network Time Protocol client to keep the router’s internal clock in sync with the world). Any one of these pieces can
result in a security vulnerability with the router.



networks (both wired and wireless). The mom and pop Chinese restaurant can (and if we're perfectly
honest should) have a wireless network for use by its customers (if it wants to offer free wifi) that is
distinct from the network it is using for business purposes. They can’t do that with an off the shelf device
using the manufacturer supplied firmware, but with a third-party solution like OpenWRT or DD-WRT, they
open themselves to a more secure world. The customer wi-fi network can be isolated from the business
wi-fi network while using a single inexpensive device rather than one costing hundreds or even a couple
thousand dollars.

As another example, small offices or restaurants, and even home users use these devices as active
security devices (firewalls). In reality, the manufacturer firmware seldom provides more of a firewalling
capability than what can be provided with simple Network Address Translation?. Third-party firmware
solutions enable more complex firewalling abilities, even allowing these devices to serve as Virtual
Private Network end points which enable employees to work remotely while having access to the internal
network. Such users are unlikely to spend the thousands of dollars necessary for a high-end solution that
for which they really have no need. In the end, these users rely on the security provided by NAT, which is
little more than security through obscurity, which is inherently insecure.

As a final example of features available in third-party firmware versus manufacturer firmware, | offer up
my own home as an example. It is large enough that if | have a single centrally-located access point, the
signal is weaker than I'd like it to be, particularly on the 5GHz band that is the subject of this proposed
rule. Because of this | actually have a pair of higher-end consumer-grade NetGear R7000 routers, both
running the DD-WRT firmware, stationed at each end of the house to provide complete coverage. Our
home phone service comes in as Voice over IP, and we have several WiFi-based cordless phones, as
well as soft-phone applications on our iPhones. DD-WRT allows me to broadcast two distinct network
names, which are attached to different VLANs? on their uplink connections. One network is for laptops
and other wireless devices to use and for guest access. The other is for the Voice over IP network. In fact
| actually have a third VLAN available at the R7000’s, as they are both located near our DirecTV receivers
and Blu-Ray players, both of which plug into the wired Ethernet ports on the routers as a media-specific
network.

Breaking my home network down into distinct VLANSs allows me to prioritize the network traffic on the
uplink ports so that the voice traffic gets the highest priority, followed by the laptop network, followed by
the media network. With DD-WRT | have seamless integration and handoff between the two routers when
a phone moves between their zones of coverage. In fact one of the advantages of using DD-WRT is that |
can actually turn the transmit power down on the routers, to balance out the signal strengths better where
the broadcast ranges overlap. If | were only able to use the manufacturer’s firmware on these routers, I'd

2 Network Address Translation is a mechanism by which multiple computers on one side of a translator (in this case the consumer
router) can access resources on the other side of the translator (i.e., the Internet), while appearing to share a single IP address (the
public side of the router). It was developed as a stopgap method of dealing with the dwindling supply of IPv4 addresses available to
end users. While it provides minimal security, as the deployment of IPv6 increases, it will become unnecessary, and that security will
disappear.

3 AVLAN, also known as a Virtual LAN, is a method by which network switching equipment can divide its ports into separate
networks, or broadcast domains without using multiple network switches. Typically a given network port is connected to a single
VLAN, however multiple VLANSs can be assigned to a signle network port and aggregated over a “trunk” line between different
switches.



either lose a significant amount of control over my own network, or I'd be forced to spend several
thousand dollars on an enterprise-grade system. | know this is something that’s a lot more complex than
a typical home user would do, but there’s a legitimate case for it in the case of the mom and pop Chinese
restaurant I've been mentioning, and literally millions of other small businesses across the country. Yes,
these advanced networking features won't “just work” out of the box, even with a third-party firmware, but
they aren’t even in the box with manufacturer firmware, and they don’t “just work” out of the box with an
expensive solution. The difference between the expensive solution and the third-party solution being that
the features are easy to configure through a web-based GUI with the third party firmware.

As a final argument against this proposed rule, a significant number of manufacturers are relying on the
Linux operating system and many other open source tools that are licensed under the GNU General
Public License. The reasons for this are vast, but just like the reasons customers with relatively simple
needs choose off the shelf hardware instead of expensive commercial software, GNU/Linux is the
software of choice because it just works. However one of the conditions of the software is that when a
manufacturer customizes it and redistributes it, they are required to make their source code changes
available to the end users, so that they can further customize it (this also has a side benefit of the source
code being available for peer review to find security vulnerabilities). Many of these packages are licensed
under version 3 of the GPL, which not only requires that the source code be made available to the
consumer, but also any facilities necessary to actually use that software along with the hardware. Without
changing many underlying software packages, manufacturers may not even be able to comply with the
proposed rule as written because the end-user would be prohibited from using the modified software on
the router. Such a rule would impose undue burdens on the device manufacturers who would now have
to find different software, or write their own to replace the functionality they could no longer legally deliver
due to copyright law.

In closing, I'd like to point out that the Supreme Court standard of strict scrutiny, United States v.
Carolene Products Company, 304 U.S. at 155 (1938)4, may be relevant here, as there is a potential
first amendment liberty at stake. As I’m sure the Commission is already aware, strict scrutiny is a
three pronged test: there must exist a compelling governmental interest, the policy must be

4 There may be narrower scope for operation of the presumption of constitutionality when legislation appears on its face to be within
a specific prohibition of the Constitution, such as those of the first ten amendments, which are deemed equally specific when held to
be embraced within the Fourteenth. See Stromberg v. California, 283 U. S. 359, 283 U. S. 369-370; Lovell v. Griffin, 303 U. S.
444,303 U. S. 452.

It is unnecessary to consider now whether legislation which restricts those political processes which can ordinarily be expected to
bring about repeal of undesirable legislation is to be subjected to more exacting judicial scrutiny under the general prohibitions of the
Fourteenth Amendment than are most other types of legislation. On restrictions upon the right to vote, see Nixon v. Herndon, 273 U.
S. 536; Nixon v. Condon, 286 U. S. 73; on restraints upon the dissemination of information, see Near v. Minnesota ex rel.

Olson, 283 U. S. 697, 283 U. S. 713-714, 283 U. S. 718-720, 283 U. S. 722; Grosjean v. American Press Co., 297 U. S. 233; Lovell
v. Griffin, supra;on interferences with political organizations, see Stromberg v. California, supra, 283 U. S. 369; Fiske v. Kansas, 274
U. S. 380;Whitney v. California, 274 U. S. 357, 274 U. S. 373-378; Herndon v. Lowry, 301 U. S. 242, and see Holmes, J., in Gitlow
v. New York,268 U. S. 652, 268 U. S. 673; as to prohibition of peaceable assembly, see De Jonge v. Oregon, 299 U. S. 353, 299 U.
S. 365.

Nor need we enquire whether similar considerations enter into the review of statutes directed at particular religious, Pierce v.
Society of Sisters, 268 U. S. 510, or national, Meyer v. Nebraska, 262 U. S. 390; Bartels v. lowa, 262 U. S. 404; Farrington v.
Tokushige, 273 U. S. 284, or racial minorities, Nixon v. Herndon, supra; Nixon v. Condon, supra: whether prejudice against discrete
and insular minorities may be a special condition, which tends seriously to curtail the operation of those political processes ordinarily
to be relied upon to protect minorities, and which may call for a correspondingly more searching judicial inquiry. Compare 17 U.

S. Maryland, 4 Wheat. 316, 17 U. S. 428; South Carolina v. Barnwell Bros., 303 U. S. 177, 303 U. S. 184, n 2, and cases cited.
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narrowly tailored to meet that interest, and the least restrictive means of meeting that interest
must be used. There is no argument that the Commission has a compelling interest in
implementing this proposed rule; the RF spectrum is a limited resource, and radios which
transmit at a higher power than lawfully allowed interfere with other radios. | would argue that
restricting the ability of the software in consumer routers to increase the transmitter power
beyond what is legally allowed is sufficiently narrowly tailored to solve the problem the rule is
trying to solve. The problem with the rule, as | see it, is that outright prohibiting third-party
firmware is not the least restrictive means for achieving the desired end result.

The firmware which controls the radio, and that which provides the operating system of the router, while
often packaged together, end up in distinctly different locations on the hardware, and are in fact two
distinct pieces of software. The radio firmware is incredibly specific to the hardware, and is typically
provided as a binary blob to the manufacturer from the supplier of the actual radio hardware. Usually, the
source code for this firmware is in a form proprietary to the manufacturer of the radio hardware, and
useless to the end consumer of the product. It can, in fact, be deployed to the radio separate from the
firmware that provides the general operating system for the device. As an example, Apple’s iPhone
devices receive both distinct radio firmware updates and more generic iOS updates (although on belief,
the former is often contained in the latter). Router firmware updates which contain radio firmware updates
update the radio firmware separately from the operating system. There is no compelling reason to prohibit
consumers from installing a third party firmware in the name of limiting the radio power to that which is
lawfully allowed, when that goal can be achieved through hardware means that would prevent the radio
from transmitting with too high of a power level, while allowing the operating system to be modified by the
user.

Relying on software to limit the output power of radio-frequency devices has a history of being
problematic. Take as an example the case of the Therac 25. The hardware interlocks of the predecessor
which restricted the radiation doses delivered to safe levels were replaced by software interlocks, which
failed at least a half-dozen times, resulting in severe injuries and 3 deaths. Arguably that isn’'t a risk here
given that these routers typically have a 25W power supply at best and the radios aren’t physically
capable of emitting that much power. But it is far from inconceivable that they could produce unwanted
interference (hence the government’s legitimate interest in controlling the output power). But as the
proposed rule itself states there is an expectation that there will be distinct hardware produced for the US
market and distinct hardware produced for the rest of the world. Under such circumstances, there is no
reason that the transmit power cannot be limited physically with hardware that would otherwise be
unmodifyable by the user (without explicitly triggering existing rules about transmitter medication).

As an aside, my passion for engineering grew in part because the facilities existed for me to tinker with
electronic devices, such as model railroad throttles, when | was younger. Sadly, the advancing
miniaturization of electronics over the past two decades has made this tinkering a lost art, not for lack of
desire but because such tinkering requires such specialized tools. While | lament its loss, that loss is a
contributing factor to why a hardware limitation on the transmit power is actually feasible; the average
user doesn’t have the tools that would be necessary to rewire a surface-mount based circuit board. There
are volumes of research that have been published in the field of computer science that would not have



been possible without the ability to modify the software on consumer-grade routers, unnecessarily
resulting in even more innovation leaving the country for foreign lands.

While | can appreciate the goals the Commission has in mind in making this rule, | strongly encourage the
Commissioners to consider reducing the scope of the prohibition on third party firmware in consumer
routers.
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Thisideais not only abysmally stupid but also very dangerous for the freedom of users.

If passed this law will also affect people throughout the world which is unacceptable.

One of the obvious consequences will be that consumers worldwide will keep away from such devices, making the day
of numerous non-US manufacturers.

When | buy adevice, itismine and | decided when, if, and how it can be used and modified. Keep out of MY property !
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America

Y ou cannot do this to us and you shouldn't do this to yourselves.
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The proposal islikely to put a stop on improvements and creativity in the very same area (Wi-Fi equipment) that it is
attempting to protect. As such, it may turn to be damaging instead of helpful.

The early days of Linksys routers, where nearly anyone could modify readily available source code, and significantly
improve functionality and performance, are the best proof that open access equals open mind.

Looking at small things such as the ability of athird party to develop and provide improved access software (drivers and
beyond), or looking at big things such as the evolution of the Android world, should be enough for substantiating the
advantage 'open’ as opposed to ‘locked'.

Please stop this process and remove the proposed rule.
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Wireless routers have been prone to many security vulnerabilities over the years. The only secure ones have been the
routers we've been able to install alternative software on such as DD-WRT. It's the 1st-party software that's a security
concern. Not the 3rd-party software that we CHOOSE to install on the hardware we bought.

| ask that the FCC please do not:

1) Restrict the software routers can run in the name of security as thiswill have the opposite effect.
2) Restrict my freedom to run software of my choosing on adevice | paid for and own.

Thank you.
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Comment: | recommend that the FCC RESCIND its Proposed Rule, Document number 2015-18402 regarding wireless
devices. The Proposed Ruleis overbroad, would harm many communities of Americans, and is not warranted by the
facts on the ground.

Although the FCC has the power to regulate equipment that generates radio frequencies, thisis a heavy-handed rule that
could be addressed other ways. Specifically, | am concerned about the ability of third parties to modify and create new
firmware for consumer routers.

The proposed rule would require that router manufacturers lock down the RF portion of the router to obtain FCC
approval. Thislock down would prevent modification to the radios power, frequencies, etc to prevent it from radiating
outside the specified limits. Thisis alaudable goal, but the application of this rule as written would result in undesirable
conseguences.

In practice, most radio functions are very tightly wedded to all the other factors of the hardware/software. The most
likely way manufacturers would likely lock down the RF operation would be to make it impossible to modify any of the
code in therouters.

There would be a number of adverse consequences both for me personally, to consumersin the US, and the networking
industry. These consequences can be ameliorated by allowing the owners of routersto install their own code.

1) Security of the router. It iswell known that vendor-supplied firmware for consumer routers often contain flaws. Just
last week, the CERT released knowledge of avulnerability to Belkin routers. See http://www.kb.cert.org/vuls/id/201168
The ability to install well-tested, secure firmware into a router benefits all consumers. The ability for a person to update
their own router on aregular basis (as opposed to many manufacturers seemingly lackadaisical schedule) preserves
Ssecurity.

2) Research into the field of computer networking. Non-traditional research efforts (outside academia) lead to real
improvements in the state of computer networking. An example is the CeroWrt project that developed the fq_codel
algorithm. http://www.bufferbloat.net/projects/cerowrt The result of this multi-year effort was a magjor advancein
performance for all routers. The fq_codel code has been accepted into the Linux kernel and now runs in hundreds of
millions of devices. As amember of the team that worked on this, | assert that without the ease of modification of a
consumer router to prove out the ideas, thisimprovement would likely not have occurred.

3) Personal learning environments. Individuals, as well as network professionals, often use these consumer routers as



test beds for increased understanding of network operation. Losing the ability to reprogram the router would make it
more expensive, if not prohibitive, for Americansto improve their knowledge and become more competitive.

4) | would incorporate all the other talking points listed on the Save WiFI page at:
https://libreplanet.org/wiki/Save WiFi

5) Finaly, | want to address the FCCs original concern that these consumer routers are SDRs, and they must not be
operated outside their original design parameters. While the goal of reducing radio frequency interference isimportant,
the FCC has failed to demonstrate that the widespread practice of installing/updating firmware in consumer routers has
caused actual problems. Furthermore, the FCC can use its current enforcement powers to monitor and shut down
equipment that is interfering.

Creating a broad, wide-ranging rule to address a theoretical problem harms industry and individuals, and is an overreach
of the rules necessary to preserve Americas airwaves.

| copied this because | agree with it and it'slaid out better than | could ever do myself. Thank you for your time.
Riley Abbe

I recommend that the FCC RESCIND its Proposed Rule, Document number 2015-18402 regarding wireless devices.
The Proposed Rule is overbroad, would harm many communities of Americans, and is not warranted by the facts on the
ground.

Although the FCC has the power to regulate equipment that generates radio frequencies, thisis a heavy-handed rule that
could be addressed other ways. Specifically, | am concerned about the ability of third parties to modify and create new
firmware for consumer routers.

The proposed rule would require that router manufacturers lock down the RF portion of the router to obtain FCC
approval. Thislock down would prevent modification to the radios power, frequencies, etc to prevent it from radiating
outside the specified limits. Thisis alaudable goal, but the application of this rule as written would result in undesirable
conseguences.

In practice, most radio functions are very tightly wedded to all the other factors of the hardware/software. The most
likely way manufacturers would likely lock down the RF operation would be to make it impossible to modify any of the
code in therouters.

There would be a number of adverse consequences both for me personally, to consumersin the US, and the networking
industry. These consequences can be ameliorated by allowing the owners of routersto install their own code.

1) Security of the router. It iswell known that vendor-supplied firmware for consumer routers often contain flaws. Just
last week, the CERT released knowledge of avulnerability to Belkin routers. See http://www.kb.cert.org/vuls/id/201168
The ability to install well-tested, secure firmware into a router benefits all consumers. The ability for a person to update
their own router on aregular basis (as opposed to many manufacturers seemingly lackadaisical schedule) preserves
Ssecurity.

2) Research into the field of computer networking. Non-traditional research efforts (outside academia) lead to real
improvements in the state of computer networking. An example is the CeroWrt project that developed the fq_codel
algorithm. http://www.bufferbloat.net/projects/cerowrt The result of this multi-year effort was a magjor advancein
performance for all routers. The fq_codel code has been accepted into the Linux kernel and now runs in hundreds of
millions of devices. As amember of the team that worked on this, | assert that without the ease of modification of a
consumer router to prove out the ideas, thisimprovement would likely not have occurred.

3) Personal learning environments. Individuals, as well as network professionals, often use these consumer routers as
test beds for increased understanding of network operation. Losing the ability to reprogram the router would make it



more expensive, if not prohibitive, for Americans to improve their knowledge and become more competitive.

4) 1 would incorporate all the other talking points listed on the Save WiFI page at:
https.//libreplanet.org/wiki/Save WiFi

5) Finally, | want to address the FCCs original concern that these consumer routers are SDRs, and they must not be
operated outside their original design parameters. While the goal of reducing radio frequency interference is important,
the FCC has failed to demonstrate that the widespread practice of installing/updating firmware in consumer routers has
caused actual problems. Furthermore, the FCC can use its current enforcement powers to monitor and shut down
equipment that is interfering.

Creating a broad, wide-ranging rule to address a theoretical problem harms industry and individuals, and is an overreach
of the rules necessary to preserve Americas airwaves.

| copied this because | agree with it and it's laid out better than | could ever do myself. Thank you for your time.

Riley Abbe



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Robin

Last Name: Tauxe

Mailing Address: Route d'Avouillons 9
City: Leysin

Country: Switzerland

State or Province: Vaud

ZIP/Postal Code: 1854

Email Address: rtauxe@gmail.com
Organization Name:

Comment: | want to be able to customize my computing devices.

| want to be able to customize my computing devices.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Emilio

Last Name: Parisca

Mailing Address: 250 Pharr Rd

City: Atlanta

Country: United States

State or Province: GA

ZIP/Postal Code: 30305

Email Address: vladdrak@hotmail.com

Organization Name:

Comment: Please keep router and software open source. Do not stifle innovation and security by restricting such
software to proprietary manufacturers. Peer review and transparency push both open source and private companies to
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Please keep router and software open source. Do not stifle innovation and security by restricting such software to
proprietary manufacturers. Peer review and transparency push both open source and private companies to compete for
better products, which benefit consumers and business alike.
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This project is contrary to the freedom to use my device. It seems that the United States - it's a free country. But
apparently it is not. By adopting this project, you will begin to slow technological progress. But apparently, the
American government just wants more to monitor citizens.
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this new law/bill will not fix anything. it will only hold back the industry and all new development. please for the love
of god do not implement this for receivers. you should force manufactures to encrypt there signals or add an extralayer
of security. why would you kill/hurt the hardware simply because nobody was smart enough to make the signal secure.
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Comment: My understanding is that the proposed law aims to put in place security measures against tampering with the
broadcast capabilities of wireless devices (power or frequency), since these actions could allow the devices to operate
outside the specifications allowed by local regulations.

While thisin itself is areasonable thing to do, the means by which it can be achieved vary greatly in side effects.

Requiring devicesto prevent any kind of modification of the firmware altogether, would do great damage to users of
such devices, everywhere, since custom firmwares are routinely used to implement useful features in devices (routers,
cellular phones, etc.), or fix bugsin the original firmware, which have absolutely nothing to do with the wireless radio
itself.

For example, auser may want to install custom firmware on the router, to add FTP server capabilities. This has nothing
to do with the wireless capabilities that the proposed law wishes to regulate, and yet if the law requires broad restrictions
on firmware modifications, this useful ability may be taken away from the users.

My fear isthat if the law isimplemented asis, it may greatly and unnecessarily restrict the freedom of users to modify
their devicesin ways which do not violate any existing laws.

If adevice vendor chooses to allow firmware customization for its users, we should not limit by law these freedoms, just
because some modifications may beillegal. That would be like throwing the baby out with the bath water.

I would suggest instead, that the law, if it wishes to achieve the stated goal, specifically isolates the wireless radio
component, and requires that the component itself will be locked, in hardware, in away that prevents broadcasting
outside the allowed specifications. This way no firmware modification can unlock what islocked in hardware, and yet
the crucial freedom of modifying the firmware for other useful featuresis not taken away from the users.

My understanding is that the proposed law aims to put in place security measures against tampering with the broadcast
capabilities of wireless devices (power or frequency), since these actions could allow the devices to operate outside the
specifications allowed by local regulations.

Whilethisin itself is areasonable thing to do, the means by which it can be achieved vary greatly in side effects.

Requiring devicesto prevent any kind of modification of the firmware altogether, would do great damage to users of



such devices, everywhere, since custom firmwares are routinely used to implement useful features in devices (routers,
cellular phones, etc.), or fix bugs in the original firmware, which have absolutely nothing to do with the wireless radio
itself.

For example, auser may want to install custom firmware on the router, to add FTP server capabilities. This has nothing
to do with the wireless capabilities that the proposed law wishes to regulate, and yet if the law requires broad restrictions
on firmware modifications, this useful ability may be taken away from the users.

My fear isthat if the law isimplemented asis, it may greatly and unnecessarily restrict the freedom of users to modify
their devicesin ways which do not violate any existing laws.

If adevice vendor chooses to allow firmware customization for its users, we should not limit by law these freedoms, just
because some modifications may beillegal. That would be like throwing the baby out with the bath water.

I would suggest instead, that the law, if it wishesto achieve the stated goal, specifically isolates the wireless radio
component, and requires that the component itself will be locked, in hardware, in away that prevents broadcasting
outside the allowed specifications. This way no firmware modification can unlock what islocked in hardware, and yet
the crucial freedom of modifying the firmware for other useful featuresis not taken away from the users.
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Comment: The proposed changes in regulations governing firmware updates on routers and other devices creates legal
grey zones that can be exploited to the detriment of the consumer and citizen. | urge you to take the time and review
what will be looked back upon as a hasty and potentially dangerous precedent.

The proposed changes in regulations governing firmware updates on routers and other devices creates legal grey zones
that can be exploited to the detriment of the consumer and citizen. | urge you to take the time and review what will be
looked back upon as a hasty and potentially dangerous precedent.
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Seriously? Ban firmware changes? |s everyone in the FCC 90 years old and slightly slow now? Fuck outta here.
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Comment: Itismy belief, based on what parts of this document | have read, and the widely reported stories about it,
that it would harm countless influential consumers and creative entities. | mean thisin that it would introduce legal
complications into the work of firmware modification hobbyists, HAM radio operators, and the like. Additionally,this
proposal would place unnecessary restriction on a practice, which is already more difficult than it should be: Installation
of unofficial or unsupported software and firmware. For some members of the tech community, installation of things
like custom WiFi router firmware, Custom ROMs for smartphones running Android, and, most importantly, Linux-
based operating systems for computers, is extremely important. In some cases, it is even part of one's business.
Restricting firmware on devices with software-defined radios will do more harm to creative and enterprising groups like
the Free Software Foundation and CyanogenMod, than it would help manufacturers keep their devices safe from
malicious exploits.

It ismy belief, based on what parts of this document | have read, and the widely reported stories about it, that it would
harm countless influential consumers and creative entities. | mean thisin that it would introduce legal complications
into the work of firmware modification hobbyists, HAM radio operators, and the like. Additionally,this proposal would
place unnecessary restriction on a practice, which is already more difficult than it should be: Installation of unofficial or
unsupported software and firmware. For some members of the tech community, installation of things like custom WiFi
router firmware, Custom ROMs for smartphones running Android, and, most importantly, Linux-based operating
systems for computers, is extremely important. In some cases, it is even part of one's business. Restricting firmware on
devices with software-defined radios will do more harm to creative and enterprising groups like the Free Software
Foundation and CyanogenMod, than it would help manufacturers keep their devices safe from malicious exploits.
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Comment: | respectfully ask the FCC to not implement rules that take away the ability of usersto install the software
of their choosing on their computing devices.

1 Wireless networking research depends on the ability of researchersto investigate and modify their devices.

2 Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

3 Users havein the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

4 Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing

| respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices.

1 Wireless networking research depends on the ability of researchersto investigate and modify their devices.

2 Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

3 Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

4 Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companies to install the software of their choosing
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Comment: | believe regulationslike this and others not only stifle creativity and innovation but are the seeds from
which rebellion grows.

| do not endorse this.
| very much oppose this.
No. Much no.

| believe regulations like this and others not only stifle creativity and innovation but are the seeds from which rebellion
grows.

| do not endorse this.
| very much oppose this.

No. Much no.
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Comment: Removing functionality that enterprising consumers and business technicians use as value-add is not the

answer to clamping down on spectrum abuse by the handfuls of abusers committing such acts. Radio firmwares can

offer reduced APIs, certain aspects of radio operation could be made unmodifiable (via software), etc. THere are many

solutions much more tactical that do not throw the baby out with the bath water. Asa 20+ year user of custom router

firmwares (never once have | modified my radio settings to anything but spec, nor has a single peer of mine that | know)
| am fearful you will be killing a cottage industry, a hobbyists dream and an independent freelancer's revenue stream.

Please consider the ramifications of overbroad regulation.

Removing functionality that enterprising consumers and business technicians use as value-add is not the answer to
clamping down on spectrum abuse by the handfuls of abusers committing such acts. Radio firmwares can offer reduced
APIs, certain aspects of radio operation could be made unmodifiable (via software), etc. THere are many solutions
much more tactical that do not throw the baby out with the bath water. Asa 20+ year user of custom router firmwares
(never once have | modified my radio settings to anything but spec, nor has a single peer of mine that | know) | am
fearful you will be killing a cottage industry, a hobbyists dream and an independent freelancer's revenue stream.

Please consider the ramifications of overbroad regulation.
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Comment: | recommend that the FCC RESCIND its Proposed Rule, Document number 2015-18402 regarding wireless
devices. The Proposed Rule is overbroad, would harm many communities of Americans and Non-Americans, and is not
warranted by the facts on the ground.

Although the FCC has the power to regulate equipment that generates radio frequencies, thisis a heavy-handed rule that
could be addressed other ways. Specifically, | am concerned about the ability of third parties to modify and create new
firmware for consumer routers.

The proposed rule would require that router manufacturers lock down the RF portion of the router to obtain FCC
approval. Thislock down would prevent modification to the radios power, frequencies, etc to prevent it from radiating
outside the specified limits. Thisis alaudable goal, but the application of this rule as written would result in undesirable
conseguences.

In practice, most radio functions are very tightly wedded to all the other factors of the hardware/software. The most
likely way manufacturers would likely lock down the RF operation would be to make it impossible to modify any of the
code in therouters.

There would be a number of adverse consequences both for me personally, to consumersin the US and worldwide, and
the networking industry. These consequences can be ameliorated by allowing the owners of routersto install their own
code.

1) Security of therouter. It iswell known that vendor-supplied firmware for consumer routers often contain flaws. Just
last week, the CERT released knowledge of avulnerability to Belkin routers. See http://www.kb.cert.org/vuls/id/201168
The ability to install well-tested, secure firmware into a router benefits all consumers. The ability for a person to update
their own router on aregular basis (as opposed to many manufacturers seemingly lackadaisical schedule) preserves
Security.

2) Research into the field of computer networking. Non-traditional research efforts (outside academia) lead to real
improvements in the state of computer networking. An example is the CeroWrt project that developed the fq_codel
algorithm. http://www.bufferbl oat.net/projects/cerowrt The result of this multi-year effort was a magjor advance in
performance for all routers. The fq_codel code has been accepted into the Linux kernel and now runs in hundreds of
millions of devices. As amember of the team that worked on this, | assert that without the ease of modification of a
consumer router to prove out the ideas, this improvement would likely not have occurred.



3) Personal learning environments. Individuals, as well as network professionals, often use these consumer routers as
test beds for increased understanding of network operation. Losing the ability to reprogram the router would make it
more expensive, if not prohibitive, for Americans and Non-Americans to improve their knowledge and become more
competitive.

4) 1 would incorporate all the other talking points listed on the Save WiFI page at:
https://libreplanet.org/wiki/Save WiFi

5) Finally, | want to address the FCCs original concern that these consumer routers are SDRs, and they must not be
operated outside their original design parameters. While the goal of reducing radio frequency interference is important,
the FCC has failed to demonstrate that the widespread practice of installing/updating firmware in consumer routers has
caused actual problems. Furthermore, the FCC can use its current enforcement powers to monitor and shut down
equipment that isinterfering.

Creating a broad, wide-ranging rule to address a theoretical problem harms industry and individuals, and is an overreach
of the rules necessary to preserve regulated airwaves.

I recommend that the FCC RESCIND its Proposed Rule, Document number 2015-18402 regarding wireless devices.
The Proposed Ruleis overbroad, would harm many communities of Americans and Non-Americans, and is not
warranted by the facts on the ground.

Although the FCC has the power to regulate equipment that generates radio frequencies, this is a heavy-handed rule that
could be addressed other ways. Specificaly, | am concerned about the ability of third parties to modify and create new
firmware for consumer routers.

The proposed rule would require that router manufacturers lock down the RF portion of the router to obtain FCC
approval. Thislock down would prevent modification to the radios power, frequencies, etc to prevent it from radiating
outside the specified limits. Thisis alaudable goal, but the application of this rule as written would result in undesirable
conseguences.

In practice, most radio functions are very tightly wedded to all the other factors of the hardware/software. The most
likely way manufacturers would likely lock down the RF operation would be to make it impossible to modify any of the
code in the routers.

There would be a number of adverse consequences both for me personally, to consumersin the US and worldwide, and
the networking industry. These consequences can be ameliorated by allowing the owners of routersto install their own
code.

1) Security of therouter. It iswell known that vendor-supplied firmware for consumer routers often contain flaws. Just
last week, the CERT released knowledge of a vulnerability to Belkin routers. See http://www .kb.cert.org/vuls/id/201168
The ability to install well-tested, secure firmware into arouter benefits all consumers. The ability for a person to update
their own router on aregular basis (as opposed to many manufacturers seemingly lackadaisical schedule) preserves
security.

2) Research into the field of computer networking. Non-traditional research efforts (outside academia) lead to real
improvements in the state of computer networking. An example is the CeroWrt project that developed the fq_codel
algorithm. http://www.bufferbl oat.net/projects/cerowrt The result of this multi-year effort was a major advance in
performance for al routers. The fq_codel code has been accepted into the Linux kernel and now runs in hundreds of
millions of devices. As amember of the team that worked on this, | assert that without the ease of modification of a
consumer router to prove out the ideas, this improvement would likely not have occurred.

3) Personal learning environments. Individuals, as well as network professionals, often use these consumer routers as
test beds for increased understanding of network operation. Losing the ability to reprogram the router would make it
more expensive, if not prohibitive, for Americans and Non-Americans to improve their knowledge and become more



competitive.

4) 1 would incorporate all the other talking points listed on the Save WiFI page at:
https.//libreplanet.org/wiki/Save WiFi

5) Finally, | want to address the FCCs original concern that these consumer routers are SDRs, and they must not be
operated outside their original design parameters. While the goal of reducing radio frequency interference is important,
the FCC has failed to demonstrate that the widespread practice of installing/updating firmware in consumer routers has
caused actual problems. Furthermore, the FCC can use its current enforcement powers to monitor and shut down
equipment that is interfering.

Creating a broad, wide-ranging rule to address a theoretical problem harms industry and individuals, and is an overreach
of the rules necessary to preserve regulated airwaves.
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Comment: Re: Notice of Proposed Rule Making, ET Docket No. 15-170, FCC 15-92

| am concerned that the FCC proposed rules will have the unintended consequences of restricting the installation of
alternative operating systems such as Linux and BSD on devices with wireless capability. Furthermore, the new rule
could be used to ban the installation of custom firmware on Android phones -- which is something hundreds of
thousands of Americans do each year. Finaly, the proposed rule may cripple the development of highly useful router
firmwares such as OpenWRT & Tomato.

With all this at stake is makes no sense to approve thisrule. | am asking the commission to reject it. This nation's
success in computer/wirel ess technology was created by allowing open standards and technology. This rule would be a
step backwards.

Re: Notice of Proposed Rule Making, ET Docket No. 15-170, FCC 15-92

| am concerned that the FCC proposed rules will have the unintended consequences of restricting the installation of
alternative operating systems such as Linux and BSD on devices with wireless capability. Furthermore, the new rule
could be used to ban the installation of custom firmware on Android phones -- which is something hundreds of
thousands of Americans do each year. Finaly, the proposed rule may cripple the development of highly useful router
firmwares such as OpenWRT & Tomato.

With all this at stake is makes no sense to approve thisrule. | am asking the commission to reject it. This nation's
success in computer/wirel ess technology was created by allowing open standards and technology. This rule would be a
step backwards.
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Comment: Thak you for allowing comments on an issue as important as citizens having the ability to run their software
of choice on the computing devies that they own. | run DD-WRT on my router because | believe that open source
software is more secure than proprietary software. | understand and appreciate the work you've done in keeping the
radio spectrum free from interference. Please ook for away to continue this good work without taking away the rights
of usersto run the software they need to develop and use secure wifi routers and other products.

Thak you for alowing comments on an issue as important as citizens having the ability to run their software of choice
on the computing devies that they own. | run DD-WRT on my router because | believe that open source software is
more secure than proprietary software. | understand and appreciate the work you've done in keeping the radio spectrum
free from interference. Please look for away to continue this good work without taking away the rights of usersto run
the software they need to develop and use secure wifi routers and other products.
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Comment: | respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of
their choosing on their computing devices.

-Wireless networking research depends on the ability of researchers to investigate and modify their devices.

-Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

-Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

-Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

I respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices.

-Wireless networking research depends on the ability of researchersto investigate and modify their devices.

-Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

-Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

-Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.
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Comment: Asauser of dternative router firmware, | have been blessed to be able to operate my devices to their peak
functionality by using them however | want. Thislegislation will stop that completely. Why? Am | harming anyone by
modifying my own equipment? Thisis akin to not allowing people to perform engine swaps on their car with engines
from a different manufacturer! It makes no sense, harms innovation, and will literally shut down years of advanced
networking development.

Asauser of aternative router firmware, | have been blessed to be able to operate my devicesto their peak functionality
by using them however | want. This legislation will stop that completely. Why? Am | harming anyone by modifying my
own equipment? Thisis akin to not allowing people to perform engine swaps on their car with engines from a different
manufacturer! 1t makes no sense, harms innovation, and will literally shut down years of advanced networking

devel opment.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Josh

Last Name: Renaud

Mailing Address: 624 Forest Ave.

City: Ferguson

Country: United States

State or Province: MO

ZIP/Postal Code: 63135

Email Address:

Organization Name:

Comment: Until recently, | hadn't realized it was possible to install open-source firmware on my WiFi router. But once
| did, it vastly improved my household internet connection, and enabled many new features that weren't possible before.

| was dismayed to learn about the proposed rules and recommendations that would prevent the installation of open-
source wireless firmware such as OpenWrt or dd-wrt.

Home users like me install this replacement firmware because gives _US the power. We can make the device suit our
needs.

The proposed changes would take away our ability to administer and customize hardware that we bought and paid for.
That is unacceptable to me.

Until recently, | hadn't realized it was possible to install open-source firmware on my WiFi router. But once | did, it
vastly improved my household internet connection, and enabled many new features that weren't possible before.

| was dismayed to learn about the proposed rules and recommendations that would prevent the installation of open-
source wireless firmware such as OpenWrt or dd-wrt.

Home users like me install this replacement firmware because gives _US the power. We can make the device suit our
needs.

The proposed changes would take away our ability to administer and customize hardware that we bought and paid for.
That is unacceptable to me.
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Comment: please dont pass the new rules for wifi because they implement rules that take away the ability of usersto
install the software of their choosing on their computing devices. Additional points of emphasis you should consider
adding:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer choose not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

please dont pass the new rules for wifi because they implement rules that take away the ability of usersto install the
software of their choosing on their computing devices. Additional points of emphasis you should consider adding:
Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer choose not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.
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Comment: |, Shay Sackett, would like to respectfully request that the FCC not implement any rules that take away the
freedom of the user to install the software of their choosing. | value my privacy and security, as most Americans do, and
often times companies will not fix gaping holesin router, computer, or smartphone security software. When this occurs
I, and my fellow citizens, need to be able to modify/and or upload new software to ensure our privacy and security.
Additionally, adding restrictions that keep the user from installing different firmware will severely damage the open
source community that often time provides better, more secure software than the manufacturer, for free. Researchers
need to be able to modify their equipment to carry out the work they do, and limiting their ability to work effectively
would slow down innovation and erode America's technological edge over the rest of the world. America stands for
freedom, and that applies to the world of software and electronics as well. Thank you for your time.

I, Shay Sackett, would like to respectfully request that the FCC not implement any rules that take away the freedom of
the user to install the software of their choosing. | value my privacy and security, as most Americans do, and often times
companies will not fix gaping holes in router, computer, or smartphone security software. When this occurs |, and my
fellow citizens, need to be able to modify/and or upload new software to ensure our privacy and security. Additionally,
adding restrictions that keep the user from installing different firmware will severely damage the open source
community that often time provides better, more secure software than the manufacturer, for free. Researchers need to be
able to modify their equipment to carry out the work they do, and limiting their ability to work effectively would slow
down innovation and erode America's technological edge over the rest of the world. America stands for freedom, and
that applies to the world of software and electronics as well. Thank you for your time.
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Comment: Whilein principle thisisagood idea, the net effect will be to prevent consumers from protecting themselves
from back-doors, security flaws and bugs (intentional or not) that manufacturers often ship in production devices. These
devices, under the relentless economic pressures of shipping NEWER models are usually immediately abandoned,
leaving the consumer vulnerable to all kinds of problems including security flaws and unintended functioning. By
making it illegal for a consumer to fix these issues, you are basically guaranteeing decades of bad hardware and
software in this generation of the Internet of (broken, hacked) Things.

Please (re)consider the cost of this unintended side effect and stop this ruling dead.

Whilein principle thisis agood idea, the net effect will be to prevent consumers from protecting themselves from back-
doors, security flaws and bugs (intentional or not) that manufacturers often ship in production devices. These devices,
under the relentless economic pressures of shipping NEWER models are usually immediately abandoned, leaving the
consumer vulnerable to all kinds of problems including security flaws and unintended functioning. By making it illegal
for a consumer to fix these issues, you are basically guaranteeing decades of bad hardware and softwarein this
generation of the Internet of (broken, hacked) Things.

Please (re)consider the cost of this unintended side effect and stop this ruling dead.
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Comment: Thisrulewill completely destroy any experimentation and innovation by technically-minded citizens as
pertains to

Decades ago, the United States led the world in grassroots technological advancement in the electricity and electronics
fields. The Amateur Radio Service created unique solutions to unigue problems, some of which became the basis for
commercia technologies that were later in use. RF circuits used to blank out noise from LORAN-A trasmitters on the
160 meter band, developed by amateurs in the 1950's, were later adapted for noise-blanking circuitsin commercially-
available amateur radios.

In more recent times, the Amateur Radio community began experimenting in the 2.4 and 5Ghz bands by launching the
Broadband-HAMNET project, providing high-speed data, voice, and telephony over a mesh network. Thiswas
accomplished by operators MODIFY ING their own wi-fi routers. A resilient communications networking model borne
of experimentation with outdated equipment, while no threat to a Telecom, could lead to greater things in the future.

The "hacking" community (by this | mean computer hackers, yes) is so often vilified by a misinformed public. The
ability to inspect and modify devices or source code is critical for experimentersin the following ways. First, many
security vulnerabilities, some very serious, are detected by "white hat" hackers who experiment with these technologies.

The distributed model of security and vulnerability research among independent partiesis instrumental for IT
professionals who need to keep their assets secure. If the reader does not believe me, Microsoft, RedHat, Secunia, the
MITRE corporation, etc., all post credit for discovery of their vulnerabilities after security patches are released. Often
these come from independent security research firms and individuals that are in essence, "hackers'. Second, itis
important to promote learning and experimentation among all technically minded citizens if the Commission believes
that the United States should continue to lead the world in technological development. Preventing such by
implementing the proposed regulation will discourage honest citizens from experimentation, and will help to drive a
monopoly on technological development held by multi-national corporations or the Federal Government, and also
"black hat" hackers. It isthe opinion of the writer that the Government's first obligation is to ensure the Liberty of the
citizens, aswell as promote activities that develop the citizensindividually for the good of the Nation.

In conclusion, it is the opinion of the writer that removing the ability to modify or "flash" new firmware onto 5Ghz
WIFI devices will harm the interest in technology among citizens, hurt important security research efforts, and cause the
United Statesto fall further behind in technology. The liberty of a Nations' citizens to experiment with and develop
technology is a cornerstone of civilization itself.

To whomever reads this, thank you for your patience with this "wall of text"



Jacob C. Mueller
IT professional 10 years running
Amateur Radio Operator Callsign KD9CLF

Thisrule will completely destroy any experimentation and innovation by technically-minded citizens as pertains to

Decades ago, the United States led the world in grassroots technological advancement in the electricity and electronics
fields. The Amateur Radio Service created unique solutions to unigue problems, some of which became the basis for
commercia technologiesthat were later in use. RF circuits used to blank out noise from LORAN-A trasmitters on the
160 meter band, developed by amateurs in the 1950's, were later adapted for noise-blanking circuitsin commercially-
available amateur radios.

In more recent times, the Amateur Radio community began experimenting in the 2.4 and 5Ghz bands by launching the
Broadband-HAMNET project, providing high-speed data, voice, and telephony over a mesh network. Thiswas
accomplished by operators MODIFY ING their own wi-fi routers. A resilient communications networking model borne
of experimentation with outdated equipment, while no threat to a Telecom, could lead to greater things in the future.

The "hacking" community (by this| mean computer hackers, yes) is so often vilified by amisinformed public. The
ability to inspect and modify devices or source code is critical for experimentersin the following ways. First, many
security vulnerabilities, some very serious, are detected by "white hat" hackers who experiment with these technologies.

The distributed model of security and vulnerability research among independent partiesis instrumental for IT
professionals who need to keep their assets secure. If the reader does not believe me, Microsoft, RedHat, Secunia, the
MITRE corporation, etc., all post credit for discovery of their vulnerabilities after security patches are released. Often
these come from independent security research firms and individuals that are in essence, "hackers'. Second, it is
important to promote learning and experimentation among all technically minded citizens if the Commission believes
that the United States should continue to lead the world in technological development. Preventing such by
implementing the proposed regulation will discourage honest citizens from experimentation, and will help to drive a
monopoly on technological development held by multi-national corporations or the Federal Government, and also
"black hat" hackers. It isthe opinion of the writer that the Government's first obligation is to ensure the Liberty of the
citizens, aswell as promote activities that develop the citizensindividually for the good of the Nation.

In conclusion, it isthe opinion of the writer that removing the ability to modify or "flash™ new firmware onto 5Ghz
WIFI devices will harm the interest in technology among citizens, hurt important security research efforts, and cause the
United Statesto fall further behind in technology. The liberty of a Nations' citizens to experiment with and develop
technology is a cornerstone of civilization itself.

To whomever reads this, thank you for your patience with this "wall of text"
Jacob C. Mueller

IT professional 10 years running
Amateur Radio Operator Callsign KD9CLF
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Comment: FUCK YOU ABAMA! ABAMA ISMONKEY!

FUCK YOU ABAMA! ABAMA ISMONKEY!
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Comment: For the past decade, 1've been using wireless routers as general -purpose computers to run open source
software like OpenWRT and DD-WRT. | disagree with any new regulation that would limit my right to do so with new
hardware. The ability to flash custom software onto wireless devices has been instrumental in the development of new
Internet technologies like IPv6, CoDel, and mesh networking.

Additionally, | think it would be a bad idea to give Chinese companies an incentive to make their software non-
modifiable, because then it becomes completely trivial to include backdoors which cannot be removed.

For the past decade, 1've been using wireless routers as general -purpose computers to run open source software like
OpenWRT and DD-WRT. | disagree with any new regulation that would limit my right to do so with new hardware.
The ability to flash custom software onto wireless devices has been instrumental in the development of new Internet
technologies like IPv6, CoDel, and mesh networking.

Additionally, | think it would be a bad idea to give Chinese companies an incentive to make their software non-
modifiable, because then it becomes completely trivial to include backdoors which cannot be removed.
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Comment: Restrictions on radio software would lead to issues with free and open software, which isacritical
component of the US technology industry, would dangerously limit the consumer's ability to upgrade obsolete or
insecure software, and kill burgeoning movements in custom software and improvised networks.

Restrictions on radio software would lead to issues with free and open software, which is a critical component of the US
technology industry, would dangerously limit the consumer's ability to upgrade obsolete or insecure software, and kill
burgeoning movements in custom software and improvised networks.
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Comment: Tothe FCC, | respectfully ask you do not implement rules that take away the ability of usersto install the
software of their choosing on their computing devices. The NPRM will negatively affect the lives of everyday people.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so, and users
have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM. It's also important to
not implement the NPRM because it will negatively affect businesses and research institutions. Billions of dollars of
commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and companiesto install
the software of their choosing. Wireless networking research depends on the ability of researchersto investigate and
modify their devices.

To the FCC, | respectfully ask you do not implement rules that take away the ability of usersto install the software of
their choosing on their computing devices. The NPRM will negatively affect the lives of everyday people. Americans
need the ability to fix security holesin their devices when the manufacturer chooses to not do so, and users have in the
past fixed serious bugs in their wifi drivers, which would be banned under the NPRM. It's a'so important to not
implement the NPRM because it will negatively affect businesses and research institutions. Billions of dollars of
commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and companiesto install
the software of their choosing. Wireless networking research depends on the ability of researchersto investigate and
modify their devices.
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Comment: Though | cannot speak to the intent of this regulation, the increasing integration of wireless capabilities into
devices means it would unjustly limit the ability of consumersto modify their legally purchased devices. Assuch, |
cannot support it.

Though | cannot speak to the intent of this regulation, the increasing integration of wireless capabilitiesinto devices
means it would unjustly limit the ability of consumers to modify their legally purchased devices. Assuch, | cannot
support it.
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Comment: | may not be a computer expert or agenius, but | know unnecessary bureaucracy when | seeit. FCC, stop
treating us like children, we can take risks and make our own decisions and we don't need you constantly watching over
our every move.

| may not be a computer expert or agenius, but | know unnecessary bureaucracy when | seeit. FCC, stop treating us
like children, we can take risks and make our own decisions and we don't need you constantly watching over our every
move.
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Comment: Hello,

I'm concerned that the "b. Modification of Certified Equipment by Third Parties’ section precludes the modification and
updating of software on an RF device such as an 802.11 wireless access device or client.

Thiswould potentialy prevent the development of novel applications of these technologies (For example, emergency
response networks powered by mesh networking) by people without the resources to go through FCC certification. It
may also prevent device users from improving on open-source RF-controlling software and deny people the ability to
develop or apply fixes for security issues on wireless appliances when the vendor of an appliance has chosen to not
provide one.

While the airwaves must be respected for the benefit of al RF users, forcing people to not use their equipment in a safe,
secure manner seems detrimental to the development of future RF usage and to the security of RF users.

Regards,
Alex White-Robinson.

Hello,

I'm concerned that the "b. Modification of Certified Equipment by Third Parties" section precludes the modification and
updating of software on an RF device such as an 802.11 wireless access device or client.

Thiswould potentially prevent the development of novel applications of these technologies (For example, emergency
response networks powered by mesh networking) by people without the resources to go through FCC certification. It
may also prevent device users from improving on open-source RF-controlling software and deny people the ability to
develop or apply fixes for security issues on wireless appliances when the vendor of an appliance has chosen to not
provide one.

While the airwaves must be respected for the benefit of all RF users, forcing people to not use their equipment in a safe,
secure manner seems detrimental to the development of future RF usage and to the security of RF users.

Regards,
Alex White-Robinson.
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Comment: | recommend that the FCC RESCIND its Proposed Rule, Document number 2015-18402 regarding wireless
devices. The Proposed Ruleis overbroad, would harm many communities of Americans, and is not warranted by the
facts on the ground.

Although the FCC has the power to regulate equipment that generates radio frequencies, thisis a heavy-handed rule that
could be addressed other ways. Specifically, | am concerned about the ability of third parties to modify and create new
firmware for consumer routers.

The proposed rule would require that router manufacturers lock down the RF portion of the router to obtain FCC
approval. Thislock down would prevent modification to the radios power, frequencies, etc to prevent it from radiating
outside the specified limits. Thisis alaudable goal, but the application of this rule as written would result in undesirable
conseguences.

In practice, most radio functions are very tightly wedded to all the other factors of the hardware/software. The most
likely way manufacturers would likely lock down the RF operation would be to make it impossible to modify any of the
code in therouters.

The security of vendor provided router software has been abysmal. It represents avery significant threat to national
security as home router number in the hundreds of millions, and are presently used in malicious ways to attack the
network infrastructure. A major reason why the code is old and does not get updated is precisely because of previous
claims my manufacturers that they could not reveal how their radios work due to FCC rules. This has prevented or
significantly slowed parties that care about the network (such as major ISPs: Verizon and Comcast for instance)

from creating managing their own devices based upon open source frameworks.

If thisruling is not rescinded, then the small progress that has been made to secure the home network against malicious
code will be lost as the open source projects will be forced to stop. Furthermore, the presence of security flawsin the
routers themsel ves represents an avenue by which amalicious party could have access to the software defined radio
present in the router. So, if one assumes that there is a malicious party out that that wishes to do bad things to the radio
spectrum, this ruling makes it *easier* not harder, while at the same time driving the price up for everyone.

If I were with the FCC, | would go the other way: | would consider rescinding the license of any manufacturer who
refuses to cooperate with open source groups. They are making the Internet significantly less safe, and the FCC
certainly hasinterestsin an open and neutral Internet.



I will also point at al the other talking points listed on the Save WiFI page at:
https.//libreplanet.org/wiki/Save WiFi

Please note that | am Canadian: but what happens in the US affects the entire world.

Further, my company relies on access to devices (processors, systems on a chip) that contain 802.11 and 802.15.4
radios in order to do basic research and produce productsin the 10T space. If my company can not access the radio,
then efforts to secure Internet Of Things devices will fail, and we will have amgjor disaster on our hands.

I recommend that the FCC RESCIND its Proposed Rule, Document number 2015-18402 regarding wireless devices.
The Proposed Rule is overbroad, would harm many communities of Americans, and is not warranted by the facts on the
ground.

Although the FCC has the power to regulate equipment that generates radio frequencies, this is a heavy-handed rule that
could be addressed other ways. Specifically, | am concerned about the ability of third parties to modify and create new
firmware for consumer routers.

The proposed rule would require that router manufacturers lock down the RF portion of the router to obtain FCC
approval. Thislock down would prevent modification to the radios power, frequencies, etc to prevent it from radiating
outside the specified limits. Thisis alaudable goal, but the application of this rule as written would result in undesirable
conseguences.

In practice, most radio functions are very tightly wedded to all the other factors of the hardware/software. The most
likely way manufacturers would likely lock down the RF operation would be to make it impossible to modify any of the
code in the routers.

The security of vendor provided router software has been abysmal. It represents avery significant threat to national
security as home router number in the hundreds of millions, and are presently used in malicious ways to attack the
network infrastructure. A major reason why the code is old and does not get updated is precisely because of previous
claims my manufacturers that they could not reveal how their radios work dueto FCC rules. This has prevented or
significantly slowed parties that care about the network (such as mgjor I SPs. Verizon and Comcast for instance)

from creating managing their own devices based upon open source frameworks.

If thisruling is not rescinded, then the small progress that has been made to secure the home network against malicious
code will be lost as the open source projects will be forced to stop. Furthermore, the presence of security flawsin the
routers themselves represents an avenue by which amalicious party could have access to the software defined radio
present in the router. So, if one assumes that there is a malicious party out that that wishes to do bad thingsto the radio
spectrum, this ruling makes it *easier* not harder, while at the same time driving the price up for everyone.

If I were with the FCC, | would go the other way: | would consider rescinding the license of any manufacturer who
refuses to cooperate with open source groups. They are making the Internet significantly less safe, and the FCC
certainly hasinterestsin an open and neutral Internet.

I will also point at al the other talking points listed on the Save WiFI page at:
https.//libreplanet.org/wiki/Save WiFi

Please note that | am Canadian: but what happens in the US affects the entire world.
Further, my company relies on access to devices (processors, systems on a chip) that contain 802.11 and 802.15.4

radios in order to do basic research and produce productsin the 0T space. If my company can not access the radio,
then efforts to secure Internet Of Things devices will fail, and we will have amgjor disaster on our hands.
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Robert Brom

Major, USAF, Ret.
Portland Oregon

No, please do not implement thisrule. It will stifle innovation by garage tinkerersin astill young and evolving
technology.

Thank you,

Robert Brom

Major, USAF, Ret.
Portland Oregon
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Comment: You really shouldn't do this, the ability to tweak and edit existing technologiesis what gave us the car,
phone, etc. We should not halt the entire human race for the sake of alittle security, which won't happen anyway
because those that want to hack, will hack.

Y ou really shouldn't do this, the ability to tweak and edit existing technologies is what gave us the car, phone, etc. We
should not halt the entire human race for the sake of alittle security, which won't happen anyway because those that
want to hack, will hack.
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Comment: This equipment authorization and electronic labeling for wireless devices proposal opposes liberties that
should be enforced, rather than prohibited.

This proposal isinsulting to end users (RF product consumers) by disrespecting our liberties on the basis of ownership
of aRF product. Not allowing the modifications of RF products such as flashing the ROM on embedded devices, leaves
it questionable as to who owns the the RF product once purchased by the consumer; whereas if the consumer cannot
modify their purchased product to fit their needs whilst respecting frequency allocations, then how would one quantify
ownership of a RF product other than possession of a RF device?

This notion of not being able to modify RF products for the sake of productivity is counter intuitive to the RF
technology itself.

Thank you for your considerations.

This equipment authorization and electronic labeling for wireless devices proposal opposes liberties that should be
enforced, rather than prohibited.

This proposal isinsulting to end users (RF product consumers) by disrespecting our liberties on the basis of ownership
of a RF product. Not allowing the modifications of RF products such as flashing the ROM on embedded devices, |eaves
it questionable as to who owns the the RF product once purchased by the consumer; whereas if the consumer cannot
modify their purchased product to fit their needs whilst respecting frequency allocations, then how would one quantify
ownership of a RF product other than possession of a RF device?

This notion of not being able to modify RF products for the sake of productivity is counter intuitive to the RF
technology itself.

Thank you for your considerations.
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Comment: | use aspecia router firmware called Tomato (similar to DD-WRT). From what | have been reading, this
bill would prevent me from modifying my own devicesto install the tomato firmware. Passing this bill sounds like a
horrible idea. Not only would this limit the functionality of adevice | have purchased with my own money (tomato
expands the feature set on my router), but it would also make this same device less secure, as the Custom Tomato
firmware includes security enhancements that are not included on the device's stock (non-custom) firmware.

| use aspecial router firmware called Tomato (similar to DD-WRT). From what | have been reading, this bill would
prevent me from modifying my own devicesto install the tomato firmware. Passing this bill sounds like a horrible idea.
Not only would this limit the functionality of adevice | have purchased with my own money (tomato expands the
feature set on my router), but it would also make this same device less secure, as the Custom Tomato firmware includes
security enhancements that are not included on the device's stock (non-custom) firmware.
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Comment: | would like to request that the FCC not implement rules that take away the ability for users to install
software, of their choosing, on their computing devices.

- Wireless networking research depends on the ability of researchers to investigate and modify their devices.

- Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

- Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

- Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

I would like to request that the FCC not implement rules that take away the ability for usersto install software, of their
choosing, on their computing devices.

- Wireless networking research depends on the ability of researchersto investigate and modify their devices.

- Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

- Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

- Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.
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Comment: Before making this document an official document please consider the following:

1) Wireless networking research depends on the ability of researchersto investigate and modify their devices.

2) People need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

3) Users havein the past fixed serious bugs in their WIFI drivers, which would be banned under this document.

4) Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

In ashort owrds | believe that this regulation should not be used asit is because of the reasons outlined above.

Thank you very much,
--- Alex Shekhter

Before making this document an official document please consider the following:

1) Wireless networking research depends on the ability of researchers to investigate and modify their devices.

2) People need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

3) Users have in the past fixed serious bugs in their WIFI drivers, which would be banned under this document.

4) Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

In ashort owrds | believe that this regulation should not be used asit is because of the reasons outlined above.

Thank you very much,
--- Alex Shekhter
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Comment: asit'simpossible to separate out the firmware that controls the radio from the firmware that operates a wifi
router, by locking down the firmware you are are preventing many custom modifications which enhance functionality of
the hardware. also, even if lock downs are attempted, ways to circumvent will always be found. the current set of rules
is sufficient and attempts at locking down firmwares will probably backfire. i strongly suggest you do not try to impose
further lock-downs of what is currently open source software running on routers.

asit'simpossible to separate out the firmware that controls the radio from the firmware that operates a wifi router, by
locking down the firmware you are are preventing many custom modifications which enhance functionality of the
hardware. aso, evenif lock downs are attempted, ways to circumvent will aways be found. the current set of rulesis
sufficient and attempts at locking down firmwares will probably backfire. i strongly suggest you do not try to impose
further lock-downs of what is currently open source software running on routers.
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Comment re: Proposed Rulemaking on Software Defined Radios

I am an EU resident and citizen, and a software engineer involved in cutting-edge networking research. |
wish to make certain that the FCC is aware that their regulations have global effects, not merely local to the
United States.

I and others firmly believe that these newly proposed certification rules:
- will likely have deeply harmful effects,
- address a theoretical harm which has not been clearly demonstrated to exist in practice,
- will also be ineffective at achieving their stated goal.

I would like to take this opportunity to briefly outline alternative rules which would more carefully address
the problem, avoiding the disadvantages listed above.

Global Reach

It is a sad fact that most electronic device manufacture no longer takes place in the Western Hemisphere.
Reduced labour costs and less restrictive regulations in the Far East mean that most consumer devices are
designed and made there, and only reach America and Europe by export. If faced with tight regulations for
imported devices, these manufacturers have few choices:

- Abandon the restrictive market entirely. North America is a large market, so this would be considered
undesirable for the manufacturer, not just due to reduced choice for the consumer.

- Produce a separate, specially adapted product for the restrictive market. For large, durable goods
such as road vehicles, it is possible to make such adaptations without much impact on final prices. However,
this would unacceptably increase design and manufacturing costs for small, relatively cheap consumer
electronics devices, due to disruption of the economies of scale that these manufacturers rely on.

- Produce a single product adapted for the most restrictive market the device is sold to. This
effectively imposes these restrictive regulations globally.

It seems clear that most consumer device manufacturers will choose the latter option. That is why I am
writing this comment.

Unintended Harms

The proposed regulations do not clearly define the limits of what must be protected, especially considering
the inevitable fact that the relevant reader - based in the Far East - speaks English only as a second
language. This will lead to a misunderstanding of the true requirements, and the following likely
consequences:

- Firmware modification will be prevented on the entire device, not just the parts which intentionally
radiate RF energy.

- Software updates will be disallowed as well, even when they are clearly necessary to fix bugs and
security holes in the original, certified firmware.



- Malicious actors (including such state-level actors as the NSA, GCHQ, Russia and China) will find and
exploit holes unknown at the time of certification. This already occurs, due to the minimal effort
manufacturers currently put into producing secure, high-quality firmware, but it will become difficult or
impossible to close these holes subsequently, as is presently possible by installing third-party, actively-
maintained firmware such as OpenWRT.

- Legitimate end-user modifications, including those performed by licenced amateur-radio operators
(whose permitted frequencies overlap with the capabilities of many SDR devices), will be actively
discouraged. Amateur radio has often proved invaluable during crises, including natural disasters and
terrorist attacks; hampering its capabilities in this way could conceivably have fatal consequences.

- Research which requires firmware modifications will be severely hampered. One current focus of this
research is improving the robustness and latency of wired and wireless networks through advanced queuing
disciplines; this requires close integration with the relevant network hardware. For example:
http://www.bufferbloat.net/projects/codel/wiki/CakeTechnical

- FCC-compliant devices will be unable to use the wider frequency ranges and higher powers that may
be available in other jurisdictions.

- Devices sold abroad, but brought to the US by visitors, will radiate beyond the regulated limits (eg. on
channels 12-14 in the 2.4GHz band), with no way for the user to prevent it, unless those capabilities are
denied even in jurisdictions in which they are permitted.

- An entire class of innovative products may be stifled due to the increased regulatory burden.

It is worth emphasising that most recent Wi-Fi devices use SDR techniques, and thus fall under these
proposed rules. One reasonable interpretation of the rules as presently proposed would encompass an
entire laptop, including its operating system and applications, as the device for which software modifications
are to be prevented. If this seems absurd - as it should - then there is clearly scope to define the rules more
narrowly.

Ineffectiveness

As noted above, Far East manufacturers do not have an intrinsic incentive to adopt genuine best practices
with respect to software quality and security. While regulations can impose extrinsic incentives, these serve
only to enforce the appearance of security, not its effect in practice. This inevitably leads to measures which
impose at least as much inconvenience and frustration on end-users as a genuinely secure system would,
but without noticeably impeding the efforts of experienced, motivated attackers.

Previous experience in this area can be seen in the Digital Rights Management sphere, where technologies
such as corrupted floppy-disk sectors, DVD’s CSS encryption, SecuROM, HDMI’s HDCP et al have all been
bypassed, some with greater ease than others. Of those mentioned, HDCP is both the least intrusive - most
consumers are completely unaware of its operation - and stood the test of time best, but it too was
eventually cracked. Some DRM technologies actively harmed the equipment of legitimate users, in pursuit of
the extrinsic goal of copy-protection imposed by the entertainment industry, but were immediately bypassed
by experienced “software pirates” - the supposed targets of the technology - who already routinely removed
copy-protection software before repackaging the product for distribution.

The response of corporations to security breaches is also instructive, with regulations being necessary even
to make them admit that a major consumer-privacy breach has occurred, and even then cover-ups
undoubtedly still occur. This type of regulation is more difficult to extend to the Far East, where it would be
required.

Typically, consumer devices of this type are based on a standard piece of hardware which, to simplify
software development, has a variety of debugging interfaces included - generally including a serial console



and a JTAG debugger interface. While the connection headers are generally omitted from the final product
for cost reasons, it is easy for an engineer or hacker to fit them manually, using a soldering iron.
Instructions for doing so are widely circulated for legitimate purposes, such as porting OpenWRT to the wide
range of new devices which regularly appear on the market. It seems highly unlikely that these interfaces
can be modified or disabled in a way that would not also inhibit the manufacturer’'s own development
practices. Hence, even if these debug interfaces become the only reliable way to modify firmware (thus
removing this option from the general consumer), they will remain available to sufficiently motivated
individuals and organisations.

Absence of Harm

In proposing these rules, the FCC has not clearly articulated a specific harm that they could reasonably
address. Only the “potential” for the originally licenced and certified emissions limits to be bypassed, with no
evidence that this is already occurring or likely to occur in practice, and some images of interference caused
to a handful of obsolete radar installations (which are already due for replacement) by devices already in
the field - devices which can reasonably be assumed to be certified and compliant in any case, but whose
emissions can in aggregate be detected by sensitive equipment.

Meanwhile, it is straightforward and inexpensive to construct devices which do emit harmful interference in
the relevant bands, whether using SDR techniques or not. It is arguably easier to do so than to modify an
existing device’s firmware to do so, even without any technological restrictions on the latter.

There has also, surprisingly, been little or no mention of any harm caused by certified and compliant devices
which have been configured for a foreign jurisdiction with more permissive regulations. For example,
2.4GHz channels 12 and 13 are available in the EU but not in the US; channel 14 is available only in Japan.
Power limits also vary between regulatory domains. The volume of visitors to the US from these regions,
and the general ignorance among consumers of these differences, implies that a significant amount of
misconfigured radio equipment already exists in the US at any given time.

Alternatives

I make the charitable assumption, here, that reducing the potential for accidental emissions beyond the
regulated limits is a desirable goal. Here are some rules which address this goal while also retaining the
ability to modify device firmware. This should reduce harms on both sides of the equation, as well as being
more realistically practical to implement.

- Isolate the components of the radio responsible for the frequency and intensity of emissions from the
rest of the system, and provide a narrow, clearly defined interface between the two. This reduces the
attack surface, making these isolated components easier to secure. This isolation boundary may include, at
maximum, the components of a distinct module such as a PCI Express card (which is currently the industry-
standard method of attaching Wi-Fi radios to a device); preferably it would encompass only a minimal
portion of that hardware.

- Store the firmware of the isolated components securely within those components, eliminating the
dependence on the integrity of the larger device’s software or firmware for compliance. The isolated
components can then be certified separately from any device they may be attached to. It should, in this
case, be possible to adjust certain parameters of the emission spectrum to cater for different regulatory
domains; this could be done via a regulatory-domain configuration file uploaded through the defined
interface, or via a simple numerical selector between such files stored within the firmware.

- Alternatively, integrate a cryptographic verification system within the isolated components, which
ensures firmware loaded into the components is verified as authentic before use. This would allow updates
to the firmware to be distributed after sale of the device, or different firmware to be loaded for different



regulatory domains, while still ensuring that only certified firmware is loaded.

- Alternatively, publish the firmware for the isolated components in a human-readable format, so that it
can be audited for compliance and modified if necessary. It must then be straightforward to verify (through
conversion of the human-readable version into device format) that the published firmware corresponds to
that actually loaded into devices on sale. This option is the most beneficial for amateur-radio operators and
researchers, since they would then be able to modify the firmware to meet their needs; they would of course
assume liability for any regulatory compliance problems their modifications introduce.

The above rules specifically address the problem of potential harmful emissions at the RF level. But | would
go further to reduce other harms, though these aspirations may require a separate round of rulemaking:

- Require device firmware to be demonstrably free of known security vulnerabilities at time of sale.
This should include reference to design best-practices (such as verification of digital certificates used for
secure communication, absence of fixed default passwords) in consultation with acknowledged software
security experts, and reference to a database of known software vulnerabilities, such as the CVE series.
There are well-established vulnerability scanners on the market which can be used to assist this process.

- Require device firmware to be updated, automatically and without the need for end-user attention, to
fix defects (in the above category or otherwise) discovered after time of sale, for the expected lifetime of
the device. This should, at minimum, extend to the ordinary manufacturer’'s warranty period of the last
device of the type sold at retail, and preferably to the period of an extended warranty which might be sold
for that device. This update process must also be demonstrably designed to be secure against man-in-the-
middle hijack attempts.

- Require claims of functionality made in marketing material for the device (including but not limited to
the packaging and manual) to have a verifiable basis in fact. In particular, it must be straightforward to
quantifiably demonstrate the feature’s functionality and benefits in a typical installation configuration in the
laboratory, using only configuration options available to the user and (if relevant) described in the user
manual.

- Require the ability to replace the manufacturer’s software or firmware with any alternative from a
third-party, given explicit and verified consent from the end-user (such as holding down a button during
power-on to initiate the firmware reload). This would not necessarily include replacing the firmware of
isolated radio components as described above. Exercising this ability would necessarily relieve the
manufacturer of any liability related to problems with the firmware, unless the process is repeated to replace
the third-party firmware with the original. This would enhance the ability of third-party firmware projects
(such as DD-WRT and OpenWRT for consumer devices, or Linux on laptops) to take advantage of hardware
advances.

The above requirements, if enforced, would go a long way to address the worrying state of consumer device
security, especially with respect to the so-called “Internet of Things”. In any case, without them any attempt
to implement the rules on SDR as presently proposed are doomed to failure.

Thank you for your attention.

- Jonathan Morton
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Comment: The EAELWD would deprive users of electronic devices the freedom to use license and royalty free
firmware such as OpenWRT and the prerogative to use open source code/free software on personal devices.

The EAELWD would deprive users of electronic devices the freedom to use license and royalty free firmware such as
OpenWRT and the prerogative to use open source code/free software on personal devices.
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Comment: FCC do not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

FCC do not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.
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Comment: Thislegidation will greatly imperil internet security. Embedded devices are becoming much more
ubiquitous and with that consumers are becoming much more susceptible to identity theft. Cell phone & router
manufacturers have a dismal track record for patching vulnerable software on their devices. And even if some
companies take responsibility for the software they sell on their embedded el ectronics, many companies go out of
business. Thisis avery competitive market.

The ability for people to legally flash the software on devices they purchase is not just a consumer choice issue but data
security issue, which has implications for persona privacy, national security, public safety.

Thislegislation will greatly imperil internet security. Embedded devices are becoming much more ubiquitous and with
that consumers are becoming much more susceptible to identity theft. Cell phone & router manufacturers have a dismal
track record for patching vulnerable software on their devices. And even if some companies take responsibility for the
software they sell on their embedded electronics, many companies go out of business. Thisis avery competitive market.

The ability for people to legally flash the software on devices they purchase is not just a consumer choice issue but data
security issue, which hasimplications for personal privacy, national security, public safety.
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Comment: Thethird party firmware market is a driving force for innovation and product functionality. A lot of
(perfectly legal and harmless) product features first started in athird party firmware product, and was eventually
integrated into manufacturer's officia firmware.

While some of these projects can indeed provide functionalities that allow for circumventing channel and power output
limitations, that does not mean that the entire third party firmware market is doing so.

It ismy belief, both as along-time user and athird party firmware developer myself that forcing manufacturers to flat
out prevent the flashing of athird party firmware will be harmful to the market, and deny end users of choice (for cases
where an original manufacturer's firmware would be devoid of advanced features and/or contain unfixed security holes
and/or has software defects and/or are no longer being supported by the original manufacturer.

Therefore, | recommend that the scope of these rules be reduced to only ensuring that the radio components are
operating within the legal parameters, possibly by shifting the solution to a hardware limitation, rather than a software
limitation.

The third party firmware market is a driving force for innovation and product functionality. A lot of (perfectly legal and
harmless) product featuresfirst started in athird party firmware product, and was eventually integrated into
manufacturer's official firmware.

While some of these projects can indeed provide functionalities that allow for circumventing channel and power output
limitations, that does not mean that the entire third party firmware market is doing so.

It ismy belief, both as along-time user and athird party firmware developer myself that forcing manufacturers to flat
out prevent the flashing of athird party firmware will be harmful to the market, and deny end users of choice (for cases
where an original manufacturer's firmware would be devoid of advanced features and/or contain unfixed security holes
and/or has software defects and/or are no longer being supported by the original manufacturer.

Therefore, | recommend that the scope of these rules be reduced to only ensuring that the radio components are
operating within the legal parameters, possibly by shifting the solution to a hardware limitation, rather than a software
limitation.
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Comment: Thislaw does not take into account the opinion of third-party software vendors and extremely damaging to
competition, which will lead to stagnation and slowdown in the industry

This law does not take into account the opinion of third-party software vendors and extremely damaging to competition,
which will lead to stagnation and slowdown in the industry
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Comment: Isnt this proposal infringing upon current computing users rights? ASt this point in time, todays users of
most computing devices have had the ability to install the software of their choice. Examplesinclude the ability to
install free and open source operating systems and other application software which most appropriately fits the users
own specific needs. That would include installing open source router software such as OpenWrt or installing a Linux
kernel on their laptop or smartphone. Thisisthe ability of usersto control what their computing devices do for them
and limits somebody else from controlling that user experience. To some extent, experienced users can aid in protecting
themselves from uninvited guests through their own initiative and not have to rely on the manufacturer to provide that
capability for aslong as they choose to own and use that computing device.

Thisrule will also interfere with legitimate innovations in the wireless space Innovation in network and wireless
technology depends on the ability of users and resellers to experiment with software and hardware at al levels. An
example of thisis CeroWrt. It isopen source router firmware, developed afix for an important form of network
congestion called Bufferbloat. Thisfix is has been to the Linux kernel to be used by the millions of users of Linux.

It would also seem that many of the over 7,000 scholarly articles on wireless networking technologies that reference
open and modifiable hardware would be banned under these rules.

User-access to source code is another innovation process that has led to numerous bug fixes, security enhancements, and
features that were not part of the original code base for many products. There are many documented cases where users
took it upon themselves to fix bugs that manufacturers were ignoring. This could not have been possible had the source
code for the firmware been unavailable or had these devices otherwise been locked.

Numerous companies modify the software on off-the-shelf wireless devices for custom uses. Companies who sell
hardware to retailers for WiFi hotspots often install software customized to that task. Additionally many commercial
VPN providers sell wireless routers as part of their product offerings. Denying companies and users the option to
purchase more secure routers with support for VPN services will put avariety of users at risk. It also seems that some
companies are wanting this to protect themselves from legitimate competition.

Isnt this proposal infringing upon current computing users rights? ASt this point in time, todays users of most
computing devices have had the ability to install the software of their choice. Examplesinclude the ability to install free
and open source operating systems and other application software which most appropriately fits the users own specific
needs. That would include installing open source router software such as OpenWrt or installing a Linux kernel on their
laptop or smartphone. Thisisthe ability of usersto control what their computing devices do for them and limits



somebody else from controlling that user experience. To some extent, experienced users can aid in protecting
themselves from uninvited guests through their own initiative and not have to rely on the manufacturer to provide that
capability for aslong as they choose to own and use that computing device.

Thisrule will also interfere with legitimate innovations in the wireless space Innovation in network and wireless
technology depends on the ability of users and resellers to experiment with software and hardware at al levels. An
example of thisis CeroWrt. It isopen source router firmware, developed afix for an important form of network
congestion called Bufferbloat. Thisfix is has been to the Linux kernel to be used by the millions of users of Linux.

It would also seem that many of the over 7,000 scholarly articles on wireless networking technologies that reference
open and modifiable hardware would be banned under these rules.

User-access to source code is another innovation process that has led to numerous bug fixes, security enhancements, and
features that were not part of the original code base for many products. There are many documented cases where users
took it upon themselves to fix bugs that manufacturers were ignoring. This could not have been possible had the source
code for the firmware been unavailable or had these devices otherwise been locked.

Numerous companies modify the software on off-the-shelf wireless devices for custom uses. Companies who sell
hardware to retailers for WiFi hotspots often install software customized to that task. Additionally many commercial
VPN providers sell wireless routers as part of their product offerings. Denying companies and users the option to
purchase more secure routers with support for VPN services will put avariety of users at risk. It also seems that some
companies are wanting this to protect themselves from legitimate competition.
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Comment: Thisisavery short-sighted and potentially devastating proposal. Preventing people from installing their own
software/firmware on devices THEY OWN will cause nothing but trouble. DON'T DO IT.

Thisisavery short-sighted and potentially devastating proposal. Preventing people from installing their own
software/firmware on devices THEY OWN will cause nothing but trouble. DON'T DO IT.
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Comment: The FCC should not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices.

* Wireless networking research depends on the ability of researchers to investigate and modify their devices.

* Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

* Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

* Not fixing security holes either feeds cyberthreats or increases electronic waste.

* Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

* There is no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware.

The FCC should not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices.

* Wireless networking research depends on the ability of researchers to investigate and modify their devices.

* Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

* Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

* Not fixing security holes either feeds cyberthreats or increases el ectronic waste.

* Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

* Thereis no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware.
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Comment: Software defined radios are too vaguely defined. The concept of awireless deviceis not limited to wireless
internet access points.

Mobile ad hoc network seen in areas where governments have disrupted normal Wi-Fi and GSM communications rely
on open hardware and software defined radios to restore communication.

Without these ad hoc mesh networks the disruption of free speech isjust as simple as turning off the devices protected
in this proposal.

Within the scope proposed | believe Equipment Authorization and Electronic Labeling for Wireless Devices will violate
the First and Second Amendments of the US Constitution in even the lightest restrictions.

Theright and to ability peacefully assemble, report on actions taken by governments, and communicate to our loved
ones depend on protecting the use of software defined radios from US government restrictions.

Software defined radios are too vaguely defined. The concept of awireless deviceis not limited to wireless internet
access points.

Mobile ad hoc network seen in areas where governments have disrupted normal Wi-Fi and GSM communications rely
on open hardware and software defined radios to restore communication.

Without these ad hoc mesh networks the disruption of free speech isjust as simple as turning off the devices protected
in this proposal.

Within the scope proposed | believe Equipment Authorization and Electronic Labeling for Wireless Devices will violate
the First and Second Amendments of the US Constitution in even the lightest restrictions.

Theright and to ability peacefully assemble, report on actions taken by governments, and communicate to our loved
ones depend on protecting the use of software defined radios from US government restrictions.
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Comment: We aready have enough device makers locking down the firmware on their devices WITHOUT alegal
compulsion to do so. All these proposed rules do is give license to manufacturers to lock out users from controlling the
products that they buy. If you do a five second web search you will kindly take note that thiswill NOT make consumer
hardware any less vulnerable to being compromised by malicious software. It will ONLY prevent lawful uses of
individual devices.

If you are even faintly capable of doing your job, DO NOT PASS THESE RULES AS-WRITTEN:

(0) The FCC should NOT implement rules that take away the ability of usersto install the software of their choosing on
their computing devices. THIS SHOULD BE THE ONLY REASON YOU NEED TO READ TO SCRAP THIS
PROPOSAL.

(1) Wireless networking research depends on the ability of researchersto investigate and modify their devices.

(2) Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

(3) Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

(4) Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

How dare you even consider this, you incompetent, myopic, stooges.

We aready have enough device makers locking down the firmware on their devices WITHOUT alegal compulsion to
do so. All these proposed rules do is give license to manufacturers to lock out users from controlling the products that
they buy. If you do afive second web search you will kindly take note that this will NOT make consumer hardware any
less vulnerable to being compromised by malicious software. It will ONLY prevent lawful uses of individual devices.

If you are even faintly capable of doing your job, DO NOT PASS THESE RULES ASWRITTEN:

(0) The FCC should NOT implement rules that take away the ability of usersto install the software of their choosing on
their computing devices. THIS SHOULD BE THE ONLY REASON YOU NEED TO READ TO SCRAP THIS
PROPOSAL.

(1) Wireless networking research depends on the ability of researchers to investigate and modify their devices.

(2) Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

(3) Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

(4) Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companies to install the software of their choosing.



How dare you even consider this, you incompetent, myopic, stooges.
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Comment: Please reconsider making the modification of routersillegal. If | understand the hardware correctly, the
CPU and the radio are built together. Banning mods on one prevents making mods to the other. The FCC should
consult a broader range of specialists, especially those working in open-source software, before making proposals such
asthisone. Those of the US public who actually know enough about these subjects to care grow increasingly tired of
the incremental encroachment upon our rights of ownership. If | buy it, | want to be able to hack it and mod it. | should
be able to add the software of my choice. Tech advances, personal safety and privacy, and business opportunity (WiFi
hotspots, etc.) all rely on the ability to investigate and modify devices. Thank you for your consideration.

Please reconsider making the modification of routersillegal. If | understand the hardware correctly, the CPU and the
radio are built together. Banning mods on one prevents making mods to the other. The FCC should consult a broader
range of specialists, especially those working in open-source software, before making proposals such as thisone. Those
of the US public who actually know enough about these subjects to care grow increasingly tired of the incremental
encroachment upon our rights of ownership. If I buy it, | want to be able to hack it and mod it. | should be able to add
the software of my choice. Tech advances, personal safety and privacy, and business opportunity (WiFi hotspots, etc.)
all rely on the ability to investigate and modify devices. Thank you for your consideration.
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Comment: Please refrain from implementing rules that would inhibit the ability of usersto install software of their
choosing on their devices. | realize that the ability of the proposed rules to have such an impact is contested, but | have
only learned of them recently and have not had time to scrutinize them to my satisfaction. |, therefore, have cherry-
picked some talking points concerning the proposal that | feel are important in the event that NPRM might impinge
upon them.

"The ability for private citizens alongside, but not in conjunction with, federally approved researchers to conduct their
own research and use of any and all methods of electronic communication is paramount to the future progress of
technological advancement of this very necessary field of technology." Arcesilus,

https://www.voat.co/v/technol ogy/comments/460322

Additionally: "Wireless networking research depends on the ability of researchers to investigate and modify their
devices; Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so;
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM; Billions of
dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and companies
to install the software of their choosing.” https://archive.istGCkU#selection-143.1-155.175

Thank you for your time and attention.

Please refrain from implementing rules that would inhibit the ability of usersto install software of their choosing on
their devices. | redlize that the ability of the proposed rules to have such an impact is contested, but | have only learned
of them recently and have not had time to scrutinize them to my satisfaction. |, therefore, have cherry-picked some
talking points concerning the proposal that | feel are important in the event that NPRM might impinge upon them.

"The ability for private citizens alongside, but not in conjunction with, federally approved researchers to conduct their
own research and use of any and all methods of electronic communication is paramount to the future progress of
technological advancement of this very necessary field of technology.” Arcesilus,

https.//www.voat.co/v/technol ogy/comments/460322

Additionally: "Wireless networking research depends on the ability of researchers to investigate and modify their
devices, Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so;
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM; Billions of
dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and companies
toinstall the software of their choosing.” https://archive.istGCkU#selection-143.1-155.175



Thank you for your time and attention.
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Comment: Please do not implement rules that take away the ability of usersto install the software of our choosing on
our computing devices. Wireless networking research depends on the ability of researchers to investigate and modify
their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

Not fixing security holes either feeds cyberthreats or increases electronic waste.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Thereis no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware.

Please do not implement rules that take away the ability of usersto install the software of our choosing on our
computing devices. Wireless networking research depends on the ability of researchers to investigate and modify their
devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

Not fixing security holes either feeds cyberthreats or increases electronic waste.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Thereis no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware.
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Comment: Please do not do this. Being able to modify our own devicesis agood thing. Protect the airwaves some
other way please.

Please do not do this. Being able to modify our own devicesis agood thing. Protect the airwaves some other way
please.
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Comment: The FCC has no authority to enact this rule because it conflicts with various rulings on consumer choice,
and falls afoul of the burden of proof standards of our justice system- that is, that without proof that a particular version
of software violates some FCC rule with applicability to RF power, RF emissions out-of-band or in some other way out
of character with the FCC authorization previously granted to the hardware, the FCC may not restrict the use of
software.

Certainly, with software-defined-radio applications, the FCC license for the hardware is granted for the software as well,
in situations where the software's treatment of hardware is a part of its compliance behavior, however, with system-on-
a-chip type wifi solutionsin PCs, routers, and other devices, there is no expectation that alteration of software or
firmware will cause noncompliant emissions.

This action is transparently not a part of the FCC's charter, but is instead being ordered by intelligence agencies who
would like to restrict OS and router behavior such that the currently installed access protocols for NSA interference with
device security are preserved, a position only necessary for a police-state government which believes that the 4th
amendment does not apply because they really feel that they could make us all safer if only the 4th Amendment was
never written. Well, it HAS been written, and if you don't like it, you'll need 2/3rds of the House, 2/3rds of the Senate,
and 3/4ths of the state legidlaturesto get rid of it. Good luck.

Such legislation would aso prevent timely patches to router firmware in the case of a zero-day attack, as closed-source
router firmare forces the user agency to be at the mercy of the router manufacturer, which may be defunct.

The FCC has no authority to enact this rule because it conflicts with various rulings on consumer choice, and falls afoul
of the burden of proof standards of our justice system- that is, that without proof that a particular version of software
violates some FCC rule with applicability to RF power, RF emissions out-of-band or in some other way out of character
with the FCC authorization previously granted to the hardware, the FCC may not restrict the use of software.

Certainly, with software-defined-radio applications, the FCC license for the hardware is granted for the software as well,
in situations where the software's treatment of hardware is a part of its compliance behavior, however, with system-on-
a-chip type wifi solutionsin PCs, routers, and other devices, there is no expectation that alteration of software or
firmware will cause noncompliant emissions.

This action is transparently not a part of the FCC's charter, but isinstead being ordered by intelligence agencies who
would like to restrict OS and router behavior such that the currently installed access protocols for NSA interference with



device security are preserved, a position only necessary for a police-state government which believes that the 4th
amendment does not apply because they really feel that they could make us all safer if only the 4th Amendment was
never written. Well, it HAS been written, and if you don't like it, you'll need 2/3rds of the House, 2/3rds of the Senate,
and 3/4ths of the state legidlaturesto get rid of it. Good luck.

Such legislation would aso prevent timely patches to router firmware in the case of a zero-day attack, as closed-source
router firmare forces the user agency to be at the mercy of the router manufacturer, which may be defunct.
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Comment: To the FCC,

| respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices. Wireless networking research depends on the ability of researchersto investigate
and modify their devices. Americans need the ability to fix security holesin their devices when the manufacturer
chooses to not do so. Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the
NPRM. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of
users and companies to install the software of their choosing.

Sincerely,
Benjamin Hahl

To the FCC,

| respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices. Wireless networking research depends on the ability of researchersto investigate
and modify their devices. Americans need the ability to fix security holesin their devices when the manufacturer
chooses to not do so. Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the
NPRM. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of
users and companies to install the software of their choosing.

Sincerely,
Benjamin Hahl
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Comment: Please do not violate user freedom by locking down computers!

People need to own their computing devices. This requires the freedom to run *any* software on them. If the user uses a
particular piece of software to commit anillegal act, then of course their actions should be punished. But by prohibiting
the installation of any software other than the manufacturer's, the FCC is eliminating freedom for all based on potential
abuse by afew.

Thisisdangerousin itself, but it also sets an extremely dangerous precedent for the future of computing. A wireless
router or a mobile phone radio is a computing device at its core. Of course computers can be used to violate regulations
or break laws - that's been true since the beginning of computing. But taking away the freedom of the user to run the
software of their choice has never been the answer, and it never will be.

| stand for user freedom, along with the Electronic Frontier Foundation and the Free Software Foundation, to save WiFi
and other RF computing from this proposed attack on users.

Please do not violate user freedom by locking down computers!

People need to own their computing devices. This requires the freedom to run *any* software on them. If the user uses a
particular piece of software to commit an illegal act, then of course their actions should be punished. But by prohibiting
the installation of any software other than the manufacturer's, the FCC is eliminating freedom for all based on potential
abuse by afew.

Thisisdangerousin itself, but it also sets an extremely dangerous precedent for the future of computing. A wireless
router or amobile phone radio is a computing device at its core. Of course computers can be used to violate regulations
or break laws - that's been true since the beginning of computing. But taking away the freedom of the user to run the
software of their choice has never been the answer, and it never will be.

| stand for user freedom, along with the Electronic Frontier Foundation and the Free Software Foundation, to save WiFi
and other RF computing from this proposed attack on users.
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Comment: Thislaw issignificantly too broad, and could be used to abuse and hinder open-source projects upon which
many entities (including the United States Government) relies on.

The modification of firmware on devicesis of important economic value, so much so that Linksys/Cisco continues to
sell a13-year-old router specificaly designed for such modifications. This device is based on open-source software, and
might not exist were this law enacted before the router's creation.

Security experts will potentially be blocked from doing legitimate security research to protect important health and
safety systems because they cannot modify devices as an attacker would.

Consumers will be at the mercy of corporations, including foreign entities that might have malicious intent.

In 2010, Dell discovered malware on important replacement components (motherboards) buried in the firmware. This
could be true of *any* firmware, and it would be up to manufacturers to detect and repair the problem in millions of
machines. In an erawhere software and hardware manufacturers may take weeks, months, or even yearsto fix security
problems, thisis entirely unacceptable. Consumers must be able to remedy such problems freely on their own.

These restrictions would endanger Americans. Do not enact them.

Thislaw is significantly too broad, and could be used to abuse and hinder open-source projects upon which many
entities (including the United States Government) relies on.

The modification of firmware on devicesis of important economic value, so much so that Linksys/Cisco continues to
sell a 13-year-old router specifically designed for such modifications. This device is based on open-source software, and
might not exist were this law enacted before the router's creation.

Security experts will potentially be blocked from doing legitimate security research to protect important health and
safety systems because they cannot modify devices as an attacker would.

Consumers will be at the mercy of corporations, including foreign entities that might have malicious intent.
In 2010, Dell discovered maware on important replacement components (motherboards) buried in the firmware. This

could be true of *any* firmware, and it would be up to manufacturers to detect and repair the problem in millions of
machines. In an erawhere software and hardware manufacturers may take weeks, months, or even years to fix security



problems, thisis entirely unacceptable. Consumers must be able to remedy such problems freely on their own.

These restrictions would endanger Americans. Do not enact them.
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Comment: Please do not implement these rules on any devices. This proposal will be highly detrimental to innovation,
the open source community and society as awhole. Locking down al devices with cellular radios limits the ability of
legitimate researchers to develop new network technologies as well as explore existing technology for flaws that |eave
networks exposed to hackers.

Furthermore, many device manufacturers fail to update released device software after as little as 12 months. Locking
down the software on the device would then expose consumers to flaws in the software that they could otherwise patch
themselves with open sourced solutions. In mobile phone firmware in particular, aftermarket ROMs for android
smartphones can extend the life and functionality of the phones greatly.

Please reject this proposal and do not sacrifice al the hard work and innovation Americans depend on for our economic
success in technology centric fields.

Please do not implement these rules on any devices. This proposal will be highly detrimental to innovation, the open
source community and society as awhole. Locking down all devices with cellular radios limits the ability of legitimate
researchers to develop new network technologies as well as explore existing technology for flaws that leave networks
exposed to hackers.

Furthermore, many device manufacturers fail to update released device software after as little as 12 months. Locking
down the software on the device would then expose consumers to flaws in the software that they could otherwise patch
themselves with open sourced solutions. In mobile phone firmware in particular, aftermarket ROMs for android
smartphones can extend the life and functionality of the phones grestly.

Please rgject this proposal and do not sacrifice all the hard work and innovation Americans depend on for our economic
success in technology centric fields.
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Comment: Please do not restrict firmware. Let people use the devices they purchase in the way they would like.

Please do not restrict firmware. Let people use the devices they purchase in the way they would like.
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Comment: To Whom It may concern:

| would like to urge you NOT to implement the section of the proposed rule that would limit user's ability to run custom
firmware on their networking hardware (such as routers, modems, switches). A huge community has sprung up around
custom firmware for these devices, often times fixing bugs that the manufacturer neglects. | personally have done this
on many networking components and the custom firmwares have always been an improvement. Locking users out of
their own equipment isn't only unethical, but it will lead to aless secure internet.

Thank you for your time and for taking my comment into consideration.

To Whom It may concern:

| would like to urge you NOT to implement the section of the proposed rule that would limit user's ability to run custom
firmware on their networking hardware (such as routers, modems, switches). A huge community has sprung up around
custom firmware for these devices, often times fixing bugs that the manufacturer neglects. | personally have done this
on many networking components and the custom firmwares have always been an improvement. L ocking users out of
their own equipment isn't only unethical, but it will lead to aless secure internet.

Thank you for your time and for taking my comment into consideration.
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Comment: Hi Please do not lock down the WiFi Routers or regulation the bands use for WiFi.
Open and free software is wave of future please do lock down the future. | thank Wifi are part 15 devices are more
Regulations needed ? | am Amateur radio Op (N3JGH) and Linux user.

Thank Y ou

Erich Keyes

Hi Please do not lock down the WiFi Routers or regulation the bands use for WiFi.

Open and free software is wave of future please do lock down the future. | thank Wifi are part 15 devices are more
Regulations needed ? | am Amateur radio Op (N3JGH) and Linux user.

Thank Y ou

Erich Keyes
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Comment: Asatechnology professional, | oppose these restrictions on the following grounds:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Mesh networking which helps first responders in emergencies, also helps provide anonymity, creates a
backup/alternative communications network, will become more difficult than it needs to be with these new rules.

Users should be able to manipulate and control all aspects of their devices.

The ability to run fully open source software on your devices will be severely hampered and possibly impossible with
these new rules.

These new rules will make it extremely difficult if not illegal, to make an open source baseband for cellphones to
prevent rogue towers like Stingrays. It will also harm any attempts to build open source cell towers and systems.
As atechnology professional, | oppose these restrictions on the following grounds:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.



Mesh networking which helps first responders in emergencies, also helps provide anonymity, creates a
backup/alternative communications network, will become more difficult than it needs to be with these new rules.

Users should be able to manipulate and control all aspects of their devices.

The ability to run fully open source software on your devices will be severely hampered and possibly impossible with
these new rules.

These new rules will make it extremely difficult if not illegal, to make an open source baseband for cellphones to
prevent rogue towers like Stingrays. It will also harm any attempts to build open source cell towers and systems.
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Comment: Under the guise of "streamlining”, "promoting significant cost savings', "reducing burdens', theserules are
an attack on consumer communications. Please protect the consumer's right to control of their own communications and
do not pass these regulations.

Under the guise of "streamlining"”, "promoting significant cost savings', "reducing burdens’, these rules are an attack
on consumer communications. Please protect the consumer's right to control of their own communications and do not
pass these regulations.
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Comment: | am amonetary supporter of the DD-WRT project, a community-supported project to replace router
firmware with a more feature-complete version.

Making router flashing against FCC regulations would prevent community innovation, similar to how bootloader
locking on phones prevents end users from completely owning their phones.

I would urge the FCC to consider the open-source community and the innovation and collaboration that gave us projects
like DD-WRT.

| am amonetary supporter of the DD-WRT project, a community-supported project to replace router firmware with a
more feature-complete version.

Making router flashing against FCC regulations would prevent community innovation, similar to how bootloader
locking on phones prevents end users from completely owning their phones.

| would urge the FCC to consider the open-source community and the innovation and collaboration that gave us projects
like DD-WRT.
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Comment: Are you people smoking crack?

Did you even think about people's jobs finding major bugs in shitty firmware that won't get updated? Or, how many
fucking HORRIBLE firmware exists already, and now you're trying to cut off it's updates, so we're al as vulnerable as
the goverment.

You didn't? Well, you can go fuck yourself, | will install whatever | want on whatever wifi device | want.

Thanks for nothing FCC.

Are you people smoking crack?

Did you even think about people's jobs finding major bugs in shitty firmware that won't get updated? Or, how many
fucking HORRIBLE firmware exists already, and now you're trying to cut off it's updates, so we're al as vulnerable as
the goverment.

You didn't? Well, you can go fuck yourself, | will install whatever | want on whatever wifi device | want.

Thanks for nothing FCC.
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Comment: | want to control the devicesi own and that includes the firmware and software. | do not want backdoors and
bugs. And i want to have the right to choose the firmware i want.

| want to control the devicesi own and that includes the firmware and software. | do not want backdoors and bugs. And
I want to have the right to choose the firmware i want.
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Comment: Don't beafool.

Don't be afool.
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Comment: The ability to place non-OEM firmware on networking equipment is absolutely necessary to ensure that
security and functionality issues are fixed. Wireless router manufacturers often abandon development for old hardware
quickly leading to its obsolescence. Allowing for alternative open source software to run on these devices prevents their
disposal and also improves the online safety of the users.

The FCC needsto avoid the heavy handed approach of needlessly banning al custom firmware and instead look for
more prudent and enforceabl e solutions. This proposed rule only serves to punish the users that abide by the rules and
will not prevent anyone from transmitting on others licensed spectrum. Removing the options for non-OEM tested
firmware will not prevent the problem the FCC is attempting to address since the individuals who are willing to violate
FCC regulations will continue to find away to do so.

Don't punish everyone for the intentions of afew, especialy if that punishment won't stop the perpetrators from
continuing to commit crimes.

The ability to place non-OEM firmware on networking equipment is absolutely necessary to ensure that security and

functionality issues are fixed. Wireless router manufacturers often abandon development for old hardware quickly
leading to its obsolescence. Allowing for aternative open source software to run on these devices prevents their disposal
and also improves the online safety of the users.

The FCC needsto avoid the heavy handed approach of needlessly banning all custom firmware and instead ook for
more prudent and enforceable solutions. This proposed rule only serves to punish the users that abide by the rules and
will not prevent anyone from transmitting on others licensed spectrum. Removing the options for non-OEM tested
firmware will not prevent the problem the FCC is attempting to address since the individuals who are willing to violate
FCC regulations will continue to find away to do so.

Don't punish everyone for the intentions of afew, especialy if that punishment won't stop the perpetrators from
continuing to commit crimes.
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Comment: Please don't implement rulesthat limit my ability to install software of my choice on my computational
hardware. It's important that I'm able to use software that implements features that hardware manufactures don't support
such as custom traffic shaping. It's also important that | can continue to keep my software up to date with the latest
security updates without having to wait for the hardware manufacture, who may choose to ignore security exploits for
older hardware, leaving me at security risk. Finally, as a software developer, it's very important that custom software
can be installed for research and educational purposes.

Please don't implement rules that limit my ability to install software of my choice on my computational hardware. It's
important that I'm able to use software that implements features that hardware manufactures don't support such as
custom traffic shaping. It's a'so important that | can continue to keep my software up to date with the latest security
updates without having to wait for the hardware manufacture, who may choose to ignore security exploits for older
hardware, leaving me at security risk. Finally, as a software developer, it's very important that custom software can be
installed for research and educational purposes.
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Comment: This proposal would effectively make it impossible for usersto install custom firmwarw on their own
property. The government and more specifically the FCC shouldn't have the right to be able to tell me what | can and
can't install on my personal property.

This proposal would effectively make it impossible for usersto install custom firmwarw on their own property. The
government and more specifically the FCC shouldn't have the right to be able to tell me what | can and can't install on
my personal property.
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Comment: While significant changes have occurred in technology and use of Wifi communications, the users of these
devices still fall in ssimple groups, those who use an item out of the box and enthusiast users who seek to use the
maximum legal potential of a piece of persona property.

If communication devices are limited to thresholds suitable for most users and prevented from further use by those
aware of their legal potential, the market will split and a demand for enthusiast hardware will develop and likely not be
served by the regulated market.

If the FCC desires to increase or create agrey or black market for wireless communications items, it seemsto be
working against its founding principles.

When staying within the law, using broadcast equipment to its appropriate limit poses no harm and speculating about
inappropriate use to restrict or alter future products is absurd if not paranoid.

Please use enforcement dollars to restrict the activities of those not using products in alegal manner rather than restrict
future products from being useful at all.

While significant changes have occurred in technology and use of Wifi communications, the users of these devices still
fall in simple groups, those who use an item out of the box and enthusiast users who seek to use the maximum legal
potential of a piece of personal property.

If communication devices are limited to thresholds suitable for most users and prevented from further use by those
aware of their legal potential, the market will split and a demand for enthusiast hardware will develop and likely not be
served by the regulated market.

If the FCC desiresto increase or create agrey or black market for wireless communications items, it seems to be
working against its founding principles.

When staying within the law, using broadcast equipment to its appropriate limit poses no harm and speculating about
inappropriate use to restrict or alter future products is absurd if not paranoid.



Please use enforcement dollars to restrict the activities of those not using products in alegal manner rather than restrict
future products from being useful at all.
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Comment: Infringing upon computing users rights

Until now, users of computing devices have had the ability to install the software of their choice. In particular, users
have had the ability to install free and open source operating systems and software which most appropriately fits their
needs. Whether the user wants to install OpenWrt on arouter or a distribution based upon the Linux kernel on their
laptop computer or smartphone, users have been able to control the devices they own. Through this control, users can
explore how their computing devices work, educate themselves on the design of hardware, protect themselves from
invasive spying by competitors and foreign governments and enrich their own lives and the lives of others through
improved software.

Interfering with innovation in the wireless space

Innovation in network and wireless technology depends on the ability of users and resellers to experiment with software
and hardware at the deepest levels. CeroWrt, an open source router firmware, developed afix for an important form of
network congestion called Bufferbloat. Thisfix iswas added to the Linux kernel to be used by the billions of users of
Linux.

Mesh networking technologies for developing stable distributed internet access are regularly implemented using various
versions of Linux installed by an end-user and much research and implementation on mesh networking has occurred
outside of manufacturers. Nearly 7,200 scholarly articles on wireless networking technol ogies reference a particul ar
brand of open and modifiable hardware which would be banned under these rules. Mesh networking is used for data
communication by amateur radio operators responding to natural disasters. Without the ability to change the software on
the device, these innovations would not have occurred.

User-access to source code is another innovation in and of itself. It has led to bug fixes, security enhancements, and
features that were not part of the original code base. In one instance a user was able to fix a critical bug impacting all
wifi adapters based on a particular set of Qualcomm Atheros wireless chipset(s). As users were frequently being
disconnected under certain conditions one user took it upon themselves to track down and fix the bug [1]. Thiswould
not have been possible had the source code for the firmware been unavailable, or had these devices otherwise been
locked.

Finally, numerous companies modify the software on off-the-shelf wireless devices for custom uses. Companies who
sell hardware to retailers for WiFi hotspots often install software customized to that task. Additionally many commercial
VPN providers sell wireless routers as part of there product offerings. Denying companies and users the option to
purchase more secure routers with support for VPN services will put avariety of users at risk.



The regulations on software defined radios should not restrict the ability to replace software on computing devices

As written, the regulations require that manufacturers prevent modification of all software computing devices which use
software defined radios. The Commission should amend the regulations in a manner which protects the traditional right
of law abiding users to understand and improve the software on their devices.

The regulations on e-labels should not restrict the ability to replace software on computing devices

| understand and appreciate the need for proper labeling of wireless devices and the requirements set by Congressin the
E-Label Act. The Commission should amend the regulations to guarantee el ectronic labels do not interfere with the
ability of downstream parties to install any software they so choose.

Infringing upon computing users rights

Until now, users of computing devices have had the ability to install the software of their choice. In particular, users
have had the ability to install free and open source operating systems and software which most appropriately fits their
needs. Whether the user wants to install OpenWrt on arouter or a distribution based upon the Linux kernel on their
laptop computer or smartphone, users have been able to control the devices they own. Through this control, users can
explore how their computing devices work, educate themselves on the design of hardware, protect themselves from
invasive spying by competitors and foreign governments and enrich their own lives and the lives of others through
improved software.

Interfering with innovation in the wireless space

Innovation in network and wireless technology depends on the ability of users and resellers to experiment with software
and hardware at the deepest levels. CeroWrt, an open source router firmware, developed afix for an important form of
network congestion called Bufferbloat. Thisfix iswas added to the Linux kernel to be used by the billions of users of
Linux.

Mesh networking technologies for developing stable distributed internet access are regularly implemented using various
versions of Linux installed by an end-user and much research and implementation on mesh networking has occurred
outside of manufacturers. Nearly 7,200 scholarly articles on wireless networking technol ogies reference a particular
brand of open and modifiable hardware which would be banned under these rules. Mesh networking is used for data
communication by amateur radio operators responding to natural disasters. Without the ability to change the software on
the device, these innovations would not have occurred.

User-access to source code is another innovation in and of itself. It has led to bug fixes, security enhancements, and
features that were not part of the original code base. In one instance a user was able to fix acritical bug impacting all
wifi adapters based on a particular set of Qualcomm Atheros wireless chipset(s). As users were frequently being
disconnected under certain conditions one user took it upon themselves to track down and fix the bug [1]. Thiswould
not have been possible had the source code for the firmware been unavailable, or had these devices otherwise been
locked.

Finally, numerous companies modify the software on off-the-shelf wireless devices for custom uses. Companies who
sell hardware to retailers for WiFi hotspots often install software customized to that task. Additionally many commercial
VPN providers sell wireless routers as part of there product offerings. Denying companies and users the option to
purchase more secure routers with support for VPN services will put avariety of users at risk.

The regulations on software defined radios should not restrict the ability to replace software on computing devices

Aswritten, the regul ations require that manufacturers prevent modification of all software computing devices which use



software defined radios. The Commission should amend the regulations in a manner which protects the traditional right
of law abiding users to understand and improve the software on their devices.

The regulations on e-labels should not restrict the ability to replace software on computing devices
| understand and appreciate the need for proper labeling of wireless devices and the requirements set by Congressin the

E-Label Act. The Commission should amend the regulations to guarantee electronic labels do not interfere with the
ability of downstream partiesto install any software they so choose.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: James

Last Name: Vernon

Mailing Address: 6 Moorlands Westwoodside

City: Doncaster

Country: United Kingdom

State or Province: Y outh Y orkshore

ZIP/Postal Code: DN9 2HB

Email Address:

Organization Name:

Comment: Thislegidation poses a huge and substantial threat to the open source world. If it were to becomeillegal to
put open source software on devices with awifi antennait would force over 50% of webservers to change their
operating systems, 99.8% of super computers to do the same, 90% of embedded devices (due to the linux kernal running
onit) and so on...

It would mean as a sysadmin it would require a complete restructuring of our businessif the same legislation was
enforced in the UK as many laws trickle down to us in one form or another eventually. It could literally put us out of
business by forcing us to pay hundreds of thousands of pounds on software licenses which we have would have no idea
if they are secure or not. The impact thiswould have is enormous. Thisisthefirst time | have ever commented to the
FCC and | do not live in the US.

| implore you as aprofessional in the IT industry to reconsider this.

This legislation poses a huge and substantial threat to the open source world. If it were to become illegal to put open
source software on devices with awifi antennait would force over 50% of webserversto change their operating
systems, 99.8% of super computers to do the same, 90% of embedded devices (due to the linux kernal running on it) and
soon...

It would mean as a sysadmin it would require a complete restructuring of our businessif the same legislation was
enforced in the UK as many laws trickle down to us in one form or another eventually. It could literally put us out of
business by forcing us to pay hundreds of thousands of pounds on software licenses which we have would have no idea
if they are secure or not. The impact this would have is enormous. Thisis the first time | have ever commented to the
FCC and | do not live in the US.

| implore you as a professional in the I'T industry to reconsider this.
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Comment: The proposed rules would seem to inhibit manufacturers from creating a generic platform which can be
configure by the end user for operation within his country. Different standards exist for operation on 2.4Ghz and 5Ghz
throughout the world. This proposed rule would force the manufacturer to only deliver wireless devices that conform to
that country's current restrictions. Changes to the Country's allowed frequencies would require sending the equipment
back to the manufacturer. A device that could have been designed for usein EU, USA, Canadawould no longer exist,
you would need to create specia versions (and likely software for each) which would impact manufacturers. Y ou
probably didn't consider this before drafting thisrule.

I work with and have worked for awireless equipment manufacturer and as a System Test Engineer, have to verify
operation of equipment in various configurations. Now as a contractor (after being an employee for 35 years), this
legislation would impact me directly and block my abilities to work as a contractor. (Since I'm not a manufacturer, the
interpretation of whom can perform changes to the equipment will likely be locked down by this rule and | would be
unable to change defaults set into the equipment.)

| think the ruleisill conceived and should not be approved. Y our rule will only apply to engineers working in the US
and would not apply to the rest of the world, so why are you blocking our ability to compete in the world market?

The proposed rules would seem to inhibit manufacturers from creating a generic platform which can be configure by the
end user for operation within his country. Different standards exist for operation on 2.4Ghz and 5Ghz throughout the
world. This proposed rule would force the manufacturer to only deliver wireless devices that conform to that country's
current restrictions. Changes to the Country's allowed frequencies would require sending the equipment back to the
manufacturer. A device that could have been designed for use in EU, USA, Canada would no longer exist, you would
need to create special versions (and likely software for each) which would impact manufacturers. Y ou probably didn't
consider this before drafting thisrule.

I work with and have worked for a wireless equipment manufacturer and as a System Test Engineer, have to verify
operation of equipment in various configurations. Now as a contractor (after being an employee for 35 years), this
legislation would impact me directly and block my abilities to work as a contractor. (Since I'm not a manufacturer, the
interpretation of whom can perform changes to the equipment will likely be locked down by thisrule and | would be
unable to change defaults set into the equipment.)

| think the ruleisill conceived and should not be approved. Y our rule will only apply to engineers working in the US
and would not apply to the rest of the world, so why are you blocking our ability to compete in the world market?
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Comment: Dear FCC Commissioners & Committee members,

| respectfully request you do not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices, and specifically, | ask your reject rule "Equipment Authorization and Electronic
Labeling for Wireless Devices' (ET Docket No. 15-170; RM-11673).

Often research begins with off-the-shelf equipment because it is affordable and easily available. Imposing further
regulation on our personal devices will unnecessarily hamper wireless networking research that depends on the ability
of researchers to investigate and modify such devices. Either reject this rule, or modify the rule to exclude computer
networking devices and wifi networking communications equipment.

We as citizens need the opportunity to fix security holes and flaws in our equipment when the manufacturer fails to do
so. Granted, not all have the ability, but for those who do it is essential. Historically, users have fixed serious bugsin
their wifi drivers, this would be banned under the ET Docket No. 15-170; RM-11673.

Additionally, Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, and othersin the IT
service industry depend on the ability of individual users and companies to customize or further secure commercial
products by installing software of their choosing.

Thank you for taking a stand for individual rights and protecting our liberty by voting against ET Docket No. 15-170;
RM-11673!

Respectfully,
Tim Esau
Private citizen

Dear FCC Commissioners & Committee members,

| respectfully request you do not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices, and specifically, | ask your reject rule "Equipment Authorization and Electronic
Labeling for Wireless Devices' (ET Docket No. 15-170; RM-11673).

Often research begins with off-the-shelf equipment because it is affordable and easily available. Imposing further
regulation on our personal devices will unnecessarily hamper wireless networking research that depends on the ability
of researchersto investigate and modify such devices. Either rgject thisrule, or modify the rule to exclude computer
networking devices and wifi networking communications equi pment.



We as citizens need the opportunity to fix security holes and flaws in our equipment when the manufacturer fails to do
so. Granted, not all have the ability, but for those who do it is essential. Historically, users have fixed serious bugsin
their wifi drivers, thiswould be banned under the ET Docket No. 15-170; RM-11673.

Additionally, Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, and othersin the IT
service industry depend on the ability of individual users and companies to customize or further secure commercial
products by installing software of their choosing.

Thank you for taking a stand for individual rights and protecting our liberty by voting against ET Docket No. 15-170;
RM-11673!

Respectfully,
Tim Esau
Private citizen
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Comment: Please withdraw this proposed rule. Innovation is difficult enough in the US. While sounding like a common
sense approach to a problem that doesn't exist, this proposed rule, if approved and enacted, will foreclose thousands of
innovations under development. These innovations will have profound effects on human health treatment, climate
maping and monitoring, and food production / distribution. Please withdraw this proposed rule.

Please withdraw this proposed rule. Innovation is difficult enough in the US. While sounding like a common sense
approach to a problem that doesn't exist, this proposed rule, if approved and enacted, will foreclose thousands of
innovations under development. These innovations will have profound effects on human health treatment, climate
maping and monitoring, and food production / distribution. Please withdraw this proposed rule.
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Comment: | believethat it is every American's right to write and operate Open and Free software if they have the
ability and reason to do so. Limiting the types of software that can be implemented means handing over unprecedented
power to telecommunications companies yet again, and that is an act | cannot support from this administration. The
dangers presented by such an act outweigh their benefits, and | put my support behind those who would craft and
implement improved software free of the bugs, feature locks, and security holes found constantly in WiFi router
firmware.

| believe that it is every American's right to write and operate Open and Free software if they have the ability and reason
to do so. Limiting the types of software that can be implemented means handing over unprecedented power to
telecommunications companies yet again, and that is an act | cannot support from this administration. The dangers
presented by such an act outweigh their benefits, and | put my support behind those who would craft and implement
improved software free of the bugs, feature locks, and security holes found constantly in WiFi router firmware.
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Comment: | know of no good reason to restrict operating system software on any computing hardware | purchase, as |
seefit. Thereisno security risk, in fact, thereis LESS security risk, in INCREASED diversity of operating systems.
Hackers mostly target Windows because most people useit. Forcing people to use the buggiest OS on their hardware is
not improving security.

Locking down wifi routersis plain stupid. Most good network engineers install the open source software, because: a) it
works better and more consistently with other manufacturers equipment, and b) because bug fixes are quickly
distributed and upgraded. L ocking down wifi routers so computer literate engineers cannot secure their own network,
without worrying about unintentional, or even by design, backdoors that are discovered every year.

I know of no good reason to restrict operating system software on any computing hardware | purchase, as| seefit.
There is no security risk, in fact, thereis LESS security risk, in INCREASED diversity of operating systems. Hackers
mostly target Windows because most people useit. Forcing people to use the buggiest OS on their hardware is not
improving security.

Locking down wifi routersis plain stupid. Most good network engineers install the open source software, because: a) it
works better and more consistently with other manufacturers equipment, and b) because bug fixes are quickly
distributed and upgraded. L ocking down wifi routers so computer literate engineers cannot secure their own network,
without worrying about unintentional, or even by design, backdoors that are discovered every year.
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Comment: Thiswould only stifle innovation. Many of the most useful features being incorporated into consumer level
wireless routers were created first in open source. The safety you seek by closing this option is left wide open on non
wifi related devices.

this effort seem like a close minded attempted to help the industry, written by someone with a limited understanding of
the technology.

Thiswould only stifle innovation. Many of the most useful features being incorporated into consumer level wireless
routers were created first in open source. The safety you seek by closing this option is left wide open on non wifi
related devices.

this effort seem like a close minded attempted to help the industry, written by someone with alimited understanding of
the technol ogy.
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Comment: Thisisaterribleidea. You reducing the citizen's ability to actively participate and modify the technol ogy
they by all rights should own. By doing this, you are also restricting the people's ability to create and modify their own
technology without being a part of a major corporation.

Thisisaterribleidea. Y ou reducing the citizen's ability to actively participate and modify the technology they by al
rights should own. By doing this, you are also restricting the people's ability to create and modify their own technology
without being a part of amajor corporation.
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Comment: This proposed ruleis amiserable idea, comparable to a WiFi version of SOPA/PIPA. Not only would it
completely prevent individual wireless research (open source projects have been leading the way in advancement and
standards for some time now), but also unfairly target any organizations not large enough to officially create their own
devicesto put their own firmware on. Thousands of local and high school electronics clubs across the country would be
severely limited, and networking education would be much more difficult to happen legally. This completely goes
against any ownership of any products, and is an incredibly broad rule. User created firmware for wireless devicesis
already very widespread, this rule would make millions of Americans (And thousands of businesses) criminals, and
many without any knowledge of that. Not to mention, there is ssmply no advantage of this rule other than to provide
more power to companies who won't necessarily be acting in the best interests of consumers. Custom firmware is done
by teams with an actual devotion to what they do, and is shown to be more secure than the preinstalled firmware many
companies leave on their devices, without updates or support, and open to vulnerabilities that may never get fixed.

This proposed rule is amiserable idea, comparable to a WiFi version of SOPA/PIPA. Not only would it completely
prevent individual wireless research (open source projects have been leading the way in advancement and standards for
some time now), but also unfairly target any organizations not large enough to officially create their own devices to put
their own firmware on. Thousands of local and high school electronics clubs across the country would be severely
limited, and networking education would be much more difficult to happen legally. This completely goes against any
ownership of any products, and is an incredibly broad rule. User created firmware for wireless devicesis already very
widespread, this rule would make millions of Americans (And thousands of businesses) criminals, and many without
any knowledge of that. Not to mention, there is ssmply no advantage of this rule other than to provide more power to
companies who won't necessarily be acting in the best interests of consumers. Custom firmware is done by teams with
an actual devotion to what they do, and is shown to be more secure than the preinstalled firmware many companies
leave on their devices, without updates or support, and open to vulnerabilities that may never get fixed.
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Comment: | totally disagree with this proposal.

If this proposal becomes law it will seriously impinge on civil liberties and individual freedom and will detract from the
advancement of private research. Furthermore it will concentrate future developments in afew corporate hands.

| totally disagree with this proposal.
If this proposal becomes law it will seriously impinge on civil liberties and individual freedom and will detract from the
advancement of private research. Furthermore it will concentrate future developments in afew corporate hands.
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices. Additional points:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

Thank you.

Please do not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices. Additional points:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

Thank you.
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Comment: | respectfully ask that you not remove users ability to install software of their choosing on electronic devices
they have purchased. Allowing usersto install security patches to their devices, as well asimprove upon the security of
their devices by creating their own software, is something that the FCC shouldn't actively try to hinder.

Please reconsider.

| respectfully ask that you not remove users ability to install software of their choosing on electronic devices they have
purchased. Allowing usersto install security patches to their devices, as well asimprove upon the security of their
devices by creating their own software, is something that the FCC shouldn't actively try to hinder.

Please reconsider.
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Comment: | respectfully ask the FCC not to implement rules that take away the ability of usersto install software of
their choosing on their computing devices. Wireless networking research depends on the ability of researchers to
investigate and modify their devices. Additionally Americans need the ability to fix security holesin their devices when
the manufacturer chooses to not do so.

| respectfully ask the FCC not to implement rules that take away the ability of usersto install software of their choosing
on their computing devices. Wireless networking research depends on the ability of researchers to investigate and
modify their devices. Additionally Americans need the ability to fix security holesin their devices when the
manufacturer chooses to not do so.
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Comment: | must strongly disagree with this. Not only is giving people access to their own modifications not hurting
anybody, but many of the largest infrastructures in the world actually USE Linux to operate. | do not believe stopping
people modifying will accomplish anything, and as such, no point enforcing it.

Literally the stupidest thing I've seen all year.

| must strongly disagree with this. Not only is giving people access to their own modifications not hurting anybody, but
many of the largest infrastructures in the world actually USE Linux to operate. | do not believe stopping people
modifying will accomplish anything, and as such, no point enforcing it.

Literally the stupidest thing I've seen all year.
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Comment: Aslong asthey are not breaking any laws, users should be able to modify the firmware of their router, or
indeed any device that they own, if they decide to. Please stop taking away rights from citizens and giving them to
corporations.

Aslong as they are not breaking any laws, users should be able to modify the firmware of their router, or indeed any
device that they own, if they decide to. Please stop taking away rights from citizens and giving them to corporations.
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Comment: This document needs a clear exemption for hobbyists and individuals who may chose to modify commercial
equipment. There should be a clear statement that there is no requirement for such an individual to need anew FCC ID
and they shall be held harmless as long as the modified device does not cause any interference.

This document needs a clear exemption for hobbyists and individuals who may chose to modify commercial equipment.
There should be a clear statement that there is no requirement for such an individual to need anew FCC ID and they
shall be held harmless as long as the modified device does not cause any interference.
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices.

Please do not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices.
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Comment: Thisisaterribleidea. Asaconsumer, | should have the right to hack, flash, or otherwise modify any device
I OWN inany way | choose. Thisis yet another attempt to stifle innovation and turn physical devices into subscription
services for their manufacturers. Please focus on the rights of the consumer rather than the profit making desires of
corporations.

Thisisaterrible idea. Asaconsumer, | should have the right to hack, flash, or otherwise modify any devicel OWN in
any way | choose. Thisisyet another attempt to stifle innovation and turn physical devices into subscription services for
their manufacturers. Please focus on the rights of the consumer rather than the profit making desires of corporations.
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Comment: Don't stifle innovation !!!

Don't stifle innovation !!!
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Comment: The United States of Americais supposed to be a beacon for freedom and innovation, since the inception of
its government. Government and its agencies and bureaucracies are not supposed to stand in the way of freedom,
innovation, and new possibilities with rules, ordinances, laws, legislation, and regulations.

Imposing more rules and banning innovation, custom firmware, software, and even hardware modifications will further
stifle this great republic. Tying the hands of the best and brightest, those willing to explore new avenues of this
technology.

Do not stand in the way of progress. Someone else, in some other country, in some other place will benefit and the USA
will losein the long run.

Also, will this ban, ever affect governmental agencies and bureaucracies? If the FCC iswilling to use its 'banhammer’
then it should apply across the ENTIRE spectrum of the US (from the CIA, NSA, to the military, then lastly to its
citizens). If not, then what is the purpose making this modification illegal ?

The United States of Americais supposed to be a beacon for freedom and innovation, since the inception of its
government. Government and its agencies and bureaucracies are not supposed to stand in the way of freedom,
innovation, and new possibilities with rules, ordinances, laws, legislation, and regulations.

Imposing more rules and banning innovation, custom firmware, software, and even hardware modifications will further
stifle this great republic. Tying the hands of the best and brightest, those willing to explore new avenues of this
technology.

Do not stand in the way of progress. Someone else, in some other country, in some other place will benefit and the USA
will lose in the long run.

Also, will this ban, ever affect governmental agencies and bureaucracies? If the FCC iswilling to use its 'banhammer’
then it should apply across the ENTIRE spectrum of the US (from the CIA, NSA, to the military, then lastly to its
citizens). If not, then what is the purpose making this modification illegal?



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Ronan
Last Name: McAllister
Mailing Address: POB 1535
City: Meadow Vista
Country: United States
State or Province: CA
ZIP/Postal Code: 95722
Email Address:
Organization Name:
Comment: FCC,

| am alicensed radio amateur in the US; | am asking the FCC to not implement rules that take away the ability of users
to install the open-source firmware/software of their choosing on their wireless routers.

If the FCC implement such arule, thiswill not only interfere with HAM radio operators who need the open platform of
wireless routers/gateways to enable future technology, but please also consider the following:

* Wireless networking research depends on the ability of researchersto investigate and modify their devices.
* Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
* Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

* Not fixing security holes either feeds cyberthreats or increases electronic waste.

* Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companies to install the software of their choosing.

* Thereis no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware.

If anyone should know the benefits gained by HAM radio operators having full and complete access to the firmware in
the WiFi routers they purchase for emergency communications, it should be the FCC!

Thank you
Ronan McAllister

FCC,

| am alicensed radio amateur inthe US; | am asking the FCC to not implement rules that take away the ability of users
to install the open-source firmware/software of their choosing on their wireless routers.



If the FCC implement such arule, thiswill not only interfere with HAM radio operators who need the open platform of
wireless routers/gateways to enable future technology, but please also consider the following:

* Wireless networking research depends on the ability of researchers to investigate and modify their devices.
* Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
* Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

* Not fixing security holes either feeds cyberthreats or increases electronic waste.

* Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

* Thereis no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware.

If anyone should know the benefits gained by HAM radio operators having full and complete access to the firmwarein
the WiFi routers they purchase for emergency communications, it should be the FCC!

Thank you
Ronan McAllister
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Comment: | object to any section which would prevent me from installing aftermarket firmware on my phone(s) or
router(s). Firmware from third parties, especially the open source varieties, often provide better features and bug fixes
than the original firmware or manufacturer provide and on a better timeline.

By locking out aftermarket firmware packages, this regulation would essentially lock OWNERS of hardware into buggy
original firmware with no way of providing their own remedy for firmware that includes hackable bugs or intentional
privacy breaches. Thisis especialy concerning with regard to operators of hardware who must comply with HIPAA and
other privacy-enforcing regulations.

| object to any section which would prevent me from installing aftermarket firmware on my phone(s) or router(s).
Firmware from third parties, especially the open source varieties, often provide better features and bug fixes than the
original firmware or manufacturer provide and on a better timeline.

By locking out aftermarket firmware packages, this regulation would essentially lock OWNERS of hardware into buggy
original firmware with no way of providing their own remedy for firmware that includes hackable bugs or intentional
privacy breaches. Thisis especially concerning with regard to operators of hardware who must comply with HIPAA and
other privacy-enforcing regulations.
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Comment: Public servants of the Federal Communications Commission,

It iswith great concern that | write you today regarding the latest proposal to restrict free use and research by private
citizens of alternative wireless and computing systems.

The ability for private citizens alongside, but not in conjunction with, federally approved researchers to conduct their
own research and use of any and all methods of electronic communication is paramount to the future progress of
technological advancement of this very necessary field of technology.

On the subject of liberty it isnot at all acceptable that, given we live in afree society, our use of technology should be
dependent upon federal approval of certain manufacturer's technology nor should our separate but intersecting third
party devices be limited by some arbitrarily concocted regulations. It is not within the federal government's powers or
mandate to codify specific software and hardware solely on the basis that it lies outside standard mainstream consumer
products. Further, information security is paramount in today's world and often alternative operating systems offer a
higher degree of internal systems security not found in most popular and conventional forms of consumer products. The
FCC could find itself in quite a precarious position should alarge number of citizens find their data in the hands of
unscrupulous individuals which could have been averted were they able to use alternative technology systems but were
denied due to the FCC's own regulatory measures.

Americans must also be able to secure their own data when the companies we rely on abstain from patching their own
security flaws. That the FCC would be considering a proposal which could leave private citizens at the mercy of
individuals operating outside the boundaries of the law isworrisome to say the least and in the past it has often been the
case that privacy gaps and security flaws in wireless hardware which transmits sensitive data has been fixed as a result
of the efforts of private individuals. This and many similar actions would be banned under the NPRM.

The FCC may aso run afoul of the First Amendment to the Constitution by limiting those citizens who seek to use
alternative methods and hardware to transmit wireless data as a matter of political principals and the desire to express
political dissent through legitimate consumption practices. The NPRM would stifle this very legitimate speech,
protected under the First Amendment, and may find itself on the wrong side of Constitutional Law and Supreme Court
precedent.

I hope my words have not been met by deaf ears and the Federal Communications Commission takes seriously the
implications of this very dangerous precedent being set should this regulatory measure come into effect. | am confident
in the FCC's ability to make the right choice by setting aside this regulatory measure and hanging it up in the "extremely



bad" category of regulatory ideas.
Public servants of the Federal Communications Commission,

It iswith great concern that | write you today regarding the latest proposal to restrict free use and research by private
citizens of alternative wireless and computing systems.

The ability for private citizens alongside, but not in conjunction with, federally approved researchers to conduct their
own research and use of any and all methods of electronic communication is paramount to the future progress of
technological advancement of this very necessary field of technology.

On the subject of liberty it isnot at al acceptable that, given we live in afree society, our use of technology should be
dependent upon federal approval of certain manufacturer's technology nor should our separate but intersecting third
party devices be limited by some arbitrarily concocted regulations. It is not within the federal government's powers or
mandate to codify specific software and hardware solely on the basis that it lies outside standard mainstream consumer
products. Further, information security is paramount in today's world and often alternative operating systems offer a
higher degree of internal systems security not found in most popular and conventional forms of consumer products. The
FCC could find itself in quite a precarious position should alarge number of citizens find their data in the hands of
unscrupulous individuals which could have been averted were they able to use alternative technology systems but were
denied due to the FCC's own regulatory measures.

Americans must also be able to secure their own data when the companies we rely on abstain from patching their own
security flaws. That the FCC would be considering a proposa which could leave private citizens at the mercy of
individuals operating outside the boundaries of the law is worrisome to say the least and in the past it has often been the
case that privacy gaps and security flaws in wireless hardware which transmits sensitive data has been fixed as a result
of the efforts of private individuals. This and many similar actions would be banned under the NPRM.

The FCC may also run afoul of the First Amendment to the Constitution by limiting those citizens who seek to use
alternative methods and hardware to transmit wireless data as a matter of political principals and the desire to express
political dissent through legitimate consumption practices. The NPRM would stifle this very legitimate speech,
protected under the First Amendment, and may find itself on the wrong side of Constitutional Law and Supreme Court
precedent.

I hope my words have not been met by deaf ears and the Federal Communications Commission takes seriously the
implications of this very dangerous precedent being set should this regulatory measure come into effect. | am confident
in the FCC's ability to make the right choice by setting aside this regulatory measure and hanging it up in the "extremely
bad" category of regulatory idess.
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Comment: Dear Commission:

I am writing this comment to ask you to please think more carefully about this proposed rule. While there are always
bad actors, the benefits of allowing consumers to load new software onto their devices far outweigh the occasional
enforcement issue.

1) Wireless networking research depends on the ability of researchersto investigate and modify their devices.

2) Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Manufacturers are notorious for abandoning these low-margin products, preferring to spend their resources on new
products instead.

3) Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

4) Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

If these new rules are not carefully limited in scope and their implications thought through, it will be very tempting for
manufacturers simply to lock down their WiFi devices entirely and prevent any third-party firmware installation rather
than merely restricting the truly problematic functions.

Thank you for your time.
Dear Commission:

I am writing this comment to ask you to please think more carefully about this proposed rule. While there are always
bad actors, the benefits of allowing consumers to load new software onto their devices far outweigh the occasional
enforcement issue.

1) Wireless networking research depends on the ability of researchersto investigate and modify their devices.

2) Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Manufacturers are notorious for abandoning these low-margin products, preferring to spend their resources on new
products instead.

3) Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

4) Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.



If these new rules are not carefully limited in scope and their implications thought through, it will be very tempting for
manufacturers simply to lock down their WiFi devices entirely and prevent any third-party firmware installation rather
than merely restricting the truly problematic functions.

Thank you for your time.
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Comment: Please do not.

Please do not.
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Comment: Towhom it may concern:

I am respectfully asking the FCC to not implement the proposed rules that will take away the ability of usersto install
the software/firmware of my choosing on my privately owned computer devices.

Please consider that wireless networking research depends on researchers to investigate and modify such devices. We
also need the ability to fix security holes when the manufacturer will not. Along thisline, users have aso found and
fixed serious bugs in the operating system of the unit. All of these would be banned under the NPRM.

By not fixing these security holes, it allows for the increase of cyberthreats and can actually lead to identity theft and
fraud. Billions of dollarsin commerce "pass through" these access points and retailers depend on their customersto use
secure access points.

There is aso no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware. Also, the amateur radio community had made great strides in functionality with the open-source firmware.

To reiterate: Please do not implement the rules being proposed as mentioned above.

Sincerely,

John JHurst
KF7NQW

To whom it may concern:

I am respectfully asking the FCC to not implement the proposed rules that will take away the ability of usersto install
the software/firmware of my choosing on my privately owned computer devices.

Please consider that wireless networking research depends on researchers to investigate and modify such devices. We
also need the ability to fix security holes when the manufacturer will not. Along thisline, users have aso found and
fixed serious bugs in the operating system of the unit. All of these would be banned under the NPRM.

By not fixing these security holes, it allows for the increase of cyberthreats and can actually lead to identity theft and



fraud. Billions of dollarsin commerce "pass through" these access points and retailers depend on their customersto use
Secure access points.

Thereis aso no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware. Also, the amateur radio community had made great strides in functionality with the open-source firmware.

To reiterate: Please do not implement the rules being proposed as mentioned above.

Sincerely,

John JHurst
KF7NQW
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Comment: Dear Sirs,

I understand that there are some concerns with users modifying software or hardware but | believe that banning such
practices is not the right answer. It will stifle creativity and technical innovation, limit the usefulness of products, and
most likely create a number of criminals as some people will no doubt proceed with such activities anyway.

| believe a more reasonable approach would be to specify, as you already do, the technical details of the various classes
of transmitters and to make illegal any which overstep their limits. That should be ample protection for the public and it
should be easier to detect malfunctioning equipment and to prove such chargesin court.

| believe this proposed legidlation is driven more by corporate greed than by any serious need and should not be put into
law.

Thank you.

Dear Sirs,

| understand that there are some concerns with users modifying software or hardware but | believe that banning such
practices is not the right answer. It will stifle creativity and technical innovation, limit the usefulness of products, and
most likely create a number of criminals as some people will no doubt proceed with such activities anyway.

| believe a more reasonable approach would be to specify, asyou already do, the technical details of the various classes
of transmitters and to make illegal any which overstep their limits. That should be ample protection for the public and it
should be easier to detect malfunctioning equipment and to prove such chargesin court.

| believe this proposed legidlation is driven more by corporate greed than by any serious need and should not be put into
law.

Thank you.
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Comment: Please continue to allow people to modify the firmware on their routers. Some of uslike to "hack” our
routers with improved firmware to improve their efficiency and increase their functionality. Why would you reduce our
ability to do this? That makes no sense.

Please continue to allow people to modify the firmware on their routers. Some of us like to "hack™ our routers with
improved firmware to improve their efficiency and increase their functionality. Why would you reduce our ability to do
this? That makes no sense.
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Comment: Please do not implement rules that take away an owners ability to install software of their choosing on
computing devices, in this case, routers. The rules that you are considering will ultimately make that impossible and will
potentially cause more harm that good to the development and use of router technology and stifle the development of
computing technology.

It isworth emphasizing the following points:

* Wireless networking research depends on the ability of researchers to investigate and modify their devices.

* Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

* Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

* Not fixing security holes either feeds cyberthreats or increases electronic waste.

* Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

* There is no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware.

Thank you for your consideration and for not implementing the proposed rules.

Please do not implement rules that take away an owners ability to install software of their choosing on computing
devices, in this case, routers. The rules that you are considering will ultimately make that impossible and will potentially
cause more harm that good to the development and use of router technology and stifle the devel opment of computing
technology.

It isworth emphasizing the following points:

* Wireless networking research depends on the ability of researchers to investigate and modify their devices.

* Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

* Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

* Not fixing security holes either feeds cyberthreats or increases electronic waste.

* Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

* Thereis no evidence that open-source firmware has caused any more wireless interference than closed-source
firmware.

Thank you for your consideration and for not implementing the proposed rules.
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices.

Please do not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices.
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Comment: Thislaw project will disable creating alternative operating systems and will bring harm to IT innovations
sphere

Thislaw project will disable creating alternative operating systems and will bring harm to IT innovations sphere
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Comment: Thisisahorrible ideaon so many levels. While, as an electrical engineer, | fully support limits being placed
on consumer devices, said limits should be built into the hardware itself instead of restricting consumer choice,
damaging the open source movement, and inevitably reducing security of all wireless and wireless connected devices.

If open source software cannot be used within wireless devices, under the device owner's direct control, said wireless
devices cannot be used within a secured environment, with no exceptions. This ruling will have the effect of sending
many corporations within the United States back to the technological dark ages, as they will not be able to safely and
securely use wireless technology as they have up until this poing.

| strongly oppose this new ruling. Additionally, the engineering business | work at will not be using any wireless
technology in the future as a sole and direct result of thisruling, and | will encourage the various IT professionals| have
contact with to do the same.

Thisisahorrible ideaon so many levels. While, as an electrical engineer, | fully support limits being placed on
consumer devices, said limits should be built into the hardware itself instead of restricting consumer choice, damaging
the open source movement, and inevitably reducing security of all wireless and wireless connected devices.

If open source software cannot be used within wireless devices, under the device owner's direct control, said wireless
devices cannot be used within a secured environment, with no exceptions. This ruling will have the effect of sending
many corporations within the United States back to the technological dark ages, as they will not be able to safely and
securely use wireless technology as they have up until this poing.

| strongly oppose this new ruling. Additionally, the engineering business | work at will not be using any wireless
technology in the future as a sole and direct result of thisruling, and | will encourage the various I T professionals | have
contact with to do the same.
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Comment: | feel that this proposed rule is neither necessary, nor desirable. Nothing should eliminate or limit the
purchaser of any device from modifying the software or hardware of that device, provided that said changes do not
violate current laws or FCC rules, either by causing interference or by causing unauthorized transmissions. | feel that
the ability of the purchaser to modify their devices (while maintaining the above conditions) is necessary for innovation
to occur, aswell asto improve the functionality and security of said devices. Any rule or law that hinders the
purchaser's rights and abilities in this areais must not be approved, and any current rules or laws that hinder the
purchasers rights and ability in this area must be repeal ed/struck down.

| feel that this proposed rule is neither necessary, nor desirable. Nothing should eliminate or limit the purchaser of any

device from modifying the software or hardware of that device, provided that said changes do not violate current laws or
FCC rules, either by causing interference or by causing unauthorized transmissions. | feel that the ability of the
purchaser to modify their devices (while maintaining the above conditions) is necessary for innovation to occur, as well
asto improve the functionality and security of said devices. Any rule or law that hinders the purchaser's rights and
abilitiesin thisareais must not be approved, and any current rules or laws that hinder the purchasers rights and ability in
this area must be repealed/struck down.
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Comment: AssomeoneinthelT field, | must request that this does not get passed. This would not only limit some
freedoms of owning a compuiter, it would largely reduce what we are capable of using to increase security and perform
penetration testing and research. By adding restrictions like this, technological advancements would be slower, and
some research even considered illegal (along with changes to personally owned device). This would only decrease the
protection against possible exploits and/or malicious code, while increasing the lifetime of the exploits and/or malicious
code.

Assomeoneinthe T field, | must request that this does not get passed. Thiswould not only limit some freedoms of
owning a computer, it would largely reduce what we are capable of using to increase security and perform penetration
testing and research. By adding restrictions like this, technological advancements would be slower, and some research
even considered illegal (along with changesto personally owned device). Thiswould only decrease the protection
against possible exploits and/or malicious code, while increasing the lifetime of the exploits and/or malicious code.
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Comment: Please do not implement any rule that would remove Americans' ability to modify their own firmware. This
would inevitably disastrous for digital security on every level, from personal to corporate to national.

Please do not implement any rule that would remove Americans' ability to modify their own firmware. Thiswould
inevitably disastrous for digital security on every level, from personal to corporate to national.
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Comment: This action will have several knock-on effects. one of which isthe closing of the source code for every WIFI
device. This sounds to me like away to hurt public security and give undue power to hidden stake holders. An open-
source well maintained firmware is often better then a old busted closed source one. The proposed action will make it
HARDER to maintain new systems. The new systems will be more fragile. They will be more likely to bein error and
produce a break downs communication. This goes against the public trust.

Instead of more regulation, use the existing ones and promote the development of tools to locate and identify
misbehaving systems. Even with the proposed action there are and will be system that violate the rules. The proposed
action does nothing to resolve that and seem counter-productive. | think the "trust but verify" isamuch better approach.
Instead of spending billionsin retooling and closing systems, lets spend less than 1% on prizes and bounties for finding
bad systems and fixing them.

This action will have several knock-on effects. one of which isthe closing of the source code for every WIFI device.
This sounds to me like away to hurt public security and give undue power to hidden stake holders. An open-source well
maintained firmware is often better then a old busted closed source one. The proposed action will make it HARDER to
maintain new systems. The new systems will be more fragile. They will be more likely to be in error and produce a
break downs communication. This goes against the public trust.

Instead of more regulation, use the existing ones and promote the development of tools to locate and identify
misbehaving systems. Even with the proposed action there are and will be system that violate the rules. The proposed
action does nothing to resolve that and seem counter-productive. | think the "trust but verify" is a much better approach.
Instead of spending billionsin retooling and closing systems, lets spend less than 1% on prizes and bounties for finding
bad systems and fixing them.
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Comment: Aswritten, the rules and recommendations of the commission will prevent the installation of traditional free
and open source wireless firmware such as OpenWrt. End-users often use such firmware because it better fits the users
needs. Each user is better able to tailor the device to their needs. Users often set up a guest wireless network for their
home or business, set up aweb server at their home, create 10T hubs and other uses. The changes proposed will make
such changes difficult and, in some cases, impossible.

As written, the rules and recommendations of the commission will prevent the installation of traditional free and open
source wireless firmware such as OpenWrt. End-users often use such firmware because it better fits the users needs.
Each user is better able to tailor the device to their needs. Users often set up a guest wireless network for their home or
business, set up aweb server at their home, create 0T hubs and other uses. The changes proposed will make such
changes difficult and, in some cases, impossible.
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Comment: Asacareer Information Technology professional, | believe that access to the core firmware of your home
computing devicesis an essential need in ensuring and maintaining proper security, privacy,and control over personal
data.

Taking this ability out of the hands of consumers seriously threatens personal privacy, data security, and stifles
creativity in the technology community. A community that uses customization as a means to exploring new methods
and approaches to solving problems, which drives improvements to security for all devices and protects the technology
community from exploitation and surveillance, keeping technology stable, free, and healthy.

Thank you.

Asacareer Information Technology professional, | believe that access to the core firmware of your home computing
devicesis an essential need in ensuring and maintaining proper security, privacy,and control over personal data.

Taking this ability out of the hands of consumers seriously threatens personal privacy, data security, and stifles
creativity in the technology community. A community that uses customization as a means to exploring new methods
and approaches to solving problems, which drives improvements to security for al devices and protects the technol ogy
community from exploitation and surveillance, keeping technology stable, free, and healthy.
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Comment: | want to be free to use my device operating system, apps, by my choice................
What you are going to do is very very unauthentic to my country..
finally "I object this because security and privacy is*important* to me.
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What you are going to do is very very unauthentic to my country..
finally "I object this because security and privacy is*important* to me.
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Comment: This proposal, while simplifying the procedure of approval, carry the tendency of causing the manufacturers
to lock down the device from installation of third party operating systems that can be code reviewed.

This may not seem significant, however it islong proven that alocked down firmware can and will end up carrying
malicious software. Thiswill encourage both cybercrime and mass surveillance which both affects the rights of the user
of such equipments negatively.

I would suggest while preventing the unauthorized spectrum from being occupied, measure must be taken to prevent the
devices from being locked down.

This proposal, while simplifying the procedure of approval, carry the tendency of causing the manufacturers to lock
down the device from installation of third party operating systems that can be code reviewed.

This may not seem significant, however it islong proven that alocked down firmware can and will end up carrying
malicious software. Thiswill encourage both cybercrime and mass surveillance which both affects the rights of the user
of such equipments negatively.

| would suggest while preventing the unauthorized spectrum from being occupied, measure must be taken to prevent the
devices from being locked down.
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Comment: As both acomputer user and amateur radio operator | would prefer that the FCC reconsider implementation
of this unnecessary rule prohibiting the flashing of devices by the end user. Asit stands now, the vast majority of
electronic devices remain in the original manufacturers "as delivered” state, so this rule would certainly represent an
unnecessary burden on equipment manufacturers to address the minuscule amount of their products that might be
modified. In addition, the inability to add innovation and features to existing devices tends to retard the growth and
creativity of gifted individualsin their pursuit of learning about hardware and software, more of which can only be
beneficial to society.

As both a computer user and amateur radio operator | would prefer that the FCC reconsider implementation of this
unnecessary rule prohibiting the flashing of devices by the end user. Asit stands now, the vast majority of electronic
devicesremain in the original manufacturers "as delivered” state, so this rule would certainly represent an unnecessary
burden on equipment manufacturers to address the minuscule amount of their products that might be modified. In
addition, the inability to add innovation and features to existing devices tends to retard the growth and creativity of
gifted individualsin their pursuit of learning about hardware and software, more of which can only be beneficial to
society.
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Comment: If you want to plunge the united states in to an economic landslide into irrelevancy you would pass this act.

Linux runs on 93% of the worlds devices, most of the software being generated is Open Source. If you stop people from
installing Linux on their devices, including PC and router, you would be killing the largest organic and grassroot
movement that has powered and continues to power the modern age.

After linux'srelease in 1991, it quickly grew to be a platform of choice for IT and programmers in the know. By 2000 it
had made it's way its way into every scope of society. Every day that you use the internet, the cloud, visit any website
you can think of. Y ou are touching Linux. It isinsanity to try and block the installation of Linux, the OS that BUILT the

I'T industry. Microsoft was once found out for running hotmail on linux hosts, Microsoft is simply a desktop operating
system. Linux is an operating system that is at the core of Android, at the core of greater than 90% of web servers,
100% of Cloud service operators, and in greater that 70% of all serversin the world. The talented people who dedicate
their life to this software and the creation of this software must program on a platform they are comfortable with.

If you do this, you will gut the IT industry. Y ou will gut competition, and you will grow to realize that this was the
single greatest failure of your political career, because the world will never forget who you are. Whatever you are being
bought with is not worth ending your political career, or being the cause of decline in the united states.

I know that none of you understand or appreciate the technology that powersyour life. | do IT for aliving, | have that
knowledge and appreciation. Y ou don't know what the hell you are doing here, you just have no ideawhat on earth you
are doing. There are hundreds of thousands of us who know what is going on, this is not mundane, thisis not benign,
thisisimportant, thisis massive.

If you sign this, you are signing a death warrant on the IT industry. | can't make it clearer, thisis absolutely and
massively important. DO NOT SIGN THISBILL IN TO LAW. | work in IT, I'm telling you not to rob the future for a
few dip shit lobbyists and corporations. DO NOT SIGN THIS. YOU WILL BE AT FAULT FOR THE LARGEST
ECONOMIC FAILURE IN THE HISTORY OF THIS COUNTRY. I livelT, | breathelT, | work in1T. DO NOT
SIGN THISBILL.

IF THISBILL PASSES, THE WORLD, NOT THE UNITED STATESWILL FEEL IT.IFYOU SIGN THISBILL, IT
WILL ABSOLUTELY SHUT THE DOOR ON DEVELOPMENT OF SOFTWARE. IF YOU SIGN THISBILL, YOU
ARE ENDING AMERICAN IT COMPANIES. DO NOT PASSTHISBILL.
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knowledge and appreciation. Y ou don't know what the hell you are doing here, you just have no idea what on earth you
are doing. There are hundreds of thousands of us who know what is going on, thisis not mundane, thisis not benign,
thisisimportant, thisis massive.

If you sign this, you are signing a death warrant on the IT industry. | can't make it clearer, thisis absolutely and
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few dip shit lobbyists and corporations. DO NOT SIGN THIS. YOU WILL BE AT FAULT FOR THE LARGEST
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Comment: Y ou should not in anyway prevent the installation of user built software onto wireless devices. There are
many reasons thisis a bad idea. But for me the number one problem is education. If American students can not
experiment on their own with wireless devices it greatly reduces the chances they will become innovatorsin the field.
And no specific educational devices are not a substitute. Controlled enviroments ruin the fun and interest the leads to
innovation. | understand that the radio spectrum is a shared resource. But the people who want to ruin that resource will
in no way be stopped by your regulations. Further the problem is simply insignificant. | have never once had a problem
with aradio device due to interference under the current regulations. | would be happy to deal with that to give some kid
the chance to mess around with their home wifi.

Y ou should not in anyway prevent the installation of user built software onto wireless devices. There are many reasons
thisisabad idea. But for me the number one problem is education. If American students can not experiment on their
own with wireless devices it greatly reduces the chances they will become innovators in the field. And no specific
educational devices are not a substitute. Controlled enviroments ruin the fun and interest the leads to innovation. |
understand that the radio spectrum is a shared resource. But the people who want to ruin that resource will in no way be
stopped by your regulations. Further the problem is simply insignificant. | have never once had a problem with aradio
device due to interference under the current regulations. | would be happy to deal with that to give some kid the chance
to mess around with their home wifi.
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Comment: Users should be able install custom firmware on what ever product they want aslong asits not effecting
anyone. By that logic gay marriage should be relooked at. | dont see why thisis even an issue for the FCC. They should
be more focused on looking at allowing cable companies to force users to pay for a cable box that hasent changed
internally since 2011. What product technology wise hasent changed since 20117??? Anyways back on topic thisisa
non fcc issue. Are you going to not allow custom os choices for PC or Servers next? Thisis afeature that sells many
routers!!!! So not only are you hurting companies that sell this as a feature but you are hurting innovation. In the USA
we are all about choice and freedom of it. By taking away freedom such as choice of OS for a product for arouter you
are hurting the consumer and big business so who is thisreally awin for then????

-Nerds everywhere

Users should be able install custom firmware on what ever product they want as long as its not effecting anyone. By that
logic gay marriage should be relooked at. | dont see why thisis even an issue for the FCC. They should be more
focused on looking at allowing cable companies to force usersto pay for a cable box that hasent changed internally
since 2011. What product technology wise hasent changed since 2011???? Anyways back on topic thisis anon fcc
issue. Are you going to not allow custom os choices for PC or Servers next? Thisis afeature that sells many routers!!!!
So not only are you hurting companies that sell this as afeature but you are hurting innovation. In the USA we are all
about choice and freedom of it. By taking away freedom such as choice of OS for a product for arouter you are hurting
the consumer and big business so who is thisreally awin for then????

-Nerds everywhere
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Comment: Do not passthisbill asit destroys the ability to customize stuff that i own. Also, there is no way to enforce
thistype of ruling, effectively making it useless destruction of freedom

Do not passthis bill asit destroys the ability to customize stuff that i own. Also, thereis no way to enforce this type of
ruling, effectively making it useless destruction of freedom
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Comment: | object this because security and privacy is *important* to me.

| object this because security and privacy is*important* to me.
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Comment: | refuseto have my rightsinfringed upon like thisand | refuse to see such a massive blow against the open
source community. Custom firmwares and OS's harm no one and they foster creativity among budding developers. This
regulation to prohibit the downloading of custom software does no good for any citizen.

| refuse to have my rights infringed upon like thisand | refuse to see such a massive blow against the open source
community. Custom firmwares and OS's harm no one and they foster creativity among budding developers. This
regulation to prohibit the downloading of custom software does no good for any citizen.
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Comment: Thereisreally no reason for these rulesto exist. | am a Computer Engineer and an Amateur Radio operator
(KE4GIY) and | have been using Open Source firmware on Linksys wireless routers for years.

If you don't think the Open Source replacements are a good thing then explain to me why that is currently the best route
for dealing just this one security exploit:
http://www.pcworld.com/arti cle/2925552/netgear-and-zyxel -confirm-netush-flaw-are-working-on-fixes.html

Thereisreally no reason for these rules to exist. | am a Computer Engineer and an Amateur Radio operator (KE4GIY')
and | have been using Open Source firmware on Linksys wireless routers for years.
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