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Comment: Towhom it may concern,

It has come to my attention that this proposal will stop users and resellers from modifying the software installed on their
devices. It ismy opinion that thiswill harm our ability to study and develop new technologies using RF products.

As an example of that, | would like you to know what 1've been doing for my master thesis. | am developing a system
that will enable the uploads to cloud services to be faster and consume less energy. In order to test it, | am using an
Android device as a client and a computer as a server.

The computer I'm using originally had Windows installed but | am using Ubuntu, a variant of the GNU/Linux OS, to
run my software, sinceit is only compatible with GNU/Linux. Under the proposed rule, | would not be able to do this.

| also need access to lower level functions of the Android OS to gather data. To do this, | had to install a custom
firmware on the device. Under the proposed rule, | would not be able to do this.

To connect all devicestogether, | am using awifi router . However, for my measurements | need to limit the connection
speed of the Android device. To do so, | had to install DD-WRT, afree aternative firmware for my router. Under the
proposed rule, | would not be able to do this.

Concluding my example, if thisrule was in effect, | wouldn't be able to develop the system I'm developing and, as a
result, | wouldn't be able to do my master thesis.

More so, limiting access to the OS and firmware of devices will make people unable to search for flaws on their designs
that may have security implications for the user or even for the national security of the USA and itsallies.

As such, | urge you to not appove this proposed rule, as it will stop scientific advance and will cause security issuesin
the long term.

Best regards,
Afonso Garcia
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Comment: | ask the FCC to refrain from implementing such measures on restricting the modification of U-NI|I
devices. It will hamper security, commerce, and innovation.

* manufacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are
*never* updated during their lifetime, instead preferring to just ignore current devices and iterate on anew product. This
has come to its ultimate consequences recently, when a software bug affecting a*billion* of smartphones has been
discovered and wont be fixed for ailmost al of the affected devices. 3rd-party firmwares are the only safeguard against
thiskind of situations. manufactures are not and cannot be forced to provide security fixes.

* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manufacturer would be implemented. This |leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breaches
is due to 3rd-party software modification. It is however *till* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manufactures.

Thanks for listening.

| ask the FCC to refrain from implementing such measures on restricting the modification of U-NII devices. It will
hamper security, commerce, and innovation.

* manufacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are
*never* updated during their lifetime, instead preferring to just ignore current devices and iterate on anew product. This
has come to its ultimate consequences recently, when a software bug affecting a*billion* of smartphones has been
discovered and wont be fixed for ailmost al of the affected devices. 3rd-party firmwares are the only safeguard against
thiskind of situations. manufactures are not and cannot be forced to provide security fixes.

* Without the ability to modify the software running on these devices, nothing more than the very limited, more



lucrative use cases addressed by the manufacturer would be implemented. This leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breaches
is due to 3rd-party software modification. It is however *till* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manufactures.

Thanks for listening.
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Comment: | have read through the proposal and cannot but shake my head at the proposed regulation of the software
part of wireless devices.

Asyou might, or might not know " Software is eating the world", much of todays progress and innovation comes from

the way to integrate software and hardware systems. software allows fast upgrading, longer lifetime of hardware (as
security fixes and modern protocols can be added on later) and more innovation on the whole sector. Therefore trying to
splitting into a defined "secure” firmware and an flexible software part is clueless. the morei can do in the software part
the better for the usage scenarios and the competition within the sector.

This only helps the producers of hardware, because they believe that they can sell more products when theirs have some
kind of "planned obsolescence”, but thiswill be bad for consumers and business using those devices because it will
hinder them in their advancements and bind unnecessary capital.

Allow the market to decide what is a good product and what is a bad product. if a product does not work properly
people will stop using it.

i am strongly against this proposal

I have read through the proposal and cannot but shake my head at the proposed regulation of the software part of
wireless devices.

Asyou might, or might not know "Software is eating the world", much of todays progress and innovation comes from

the way to integrate software and hardware systems. software allows fast upgrading, longer lifetime of hardware (as
security fixes and modern protocols can be added on later) and more innovation on the whole sector. Therefore trying to
splitting into a defined "secure” firmware and an flexible software part is clueless. the more i can do in the software part
the better for the usage scenarios and the competition within the sector.

This only helps the producers of hardware, because they believe that they can sell more products when theirs have some
kind of "planned obsolescence”, but thiswill be bad for consumers and business using those devices because it will
hinder them in their advancements and bind unnecessary capital.

Allow the market to decide what is a good product and what is a bad product. if a product does not work properly
people will stop using it.



I am strongly against this proposal
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Comment: Please do not implement the rules which disallow usersto install software of their choosing on their
computing devices. Locking down so many devices (bascially everything has a wireless module by now, or will soon) is
going to be devastating for research, security and even commerce.

Researchers need to be able to tinker with their devices, progress would come to a sudden halt if that is not possible
anymore.

It isall too obvious that security holes would be ignored by OEMs, be that for old devices or for new ones, and leaving
everybody else unable to modify the software on these devices is great for exploiting these vulnerabilities, but terrible
for everyone else.

Finally, quite abit of commerce also depends on users being able to install software on their devices. secure wifi
vendors, retail hotspot vendors etc.

Don't doit.

Please do not implement the rules which disallow usersto install software of their choosing on their computing devices.
Locking down so many devices (bascially everything has a wireless module by now, or will soon) is going to be
devastating for research, security and even commerce.

Researchers need to be able to tinker with their devices, progress would come to a sudden halt if that is not possible
anymore.

It isall too obvious that security holes would be ignored by OEMs, be that for old devices or for new ones, and leaving
everybody else unable to modify the software on these devices is great for exploiting these vulnerabilities, but terrible
for everyone else.

Finally, quite abit of commerce also depends on users being able to install software on their devices: secure wifi
vendors, retail hotspot vendors etc.

Don't doit.
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Comment: | ask the FCC to refrain from implementing such measures on restricting the modification of U-NI|I
devices. It will hamper security, commerce, and innovation.

* manufacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are
*never* updated during their lifetime, instead preferring to just ignore current devices and iterate on anew product. This
has come to its ultimate consequences recently, when a software bug affecting a*billion* of smartphones has been
discovered and wont be fixed for ailmost al of the affected devices. 3rd-party firmwares are the only safeguard against
thiskind of situations. manufactures are not and cannot be forced to provide security fixes.

* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manufacturer would be implemented. This |leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breaches
is due to 3rd-party software modification. It is however *till* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manufactures.

Thanks for listening.

| ask the FCC to refrain from implementing such measures on restricting the modification of U-NII devices. It will
hamper security, commerce, and innovation.

* manufacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are
*never* updated during their lifetime, instead preferring to just ignore current devices and iterate on a new product. This
has come to its ultimate consequences recently, when a software bug affecting a *billion* of smartphones has been
discovered and wont be fixed for amost all of the affected devices. 3rd-party firmwares are the only safeguard against
this kind of situations: manufactures are not and cannot be forced to provide security fixes.



* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manufacturer would be implemented. This leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breaches
is due to 3rd-party software modification. It is however *till* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manufactures.

Thanks for listening.
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Comment: Planned legidation to restrict the freedom to install alternative software on wireless communication devices
is extremely harmful.

Running alternative software that is free and open - as in available to be independently reviewed, studied, modified and
distributed - is essential to having control over the setup of ones network environment. Since much of peoples’ political

and social life happens via this network, freedom to control it is of emminent importance.

Further, being able to deploy aternative software on wireless devicesis required to construct decentralised and
accessible networks, which can be part of very important social infrastructure.

It is possible to deploy such networks without interferring with other networks and public service infrastructure.
Prohibition of deploying alternative software is not an effective and proportional measure to ensure compatibility and
non-interference.

Planned legislation to restrict the freedom to install alternative software on wireless communication devicesis extremely
harmful.

Running alternative software that is free and open - as in available to be independently reviewed, studied, modified and
distributed - is essential to having control over the setup of ones network environment. Since much of peoples’ political
and social life happens via this network, freedom to control it is of emminent importance.

Further, being able to deploy aternative software on wireless devicesis required to construct decentralised and
accessible networks, which can be part of very important social infrastructure.

It is possible to deploy such networks without interferring with other networks and public service infrastructure.
Prohibition of deploying aternative software is not an effective and proportional measure to ensure compatibility and
non-interference.
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Comment: | ask that you not implement these rules not allowing people to customize their routers with software like
DD-WRT of Pfsense. These router OS's are usually more secure and stable then what manufacturers choose to release in
updates. Using these other operating systems allow you to expand greatly on the options available let to consumers,
such as features and security. These different router operating systems have fixed bugs and security holes which big
manufacturers have ignored. We al know how security is especially when it comes to people finances and lives. This
also isabusinessfor me. If | can no longer perfor these services| will loose money in my personal life, since | do this
asasecond job. | build, sell, and reprogram routers with this software for people to enhance their security and give
them better experiences then what some manufacturers give their customers. People also rely on modifying software as
well for setting up hot spots. Thisis crucial for Hotspot software to be to beinstalled. If it's taken away that will cut a
individual company or a businesses cash flow. Thiswill hurt software developers, people trying to get better security
and better user experience, and lots of money would be lost to people that rely on this as part of their lively hoods and
businesses.

| ask that you not implement these rules not allowing people to customize their routers with software like DD-WRT of
Pfsense. These router OS's are usually more secure and stable then what manufacturers choose to release in updates.
Using these other operating systems allow you to expand greatly on the options available let to consumers, such as
features and security. These different router operating systems have fixed bugs and security holes which big
manufacturers have ignored. We all know how security is especially when it comes to people finances and lives. This
also isabusinessfor me. If | can no longer perfor these services| will loose money in my personal life, since | do this
asasecond job. | build, sell, and reprogram routers with this software for people to enhance their security and give
them better experiences then what some manufacturers give their customers. People also rely on modifying software as
well for setting up hot spots. Thisis crucial for Hotspot software to be to be installed. If it's taken away that will cut a
individual company or a businesses cash flow. Thiswill hurt software developers, people trying to get better security
and better user experience, and lots of money would be lost to people that rely on this as part of their lively hoods and
businesses.
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Comment: | ask the FCC to refrain from implementing such measures on restricting the modification of U-NII devices.
It will hamper security, commerce, and innovation.

* manufacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are * never*
updated during their lifetime, instead preferring to just ignore current devices and iterate on anew product. This has
come to its ultimate consequences recently, when a software bug affecting a *billion* of smartphones has been
discovered and wont be fixed for ailmost al of the affected devices. 3rd-party firmwares are the only safeguard against
thiskind of situations. manufactures are not and cannot be forced to provide security fixes.

* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manufacturer would be implemented. This |leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breachesis
due to 3rd-party software modification. It is however *still* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manufactures.

* Ham radio operators like myself will be unable to use commercial devicesfor their lawful hobby and experiments.

* Thisruling will impact also nations that are not ruled by the FCC, because manufacturers will standardize on one
product design only (that is going to be FCC approved) and not bother to design an FCC-approved version and an
unlocked version for the rest of the world.

Best regards.

| ask the FCC to refrain from implementing such measures on restricting the modification of U-NII devices. It will
hamper security, commerce, and innovation.



* manufacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are * never*

updated during their lifetime, instead preferring to just ignore current devices and iterate on a new product. This has
come to its ultimate consequences recently, when a software bug affecting a * billion* of smartphones has been
discovered and wont be fixed for almost all of the affected devices. 3rd-party firmwares are the only safeguard against
thiskind of situations; manufactures are not and cannot be forced to provide security fixes.

* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manufacturer would be implemented. This leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breachesis
due to 3rd-party software modification. It is however *still* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manufactures.

* Ham radio operators like myself will be unable to use commercial devicesfor their lawful hobby and experiments.

* This ruling will impact also nations that are not ruled by the FCC, because manufacturers will standardize on one

product design only (that is going to be FCC approved) and not bother to design an FCC-approved version and an
unlocked version for the rest of the world.

Best regards.
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Comment: | am writing to oppose this proposed rule to the extent that it would prevent or restrict the use of open-
source operating software for many Wik Routers and experimentation by licensed Amateurs.

My comments below refer to the reference numbersin the SUPPLEMENTARY INFORMATION Section of the
proposed rule.

Please see attached text file.

| am writing to oppose this proposed rule to the extent that it would prevent or restrict the use of open-source operating
software for many WiFi Routers and experimentation by licensed Amateurs.

My comments below refer to the reference numbersin the SUPPLEMENTARY INFORMATION Section of the
proposed rule.

Please see attached text file.



| am writing to oppose this proposed rule to the extent that it would prevent or restrict the use of open-source operating
software for many WiFi Routers and experimentation by licensed Amateurs.

My comments below refer to the reference numbersin the SUPPLEMENTARY INFORMATION Section of the
proposed rule.

Ref 13: Additionally, manufacturers are increasingly designing transmitters that use software to set the operating
parameters. Such RF-controlling software can allow adjustment of individual parameters or enable a device to operate in
different modes, and the manufacturer may provide software upgradesin the field to enable new capabilities.

The above would include the open-source software commonly used in WiFi Routers. Y et these software, such as
openwrt, dd-wrt and tomato to name afew, are well designed, stable and widely supported by the open-source
community. In contrast, | know of only ONE router vendor, Buffalo (buffal otech.com), who supports and delivers an
open-source option.

Ref 20: ... grantees would have to implement well-defined measures to ensure that certified equipment is not capable of
operating with RF-controlling software for which it has not been approved. All manufacturers of devices that have
software-based control of RF parameters would have to provide specific information about the software capabilities of
their devices. The Commission proposed to require that an applicant for certification explicitly describe the RF device's
capabilities for software configuration and upgradeability in the application for certification. This description would
include all frequency bands, power levels, modulation types, or other modes of operation for which the deviceis
designed to operate, including modes not enabled in the device as initially marketed. Also, an applicant for certification
would have to specify which parties will be authorized to make software changes (e.g., the grantee, wireless service
provider, other authorized parties) and the software controls that are provided to prevent unauthorized parties from
enabling different modes of operation.

The above clearly states that router vendors must prevent non-vendor software (I read as open-source) from being used.
This clearly would prevent end users from running al open-source software. Thisis unacceptable. One of the reasons
open-source router software was created and flourished is the router vendors have offered limited, often hobbled,
features when even the embedded chip has vastly more features. Often too router vendors are slow or even never correct
flaws. In contrast, open-source development is much more responsive in addition to feature rich.

Ref 29: The grantee of certification is responsible for the compliance of the certified equipment. When another party
modifies a device through either hardware or software changes without the authority of the original grantee, or
incorporates a certified device into another host device, that party becomes responsible for the modified device's
compliance and must obtain anew FCC ID for its product.

The above would aso prevent open-source software on WiFi routers because end users would not be able for a host of
reasons to certify. Since only one vendor currently offers open-source al of the other brands and models would not be
viable for use. Thisis potentially millions of devicesthat currently run the open-source software.

Ref 38: It proposed to revise A§ 2.909(d), which allows a new party that performs device modifications without the
consent of the original grantee to become responsible for the compliance by labeling the device with a statement
indicating it was modified, with the requirement that the party obtain a new grant of certification. It would have to
specify anew FCC ID unless the consent of the original is obtained.

The above would aso prevent the use of open-source software on these routers. Clearly the vast majority of router
vendors do not want end users to use open-source software which is seen as competition and thus would "not give
consent”.

Ref 41. The Commission also proposed to permit third-party RF-controlling software modifications to previously
certified devices under the same procedures that currently apply to grantee modifications of SDRs.



Amateur radio has more than a century of experimentation and innovation. SDR, not unlike the open-source revolution
with WiFi routers, currently enjoys the benefits of experimentation and innovation. Implementing this proposed rule
would prevent what has long been supported by the FCC for Amateur Radio experimentation. Thistoo is unacceptable.

Ref 88: The RFA directs agencies to provide a description of, and where feasible, an estimate of the number of small
entities that may be affected by the proposed rules, if adopted.

This reference (and a number of others| don't list) does not account for the inclusion of individuals and end users that
would be subjected to the rule if adopted. Open source WiFi Router software isinstalled by the end user typicaly.
Based on Ref 88 none of these individuals would be counted and are likely to be very large numbers. Likewisein
relation to Amateur Radio licensees for SDR and WiFi experimentation you have grossly under estimated the number of
entities impacted. Y ou cannot simply count large and small businesses and leave out individuals who already practice
and in many cases are licensed in this area.

This same criticism appliesto Ref 90.
Ref 97 claims that these changes in part are to reduce the burden of compliance. However, vast numbers of end users
who install open source software into WiFi Routers would be required to to certify compliance. Thiswould not reduce

compliance burden.

Ref 99 completely fails to mention the end users who would be burdened by this rule and thus a large economic impact
has been overlooked.

This proposed rule must NOT be adopted as written. It must be reworked to accommodate open-source software and
Amateur experimentation and devel opment.
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Comment: Hi,

| recently updated my wifes and my own phone with an alternative firmware (cyanogen). Being able to do thisis vital
since the manufacturer seems not capable of providing security updates for a 2 year old smartphone in areasonable
short period. Using an alternative firmware protected us in this case from exploits for the stagefright security issue.

From my experience vendors of DSL routers and smartphones will stop issuing firmware updates way before their end-
of-life. My DSL router works fine. Its fast enough for my slow landline, but its software is nearly 10 years old. Does it
have security issues? Certainly! Can | update its firmware? Unfortunately not since its not a popular device any of the
free software developers cares for.

If the proposed rule will result in me not being able to change the firmware of wireless devices | own, please make sure
that the manufacturer isliable for al damage which was caused by out of maintenance products which could have been
prevented by afirmware update.

Best regards,
Martin

: And yes, | think the US market isimportant enough that thisll affect me in Germany.

Hi,

I recently updated my wifes and my own phone with an alternative firmware (cyanogen). Being able to do thisis vital
since the manufacturer seems not capable of providing security updates for a 2 year old smartphone in areasonable
short period. Using an alternative firmware protected usin this case from exploits for the stagefright security issue.

From my experience vendors of DSL routers and smartphones will stop issuing firmware updates way before their end-
of-life. My DSL router works fine. Its fast enough for my slow landline, but its software is nearly 10 years old. Does it
have security issues? Certainly! Can | update its firmware? Unfortunately not since its not a popular device any of the
free software developers cares for.

If the proposed rule will result in me not being able to change the firmware of wireless devices | own, please make sure
that the manufacturer isliable for all damage which was caused by out of maintenance products which could have been



prevented by afirmware update.

Best regards,
Martin

: And yes, | think the US market isimportant enough that thisll affect me in Germany.
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Comment: Asan avid user of Open Source Software, | believe the implementation of these rulesis not justified. By
"locking down" the firmware of devicesit leaves aloophole available to possibly stop innovation and the freedom of
choice. The point of thisisto make it so that radio power settings can NOT be set over a certain amount, whichisa
good idea, but sacrificing one of the most important sectors in the computing industry is not the way to do it. Many
people rely on open source routing software, such as DD-WRT, as the manufacturers stop updating it as soon as their
latest product hits the shelves, and the devices get old and lack in features. While trying to just stop a problem that is
relatively unheard of, you might inadvertently hurt the entire I'T industry.

| hope that you change your minds about passing thisrule, asit will harm everyone whether they know it or not.

Asan avid user of Open Source Software, | believe the implementation of these rulesis not justified. By "locking down”
the firmware of devicesit leaves aloophole available to possibly stop innovation and the freedom of choice. The point
of thisisto make it so that radio power settings can NOT be set over a certain amount, which isagood idea, but
sacrificing one of the most important sectors in the computing industry is not the way to do it. Many people rely on open
source routing software, such as DD-WRT, as the manufacturers stop updating it as soon as their latest product hits the
shelves, and the devices get old and lack in features. While trying to just stop a problem that is relatively unheard of,
you might inadvertently hurt the entire IT industry.

I hope that you change your minds about passing thisrule, asit will harm everyone whether they know it or not.
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Comment: | strongly urge the FCC to reconsider the proposed rules for Software Defined Radios. The proposed rules
will do more to hurt innovation and the economy than it will to serve whatever interest the FCC is attempting to placate.

| strongly urge the FCC to reconsider the proposed rules for Software Defined Radios. The proposed rules will do more
to hurt innovation and the economy than it will to serve whatever interest the FCC is attempting to placate.



As written, the rules and recommendations of the commission will prevent the installation of traditional free and open
source wireless firmware such as OpenWrt. End-users often use such firmware because it better fits the user&€™'s
needs. Each user is better able to tailor the device to their needs. Users often set up a guest wireless network for their
home or business, set up aweb server at their home, create 10T hubs and other uses. The changes proposed will make
such changes difficult and, in some cases, impossible.

Innovation in network and wireless technology depends on the ability to experiment with software and hardware at the
deepest levels. CeroWrt, an open source router firmware, developed afix for an important form of network congestion
called Bufferbloat. Thisfix iswas added to the Linux kernel to be used by the billions of users of Linux. HNCP, a
proposed |ETF proposed standard for managing home networks, is being developed using OpenWrt. Mesh networking
technologies for developing stable distributed internet access are regularly implemented on OpenWrt and much research
and implementation on mesh networking has occurred outside of manufacturers. Nearly 7,200 scholarly articles on
wireless networking technologies reference a particular brand of open and modifiable hardware which would be banned
under these rules. Without the ability to change the software on the device, these innovations would not have occurred.
The innovations done by the community are later often picked up by the home router vendors and being integrated into
their normal firmware versions for their next generations of devices.

Millions of dollars of economic activity depend on third-party firmware. Major semiconductor and wireless hardware
manufacturers use OpenWrt as the base of their router software.[1][2][3][4][5] At the same time, OpenWTrt is managed
and developed primarily by a community of individuals modifying their own routers and installing customized versions
of OpenWrt on their own routers. Sometimes these routers originally had OpenWrt on them while others did not. Strong
industry-community collaboration reduces the costs of maintenance and increases quality for manufacturers. This
mutually-beneficial collaboration can only exist if users can replace their firmware on their router with a customized
version of OpenWrt. By preventing firmware replacement, these regulations will strangle this community inthe US
thereby increasing costs to hardware manufacturers which could be passed along to customers and employees.

Additionally, many companies, such as onesinvolved in creating open wireless networks for retail locations would be
hampered by these regulations. Currently, many of these companiesinstall custom firmware on off-the-shelf hardware.
Under these regulations, such companies would have to either create their own hardware, an expensive proposition for
small software businesses, or receive authorization from a manufacturer under any arbitrary terms the manufacturer so
chooses.

Many commercial VPN providers sell wireless routers as part of there product offerings. Denying companies and users
the option to purchase more secure routers with support for VPN services will put avariety of users at risk.

Emergency preparedness would be hindered by restrictions on the modification of router hardware. Mesh networking is
akey component of disaster response in our modern world. In disasters, amateur radio operators create mesh networks
for disaster response. These operators use firmware like Broadband-Hamnet to create mesh networks on low-cost
commodity routers operating at frequencies and power levels legally authorized for hams but not for other users. By
modifying the device in such ways, wireless networks can be organized to cover much larger swaths of areato first-
responders and emergency personnel. These restrictions would delay the exchange of emergency information and put
lives at risk. The value of modified router hardware to assist in disaster response is recognized by emergency managers.
In 2013, the International Association of Emergency Managers [6] designated Broadband-Hamnet as their US
Technology and Innovation Award winner and Global Technology and Innovation Award winner.

Restrictions on replacing router software will have a serious impact on security. Manufacturers are notoriously lax about
providing timely security updates where such updates are provided at all. Security experts routinely recommend users
replace manufacturer shipped router firmware with alternative community driven versions as a solution to this problem.
In arecent security review of commercial routers, every one had critical security vulnerabilities. In most security
instances replacing router firmware with third party peer reviewed firmware is the only option to solving this type of
problem. While the security dangers for home users are serious, for large companies security dangers are critical.
Without the ability to replace this software, large companies purchasing routers are entirely at the whim of the router
maker. If this software is insecure, whether accidentally or intentionally, large American companies will be put at risk of



industrial espionage.
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This comment is mainly about part b, 18, 19, 20;

User Freedom
Aswritten, the rules and recommendations of the commission will prevent the installation of traditional free and open
source wireless firmware such as OpenWrt. End-users often use such firmware because it better fits the user’ s needs.
Each user is better able to tailor the device to their needs. Users often set up a guest wireless network for their home or
business, set up aweb server at their home, create 10T hubs and other uses. The changes proposed will make such
changes difficult and, in some cases, impossible.
Innovation
Innovation in network and wireless technology depends on the ability to experiment with software and hardware at the
deepest levels. CeroWrt, an open source router firmware, developed a fix for an important form of network congestion
called Bufferbloat. Thisfix iswas added to the Linux kernel to be used by the billions of users of Linux. HNCP, a
proposed | ETF proposed standard for managing home networks, is being developed using OpenWrt. Mesh networking
technologies for developing stable distributed internet access are regularly implemented on OpenWrt and much research
and implementation on mesh networking has occurred outside of manufacturers. Nearly 7,200 scholarly articles on
wireless networking technol ogies reference a particular brand of open and modifiable hardware which would be banned
under these rules. Without the ability to change the software on the device, these innovations would not have occurred.
The innovations done by the community are later often picked up by the home router vendors and being integrated into
their normal firmware versions for their next generations of devices.
Economic Impact
Millions of dollars of economic activity depend on third-party firmware. Major semiconductor and wireless hardware
manufacturers use OpenWrt as the base of their router software.[1][2][3][4][5] At the same time, OpenWTrt is managed
and developed primarily by a community of individuals modifying their own routers and installing customized versions
of OpenWrt on their own routers. Sometimes these routers originally had OpenWrt on them while others did not. Strong
industry-community collaboration reduces the costs of maintenance and increases quality for manufacturers. This
mutually-beneficial collaboration can only exist if users can replace their firmware on their router with a customized
version of OpenWrt. By preventing firmware replacement, these regulations will strangle this community inthe US
thereby increasing costs to hardware manufacturers which could be passed along to customers and employees.
Guest Wifi hotspots businesses
Additionally, many companies, such as onesinvolved in creating open wireless networks for retail locations would be
hampered by these regulations. Currently, many of these companiesinstall custom firmware on off-the-shelf hardware.
Under these regulations, such companies would have to either create their own hardware, an expensive proposition for
small software businesses, or receive authorization from a manufacturer under any arbitrary terms the manufacturer so
chooses.
Commercial VPN services businesses
Many commercial VPN providers sell wireless routers as part of there product offerings. Denying companies and users
the option to purchase more secure routers with support for VPN services will put avariety of users at risk.
Emergency Preparedness
Emergency preparedness would be hindered by restrictions on the modification of router hardware. Mesh networking is
a key component of disaster response in our modern world. In disasters, amateur radio operators create mesh networks
for disaster response. These operators use firmware like Broadband-Hamnet to create mesh networks on low-cost
commodity routers operating at frequencies and power levels legally authorized for hams but not for other users. By
modifying the device in such ways, wireless networks can be organized to cover much larger swaths of areato first-
responders and emergency personnel. These restrictions would delay the exchange of emergency information and put
lives at risk. The value of modified router hardware to assist in disaster response is recognized by emergency managers.
In 2013, the International Association of Emergency Managers [6] designated Broadband-Hamnet as their US
Technology and Innovation Award winner and Global Technology and Innovation Award winner.
Security
Restrictions on replacing router software will have a serious impact on security. Manufacturers are notoriously lax about
providing timely security updates where such updates are provided at all. Security experts routinely recommend users
replace manufacturer shipped router firmware with alternative community driven versions as a solution to this problem.
In arecent security review of commercial routers, every one had critical security vulnerabilities. In most security
instances replacing router firmware with third party peer reviewed firmware is the only option to solving this type of



problem. While the security dangers for home users are serious, for large companies security dangers are critical.

Without the ability to replace this software, large companies purchasing routers are entirely at the whim of the router
maker. If this software is insecure, whether accidentally or intentionally, large American companies will be put at risk of
industrial espionage.
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Comment: Many timesthereisvery little stability in the native firmware, being able to flash a different firmware has
given me stability in awireless world.

Many times thereis very little stability in the native firmware, being able to flash a different firmware has given me
stability in awireless world.
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Comment: Please don't restrict people's ability to install the operating system and firmware of their choice on hardware
they own.

Please don't restrict people's ability to install the operating system and firmware of their choice on hardware they own.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Tim

Last Name: Brackbill

Mailing Address: 211 E 15th

City: Larned

Country: United States

State or Province: KS

ZIP/Postal Code: 67550

Email Address: tbrackbill @cox.net

Organization Name:

Comment: Please don't be so foolhardy nor willingly captured by those you are supposed to regulate. Y ou must be
actively ignoring both historical and even current events of proprietary, closed-source firmware for both residential and
even commercial grade routers being chocked-full of bugs and both intentional and unintentional backdoors, leaving all
those who use them exposed and at the mercy of corporations that only value profit margins and thus slow-playing fixes
or not even bothering to support the hardware they've aready pocketed the money from.

The only thing that has fully protected US citizens,and MUST continue to be available is the ability to install OPEN
SOURCE firmware and software on the routers and all communications equipment they already OWN. No human
endeavor is perfect, nor is F/OSS software, BUT if vulnerabilities are found, there aliterally thousands of dedicated,
honest, passionate professionals there to pitch-in, contribute, and fix them FOR FREE, for their own security and
privacy ison theline aswell asours. There have even been instances where the fix has occurred even as news of the
bug was released. Don't take this away from us.

Ask your own tech folks for once, not the endless stream of corporate lobbyists spinning BS tales about 'security thru
obscurity' and no doubt promising future lucrative ‘consultancy' gigs after your terms expire, in return for 'services
rendered'.

Try to remember your oath of office for once and act like your promises to the American people weren't just empty lies.
I'll thank you when you do the right thing.

Please don't be so foolhardy nor willingly captured by those you are supposed to regulate. Y ou must be actively
ignoring both historical and even current events of proprietary, closed-source firmware for both residential and even
commercia grade routers being chocked-full of bugs and both intentional and unintentional backdoors, leaving all those
who use them exposed and at the mercy of corporations that only value profit margins and thus slow-playing fixes or
not even bothering to support the hardware they've already pocketed the money from.

The only thing that has fully protected US citizens,and MUST continue to be available is the ability to install OPEN
SOURCE firmware and software on the routers and all communications equipment they already OWN. No human
endeavor is perfect, nor is F/OSS software, BUT if vulnerabilities are found, there a literally thousands of dedicated,
honest, passionate professionals there to pitch-in, contribute, and fix them FOR FREE, for their own security and
privacy ison theline aswell asours. There have even been instances where the fix has occurred even as news of the
bug was released. Don't take this away from us.



Ask your own tech folks for once, not the endless stream of corporate lobbyists spinning BS tales about 'security thru

obscurity' and no doubt promising future lucrative ‘consultancy' gigs after your terms expire, in return for 'services
rendered'.

Try to remember your oath of office for once and act like your promises to the American people weren't just empty lies.

I'll thank you when you do the right thing.
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Comment: Thisentire concept is based on the idea that people should not be allowed to modify their own equipment.
There should be punishments for modifying the equipment in such away that breaks other laws, but there should be no
law, rule, or regulation of any sort banning or attempting to stop any modification as awhole. Modification is the basis
for innovation. You can't innovate if you can't fiddle with it. | am against any rules that would hinder modificationsin
any way shape or form. | am in full support of banning modifications that break others.

This entire concept is based on the idea that people should not be allowed to modify their own equipment. There should
be punishments for modifying the equipment in such away that breaks other laws, but there should be no law, rule, or
regulation of any sort banning or attempting to stop any modification as a whole. Modification is the basis for
innovation. Y ou can't innovate if you can't fiddle with it. | am against any rules that would hinder modifications in any
way shape or form. | amin full support of banning modifications that break others.
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Comment: The proposed solution is analogous to taking a sledgehammer to a colony of termites (and the walls of the
house they've infested) to prevent them from destroying the house. Most or all violations of FCC regulations have not
been aresult of custom firmware, and this change would still not prevent the stock firmware from breaking the rules.

Furthermore, custom firmware allows for alot of innovation. If individuals cannot install their own firmware, advances
such as the fq_codel algorithm, which addresses the buffer bloat problem affecting everyone's network speeds. Thisis
just one example; locking things down would prevent many more advances.

Please try enforcing the current regulations for stock firmware before creating new laws to try to solve the problem.

The proposed solution is analogous to taking a sledgehammer to a colony of termites (and the walls of the house they've
infested) to prevent them from destroying the house. Most or al violations of FCC regulations have not been aresult of
custom firmware, and this change would still not prevent the stock firmware from breaking the rules.

Furthermore, custom firmware allows for alot of innovation. If individuals cannot install their own firmware, advances
such asthe fq_codel algorithm, which addresses the buffer bloat problem affecting everyone's network speeds. Thisis
just one example; locking things down would prevent many more advances.

Please try enforcing the current regulations for stock firmware before creating new laws to try to solve the problem.
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Comment: Placing limitations on modifying the firmware of awireless device will do the following things:

1. Significantly hamper innovation. For example, many new techniques in networking came from the ability to innovate
on routers, access points. One very real example are "captive portals." A captive portal isalanding page provided at
nearly every coffee shop or hotel but the innovation behind it came not from a big company but from the tinkering of a
handful of individuals working together on an open source project.

2. Reduce Americans competitiveness. Other countries won't put in place the same kinds of restrictions, meaning that
more and more hardware purchased from those companies will be preferred. One example of huge success found from
open source firmware is the wrt54g series. https://en.wikipedia.org/wiki/Linksys WRT54G_series

3. Reduced opportunitiesto learn. | now work inan IT field and frequently have to refer back to knowledge | gained
when tinkering with my own 20-30% network equipment. Forcing a change to this rule will mean that education on such
kinds of technologies will have increased costs, significantly hampering the ability of self-taught engineers to compete
for jobs.

4. Doing so is adippery slope. Placing limitations on modifying the firmware of wireless devices will serve to create a
slippery slope as devices converge in functionality. Already there are clocks, photo frames, and "Internet of Things'
devices that provide similar functionality. By placing limits on wireless devices, we may find that somehow these rules
will eventually be used to prevent everyday Americans from changing minor things about |OT devices.

5. Such kinds of limitations will be unenforceable. As Americais but one of many countries, and as such kinds of
devices already exist on the market, it will be impossible to "turn back the clock™ on those already modified devices.
Additionally, by putting such limitations on devices, only American companies selling products to Americawill be
compelled.

My final pointisthat putting such kinds of limitationsin place are bad policy. It will damage American
competitiveness, innovation, educational opportunities, and serve as a slippery slope for misuse against the modification
of other devices (watches, refrigerators, anything that will in the future have awireless radio). The best case scenariois
that this limitation will be used by manufacturers to price gauge customers with artificial software limitations to
differentiate their products.

Placing limitations on modifying the firmware of awireless device will do the following things:
1. Significantly hamper innovation. For example, many new techniques in networking came from the ability to innovate

on routers, access points. One very real example are "captive portals." A captive porta is alanding page provided at
nearly every coffee shop or hotel but the innovation behind it came not from a big company but from the tinkering of a



handful of individuals working together on an open source project.

2. Reduce Americans competitiveness. Other countries won't put in place the same kinds of restrictions, meaning that
more and more hardware purchased from those companies will be preferred. One example of huge success found from
open source firmware is the wrt54g series. https://en.wikipedia.org/wiki/Linksys WRT54G_series

3. Reduced opportunitiesto learn. | now work inan IT field and frequently have to refer back to knowledge | gained
when tinkering with my own 20-30%$ network equipment. Forcing a change to this rule will mean that education on such
kinds of technologies will have increased costs, significantly hampering the ability of self-taught engineers to compete
for jobs.

4. Doing so is adippery slope. Placing limitations on modifying the firmware of wireless devices will serve to create a
slippery slope as devices converge in functionality. Already there are clocks, photo frames, and "Internet of Things'
devices that provide similar functionality. By placing limits on wireless devices, we may find that somehow these rules
will eventually be used to prevent everyday Americans from changing minor things about |OT devices.

5. Such kinds of limitations will be unenforceable. As Americais but one of many countries, and as such kinds of
devices already exist on the market, it will be impossible to "turn back the clock™ on those already modified devices.
Additionally, by putting such limitations on devices, only American companies selling products to Americawill be
compelled.

My final pointisthat putting such kinds of limitationsin place are bad policy. It will damage American
competitiveness, innovation, educational opportunities, and serve as a slippery slope for misuse against the modification
of other devices (watches, refrigerators, anything that will in the future have awireless radio). The best case scenariois
that this limitation will be used by manufacturers to price gauge customers with artificial software limitations to
differentiate their products.
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Comment: Asaperson that strongly believesin personal freedom, along with personal responsibility, | strongly object
to the rulesin their proposed form.

For example, if amanufacturer were to cease operation for whatever reason, should | not be allowed to update the
device firmware with third-party code?

If not, the devicethat I own, will be rendered obsolete and unusable, due to an arbitrary rule, not due to a technical
reason.

As aperson that strongly believesin personal freedom, along with personal responsibility, | strongly object to the rules
in their proposed form.

For example, if amanufacturer were to cease operation for whatever reason, should | not be allowed to update the
device firmware with third-party code?

If not, the device that | own, will be rendered obsolete and unusable, due to an arbitrary rule, not due to atechnical
reason.
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Comment: | would ask that the FCC not pass a rule which prevent users from installing the software of their choosing
on their own devices. | believe the freedom to tinker isimportant and this proposes ruling would curtail that freedom.
Please do not passthisrule.

| would ask that the FCC not pass a rule which prevent users from installing the software of their choosing on their own
devices. | believe the freedom to tinker isimportant and this proposes ruling would curtail that freedom. Please do not
pass thisrule.
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Comment: Thisisutterly ridiculous. The only positive point is that it's nigh-unenforceable and completely ineffectual,
which also means it won't solve the problem it's meant to fix (something which could be handled in other ways that I'm
sure other people have already pointed out). The downshot isthat it will ban many, many positive use-cases, both for
hobbyists and for professionals and businesses and could cause permanent harm to the open source firmware
community, which does some really great work that benefits alot of people. | work in technology for aliving and I've
asked every single professional | know to weigh in, aswell, asthisisjust patently absurd.

Speaking for me personally, | use the Tomato firmware on my home router because the official firmware hasn't been
updated in somewhere around a decade (making it full of security holes) and because Tomato has additional features
that | make frequent use of. | need to use Tomato to get what | want out of my device.

For instance, Tomato has a built-in SSH server that allows me to perform SSH tunneling. Without a third party firmware
solution like Tomato or DD-WRT, | would either have to set up a dedicated server to handle SSH tunneling or get a
high-grade commercial router with that functionality built in.

Tomato has let me make great use of aten year old piece of hardware to do some really neat and highly useful things
and many others make great use of projects like this. The proposed rule has too many negative side effects to hobbyists
alone, and I'm sure businesses would also be significant harmed by the proposed rule. Come up with a better solution.

For reference, thisis the specific "distribution” of Tomato that | use:
http://toastmanfirmware.yol asite.com/

Thisis utterly ridiculous. The only positive point isthat it's nigh-unenforceable and completely ineffectual, which aso
means it won't solve the problem it's meant to fix (something which could be handled in other ways that I'm sure other
people have already pointed out). The downshot is that it will ban many, many positive use-cases, both for hobbyists
and for professionals and businesses and could cause permanent harm to the open source firmware community, which
does some really great work that benefits alot of people. | work in technology for aliving and I've asked every single
professional | know to weigh in, aswell, asthisisjust patently absurd.

Speaking for me personally, | use the Tomato firmware on my home router because the official firmware hasn't been
updated in somewhere around a decade (making it full of security holes) and because Tomato has additional features
that | make frequent use of. | need to use Tomato to get what | want out of my device.

For instance, Tomato has a built-in SSH server that allows me to perform SSH tunneling. Without a third party firmware



solution like Tomato or DD-WRT, | would either have to set up a dedicated server to handle SSH tunneling or get a
high-grade commercial router with that functionality built in.

Tomato has let me make great use of aten year old piece of hardware to do some really neat and highly useful things
and many others make great use of projects like this. The proposed rule has too many negative side effects to hobbyists
alone, and I'm sure businesses would also be significant harmed by the proposed rule. Come up with a better solution.

For reference, thisis the specific "distribution” of Tomato that | use:
http://toastmanfirmware.yolasite.com/



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Dark

Last Name: Empire

Mailing Address: nevofe@postonline.me
City: Perm

Country: Russia

State or Province: Perm

ZIP/Postal Code: 614111

Email Address:

Organization Name:

Comment: | bought the device, and | will do with it what | want

| bought the device, and | will do with it what | want
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Comment: | ask the FCC to refrain from implementing such measures on restricting the modification of U-NII devices.
It will hamper security, commerce, and innovation.

* manufacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are * never*
updated during their lifetime, instead preferring to just ignore current devices and iterate on anew product. This has
come to its ultimate consequences recently, when a software bug affecting a *billion* of smartphones has been
discovered and wont be fixed for ailmost al of the affected devices. 3rd-party firmwares are the only safeguard against
thiskind of situations. manufactures are not and cannot be forced to provide security fixes.

* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manufacturer would be implemented. This |leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breachesis
due to 3rd-party software modification. It is however *still* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manufactures.

Thanks for listening.

| ask the FCC to refrain from implementing such measures on restricting the modification of U-NII devices. It will
hamper security, commerce, and innovation.

* manufacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are * never*
updated during their lifetime, instead preferring to just ignore current devices and iterate on anew product. This has
come to its ultimate consequences recently, when a software bug affecting a *billion* of smartphones has been
discovered and wont be fixed for ailmost al of the affected devices. 3rd-party firmwares are the only safeguard against
thiskind of situations. manufactures are not and cannot be forced to provide security fixes.

* Without the ability to modify the software running on these devices, nothing more than the very limited, more



lucrative use cases addressed by the manufacturer would be implemented. This leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breachesis
due to 3rd-party software modification. It is however *still* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manufactures.

Thanks for listening.
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Comment: If | understand correctly, it appears you want manufacturers to lock the software on any device containing a
modular radio.

Thisisaterrible attempt to fix whatever issue you are trying to resolve (terrorist catching | presume?).

If these changes are put in place and enforced, awhole suite of hobbyist computing activities will be made more
difficult. | say "more difficult” rather than impossible, because if these locks are enforced in the U.S. manufacture of
devices, people will certainly turn to black markets where unlocked devices will be readily available. These unlocked
devices will have been hacked, or smply manufactured by foreign nations.

Ultimately requiring digital locks on any device with aradio is going to be a costly endeavour with ZERO real world
benefits. Please be sensible and drop this action.

If I understand correctly, it appears you want manufacturers to lock the software on any device containing a modular
radio.

Thisisaterrible attempt to fix whatever issue you are trying to resolve (terrorist catching | presume?).

If these changes are put in place and enforced, a whole suite of hobbyist computing activities will be made more
difficult. | say "more difficult" rather than impossible, because if these locks are enforced in the U.S. manufacture of
devices, people will certainly turn to black markets where unlocked devices will be readily available. These unlocked
devices will have been hacked, or simply manufactured by foreign nations.

Ultimately requiring digital locks on any device with aradio is going to be a costly endeavour with ZERO real world
benefits. Please be sensible and drop this action.
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Comment: | respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of
their choosing on their computing devices. Additional points of emphasis you should consider adding:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

| respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices. Additional points of emphasis you should consider adding:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Kirill

Last Name: Guz

Mailing Address: Kirov str
City: Shostka

Country: Ukraine

State or Province: Sumy distr
ZIP/Postal Code: 05449
Email Address. kirgiz2465@gmail.com
Organization Name:
Comment: It'sridiculous!

It'sridiculous!
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Comment: The proposed regulations regarding wireless radios are overly broad and cripplingly restrictive. In addition
to preventing the devel opment of advanced wireless technol ogies (eg. mesh networks) and open-source WiFi firmware
(eg. OpenWrt), these regulations could be used to restrict modifications that are entirely unrelated to radio technology.
Many consumer computers contain built-in WiFi chips, and therefore, are subject to these restrictions. Installing an
alternate operating system on a computer with a built-in wireless chip, for example, would be illegal under this
regulatory framework.

The proposed regulations regarding wireless radios are overly broad and cripplingly restrictive. In addition to preventing
the development of advanced wireless technol ogies (eg. mesh networks) and open-source WiFi firmware (eg.
OpenWrt), these regulations could be used to restrict modifications that are entirely unrelated to radio technology. Many
consumer computers contain built-in WiFi chips, and therefore, are subject to these restrictions. Installing an alternate
operating system on a computer with a built-in wireless chip, for example, would be illegal under this regulatory
framework.
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Comment: Thisruleis, amost certainly unintentionally, going to ban the updating of firmware on wireless routers. This
IS an obvious security issue, forcing people to remain vulnerable to known issues, and is also unnecessarily restrictive
of networking power users, include most business IT administrators. Y ou need a rewrite to make sure this normal usage

is not restricted.

Thisruleis, amost certainly unintentionally, going to ban the updating of firmware on wireless routers. Thisisan
obvious security issue, forcing people to remain vulnerable to known issues, and is also unnecessarily restrictive of
networking power users, include most business IT administrators. Y ou need a rewrite to make sure this normal usageis
not restricted.
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Comment: Please do not require modifications to WiFi enabled devices to lock down firmware. This will affect many
devices from routers, access points, televisions, cell phones and prevent people from actually owning the products they
purchase and not be able to modify them.

Wireless networking research depends on the ability of researchersto investigate and modify their devices. Americans
need the ability to fix security holesin their devices when the manufacturer chooses to not do so. Users have in the past
fixed serious bugsin their wifi drivers, which would be banned under the NPRM. Billions of dollars of commerce, such
as secure wifi vendors, retail hotspot vendors, depends on the ability of users and companiesto install the software of
their choosing.

Thank you.

Please do not require modifications to WiFi enabled devices to lock down firmware. Thiswill affect many devices from
routers, access points, televisions, cell phones and prevent people from actually owning the products they purchase and
not be able to modify them.

Wireless networking research depends on the ability of researchersto investigate and modify their devices. Americans
need the ability to fix security holesin their devices when the manufacturer chooses to not do so. Users have in the past
fixed serious bugsin their wifi drivers, which would be banned under the NPRM. Billions of dollars of commerce, such
as secure wifi vendors, retail hotspot vendors, depends on the ability of users and companiesto install the software of
their choosing.

Thank you.



