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Comment: Please do not block the ability for usersto modify the software on their wireless devices. Wireless
networking research depends on the ability of researchers to investigate and modify their devices. Americans need the
ability to fix security holesin their devices when the manufacturer chooses to not do so. Users have in the past fixed
serious bugs in their wifi drivers, which would be banned under the NPRM. Billions of dollars of commerce, such as
secure wifi vendors, retail hotspot vendors, depends on the ability of users and companiesto install the software of their
choosing.

Please do not block the ability for users to modify the software on their wireless devices. Wireless networking research
depends on the ability of researchers to investigate and modify their devices. Americans need the ability to fix security
holesin their devices when the manufacturer chooses to not do so. Users have in the past fixed serious bugs in their
wifi drivers, which would be banned under the NPRM. Billions of dollars of commerce, such as secure wifi vendors,
retail hotspot vendors, depends on the ability of users and companiesto install the software of their choosing.
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Comment: | am extremely concerned about the proposed change in regulations. | use free, open source software on
nearly all my computing devices. Thisincludes my laptop, which has wifi and runs Linux, my networking equipment,
which run OpenWRT and DD-WRT. This software substantially increases the devices reliability, and allows me to take
full advantage of the hardware, patch security holes that the original hardware vendor hasn't released patches for, and
ensure that the device respects my privacy and doesn't send information about my browsing habits to the manufacturer.
| am worried that the new regul ations could make open source projects like this impossible because it would force
manufacturersto lock down their hardware. With all the modern security and privacy issues, having adevicein my
house that | don't have full control over is disturbing.

Manufacturers have already done things like automatically installed updates that locked out the routers configuration
options and required you to make a cloud account and agree to arestrictive terms of service
(http://arstechnica.com/gadgets/2012/07/ci sco-backpedal s-after-uproar-drops-cloud-from-default-router-setting/). Rules
like those proposed could make this sort of thing the norm, harming everyone through decreased privacy and making
home routers less capable and more |ocked-down.

| am extremely concerned about the proposed change in regulations. | use free, open source software on nearly all my
computing devices. Thisincludes my laptop, which has wifi and runs Linux, my networking equipment, which run
OpenWRT and DD-WRT. This software substantially increases the devices reliability, and alows meto take full
advantage of the hardware, patch security holes that the original hardware vendor hasn't rel eased patches for, and ensure
that the device respects my privacy and doesn't send information about my browsing habits to the manufacturer. | am
worried that the new regulations could make open source projects like thisimpossible because it would force
manufacturersto lock down their hardware. With all the modern security and privacy issues, having adevicein my
house that | don't have full control over is disturbing.

Manufacturers have already done things like automatically installed updates that locked out the routers configuration
options and required you to make a cloud account and agree to arestrictive terms of service
(http://arstechnica.com/gadgets/2012/07/ci sco-backpedal s-after-uproar-drops-cloud-from-default-router-setting/). Rules
like those proposed could make this sort of thing the norm, harming everyone through decreased privacy and making
home routers less capable and more |ocked-down.
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Comment: | request FCC and its board

DONT implement rules that take away the ability of usersto install the software of their choosing on their computing
devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

| request FCC and its board

DONT implement rules that take away the ability of usersto install the software of their choosing on their computing
devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.
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Comment: Regulation about devices that operate in U-NII range will impact all devices that use Wi-Fi.
Depending on severity of laws and regulations this might render people unable to install Linux or flash a custom ROM
for their mobile or router.

Thisis unacceptable.

Regulation about devices that operate in U-NII range will impact all devices that use Wi-Fi.

Depending on severity of laws and regulations this might render people unable to install Linux or flash a custom ROM
for their mobile or router.

Thisis unacceptable.
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Comment: | am respectfully asking the FCC to not implement rules that take away the ability of owners or future

ownersto install the software of their choosing on their computing devices, thiswould be like requiring users that
received retail Windows XP on their computer with awireless card to stay with retail Windows XP (no Service Pack)
because changing the OS to say Linux or just installing a Service Pack including the drivers could modify the how the

wireless card operates as the drivers would have changed. Without the choice to load the software of the owners choice

you will be exposing the owners to major security holes that the owners need the ability to fix in their devices when the
manufacturer chooses to not do so, like when manufactures only give you only WEP WiFi encryption and decide to not
provide WPA or WPA2 encryption, be replacing that software or firmware with another like DD-WRT you breathe new
life and security into a device that otherwise would run insecurely waiting to become part of someone's botnet or ends
up another piece of trash to end up in the landfill when it is a perfectly usable product still. Manufacturerstrying to

force early obsolescence of product by not updating them is sadly a common problem in the consumer and enterprise

space when it comes to computing devices from the smallest wi-fi device to the largest computer with awi-fi interfaces.
To that end wireless networking research depends on the ability of researchers to investigate and modify their devices

to find and fix issues before they begin to be exploited not after the owner isinfected. Owners of these devices havein

the past fixed serious bugs in wifi drivers provided by the manufacturers and shared those fixes with others including

the original manufacturers, which would be banned under the NPRM. Billions of dollars of commerce, such as secure

wifi vendors, retail hotspot vendors, depends on the ability of owners and companies to install the software of their
choosing on their computing devices the NPRM will stall innovation and lower the quality and security of the products
put out by the manufacturers further because the owner no longer has ability to breathe new life into their computing
product by installing 3rd party firmware, drivers or OS such as DD-WRT or Open-WRT and solely reliant on the
manufacturer Y ou defended Net Neutrality now you need to defend Neutrality of choice.

| am respectfully asking the FCC to not implement rules that take away the ability of owners or future ownersto install
the software of their choosing on their computing devices, this would be like requiring users that received retail
Windows XP on their computer with awireless card to stay with retail Windows XP (no Service Pack) because
changing the OS to say Linux or just installing a Service Pack including the drivers could modify the how the wireless
card operates as the drivers would have changed. Without the choice to load the software of the owners choice you will
be exposing the owners to major security holes that the owners need the ability to fix in their devices when the
manufacturer chooses to not do so, like when manufactures only give you only WEP WiFi encryption and decide to not
provide WPA or WPA2 encryption, be replacing that software or firmware with another like DD-WRT you breathe new

life and security into a device that otherwise would run insecurely waiting to become part of someone's botnet or ends
up another piece of trash to end up in the landfill when it is a perfectly usable product still. Manufacturerstrying to
force early obsolescence of product by not updating them is sadly a common problem in the consumer and enterprise
space when it comes to computing devices from the smallest wi-fi device to the largest computer with awi-fi interfaces.



To that end wireless networking research depends on the ability of researchersto investigate and modify their devices
to find and fix issues before they begin to be exploited not after the owner isinfected. Owners of these devices havein
the past fixed serious bugs in wifi drivers provided by the manufacturers and shared those fixes with others including
the original manufacturers, which would be banned under the NPRM. Billions of dollars of commerce, such as secure
wifi vendors, retail hotspot vendors, depends on the ability of owners and companies to install the software of their
choosing on their computing devices the NPRM will stall innovation and lower the quality and security of the products
put out by the manufacturers further because the owner no longer has ability to breathe new life into their computing
product by installing 3rd party firmware, drivers or OS such as DD-WRT or Open-WRT and solely reliant on the
manufacturer Y ou defended Net Neutrality now you need to defend Neutrality of choice.
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Comment: The probihition to change firmware of Wi-Fi transmittersis awful. It violates freedom of expression.

The probihition to change firmware of Wi-Fi transmittersis awful. It violates freedom of expression.
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Comment: Don't restrain our freedom to use the free OpenSource software!

Don't restrain our freedom to use the free OpenSource software!
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Comment: Asaeuropean citizen i do feel very concerned by the proposal that is stated here. Altho i cannot express
myself entirely english correct and living under diferent rules and laws, i am deeply concerned by the effects on the
global market that this proposal could have, and if made enforced will have on the international scale.

First of al, it will limit comercial companies inside and outside the us for either the american or international markets
big effectsin such away that i believe would enforce them all to close down any posible way for customisation,
research or protoction of a customers own hardware. It will harm the public privacy, freedom of information and
freedom to own a product. Instead a customers device will be on loan, not owned and one cannot proof its inocense,
security and protection againts foreign countries, terrosist groups or (bad/black) hackers (crackers).

Asamember of multiple freedom fighter groups and advocate of free speech, privacy and security im deeply concernd
that this legidation will make the hardware effected by this help for instance the nsa with backdoors but even worse,
help the bad guys get a permanent fix on bacldoors aswell. This bill will prevent your US persons of protecting
themselvss. Including us foreigners but keep in mind that it will close the door shut for your own people. It will create a
police state inside someones home internet. But quite posible not convermed by their goverment. In example, a chinese
router that you, the us cannot moddify so china cannot spy, in said example a openwrt or other "free" firmware would
remove such alimit and give freedom to your people.

Dont close those doors, it will harm you and the country harder than you imaginge.

Please ignore any spelling mistakes or potencial wrong wording. My deepest wish is that my concern is comming
accross and you see that its a bad idea to close down the open free firmware potencials and lockin any of your US
regulations within hardware. It will destroy your freedom, economics and let others spy on you without you having the
toolsto fix it.

Asaeuropean citizen i do feel very concerned by the proposal that is stated here. Altho i cannot express myself entirely
english correct and living under diferent rules and laws, i am deeply concerned by the effects on the global market that
this proposal could have, and if made enforced will have on the international scale.

First of all, it will limit comercial companies inside and outside the us for either the american or international markets
big effectsin such away that i believe would enforce them all to close down any posible way for customisation,
research or protoction of a customers own hardware. It will harm the public privacy, freedom of information and
freedom to own a product. Instead a customers device will be on loan, not owned and one cannot proof its inocense,
security and protection againts foreign countries, terrosist groups or (bad/black) hackers (crackers).



As amember of multiple freedom fighter groups and advocate of free speech, privacy and security im deeply concernd
that thislegidlation will make the hardware effected by this help for instance the nsa with backdoors but even worse,
help the bad guys get a permanent fix on bacldoors aswell. This bill will prevent your US persons of protecting
themselvss. Including us foreigners but keep in mind that it will close the door shut for your own people. It will create a
police state inside someones home internet. But quite posible not convermed by their goverment. In example, a chinese
router that you, the us cannot moddify so china cannot spy, in said example a openwrt or other "free" firmware would
remove such alimit and give freedom to your people.

Dont close those doors, it will harm you and the country harder than you imaginge.

Please ignore any spelling mistakes or potencial wrong wording. My deepest wish isthat my concern is comming
accross and you see that its a bad idea to close down the open free firmware potencials and lockin any of your US

regulations within hardware. 1t will destroy your freedom, economics and let others spy on you without you having the
toolstofix it.
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Comment: Theserules are agross over-reach of federal authority to citizens personal property that provide no real
advantage or benefit to the citizenry as awhole. The only entities that this could possibly benefit are large private
corporations and government espionage against private citizens, both of which are largely detrimental to freedom, free
speech, and innovation. The following points outline how these changes will negatively impact both individuals and
businesses.

These rules are a gross over-reach of federal authority to citizens personal property that provide no real advantage or
benefit to the citizenry as awhole. The only entities that this could possibly benefit are large private corporations and
government espionage against private citizens, both of which are largely detrimental to freedom, free speech, and
innovation. The following points outline how these changes will negatively impact both individuals and businesses.



These rules are a gross over-reach of federal authority to citizens personal property that provide no real advantage or
benefit to the citizenry as awhole. The only entities that this could possibly benefit are large private corporations and
government espionage against private citizens, both of which are largely detrimental to freedom, free speech, and
innovation. The following points outline how these changes will negatively impact both individuals and businesses.

User Freedom

As written, the rules and recommendations of the commission will prevent the installation of traditional free and open
source wireless firmware such as OpenWrt. End-users often use such firmware because it better fits the user&€™s
needs. Each user is better able to tailor the device to their needs. Users often set up a guest wireless network for their
home or business, set up aweb server at their home, create loT hubs and other uses. The changes proposed will make
such changes difficult and, in some cases, impossible.

Innovation

Innovation in network and wireless technology depends on the ability to experiment with software and hardware at the
deepest levels. CeroWrt, an open source router firmware, developed afix for an important form of network congestion
called Bufferbloat. Thisfix iswas added to the Linux kernel to be used by the billions of users of Linux. HNCP, a
proposed | ETF proposed standard for managing home networks, is being developed using OpenWrt. Mesh networking
technologies for developing stable distributed internet access are regularly implemented on OpenWrt and much research
and implementation on mesh networking has occurred outside of manufacturers. Nearly 7,200 scholarly articles on
wireless networking technol ogies reference a particular brand of open and modifiable hardware which would be banned
under these rules. Without the ability to change the software on the device, these innovations would not have occurred.
The innovations done by the community are later often picked up by the home router vendors and being integrated into
their normal firmware versions for their next generations of devices.

Economic Impact
Millions of dollars of economic activity depend on third-party firmware. Major semiconductor and wireless hardware
manufacturers use OpenWrt as the base of their router software.[1][2][3][4][5] At the same time, OpenWTrt is managed
and developed primarily by a community of individuals modifying their own routers and installing customized versions
of OpenWrt on their own routers. Sometimes these routers originally had OpenWrt on them while others did not. Strong
industry-community collaboration reduces the costs of maintenance and increases quality for manufacturers. This
mutually-beneficial collaboration can only exist if users can replace their firmware on their router with a customized
version of OpenWrt. By preventing firmware replacement, these regulations will strangle this community in the US
thereby increasing costs to hardware manufacturers which could be passed along to customers and employees.

Guest Wifi hotspots businesses

Additionally, many companies, such as ones involved in creating open wireless networks for retail locations would be
hampered by these regulations. Currently, many of these companiesinstall custom firmware on off-the-shelf hardware.
Under these regulations, such companies would have to either create their own hardware, an expensive proposition for
small software businesses, or receive authorization from a manufacturer under any arbitrary terms the manufacturer so
chooses.

Commercial VPN services businesses
Many commercial VPN providers sell wireless routers as part of there product offerings. Denying companies and users
the option to purchase more secure routers with support for VPN services will put a variety of users at risk.

Emergency Preparedness

Emergency preparedness would be hindered by restrictions on the modification of router hardware. Mesh networking is
akey component of disaster response in our modern world. In disasters, amateur radio operators create mesh networks
for disaster response. These operators use firmware like Broadband-Hamnet to create mesh networks on low-cost
commodity routers operating at frequencies and power levels legally authorized for hams but not for other users. By
modifying the device in such ways, wireless networks can be organized to cover much larger swaths of areato first-
responders and emergency personnel. These restrictions would delay the exchange of emergency information and put
lives at risk. The value of modified router hardware to assist in disaster response is recognized by emergency managers.



In 2013, the International Association of Emergency Managers [6] designated Broadband-Hamnet as their US
Technology and Innovation Award winner and Global Technology and Innovation Award winner.

Security

Restrictions on replacing router software will have a serious impact on security. Manufacturers are notoriously lax about
providing timely security updates where such updates are provided at all. Security experts routinely recommend users
replace manufacturer shipped router firmware with alternative community driven versions as a solution to this problem.
In arecent security review of commercial routers, every one had critical security vulnerabilities. In most security
instances replacing router firmware with third party peer reviewed firmware is the only option to solving this type of
problem. While the security dangers for home users are serious, for large companies security dangers are critical.
Without the ability to replace this software, large companies purchasing routers are entirely at the whim of the router
maker. If this software is insecure, whether accidentally or intentionally, large American companies will be put at risk of
industrial espionage.
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Comment: For almost the past decade | have been using Open Source router firmware software for connecting and
securing my family's access to the internet from home. In the same way | can purchase a car and replace the radio, or
purchase a laptop and replace the hard disk | expect to be able to purchase a router and replace the software.
Wonderful and dramatic leaps of innovation have occurred because of the ability for people with talent and great
interest to understand and better the devices around them, not to mention new business models.
It would be atravesty to take away our rights to the very hardware we purchase with our own money. At that point we
would not truly own the router, we would own amagical box that makes data move in and out.
In summary, it's my damn router, keep your damn hands out of it.

-- Thank you.

For almost the past decade | have been using Open Source router firmware software for connecting and securing my
family's access to the internet from home. In the same way | can purchase a car and replace the radio, or purchase a
laptop and replace the hard disk | expect to be able to purchase arouter and replace the software.

Wonderful and dramatic leaps of innovation have occurred because of the ability for people with talent and great
interest to understand and better the devices around them, not to mention new business models.

It would be atravesty to take away our rights to the very hardware we purchase with our own money. At that point we
would not truly own the router, we would own a magical box that makes data move in and out.

In summary, it's my damn router, keep your damn hands out of it.

-- Thank you.
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Comment: Hacking of Wifi routersisn't really my business, so | don't have time to read through the lengthy reports
below or around the web to verify the statements being circulated. However, I'm alittle dismayed that the fcc would

take such action against the hardware hacking community, amateur radio operators, and others. We should be
encouraging hardware hacking not restricting it. Children of today and tomorrow need to be encouraged to take their
devices farther then the original manufacturersintended. This action promotes eduction and reduces e-waste through
reuse. To do otherwise sends a message to the next generation that electronics are basically throw away devices that are
not intended to be touched and can only provide functionality that someone else claimsisall you need. | would
strongly urge the fcc to rethink any policies or legidation it plans to put forth now or in the furture which would restrict
the rights of people to "hack" their devices.

Hacking of Wifi routersisn't really my business, so | don't have time to read through the lengthy reports below or
around the web to verify the statements being circulated. However, I'm alittle dismayed that the fcc would take such
action against the hardware hacking community, amateur radio operators, and others. We should be encouraging
hardware hacking not restricting it. Children of today and tomorrow need to be encouraged to take their devices farther
then the original manufacturersintended. This action promotes eduction and reduces e-waste through reuse. To do
otherwise sends a message to the next generation that electronics are basically throw away devices that are not intended
to be touched and can only provide functionality that someone else claimsisall you need. | would strongly urge the fcc
to rethink any policies or legislation it plansto put forth now or in the furture which would restrict the rights of people
to "hack" their devices.
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Comment: Hey, what areyou doing? , ?

Hey, what areyou doing? , ?
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Comment: | asked the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices.

Additional points of emphasis the FCC should consider :

- Wireless networking research depends on the ability of researchersto investigate and modify their devices.

- Users need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

- Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

- Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

Thanks for you reading.
Regards.

| asked the FCC to not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices.

Additional points of emphasisthe FCC should consider :

- Wireless networking research depends on the ability of researchers to investigate and modify their devices.

- Users need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

- Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

- Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

Thanks for you reading.

Regards.
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Comment: I'd ask the FCC to refrain from implementing such measures on restricting the modification of U-NI|
devices. It will hamper security, commerce, and innovation.

* Manifacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are * never*
updated during their lifetime, instead preferring to just ignore current devices and iterate on a new product. This has
come to its ultimate consequences recently, when a software bug affecting a *billion* of smartphones has been
discovered and wont be fixed for ailmost al of the affected devices. 3rd-party firmwares are the only safeguard against
thiskind of situations. manifactures are not and cannot be forced to provide security fixes.

* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manifacturer would be implemented. This leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breachesis
due to 3rd-party software modification. It is however *still* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manifactures.

Thanks for reading.

I'd ask the FCC to refrain from implementing such measures on restricting the modification of U-NII devices. It will
hamper security, commerce, and innovation.

* Manifacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are * never*
updated during their lifetime, instead preferring to just ignore current devices and iterate on a new product. This has
come to its ultimate consequences recently, when a software bug affecting a * billion* of smartphones has been
discovered and wont be fixed for amost all of the affected devices. 3rd-party firmwares are the only safeguard against
this kind of situations: manifactures are not and cannot be forced to provide security fixes.



* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manifacturer would be implemented. This |eaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breachesis
due to 3rd-party software modification. It is however *still* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manifactures.

Thanks for reading.
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Comment: Thisisan incredibly shortsighted ruling. Some of the best wifi platforms were developed as open source
firmware that runs on commodity hardware (and were adopted in commercial products). Disallowing the modification
of existing hardware forces these communities to build custom hardware, which is both cost prohibitive and would have
crippled the development of these open source solutions which rely on large communities providing their free time and
labor with minimal financial commitment. Alternatively, such development will ssmply go overseas, and we will
effectively legislate ourselves out of this and similar evolving avenues and potential commercial derivatives. This
establishes a poor precedent for similar projects which in aggregate have had significant net positive outcome in the
engineering and scientific communities.

Thisisan incredibly shortsighted ruling. Some of the best wifi platforms were developed as open source firmware that
runs on commodity hardware (and were adopted in commercial products). Disallowing the modification of existing
hardware forces these communities to build custom hardware, which is both cost prohibitive and would have crippled
the development of these open source solutions which rely on large communities providing their free time and labor
with minimal financial commitment. Alternatively, such development will simply go overseas, and we will effectively
legislate ourselves out of thisand similar evolving avenues and potential commercial derivatives. This establishesa
poor precedent for similar projects which in aggregate have had significant net positive outcome in the engineering and
scientific communities.
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Comment: | ask the members of FCC to refuse locking down computer devices with modular wireless radio. 1t would
be a huge strike on freedom of speech all over the world.

| ask the members of FCC to refuse locking down computer devices with modular wireless radio. It would be a huge
strike on freedom of speech all over the world.
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Comment: | am opposed to ANY proposal that would prevent or limit users from installing open-source firmware on
WiFi routers. | do exactly that at home and at work and it is extremely important in both places. Open source firmware:

1) Prevents vendor lock-in and planned obsolescence

2) Gives me*MUCH* better security

3) Allows meto control the all features of my devices

4) Gives me a consistent user-interface across devices

5) Makes management of the devices easier and less costly

6) Provides updates with reasonabl e time periods

7) Ensures | can use the devices for much longer before they go obsolete
8) Makes the devices work faster

9) Gives far better logging, troubleshooting, and other features

10) Helps prevent corporate and government spying and back-doors, which should not only beillegal and
unconstitutional, but are also extremely dangerous.

Please do not enact any type of regulation that would harm the ability for the open source community to extend their
software and support to WiFi routers. Thank Y ou!

-Mark A. Davis
Charter Director, TideWater Unix/Linux User's Group
Director of Information Systems, Lake Taylor Transitional Care Hospital

| am opposed to ANY proposal that would prevent or limit users from installing open-source firmware on WiFi routers.
| do exactly that at home and at work and it is extremely important in both places. Open source firmware:

1) Prevents vendor lock-in and planned obsolescence

2) Gives me *MUCH?* better security

3) Allows meto control the all features of my devices

4) Gives me a consistent user-interface across devices

5) Makes management of the devices easier and less costly

6) Provides updates with reasonable time periods

7) Ensures | can use the devices for much longer before they go obsolete
8) Makes the devices work faster

9) Gives far better logging, troubleshooting, and other features



10) Helps prevent corporate and government spying and back-doors, which should not only beillegal and
unconstitutional, but are also extremely dangerous.

Please do not enact any type of regulation that would harm the ability for the open source community to extend their
software and support to WiFi routers. Thank Y ou!

-Mark A. Davis
Charter Director, TideWater Unix/Linux User's Group
Director of Information Systems, Lake Taylor Transitional Care Hospital
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Comment: Please do not implement policy that would prevent the public from installing and modifying software on the
computing devices that we own.

The appropriate way to deal with those who operate wireless equipment in bad faith is to seek out and fine those
operators, not to impede the proper functioning of any radio-equipped computing equipment.

Such policy would leave al wireless network operators and users helpless to correct unpatched software vulnerabilities.

Please do not implement policy that would prevent the public from installing and modifying software on the computing
devices that we own.

The appropriate way to deal with those who operate wireless equipment in bad faith is to seek out and fine those
operators, not to impede the proper functioning of any radio-equipped computing equipment.

Such policy would leave all wireless network operators and users helpless to correct unpatched software vulnerabilities.
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Comment: | am, as many other devel opers/users/companies, ask to not enforce rules that take away the ability of users
to install the software of their choosing on their computing devices.

This makes order of magnitude more problems than any benefits.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

| am, as many other devel opers/users/companies, ask to not enforce rules that take away the ability of usersto install the
software of their choosing on their computing devices.

This makes order of magnitude more problems than any benefits.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.
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Comment: | often find that awireless routed purchased has a bug or vulnerability and there just is no new firmware for
older devices. Therefore open source firmware can be used for these devices to fix bugs and vulnerabilities.

| often find that a wireless routed purchased has a bug or vulnerability and there just is no new firmware for older
devices. Therefore open source firmware can be used for these devices to fix bugs and vulnerabilities.
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Comment: Hello Sirsand Madams,

Please reconsider the inclusion of rules that bans the ability of users to make changes to the software of device that
contain radio equipment.

This only effects the FCC's security of controlling rules. Thiswill greatly effect the security of our nations
communication resources (due to the slowness and unwillingness for manufactures to support "obsolete” devices).

Thiswill also limit the development of new technologies to those large corporations that have no interest in improve our
culture and emergency response. Devices like OpenBTS (an adaptable, improvisational cell phone tower), technique
like mesh networks (ad hoc communication, especially useful in emergency situations) and operating systems like Linux
and CyogenMod (that gives user the freedom over their data) would be greatly hindered in development and flexibility.
Thank you for your time and your service and please keep the citizens that will be effected by these decisionsin mind.
Yourstruly,

Timothy Rios

Hello Sirs and Madams,

Please reconsider the inclusion of rules that bans the ability of users to make changes to the software of device that
contain radio equipment.

This only effects the FCC's security of controlling rules. Thiswill greatly effect the security of our nations
communication resources (due to the slowness and unwillingness for manufactures to support "obsolete” devices).

Thiswill also limit the development of new technologies to those large corporations that have no interest in improve our
culture and emergency response. Devices like OpenBTS (an adaptable, improvisational cell phone tower), technique

like mesh networks (ad hoc communication, especially useful in emergency situations) and operating systems like Linux
and CyogenMod (that gives user the freedom over their data) would be greatly hindered in development and flexibility.



Thank you for your time and your service and please keep the citizens that will be effected by these decisionsin mind.
Yourstruly,

Timothy Rios
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Comment: Please do not do it!

Please do not do it!
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Comment: "A grantee must obtain an updated grant of certification for the addition of new device capabilities through
software changes.”

Hello,

| am concerned that such rules may prevent fair use of devices such as routers, which are commonly modified to have
more software functionality, security or stability than originally shipped. As an engineer, | learned years ago, that
factory software on routers is inadequate, and that open source replacement software such as OpenWRT provides a
reasonabl e alternative to the factory software that may enhance the functionality, stability and security of the device.

Please consider the effect on of users of such devices who wish to make software changes to the device to utilize the full
potential of such devices. If such modifications are disallowed, thiswill potentially reduce the usefulness and security
of such devices, and increase waste due to discarded hardware.

If software modifications are disallowed, this follows a dangerous and wasteful trend of the consumer being locked out
of software on consumer purchased computing devices. This trend is counterproductive, and does not benefit the
consumer or society. Instead this trend encourages vendor hardware/software bundling, reduces competition and
encourages disposable hardware.

"A grantee must obtain an updated grant of certification for the addition of new device capabilities through software
changes.”

Hello,

| am concerned that such rules may prevent fair use of devices such as routers, which are commonly modified to have
more software functionality, security or stability than originally shipped. As an engineer, | learned years ago, that
factory software on routers is inadequate, and that open source replacement software such as OpenWRT provides a
reasonabl e alternative to the factory software that may enhance the functionality, stability and security of the device.

Please consider the effect on of users of such devices who wish to make software changes to the device to utilize the full
potential of such devices. If such modifications are disallowed, thiswill potentially reduce the usefulness and security
of such devices, and increase waste due to discarded hardware.



If software modifications are disallowed, this follows a dangerous and wasteful trend of the consumer being locked out
of software on consumer purchased computing devices. This trend is counterproductive, and does not benefit the
consumer or society. Instead this trend encourages vendor hardware/software bundling, reduces competition and

encourages disposable hardware.
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Comment: The proposed rules to prevent modification to devicesif they have a"modular wireless radio” are disastrous.
They would potentially:

Infringe upon the ability of amateur radio operators to create high powered mesh networks to assist emergency
personnel in adisaster.

Prevent research into advanced wireless technologies, like mesh networking and bufferbloat fixes

Restrict installation of alternative operating systems on your PC, like GNU/Linux, OpenBSD, FreeBSD, etc.
Discourage the devel opment of alternative free and open source WiFi firmware, like OpenWrt

Ban installation of custom firmware on your Android phone

Prevent resellers from installing firmware or customizing routers, such as for retail WiFi hotspots or VPNs, without
agreeing to any condition a manufacturer so chooses.

Thank you for considering these points.

The proposed rules to prevent modification to devicesif they have a"modular wireless radio” are disastrous. They
would potentially:

Infringe upon the ability of amateur radio operators to create high powered mesh networks to assist emergency
personnel in a disaster.

Prevent research into advanced wireless technologies, like mesh networking and bufferbloat fixes

Restrict installation of alternative operating systems on your PC, like GNU/Linux, OpenBSD, FreeBSD, etc.

Discourage the development of alternative free and open source WiFi firmware, like OpenWrt



Ban installation of custom firmware on your Android phone

Prevent resellers from installing firmware or customizing routers, such as for retail WiFi hotspots or VPNs, without
agreeing to any condition a manufacturer so chooses.

Thank you for considering these points.
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Comment: Thisregulation would stifle innovation, make us less secure, and set back innovation in the United States
decades.

This regulation would stifle innovation, make us less secure, and set back innovation in the United States decades.
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Comment: Please do not do this. | like to modify my phone for more freedom to do what | want with it. Are you against
freedom? Are you a communist?

Please do not do this. | like to modify my phone for more freedom to do what | want with it. Are you against freedom?
Are you acommunist?
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Comment: Good morning,

I would Like to voice my disapproval of the proposed mandate to prevent the flashing of any device that contains a
modular wireless radio. | feel that not only isthis un-american, it is stifling to innovation and good ol e tinkering around.
If I want to buy arouter and flash it with a firmware of my choosing that is my right and choice, not yours.

Good morning,
| would Like to voice my disapproval of the proposed mandate to prevent the flashing of any device that contains a

modular wirelessradio. | feel that not only isthis un-american, it is stifling to innovation and good ole tinkering around.
If I want to buy arouter and flash it with afirmware of my choosing that is my right and choice, not yours.
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Comment: Thisis not good for geeks and software devel opers.

Thisis not good for geeks and software devel opers.
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their own computing devices. Additional points of emphasis you should consider:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

Please do not implement rules that take away the ability of usersto install the software of their choosing on their own
computing devices. Additional points of emphasis you should consider:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.
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Comment: Hello,

| need the ability to control my wireless network and the operating system at home. | work in an industry that is forever
changing and need the ability to learn new technologies and be able to patch the new technologiesif | find security
holes. Y ou can't prevent me from doing this on adevice that | purchase for my personal use per the USA constitution. |
have the right to install anything | want on computer hardware that | purchase.

Hello,

| need the ability to control my wireless network and the operating system at home. | work in an industry that is forever
changing and need the ability to learn new technologies and be able to patch the new technologiesif | find security
holes. Y ou can't prevent me from doing this on adevice that | purchase for my personal use per the USA constitution. |
have the right to install anything | want on computer hardware that | purchase.
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Comment: These are OUR DEVICES! Please do not limit what we can or can't do on them. Flashing custom firmware
isavery common practice for just about any device you can think of. Custom firmware on our devices not only allows
savvy consumers to increase the performance but it also increases the longevity of said items. It allows usto tinker with
our devices, learn new ways to code/program, and teaches us the fundamental skills needed so supplement our growing
need for technology in our day to day lives. The FCC should take notice of every time some proposal like this comes out
into the light, it won't win. Even if it goes through, tinkerers and hobbyist WILL FIND A WAY to bypass whatever
security crap isimplemented. All you are going to have on your hands is angry citizens.

Please consider the above, from a hobbyist-tinkerer-college-student/grad-business owner. Thanks.

These are OUR DEVICES! Please do not limit what we can or can't do on them. Flashing custom firmwareis avery
common practice for just about any device you can think of. Custom firmware on our devices not only allows savvy
consumers to increase the performance but it also increases the longevity of said items. It allows usto tinker with our
devices, learn new ways to code/program, and teaches us the fundamental skills needed so supplement our growing need
for technology in our day to day lives. The FCC should take notice of every time some proposal like this comes out into
the light, it won't win. Even if it goes through, tinkerers and hobbyist WILL FIND A WAY to bypass whatever security
crap isimplemented. All you are going to have on your hands is angry citizens.

Please consider the above, from a hobbyist-tinkerer-coll ege-student/grad-business owner. Thanks.
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Comment: Hello,

| am commenting to ask why a person should not be able to modify a device that they own, in their own home, when it
does not seem to negatively affect anyone else. It seems like these rules would unjustly affect the open-source
community, and would unjustly regulate the actions of the individual. Unless there is something about using open-
source firmware that somehow negatively affects the community then what meaning is there in regulating it? If it
negatively affects business somehow we should remember that there is no reason why business should take precedence,
or have any special privileges, over anyone else.

I would really appreciate hearing why the FCC feelsit is their duty to regulate this activity.

JS.

Hello,

| am commenting to ask why a person should not be able to modify a device that they own, in their own home, when it
does not seem to negatively affect anyone else. It seems like these rules would unjustly affect the open-source
community, and would unjustly regulate the actions of the individual. Unless there is something about using open-
source firmware that somehow negatively affects the community then what meaning is there in regulating it? If it
negatively affects business somehow we should remember that there is no reason why business should take precedence,
or have any special privileges, over anyone else.

| would really appreciate hearing why the FCC feelsit is their duty to regulate this activity.

JS.
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Comment: Please do not implement rules that would deny users the right to install and run the software of their
choosing (including and especially free software) on their computing devices.

Please do not implement rules that would deny users the right to install and run the software of their choosing (including
and especially free software) on their computing devices.
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Comment: Why do you want to have arule against people modifying the routers that they purchased and installing
open source firmware on them? Open source firmware does no harm.

Why do you want to have a rule against people modifying the routers that they purchased and installing open source
firmware on them? Open source firmware does no harm.
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Comment: Towhom it may concern.

This proposal if approved would have extremely negative effect on open source projects. In particular you wouldn't be
ableto install alternative open source operating systems (Linux, FreeBSD etc) on computers with wireless capabilities.

Please decline this proposal.
Thank you.
To whom it may concern.

This proposal if approved would have extremely negative effect on open source projects. In particular you wouldn't be
able to install alternative open source operating systems (Linux, FreeBSD etc) on computers with wireless capabilities.

Please decline this proposal.

Thank you.
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With all due respect, | would ask that all rules be dropped from the proposed regulation that restrict the user's ability to
modify firmware and software on radio-equipped devices.

Manufactures of such devices have consistently shown that they have no particular interest in providing actual support,
bug fixes, or real updates to devices once they are sold. Consumers need the ability to manage such updates and fixes. In
my opinion, the existence of aftermarket firmware such as DD-WRT isthe only thing that even makes consumer-grade

routers functional at all.

It seemsthe FCC'sreal concern is over user modification of radio power levels beyond legal limits. If thisisthe case,
there should be much more elegant solutions available that would satisfy the FCC.
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