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Comment: This seems like shooting yourself (or the rest of us anyway) in the foot.
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It makes no sense.

| am an American but living in my wife's hometown in BC Canada for now.
This seems like shooting yourself (or the rest of us anyway) in the foot.

How will we fix security holes or bugsin the firmware of our WiFi devices?
Why would you disallow security updates?

It makes no sense.

| am an American but living in my wife's hometown in BC Canada for now.
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To Whom It May Concern:

Although I believe that the Federal Communications Commission (Hereinafter referred to as
"commission") has the best of intentions, I also believe that the NPRM is a dangerous intrusion upon
the rights of computing users and substantially interferes with innovation in the wireless space.

I am are concerned about three changes in the NPRM:

§ 2.1033 Application for grant of certification. Paragraph 4(i),
§ 2.935 Electronic labeling of radiofrequency devices. Clause (d) and
§ 2.1042 Certified modular transmitters. Section 8(¢)

The NPRM removes the ability of computing users to control and modify their devices in both
Paragraph 4(1). In Paragraph 4(i), the manufacturer is required to describe how the software of the
device is secured against modification. Additionally, Clause (d) implies that the device must be secured
against modification due to the requirement to prevent label information from being modified. Finally,
Section 8(e) requires manufacturers to only allow "approved" software to be installed on a device.
These requirements combined prevent most modifications to the device even when the user wants to
improve on the security of the device or even to correct problems with the wireless radio software
itself.

Infringing upon computing users rights

Until now, users of computing devices have had the ability to install the software of their choice. In
particular, users have had the ability to install free and open source operating systems and software
which most appropriately fits their needs. Whether the user wants to install OpenWrt on a router or a
distribution based upon the Linux kernel on their laptop computer or smartphone, users have been able
to control the devices they own. Through this control, users can explore how their computing devices
work, educate themselves on the design of hardware, protect themselves from invasive spying by
competitors and foreign governments and enrich their own lives and the lives of others through
improved software.

Interfering with innovation in the wireless space

Innovation in network and wireless technology depends on the ability of users and resellers to
experiment with software and hardware at the deepest levels. CeroWrt, an open source router firmware,
developed a fix for an important form of network congestion called Bufferbloat. This fix is was added
to the Linux kernel to be used by the billions of users of Linux.

Mesh networking technologies for developing stable distributed internet access are regularly
implemented using various versions of Linux installed by an end-user and much research and
implementation on mesh networking has occurred outside of manufacturers. Nearly 7,200 scholarly
articles on wireless networking technologies reference a particular brand of open and modifiable
hardware which would be banned under these rules. Mesh networking is used for data communication
by amateur radio operators responding to natural disasters. Without the ability to change the software
on the device, these innovations would not have occurred.

User-access to source code is another innovation in and of itself. It has led to bug fixes, security
enhancements, and features that were not part of the original code base. In one instance a user was able
to fix a critical bug impacting all wifi adapters based on a particular set of Qualcomm Atheros wireless
chipset(s). As users were frequently being disconnected under certain conditions one user took it upon



themselves to track down and fix the bug [1]. This would not have been possible had the source code
for the firmware been unavailable, or had these devices otherwise been locked.

Finally, numerous companies modify the software on off-the-shelf wireless devices for custom uses.
Companies who sell hardware to retailers for WiFi hotspots often install software customized to that
task. Additionally many commercial VPN providers sell wireless routers as part of there product
offerings. Denying companies and users the option to purchase more secure routers with support for
VPN services will put a variety of users at risk.

Recommendations

I respectfully recommend the following changes:
The regulations on software defined radios should not restrict the ability to replace software on
computing devices

As written, the regulations require that manufacturers prevent modification of all software computing
devices which use software defined radios. The Commission should amend the regulations in a manner
which protects the traditional right of law abiding users to understand and improve the software on
their devices.

The regulations on e-labels should not restrict the ability to replace software on computing devices

I appreciate the need for proper labeling of wireless devices and the requirements set by Congress in
the E-Label Act. The Commission should amend the regulations to guarantee electronic labels do not
interfere with the ability of downstream parties to install any software they so choose.

Conclusion

I share the commission's interest in protecting the wireless spectrum. As the Commission deliberates on
the NPRM, we invite the Commission to meet with signers, the computing industry, users, free and
open source software advocates and all interested parties. Through a collaboration we believe the
wireless spectrum can be protected while enabling the innovation and freedom key to American
competitiveness in the 21st century.
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Comment: Please do not implement rules that will take away my ability to install the software of my choice on my
wireless routers. Specifically:

- | depend on this ability to debug, test, and fix wireless hardware

- i need away to modify the system for security patches once the vendor has stopped supporting

- I have many times in the past needed to update wifi drivers to get around buggy manufacturers versions

- i have designed and deployed local mesh networks for community building, that are not possible without modified
firmwares

As a software and network engineer, the proposed changes would be disastrous for the open source networking
community. Projectslike openWRT are the public's only way to fully utilize the hardware they've paid for.

Please do not implement rules that will take away my ability to install the software of my choice on my wireless routers.
Specificaly:

- | depend on this ability to debug, test, and fix wireless hardware

- i need away to modify the system for security patches once the vendor has stopped supporting

- I have many times in the past needed to update wifi drivers to get around buggy manufacturers versions

- i have designed and deployed local mesh networks for community building, that are not possible without modified
firmwares

As a software and network engineer, the proposed changes would be disastrous for the open source networking
community. Projectslike openWRT are the public's only way to fully utilize the hardware they've paid for.
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Comment: Please do not implement rules that removes my ability to install software of my choosing on my wifi
devices.

As acomputer security professional, being able to install and configure custom software on my wifi devices allows me
to test and ensure the wifi security of my customers. Wireless networking research depends on the ability of researchers
to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Please do not implement rules that removes my ability to install software of my choosing on my wifi devices.

As acomputer security professional, being able to install and configure custom software on my wifi devices alows me
to test and ensure the wifi security of my customers. Wireless networking research depends on the ability of researchers
to investigate and modify their devices.

Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices.

* Wireless networking research depends on the ability of researchers to investigate and modify their devices.

* Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

* Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

* Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

Please do not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices.

* Wireless networking research depends on the ability of researchersto investigate and modify their devices.

* Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

* Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

* Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.
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To Whom It May Concern:

Although I believe that the Federal Communications Commission (Hereinafter referred to as
"commission") has the best of intentions, I also believe that the NPRM is a dangerous intrusion upon
the rights of computing users and substantially interferes with innovation in the wireless space.

I am are concerned about three changes in the NPRM:

§ 2.1033 Application for grant of certification. Paragraph 4(i),
§ 2.935 Electronic labeling of radiofrequency devices. Clause (d) and
§ 2.1042 Certified modular transmitters. Section 8(¢)

The NPRM removes the ability of computing users to control and modify their devices in both
Paragraph 4(1). In Paragraph 4(i), the manufacturer is required to describe how the software of the
device is secured against modification. Additionally, Clause (d) implies that the device must be secured
against modification due to the requirement to prevent label information from being modified. Finally,
Section 8(e) requires manufacturers to only allow "approved" software to be installed on a device.
These requirements combined prevent most modifications to the device even when the user wants to
improve on the security of the device or even to correct problems with the wireless radio software
itself.

Infringing upon computing users rights

Until now, users of computing devices have had the ability to install the software of their choice. In
particular, users have had the ability to install free and open source operating systems and software
which most appropriately fits their needs. Whether the user wants to install OpenWrt on a router or a
distribution based upon the Linux kernel on their laptop computer or smartphone, users have been able
to control the devices they own. Through this control, users can explore how their computing devices
work, educate themselves on the design of hardware, protect themselves from invasive spying by
competitors and foreign governments and enrich their own lives and the lives of others through
improved software.

Interfering with innovation in the wireless space

Innovation in network and wireless technology depends on the ability of users and resellers to
experiment with software and hardware at the deepest levels. CeroWrt, an open source router firmware,
developed a fix for an important form of network congestion called Bufferbloat. This fix is was added
to the Linux kernel to be used by the billions of users of Linux.

Mesh networking technologies for developing stable distributed internet access are regularly
implemented using various versions of Linux installed by an end-user and much research and
implementation on mesh networking has occurred outside of manufacturers. Nearly 7,200 scholarly
articles on wireless networking technologies reference a particular brand of open and modifiable
hardware which would be banned under these rules. Mesh networking is used for data communication
by amateur radio operators responding to natural disasters. Without the ability to change the software
on the device, these innovations would not have occurred.

User-access to source code is another innovation in and of itself. It has led to bug fixes, security
enhancements, and features that were not part of the original code base. In one instance a user was able
to fix a critical bug impacting all wifi adapters based on a particular set of Qualcomm Atheros wireless
chipset(s). As users were frequently being disconnected under certain conditions one user took it upon



themselves to track down and fix the bug [1]. This would not have been possible had the source code
for the firmware been unavailable, or had these devices otherwise been locked.

Finally, numerous companies modify the software on off-the-shelf wireless devices for custom uses.
Companies who sell hardware to retailers for WiFi hotspots often install software customized to that
task. Additionally many commercial VPN providers sell wireless routers as part of there product
offerings. Denying companies and users the option to purchase more secure routers with support for
VPN services will put a variety of users at risk.

Recommendations

I respectfully recommend the following changes:
The regulations on software defined radios should not restrict the ability to replace software on
computing devices

As written, the regulations require that manufacturers prevent modification of all software computing
devices which use software defined radios. The Commission should amend the regulations in a manner
which protects the traditional right of law abiding users to understand and improve the software on
their devices.

The regulations on e-labels should not restrict the ability to replace software on computing devices

I appreciate the need for proper labeling of wireless devices and the requirements set by Congress in
the E-Label Act. The Commission should amend the regulations to guarantee electronic labels do not
interfere with the ability of downstream parties to install any software they so choose.

Conclusion

I share the commission's interest in protecting the wireless spectrum. As the Commission deliberates on
the NPRM, we invite the Commission to meet with signers, the computing industry, users, free and
open source software advocates and all interested parties. Through a collaboration we believe the
wireless spectrum can be protected while enabling the innovation and freedom key to American
competitiveness in the 21st century.
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Comment: | believeit isfoolish to put a software limitation, firmware or otherwise, on an electronic device purchased
by a consumer. Investigating and prosecuting those who utilize said act to commit a crime is one thing, but completely
outlawing code creates walled gardens unfair to the owners of said devices and will encourage manufacturersto lock out
features for a price. Promote firmware and tinkering! We will find more problems in our foundations that way.

| believeit isfoolish to put a software limitation, firmware or otherwise, on an electronic device purchased by a
consumer. Investigating and prosecuting those who utilize said act to commit a crime is one thing, but completely
outlawing code creates walled gardens unfair to the owners of said devices and will encourage manufacturersto lock out
features for a price. Promote firmware and tinkering! We will find more problemsin our foundations that way.
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Comment: | ask the FCC to refrain from implementing such measures on restricting the modification of U-NII devices.
It will hamper security, commerce, and innovation.

* Manifacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are * never*
updated during their lifetime, instead preferring to just ignore current devices and iterate on a new product. This has
come to its ultimate consequences recently, when a software bug affecting a *billion* of smartphones has been
discovered and wont be fixed for ailmost al of the affected devices. 3rd-party firmwares are the only safeguard against
thiskind of situations. manifactures are not and cannot be forced to provide security fixes.

* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manifacturer would be implemented. This leaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breachesis
due to 3rd-party software modification. It is however *still* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manifactures.

Thanks for listening.

| ask the FCC to refrain from implementing such measures on restricting the modification of U-NII devices. It will
hamper security, commerce, and innovation.

* Manifacturers are known for their terrible record in providing security fixes, most of the devicesinvolved are * never*
updated during their lifetime, instead preferring to just ignore current devices and iterate on a new product. This has
come to its ultimate consequences recently, when a software bug affecting a * billion* of smartphones has been
discovered and wont be fixed for amost all of the affected devices. 3rd-party firmwares are the only safeguard against
this kind of situations: manifactures are not and cannot be forced to provide security fixes.



* Without the ability to modify the software running on these devices, nothing more than the very limited, more
lucrative use cases addressed by the manifacturer would be implemented. This |eaves behind advanced and/or custom
scenarios which businesses could integrate on their services/products with very small costs by replacing the software.

* Research and innovation in wireless communications, ranging from entirely new designs, models and protocols to
software implementations, would basically come to an halt, severely harmed by the unavailability of low-cost, readily-
available solutions upon which to experiment. Community Mesh Networks are entirely reliant on the ability to
customize low-cost networking equipment.

* These rules are overreaching and not even helping in ensuring compliance. Virtually none of the FCC rule breachesis
due to 3rd-party software modification. It is however *still* possible to trivially enable non-compliant modes on
unmodified devices on major wireless equipment manifactures.

Thanks for listening.
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| am writing to request the FCC not implement rules which would prevent end users from installing or updating
firmware on their devices which contain a"modular wireless radio”.

Preventing end users from upgrading or installing software of their choosing will decreasing security by preventing
every day users from fixing security problems. Additionally, it will hinder software development, technological progress
and even make it impossible for some business to continue operation.

In conclusion | am asking the FCC to not implement rules laid out in the proposed document labeled " Equipment
Authorization and Electronic Labeling for Wireless Devices' on 08/16/2015.

| am writing to request the FCC not implement rules which would prevent end users from installing or updating
firmware on their devices which contain a"modular wireless radio”.

Preventing end users from upgrading or installing software of their choosing will decreasing security by preventing
every day users from fixing security problems. Additionally, it will hinder software development, technological progress
and even make it impossible for some business to continue operation.

In conclusion | am asking the FCC to not implement rules laid out in the proposed document labeled " Equipment
Authorization and Electronic Labeling for Wireless Devices' on 08/16/2015.
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Comment: What you are proposing makes no sense

What you are proposing makes no sense
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Comment: Due to the how wireless routers/access points operate this proposed rule will make illegal the modification
of awireless device's firmware. | currently operate two older wireless access points that run OpenWRT firmware. If this
rule passes, | will have to throw these devices away or be branded a criminal. Beside the ridiculous fact of potentially

turning thousands of currently law-abiding U.S. citizens into criminals overnight, the ability to choose the

firmware/code that operates my devices (so long as they do not violate current rules concerning radio transmissions)
should be a basic right. While you may be able to reduce incidents of illegal modifications to wireless device radio

transmissions by making firmware modificationsillegal, in the process you will be drastically reducing the functionality
of these devices, increasing costs to manufacturers, taking away our ability as consumers to legally modify devices we
own and, as mentioned previously, making many of us criminals.

For these reasons | implore you to not implement this rule that would make firmware modification of wireless devices
illegal.

Thank you,
Kenneth Thieme

Due to the how wireless routers/access points operate this proposed rule will makeillegal the modification of awireless
device'sfirmware. | currently operate two older wireless access points that run OpenWRT firmware. If this rule passes, |
will have to throw these devices away or be branded a criminal. Beside the ridiculous fact of potentially turning
thousands of currently law-abiding U.S. citizens into criminals overnight, the ability to choose the firmware/code that
operates my devices (so long as they do not violate current rules concerning radio transmissions) should be abasic right.
While you may be able to reduce incidents of illegal modifications to wireless device radio transmissions by making
firmware modificationsillegal, in the process you will be drastically reducing the functionality of these devices,
increasing costs to manufacturers, taking away our ability as consumersto legally modify devices we own and, as
mentioned previously, making many of us criminals.

For these reasons | implore you to not implement this rule that would make firmware modification of wireless devices
illegal.

Thank you,
Kenneth Thieme
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Comment: | am a Electronic Hobbyist and would like the FCC to allow modification of hardware for private use.

| am a Electronic Hobbyist and would like the FCC to alow modification of hardware for private use.
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Comment: Asapersonal computer/wifi user, | am against this proposal. Specifically 2.1042 section (8)(e) and and
2.935 section (d). While| can understand the FCC's desire to stop people from misusing the spectrum, this DRM
solution isfar too restrictive and usualy ineffective.

| often need the ability to diagnose my wifi signal by using various apps on my android phone. Thiswould not be
possible with future phones that are locked down by my phone manufacturer. In addition, | also have rooted & flashed
my phonein order to fully utilized the hardware | had legally purchased. | often want my phone to be on the most
current kernel possible for security purposes, and phone manufacturers have only just recently started pushing out OS
security updates on aregular basis - far too infrequent to truly be considered secure. These proposed restrictions will
cost me significantly for no practical gain.

As apersonal computer/wifi user, | am against this proposal. Specificaly 2.1042 section (8)(e) and and 2.935 section
(d). Whilel can understand the FCC's desire to stop people from misusing the spectrum, this DRM solution is far too
restrictive and usually ineffective.

| often need the ability to diagnose my wifi signal by using various apps on my android phone. Thiswould not be
possible with future phones that are locked down by my phone manufacturer. In addition, | also have rooted & flashed
my phonein order to fully utilized the hardware | had legally purchased. | often want my phone to be on the most
current kernel possible for security purposes, and phone manufacturers have only just recently started pushing out OS
security updates on aregular basis - far too infrequent to truly be considered secure. These proposed restrictions will
cost me significantly for no practical gain.
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Comment: Asapersonal computer/wifi user, | am against this proposal. Specifically 2.1042 section (8)(e) and and
2.935 section (d). While| can understand the FCC's desire to stop people from misusing the spectrum, this DRM
solution isfar too restrictive and usualy ineffective.

| often need the ability to diagnose my wifi signal by using various apps on my android phone. Thiswould not be
possible with future phones that are locked down by my phone manufacturer. In addition, | also have rooted & flashed
my phonein order to fully utilized the hardware | had legally purchased. | often want my phone to be on the most
current kernel possible for security purposes, and phone manufacturers have only just recently started pushing out OS
security updates on aregular basis - far too infrequent to truly be considered secure. These proposed restrictions will
cost me significantly for no practical gain.

As apersonal computer/wifi user, | am against this proposal. Specificaly 2.1042 section (8)(e) and and 2.935 section
(d). Whilel can understand the FCC's desire to stop people from misusing the spectrum, this DRM solution is far too
restrictive and usually ineffective.

| often need the ability to diagnose my wifi signal by using various apps on my android phone. Thiswould not be
possible with future phones that are locked down by my phone manufacturer. In addition, | also have rooted & flashed
my phonein order to fully utilized the hardware | had legally purchased. | often want my phone to be on the most
current kernel possible for security purposes, and phone manufacturers have only just recently started pushing out OS
security updates on aregular basis - far too infrequent to truly be considered secure. These proposed restrictions will
cost me significantly for no practical gain.
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Comment: There should be no rules promulgated which preclude the ability of wifi router owners to modify the
firmware in their own equipment. The use of open source software by consumers to modify and enhance manufacturer-
installed firmware in routers is a common practice and the ability to do so should not be limited.

There should be no rules promulgated which preclude the ability of wifi router owners to modify the firmware in their
own equipment. The use of open source software by consumers to modify and enhance manufacturer-installed firmware
in routersis a common practice and the ability to do so should not be limited.
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Comment: Fair Use and innovation will be denied to the public if this policy is enacted.

| personally use a WIFI device that is running customized open sourced firmware not being supplied or supported by the
original manufactor. My reasoning is simple. The firmware deployed by the manufactor lacks a number of features and
isdramatically of poorer quality with user interface design, packet processing, utilization of resources, and possibility
of usable features.

These are just some of the custom features the custom open source firmware allows for. 1) Custom firmware allow
allowing the dual radio device as being aWIFI WAN connection while aso allowing the other radio asaWIFI LAN
connection. 2) State-Full packet inspection firewall. 3) Built in anti-virus packet scanning at WAN level connection.

4) Responsive and fluid user interface 5) Configuration backups are applicable between different brands of devices with
the standardization of the open source firmware. 6) Improved CPU processing of packets allowing for more
throughput.

Thiswould hinder technology by; 1) Prevent improving abandoned products or products from defunct companies. 2)
Fixing security issues that companies do not deem risky based on cost benefit analysis; back-doors, embedded
passwords, buffer-over or buffer-under flows, individual personal marks (privacy). 3) Prevent creation of new solutions
using off-the-self products. 4) Turn public domain frequencies into acommercially licensed frequencies. 5) Turn
hobbyists, such as myself, and inventorsinto criminals.

Ones own the hardware, why can't they choose which software it runs? The policy would be equivalent of not allowing
the choice of Operating System on a Desktop PC, Notebook, Tablet, or Smart Phone. Public should have the right of
choose not the force of use.

In the end, the only difference between a SoC with a5GHz WIFI radio and aUSB or PCI connected 5GHz WIFI radio
with anon-SoC processor or afully embedded solution is physical connection and style of BUS connector. Fair Use
should not depended on the style of BUS connector and PCB traces.

Fair Use and innovation will be denied to the public if this policy is enacted.

| personally use a WIFI device that is running customized open sourced firmware not being supplied or supported by the
original manufactor. My reasoning is simple. The firmware deployed by the manufactor lacks a number of features and
isdramatically of poorer quality with user interface design, packet processing, utilization of resources, and possibility
of usable features.



These are just some of the custom features the custom open source firmware allows for. 1) Custom firmware allow
allowing the dual radio device as being aWIFI WAN connection while also allowing the other radio asa WIFI LAN
connection. 2) State-Full packet inspection firewall. 3) Built in anti-virus packet scanning at WAN level connection.

4) Responsive and fluid user interface 5) Configuration backups are applicable between different brands of devices with
the standardization of the open source firmware. 6) Improved CPU processing of packets allowing for more
throughpui.

Thiswould hinder technology by; 1) Prevent improving abandoned products or products from defunct companies. 2)
Fixing security issues that companies do not deem risky based on cost benefit analysis; back-doors, embedded
passwords, buffer-over or buffer-under flows, individual personal marks (privacy). 3) Prevent creation of new solutions
using off-the-self products. 4) Turn public domain frequencies into acommercially licensed frequencies. 5) Turn
hobbyists, such as myself, and inventorsinto criminals.

Ones own the hardware, why can't they choose which software it runs? The policy would be equivalent of not allowing
the choice of Operating System on a Desktop PC, Notebook, Tablet, or Smart Phone. Public should have the right of
choose not the force of use.

In the end, the only difference between a SoC with a5GHz WIFI radio and a USB or PCI connected 5GHz WIFI radio
with anon-SoC processor or afully embedded solution is physical connection and style of BUS connector. Fair Use
should not depended on the style of BUS connector and PCB traces.
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Comment: To whom this may concern,

My nameis Jm Casler and as an artist who works in the 5ghz band to coordinate my art, this proposed rule will
immediately stop much of the capabilities | now enjoy.

Please take this as a conscious objection toward this rule.
Thank you.

- Jm Casler

To whom this may concern,

My nameis Jm Casler and as an artist who works in the 5ghz band to coordinate my art, this proposed rule will
immediately stop much of the capabilities | now enjoy.

Please take this as a conscious objection toward thisrule.
Thank you.

-Jm Cadler
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Comment: Respectfully,

It has come to my attention there is a proposed rulein this that would make it illegal to change the Operating system on
my Pc, the Operating system on my Smartphone or the firmware of my wireless router and/or wireless access point.

Many times the software running on these pieces of hardware (PC, Smartphone, Router, and/or Wireless Access point)
needs to be changed out over time for reasons of usability, security, and or personal choice.

Hereis an example;

WPA 2 wireless encryption has become broken and is no longer suitable to secure wireless communications. The
certified manufacturer of my router will not release a firmware patch that has an updated encryption protocol as the
deviceisold and they do not wish to support it. And updated build of OpenWRT (third party firmware) doesbut it is
illegal to fix the issue because of this FCC rule.

Respectfully,
It has come to my attention there is a proposed rule in this that would make it illegal to change the Operating system on
my Pc, the Operating system on my Smartphone or the firmware of my wireless router and/or wireless access point.

Many times the software running on these pieces of hardware (PC, Smartphone, Router, and/or Wireless Access point)
needs to be changed out over time for reasons of usability, security, and or personal choice.

Hereis an example;

WPA 2 wireless encryption has become broken and is no longer suitable to secure wireless communications. The
certified manufacturer of my router will not release afirmware patch that has an updated encryption protocol asthe
deviceisold and they do not wish to support it. And updated build of OpenWRT (third party firmware) doesbut it is
illegal to fix the issue because of this FCC rule.
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Comment: Please do not implement rules taking away the ability for usersto install custom software on computing
devices whose related hardware is owned by the user. | personally install custom software/firmware on many of my
devicesin order to extend functionality and/or fix issues. If thereisconcern for out of band transmission, the onus
should be on lower level transmission components utilized in these devices, and not on the software. Also, if the
concern isfor out of band, or unregulated transmission from these devices, | can assure you that 99+% of users who
modify such hardware continue to use it (at least in regards to the transmission capability) precisely as the manufacturer
intended. Please take time to carefully consider these points, and others from this comment submission.

Thank you

Please do not implement rules taking away the ability for usersto install custom software on computing devices whose
related hardware is owned by the user. | personally install custom software/firmware on many of my devicesin order to
extend functionality and/or fix issues. If thereis concern for out of band transmission, the onus should be on lower
level transmission components utilized in these devices, and not on the software. Also, if the concern isfor out of band,
or unregulated transmission from these devices, | can assure you that 99+% of users who modify such hardware
continue to use it (at least in regards to the transmission capability) precisely as the manufacturer intended. Please take
time to carefully consider these points, and others from this comment submission.

Thank you
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Comment: Commissioners.

| am specifically concerned about the proposed changes in this docket that will effectively prohibit firmware changes to
5GHz WiFi radios. These devices are low power short range devices. It isnot likely that any changes to firmware
would affect very many others. Thereis great benefit in allowing changes to firmware after manufacture. Problems can
be fixed post manufacture and upgrades can add features and correct for unforeseen circumstances. It isespecialy
important that security related patches be allowed.

Rather than prohibiting changes to prevent a device from exceeding limits or behaviors as described prior to
manufacture. Why not clearly describe the limits and behaviors and require changes to stay withing those limits.

Thank you.

Commissioners:

I am specifically concerned about the proposed changes in this docket that will effectively prohibit firmware changes to
5GHz WiFi radios. These devices are low power short range devices. Itisnot likely that any changesto firmware
would affect very many others. Thereisgreat benefit in allowing changes to firmware after manufacture. Problems can
be fixed post manufacture and upgrades can add features and correct for unforeseen circumstances. It is especialy
important that security related patches be allowed.

Rather than prohibiting changes to prevent a device from exceeding limits or behaviors as described prior to
manufacture. Why not clearly describe the limits and behaviors and require changes to stay withing those limits.

Thank you.
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Comment: Towhom it may concern:

| respectfully request that the FCC Not implement the rules put forth in this document. Asaconsumer, auser, and a
developer, the ability to install software and firmware on devicesthat | own isimportant. Below isalist of 4 reasons
why:

1. Wireless networking research depends on the ability of researchers to investigate and modify their devices.

2. Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

3. Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

4. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of
users and companies to install the software of their choosing.

Thank you for listening,
Blaise Friery
To whom it may concern:

| respectfully request that the FCC Not implement the rules put forth in this document. Asaconsumer, auser, and a
developer, the ability to install software and firmware on devicesthat | own isimportant. Below isalist of 4 reasons
why:

1. Wireless networking research depends on the ability of researchers to investigate and modify their devices.

2. Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

3. Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

4. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of
users and companies to install the software of their choosing.

Thank you for listening,

Blaise Friery



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Gaby

Last Name: Schilders

Mailing Address: toon hermanslaan 27
City: beverwijk

Country: Netherlands

State or Province: Noord-Holland
ZIP/Postal Code: 1948 ac

Email Address: Gaby.schilders@gmail
Organization Name:

Comment: You will take my OpenWRT from my cold, dead hands.

More formally: | will disregard any artificial limitations you choose to set on my liberty to run code on equipment | hold
in ownership. | will however, respect al rules and regulations set forth to ensure the usability of the radio spectrum, as
long as it does not contravene my stated rights.

Y ou will take my OpenWRT from my cold, dead hands.
More formally: | will disregard any artificial limitations you choose to set on my liberty to run code on equipment | hold

in ownership. | will however, respect al rules and regulations set forth to ensure the usability of the radio spectrum, as
long as it does not contravene my stated rights.
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Comment: Thisisavery bad idea, and will stifle innovation in the United States.

Current technology allows firmware to be updated for many reasons: to fix bugs, to add features, and even to add
capabilities that were not there when the device was manufactured.

An old example comes to mind: modems built around draft standards that could be firmware-upgraded once the
standard was finalized.

That kind of technology is a great boon to consumers. Y our proposal, on the other hand, would slow adoption of new
technology even if for no other reason that an "upgrade” would require a completely new purchase.

Granted, router manufacturers are obligated to place a greater emphasis on security than they have in the past, but that
doesn't justify this huge overreach on the part of the FCC.

You would aso "lock in" firmware bugs, forcing consumers to purchase a replacement or cause the manufacturer a
great deal by means of arecall, when the problem could have been fixed with a firmware update.

It'sjust abad ideaal around. Costly for consumers and industry, with little real benefit to anybody.

Rather than making the practiceillegal, | suggest putting in place aformal complaint process so that people can notify
of abuses, much as you do with other kinds of radio today.

Thisisavery bad idea, and will stifle innovation in the United States.

Current technology allows firmware to be updated for many reasons: to fix bugs, to add features, and even to add
capabilities that were not there when the device was manufactured.

An old example comes to mind: modems built around draft standards that could be firmware-upgraded once the
standard was finalized.

That kind of technology is a great boon to consumers. Y our proposal, on the other hand, would slow adoption of new
technology even if for no other reason that an "upgrade” would require a completely new purchase.



Granted, router manufacturers are obligated to place a greater emphasis on security than they have in the past, but that
doesn't justify this huge overreach on the part of the FCC.

Y ou would aso "lock in" firmware bugs, forcing consumers to purchase areplacement or cause the manufacturer a
great deal by means of arecall, when the problem could have been fixed with a firmware update.

It'sjust abad ideaal around. Costly for consumers and industry, with little real benefit to anybody.

Rather than making the practiceillegal, | suggest putting in place aformal complaint process so that people can notify
of abuses, much as you do with other kinds of radio today.
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Comment: Respectfully,

I manage the tech support department at Tech Friends, Inc. We provide services to correctional institutions around the
nation. Security in theseingtitutionsis of paramount concern. For that reason, we utilize a custom firmware for routers
based on OpenWRT. The proposed rule would prohibit our ability to install customized security firmware on
commercial router hardware. Thiswould be catastrophic for our business interests and for the security of correctional
facilities around the nation.

It is essential that businesses and individuals have the freedom to install custom firmware on routers.

We urgently ask you to reconsider this portion of the rule to ensure that innovation, security, and flexibility remain an
integral part of the network ecosystem.

Respectfully,

I manage the tech support department at Tech Friends, Inc. We provide services to correctional institutions around the
nation. Security in these institutionsis of paramount concern. For that reason, we utilize a custom firmware for routers
based on OpenWRT. The proposed rule would prohibit our ability to install customized security firmware on
commercia router hardware. Thiswould be catastrophic for our business interests and for the security of correctional
facilities around the nation.

It is essential that businesses and individuals have the freedom to install custom firmware on routers.

We urgently ask you to reconsider this portion of the rule to ensure that innovation, security, and flexibility remain an
integral part of the network ecosystem.
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Comment: Towhom it may concern,

Please do not implement rules that prevent users from installing software of their choice on computing devices,
including those which include a WiFi radio. Wireless networking research depends on the ability of researchersto
investigate and modify their devices. Americans need the ability to fix security holesin their devices when the
manufacturer chooses to not do so. Users have in the past fixed serious bugs in their wifi drivers, which would be
banned under the NPRM. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends
on the ability of users and companiesto install the software of their choosing.

To whom it may concern,

Please do not implement rules that prevent users from installing software of their choice on computing devices,
including those which include a WiFi radio. Wireless networking research depends on the ability of researchersto
investigate and modify their devices. Americans need the ability to fix security holesin their devices when the
manufacturer chooses to not do so. Users have in the past fixed serious bugs in their wifi drivers, which would be
banned under the NPRM. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends
on the ability of users and companiesto install the software of their choosing.
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Comment: | respectfully request the FCC to not implement rules that take away the ability of usersto install the
software of their choosing on their computing devices. In this particular case:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

| respectfully request the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices. In this particular case:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.
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Comment: Respectfully,

Our company, Tech Friends, Inc., provides services to correctional institutions around the nation. Obviously, security in
these ingtitutions is of paramount concern. For that reason, we utilize a custom firmware for routers based on
OpenWRT. The proposed rule would prohibit our ability to install customized security firmware on commercia router
hardware. Thiswould be catastrophic for our business interests and for the security of correctional facilities around the
nation.

It is essential that businesses and individuals have the freedom to install custom firmware on routers.

We urgently ask you to reconsider this portion of the rule to ensure that innovation, security, and flexibility remain an
integral part of the network ecosystem.

Respectfully,

Our company, Tech Friends, Inc., provides services to correctional institutions around the nation. Obviously, security in
these institutions is of paramount concern. For that reason, we utilize a custom firmware for routers based on
OpenWRT. The proposed rule would prohibit our ability to install customized security firmware on commercia router
hardware. Thiswould be catastrophic for our business interests and for the security of correctional facilities around the
nation.

It is essential that businesses and individuals have the freedom to install custom firmware on routers.



We urgently ask you to reconsider this portion of the rule to ensure that innovation, security, and flexibility remain an
integral part of the network ecosystem.
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Comment: | am vehemently against any idea of controlling software installed on computing devices. As an amateur
radio operator | find great importance in having control of the software running on my electronic device. For years
DDWRT, OpenWRT, Tomato of any other open source firmware for routers has enabled consumers to extend the
capability of their routers and close security holes increasing the security of the device and the Internet asawhole. In
addition open source firmware has allowed amateur radio wireless meshes to flourish. If consumers were no longer
allowed to install their own router firmware, meshes would no longer be possiblein their current form. In addition, this
could extended to the hackerspace and interfere with those who are experimenting with Arduinos, Raspberry Pis, and
any other embedded devices. Rules that restrict consumers hurt not only the consumers, but also creators and tinkers.

| am vehemently against any idea of controlling software installed on computing devices. As an amateur radio operator |
find great importance in having control of the software running on my electronic device. For years DDWRT,
OpenWRT, Tomato of any other open source firmware for routers has enabled consumers to extend the capability of
their routers and close security holes increasing the security of the device and the Internet as a whole. In addition open
source firmware has allowed amateur radio wireless meshes to flourish. If consumers were no longer allowed to install
their own router firmware, meshes would no longer be possible in their current form. In addition, this could extended to
the hackerspace and interfere with those who are experimenting with Arduinos, Raspberry Pis, and any other embedded
devices. Rules that restrict consumers hurt not only the consumers, but also creators and tinkers.
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Comment: Please do not implement rules that take from us the ability to install the software of our choosing on our
computing devices.

Companies generally are limted to fixing issues by selling new devices and software, leaving those of us who have
aready given them our money to suffer with flawed or dangerous firmware/software.

Further, | say to you that we Americans deserve the ability to fix security holesin our devices when the manufacturer
chooses to not do so.

Additionally we as a computer using community generally depend on wireless networking research peformed by
individuals independent of the manufacturers. That work depends on the ability of such researchers to investigate and
modify their devices.

There are many examples of users the past who have fixed serious bugsin their wifi drivers, which would be banned
under the NPRM.

Meanwhile billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability
of users and companiesto trust the security of such devices and as such the ability to install the software of their
choosing.

Please do not implement rules that take from us the ability to install the software of our choosing on our computing
devices.

Companies generally are limted to fixing issues by selling new devices and software, leaving those of us who have
aready given them our money to suffer with flawed or dangerous firmware/software.

Further, | say to you that we Americans deserve the ability to fix security holesin our devices when the manufacturer
chooses to not do so.

Additionally we as a computer using community generally depend on wireless networking research peformed by
individual s independent of the manufacturers. That work depends on the ability of such researchers to investigate and
modify their devices.

There are many examples of users the past who have fixed serious bugsin their wifi drivers, which would be banned



under the NPRM.

Meanwhile billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability
of users and companiesto trust the security of such devices and as such the ability to install the software of their
choosing.
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Comment: Theruleto inhibit or ban the modification of firmware of my personally owned router is a mistake.

This would unintentionally inhibit innovation and limit functionality that has been available to the general public for at
least adecade. Cutting edge features and more obscure, but useful, abilities added by new software devel opers would
be curtailed.

Many of the features in current routers are developed by open software developers to greatly enhance routers supplied
by original equipment manufacturers (OEM).

OEMs rarely display innovation in firmware features until they see popular features added by independent devel opers.

Any new future enhancements would be moved out of the United States. New innovation would move off shore and
open source projects available for decades (ex. DD-WRT) would die.

The only thing this rule would accomplish is a new underground movement to circumvent the restrictions put in place.
The rule to inhibit or ban the modification of firmware of my personally owned router is a mistake.

This would unintentionally inhibit innovation and limit functionality that has been available to the general public for at
least adecade. Cutting edge features and more obscure, but useful, abilities added by new software devel opers would
be curtailed.

Many of the features in current routers are developed by open software developers to greatly enhance routers supplied
by original equipment manufacturers (OEM).

OEMs rarely display innovation in firmware features until they see popular features added by independent devel opers.

Any new future enhancements would be moved out of the United States. New innovation would move off shore and
open source projects available for decades (ex. DD-WRT) would die.

The only thing this rule would accomplish is a new underground movement to circumvent the restrictions put in place.
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Comment: Readlly, you feel the need to regulate the firmware controlling WiFi and it associated frequencies? This has
all sorts of unintended consequences, most of which | cannot control what | own.

Thisisan overstep of regulation. What you propose it not even needed.

Really, you feel the need to regulate the firmware controlling WiFi and it associated frequencies? This has all sorts of
unintended consequences, most of which | cannot control what | own.

Thisisan overstep of regulation. What you propose it not even needed.
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Comment: Please no not take away the ability for consumers to install the software of their choosing on their
computing devices. It isanimportant right for consumersto be able to control the devices that they purchase. Almost
every computing device made nowadays contains a wireless radio that operatesin the 2.4GHz and 5.8GHz bands. Itis
imperative for innovation that everyone has the right to be able to change the software on their devices for any reason.
Some of those reasons include:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

This bill is anti-consumer and anti-innovation. Please reject it.

Please no not take away the ability for consumersto install the software of their choosing on their computing devices. It
isan important right for consumers to be able to control the devices that they purchase. Almost every computing
device made nowadays contains awireless radio that operates in the 2.4GHz and 5.8GHz bands. It isimperative for
innovation that everyone has the right to be able to change the software on their devices for any reason. Some of those
reasons include:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

This bill is anti-consumer and anti-innovation. Please reject it.
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Comment: Inthe past few years alot of OSS work has been done to make home routers more secure, easier to manage,
feature rich, and much much more stable than the original versions shipped out by manufacturers. This has only been
possible becauseit is currently possible to update the software running on these routers with open-source replacements.
| myself use DD-WRT to secure all communications at home.

Most routers nowadays include RF, CPU and memory on the same integrated chip. The proposed rule would forbid
flashing that one chip with new software and would seriously degrade performance and security of equipment that |
bought and own. Please consider rejection or changing that portion of this regulation.

In the past few years alot of OSS work has been done to make home routers more secure, easier to manage, feature rich,
and much much more stable than the original versions shipped out by manufacturers. This has only been possible
because it is currently possible to update the software running on these routers with open-source replacements. | myself
use DD-WRT to secure all communications at home.

Most routers nowadays include RF, CPU and memory on the same integrated chip. The proposed rule would forbid
flashing that one chip with new software and would seriously degrade performance and security of equipment that |
bought and own. Please consider rejection or changing that portion of this regulation.
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Comment: | would respectfully ask the FCC to not implement rules that take away the ability of usersto install the
software of their choosing on their computing devices.

While | understand the need to manage the spectrum assets shared, this type of regulation does not contribute open
development and alternative choices for the consumer.

Wireless networking research depends on the ability of researchers to investigate and modify their devices. In addition,
having the ability to fix security holes in wireless devices when the manufacturer chooses to not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

| would strongly urge that this restriction not be enaacted.
Thank you
John Prince

I would respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices.

While | understand the need to manage the spectrum assets shared, this type of regulation does not contribute open
development and alternative choices for the consumer.

Wireless networking research depends on the ability of researchers to investigate and modify their devices. In addition,
having the ability to fix security holes in wireless devices when the manufacturer chooses to not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.



| would strongly urge that this restriction not be enaacted.
Thank you

John Prince
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Comment: The proposed rule changes infringes the freedom of a device owner to adopt the device to his personal needs
and to develop new features or enhance functionality.

The proposed rule changes infringes the freedom of a device owner to adopt the device to his persona needs and to
develop new features or enhance functionality.
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Comment: | use the opensouce software to control the inteface of my home router. The manufacturer of these pieces of
hardware have shown lack of regard for security on these devicesthat | own one of. Stopping me and others from use
of this software can cause irreparable harm to my network protection. The software does not in any way change the
radio frequency or use there of. | own this device | do not rent, lease, or license this device from anyone making it my
personal property. Your ruling violates this personal property use along with opening my personal devices to unwanted
intrusion.

| use the opensouce software to control the inteface of my home router. The manufacturer of these pieces of hardware
have shown lack of regard for security on these devices that | own one of. Stopping me and others from use of this
software can cause irreparable harm to my network protection. The software does not in any way change the radio
frequency or usethere of. | own thisdevice |l do not rent, lease, or license this device from anyone making it my
personal property. Y our ruling violates this personal property use along with opening my personal devices to unwanted
intrusion.
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Comment: Perhaps the FCC is unaware that there is a substantial public interest in being able to control or modify the
software or firmware on a device of one's own.

Just like I am able to purchase a PC and run the programs of my choice, not the programs the manufacturer demands
that | run, | can also currently buy arouter and replace the firmware with some excellent open source releases that give
me extended features, more control, and better performance.

Often the manufacturer has no interest in providing these features, since most customers wouldn't know what to do with
them and are not interested in finding out. And so the manufacturer has no incentive to invest in better firmware.

However, advanced users, hobbyists, and professionals all welcome the opportunity to configure their own devices, that
they own and have fully paid for, in order to take full advantage of the device's capabilities.

Surely there are penalties in place even now for those who violate the FCC's restrictions on spectrum, power, etc. But
there isawhole wealth of possibilities available for modifying a device's settings that do not violate FCC restrictionsin
any way, but smply provide the user with more functionality.

Perhaps equipment manufacturers would prefer to lock in their proprietary and inadequate firmware for marketing
purposes, but it's definitely not in the public interest. There should be no FCC restrictions on what a consumer may do
with hisor her own device, aslong asit still complies with the relevant spectrum and power rules.

Perhaps the FCC is unaware that there is a substantial public interest in being able to control or modify the software or
firmware on a device of one'sown.

Just like | am able to purchase a PC and run the programs of my choice, not the programs the manufacturer demands
that | run, | can also currently buy arouter and replace the firmware with some excellent open source releases that give
me extended features, more control, and better performance.

Often the manufacturer has no interest in providing these features, since most customers wouldn't know what to do with
them and are not interested in finding out. And so the manufacturer has no incentive to invest in better firmware.

However, advanced users, hobbyists, and professionals all welcome the opportunity to configure their own devices, that
they own and have fully paid for, in order to take full advantage of the device's capabilities.



Surely there are penalties in place even now for those who violate the FCC's restrictions on spectrum, power, etc. But
there isawhole wealth of possibilities available for modifying a device's settings that do not violate FCC restrictionsin
any way, but smply provide the user with more functionality.

Perhaps equipment manufacturers would prefer to lock in their proprietary and inadequate firmware for marketing
purposes, but it's definitely not in the public interest. There should be no FCC restrictions on what a consumer may do
with hisor her own device, aslong asit still complies with the relevant spectrum and power rules.
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Comment: Dear FCC:

| respectfully request that the FCC not implement rules that take away the ability of usersto install the software of their
choosing on computing devices that they own. This takes away freedom, hurts innovation and competition, and
drastically reduces the security of home routers.

With the emphasis the administration is placing on Cyber security, not allowing consumersto fix security issues in their
home routers when the vendor chooses not to harms Americans security. Before my current router that | bought
because | knew it could run DD-WRT firmware, | had a Cisco M20 wireless router. The Cisco M20 had a security issue
that allowed anyone who runs a program downloadabl e off the Internet to obtain the wireless password and thus to
connect to my wireless network. The vendor chose never to fix the issue after being informed about the security issue;
it remains unfixed as | write this comment.

Researchers often use custom firmware to test new technologies. If computers had not allowed custom operating
system software 25 years ago, we would never have the Linux operating system that is widely used and responsible for
so much other innovation such as Android smartphones. If asimilar rule had been in place for computers 25 years ago,
we wouldn't have Android smartphonestoday. There are projects like DD-WRT and OpenWRT that provide wireless
router firmware and get hardware manufacturers to jump on board; this benefits the manufacturers as they do not have
to do the work and it benefits consumers by having options and software that can be used across vendors.

| am not opposed to requiring wireless router manufacturers to put hardware limits on power, frequency, and other items
that may cause interference or other concerns for the FCC and ensuring that these limits cannot be overridden by
firmware. One could also put regulations on the firmware such as what options are presented to the user; although this
would have to be done carefully. However, do not accomplish this by limiting the ability to replace the firmware. In
my opinion, limiting the replacement of firmware may cause great harm to American consumers long term.

Thank you very much for your time.

Sincerdly,
Benjamin Stassart

Dear FCC:

| respectfully request that the FCC not implement rules that take away the ability of usersto install the software of their



