Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Daniel

Last Name: Rice

Mailing Address: 2217 Halcyon In
City: Vienna

Country: United States

State or Province: VA

ZIP/Postal Code: 22181

Email Address:

Organization Name:

Comment: | payed for agreat number of thingsin my life which possess FCC regulated connectivity, | deserve to do
what | want with them.
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Comment: Public servants of the Federal Communications Commission,

It iswith great concern that | write you today regarding the latest proposal to restrict free use and research by private
citizens of alternative wireless and computing systems.

The ability for private citizens alongside, but not in conjunction with, federally approved researchers to conduct their
own research and use of any and all methods of electronic communication is paramount to the future progress of
technological advancement of this very necessary field of technology.

On the subject of liberty it isnot at all acceptable that, given we live in afree society, our use of technology should be
dependent upon federal approval of certain manufacturer's technology nor should our separate but intersecting third
party devices be limited by some arbitrarily concocted regulations. It is not within the federal government's powers or
mandate to codify specific software and hardware solely on the basis that it lies outside standard mainstream consumer
products. Further, information security is paramount in today's world and often alternative operating systems offer a
higher degree of internal systems security not found in most popular and conventional forms of consumer products. The
FCC could find itself in quite a precarious position should alarge number of citizens find their data in the hands of
unscrupulous individuals which could have been averted were they able to use alternative technology systems but were
denied due to the FCC's own regulatory measures.

Americans must also be able to secure their own data when the companies we rely on abstain from patching their own
security flaws. That the FCC would be considering a proposal which could leave private citizens at the mercy of
individuals operating outside the boundaries of the law isworrisome to say the least and in the past it has often been the
case that privacy gaps and security flaws in wireless hardware which transmits sensitive data has been fixed as a result
of the efforts of private individuals. This and many similar actions would be banned under the NPRM.

The FCC may aso run afoul of the First Amendment to the Constitution by limiting those citizens who seek to use
alternative methods and hardware to transmit wireless data as a matter of political principals and the desire to express
political dissent through legitimate consumption practices. The NPRM would stifle this very legitimate speech,
protected under the First Amendment, and may find itself on the wrong side of Constitutional Law and Supreme Court
precedent.

I hope my words have not been met by deaf ears and the Federal Communications Commission takes seriously the
implications of this very dangerous precedent being set should this regulatory measure come into effect. | am confident
in the FCC's ability to make the right choice by setting aside this regulatory measure and hanging it up in the "extremely



bad" category of regulatory ideas.
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Comment: Sir,

Y ou have no ideawhat you are doing.

What is the use of computersif you cannot modify it's working?
| shall die than live among computers whose firmware/OS cannot be hacked.

By going forward with your decision, you will be seriously hampering
computing research, as all of them depend upon modified firmware and software.

What if my system has a serious bug, or afeature which | would like to turn
off?

For example, the aggressive throttling of CPU which can overheat my |aptop.
With locked down computers, | will have no option, but to use a device

with an inbuilt oven.

And for god's sake, If | am paying for the device, | should have the ability
to decide what should run on the device. The manufacturing company have no
right to force me to use some paid crippleware.

| don't even understand your way of thinking.

Locking down the OS/firmware is not the answer to anything.

No system is secure. Not even if you lock it down virtually.

If you want to create an unbreakable wireless system, turn it off and lock
it inside a huge vaullt.

Think again, Y ou have smart people. If you go ahead with this decision,
| am pretty sure that many big corporations are going to pay.
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Comment: Hello. Thanks for your hard work on net neutrality. Big telecoms suck. Please do not interfere with wifi
technology such as routers and phones as the large groups of people that work on thesein their free time often help to
make them safer in the long run. This "jailbreak" culture has helped to make iOS and iPhones far more secure then if it
had beenillegal to do so.
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Comment: Public servants of the Federal Communications Commission,

It iswith great concern that | write you today regarding the latest proposal to restrict free use and research by private
citizens of alternative wireless and computing systems.

The ability for private citizens alongside, but not in conjunction with, federally approved researchers to conduct their
own research and use of any and all methods of electronic communication is paramount to the future progress of
technological advancement of this very necessary field of technology.

On the subject of liberty it isnot at all acceptable that, given we live in afree society, our use of technology should be
dependent upon federal approval of certain manufacturer's technology nor should our separate but intersecting third
party devices be limited by some arbitrarily concocted regulations. It is not within the federal government's powers or
mandate to codify specific software and hardware solely on the basis that it lies outside standard mainstream consumer
products. Further, information security is paramount in today's world and often alternative operating systems offer a
higher degree of internal systems security not found in most popular and conventional forms of consumer products. The
FCC could find itself in quite a precarious position should alarge number of citizens find their data in the hands of
unscrupulous individuals which could have been averted were they able to use alternative technology systems but were
denied due to the FCC's own regulatory measures.

Americans must also be able to secure their own data when the companies we rely on abstain from patching their own
security flaws. That the FCC would be considering a proposal which could leave private citizens at the mercy of
individuals operating outside the boundaries of the law isworrisome to say the least and in the past it has often been the
case that privacy gaps and security flaws in wireless hardware which transmits sensitive data has been fixed as a result
of the efforts of private individuals. This and many similar actions would be banned under the NPRM.

The FCC may aso run afoul of the First Amendment to the Constitution by limiting those citizens who seek to use
alternative methods and hardware to transmit wireless data as a matter of political principals and the desire to express
political dissent through legitimate consumption practices. The NPRM would stifle this very legitimate speech,
protected under the First Amendment, and may find itself on the wrong side of Constitutional Law and Supreme Court
precedent.

I hope my words have not been met by deaf ears and the Federal Communications Commission takes seriously the
implications of this very dangerous precedent being set should this regulatory measure come into effect. | am confident
in the FCC's ability to make the right choice by setting aside this regulatory measure and hanging it up in the "extremely



bad" category of regulatory ideas.
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Comment: Towhom it may concern,

Hi.

Asalifelong Computer Scientist, | am deeply concerned about the legislation that the FCC is proposing. Wereit not for
my God-given right to modify my electronic devices to suit both my curiosity and my needs, | would not have aplacein
thisworld, nor would countless other individuals, institutions, organizations, etc. that depend on our right to modify our
electronic devices. The legislation proposed threatens a fundamental way of life central to the maintenance and
progress of computer technologies, primarily in that:

- Wireless networking research depends on the ability to freely inspect, investigate, and modify devices.

- Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

- Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

- Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

Thereisno other way to say this: the law in its current form is extremely flawed and will only serve to not only harm
but endanger the American people. The right to modify electronic devices is God-given: anyone can do it, freely, in
their own homes, schools, and workplaces, right now, without knowing a single thing about what they are doing - and in
doing so, can engage in aform of self-education that would be impossible should this proposal pass.

Americaisagreat nation - one that put Freedom of Speech at the top of the list. Well, thislaw is athreat to Freedom of
Speech. Freedom of Speech extends into not only the things we say with our voice but the things we say with our hands
aswell, and that certainly includes how we might choose to modify our electronic devices.

| trust that others who care about this issue as much as | do will have the courage to speak up and make our voices
heard, and that the FCC will do the right thing and not move forward with this proposal.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Cole

Last Name: Johnson

Mailing Address: 23 Berlamo
City: Rancho Santa Margarita
Country: United States

State or Province: CA

ZIP/Postal Code: 92688

Email Address: coleharrisiohnson@gmail.com
Organization Name:

Comment: THISISA BAD IDEA
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Thank you for your consideration.
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Comment: I'm a software developer for an open source software defined networking company. | am not commenting on
behalf of my company in any way, but rather on behalf of avery young and very promising technology that could be
stifled by this proposed regul ation.

The ability for 3rd parties and end users to install their own software on all networking devices they own is essentia to
the expansion of SDN and all the advantages it provides to networking. This regulation could limit open SDN
deployment to devices without wireless capabilities and those with SDN software installed by the manufacturer. Many
SDN systems, which are designed to be modular and extensible would be ruled out entirely, which would create a
compatibility divide between wired and wireless devices on present and future networks.

Limiting what software can be installed on networking devices would add more incompatibilities to afield already
going to great expense to increase hardware compatibility because of the huge development costs for fragmented
systems.

Users and devel opers need the ability to modify the software on all of their networking devices. Hardware limits on
radio broadcasting and interference are both acceptable and necessary, but please alow software to keep its greatest
benefit: modification.
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Comment: This proposal now matter how well meaning is technologically illiterate. They would be used to hamstring
wireless communications devices in US markets by device manufacturesin order to try and make consumers purchase
more hardware more often for things like wireless routers and devices.

| know that seems like a small priceto pay to "improve" wireless radio transmissions. However you should know that
consumers interested in purchasing "non-standard" hardware can do so now trivially from other countries. These actions
will only serve to push manufacturing to other countries and further reduce the FCC's effectiveness at managing
wireless transmissions inside the US. And thiswill come at a cost. There are heaps of companies and actors making
custom firmware for "wireless devices' as specified in this proposal. Almost all of them would have to leave the US,
cease doing business with US customers or go out of business.

Thank you for your consideration.

CRH
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Comment: Please, allow me to do what | wish with my own devices. Don't punish many for the actions of afew.
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices. Wireless networking research depends on the ability of researchers to investigate and modify
their devices. Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do
so. Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM. Billions of
dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and companies
to install the software of their choosing.
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Comment: Please do not implement arule that would restrict the freedom | have to install my own software on adevice
| personally own. Furthermore, this proposed legislation is very dangerous in that it would likely impede the steady
march of technological progression and competition by eliminating any independent research by individuals and small
organizations.
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Comment: | am commenting with regards to the proposed rules changes that would require manufacturers to implement
technical measures to restrict the software which users can install on hardware they have purchased.

Asan active ham, | certainly understand the importance of respecting the laws and regulations regarding transmissions
and the consequences unauthorized or ill-advised modifications, even only of software, can have on device
performance. However, technical measures as implemented by manufacturers are an indiscriminate, heavy-handed, and
philosophically objectionable approach to solving the problem for many reasons.

L ocking down a device to prevent any and al modification will make many legitimate activities much more difficult.
Some exampl es include education and research. | am currently a college student, and many of the engineering design
projects and undergraduate research opportunitiesin which | participate rely on the low cost and ease of modifying
software to achieve novel goals. Thisisamiracle of modern technology. However, these projects, even though they are
done carefully and employ proper engineering practices, would be hamstrung by locked devices.

Security is also amajor concern. There are many community efforts that attempt, and succeed, at providing firmware
that is more secure and more quickly updated than manufacturer firmware. The use of such secure firmware is often a
deliberate decision made for security-conscious applications. These community firmwares are developed properly to
avoid causing interference and are held, by the community of end users, to the same or often higher standards than the
manufacturer firmware. There is no reason to prohibit this activity - if anything, it should be encouraged - and properly
locked-down devices would forceit to stop cold.

My final comment in objection to this particular aspect of the proposed change stems from the philosophical concept of
ownership of adevice. Many people, myself included, feel that the freedom to modify adeviceis an integral part of
ownership. In the case of transmitters, thereis a great responsibility associated with these modifications. It is
responsible of manufacturers to take steps to prevent accidental or ill-informed modifications from taking place, but it is
wrong to apply a blanket prevention of any and all modifications.
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Comment: If | buy adeviceitis mine. While | will do what | want with it, it should not be a requirement to lock it
down. Thereis no good reason for this. | can understand the radio could be modified, but anyone wanting to do
something else with the radio can unlock it to begin with.
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Comment: the FCC to not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices. Additional points of emphasis you should consider adding:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Holly

Last Name: Harding

Mailing Address: 17 Avondale Ave S
City: Waterloo

Country: Canada

State or Province: Ontario

ZIP/Postal Code: N2L 2B5

Email Address:

Organization Name:

Comment: For the love of god, don't do this.

Nothing ismore likely to cause security holes go unpatched than forcing people to use the software that the hardware
shipped with. We need to be opening this stuff up, not locking it down further.

There are routers that ship with and require community software, like DD-WRT. Doing thiswill actively harm
American companies by preventing that from happening.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Clint

Last Name: Nichols

Mailing Address:. 675 Glenbrook Dr

City: lone

Country: United States

State or Province: CA

ZIP/Postal Code: 95640

Email Address:

Organization Name:

Comment: Do not waste government efforts trying to prevent people from modifying their wireless devices. It would be
afutile attempt at best even if you do but trust me when | tell you not to bother. If you really think you're going to stifle
the genius that is the wireless device modification community then | feel bad for you. These are some of the most
dedicated hard working individual s that America (and the world) have at hand. So please save my tax dollars and go
repair aroad or police actual violent crime/private property disputes and not waste your time on something that isn't
achievable. The people are more bright and nimble than the sluggish overbearing giant that is the US government.
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Comment: Herein Canada, basically al of our electronics come from the U.S. So any changes to laws and/policies
regarding electronics and wireless technol ogies affects Canadians just as much as Americans.

Reasons these new anti consumer rules for American electronics are bad:

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Individuals need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Individuals should have full control over all aspects of their devices, utilizing digital locks prevents friendly innovation
and encourages users to seek out methods to break these locks. Individuals should be able to control, manipulate, fix,
research, view, etc... al aspects of their devices.

American business will loose out to companies based in countries where they do not have to follow these new rules.
Mesh networking can alow individuals to communicate freely in an uncensored manor independent of the normal
Internet. This has huge benefits for disasters, social media, and future illiterations of the Internet. These new rules would
push the mesh networking community underground and prevent any new mesh networking inventions that may some
day rival the traditional Internet.

These new rules are not needed!



