
Please Do Not Reply To This Email.

Public Comments on Equipment Authorization and Electronic Labeling for Wireless Devices:========

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402
RIN:
Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:
First Name:  Larry
Last Name:  Kluger
Mailing Address:  141 Warrington Dr
City:  Rochester
Country:  United States
State or Province:  NY
ZIP/Postal Code:  14618
Email Address:  
Organization Name:  
Comment:  Please do NOT do this! It will limit legitimate experimentation. It will only send the bad guys underground. 
It will only hurt honest people. 
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Comment:  WORST IDEA EVER
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Comment:  Hello,

I respectfully ask the FCC to not implement rules that take away the ability of users to install the software of their 
choosing on their computing devices.

* Wireless networking research depends on the ability of researchers to investigate and modify their devices.

* Users need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

* Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

* Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users 
and companies to install the software of their choosing.
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Comment:  Dear FCC,

The main problem with "Equipment Authorization and Electronic Labeling for Wireless Devices" is that it will hurt 
technological innovation in the United States. A lot of technological innovation happened because many electronics, 
including ones which had "wireless" capability weren't locked down, such as Wireless routers, Android smartphones, 
and Laptop computers. Because of this, there have been many alternative operating systems and firmwares for wireless 
routers, Android smartphones, and Laptop computers which have features that the OEM (Original Equipment 
Manufacturer) may not implement in the factory, such as additional speed, battery-saving technologies, privacy, and 
security.

Outside of hurting technological innovation if electronics with "wireless" capability were locked down, a black market 
of electronics will appear. People who use alternative firmwares and operating systems on devices with "wireless" 
capability for legitimate uses, such as privacy or security, may turn to the black market for electronics from countries 
like China and Russia with "wireless" capability which aren't locked down. For example, if a wireless router sold in the 
United States was locked down, many Americans who wish to modify their wireless router to add features will turn 
towards the black market for wireless routers which are unlocked.

This will also hurt the sale of American electronics with "wireless" capability abroad. People from other parts of the 
world, like Canada, Europe, and Asia who wish to modify their electronics with "wireless" capability may end up 
downright avoiding American brand names, therefore hurting the American electronics industry, and helping European 
and Asian electronic brands, especially brands which do not sell to the United States.

Thanks,

Neel Chauhan



===

https://www.neelc.org/
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Comment:  Dear Sir or Madam, 

I feel this regulation would really would set us back. So many innovative technologies come from being able to do non 
malicious loading of new OS's firmware etc to devices. The Manufactures have a small subset of the developers in the 
world and not all the creative minds. Cool things such as innovations   in how to use smart phone come form people 
being able to load their own firmware and also with routers and network equipment. Giving people access to this 
equipment has enabled us to advance as society in most uses these are not malicious and not trying to cause harm. We as
 society should be trying to find out how things work so we can make them better. A lot of the cool things you do with 
these devices is usually borrowed from the community and through open source projects. Working for software 
company we borrow a lot of code from the community because generally we can not hire everyone to work on a project 
and rely a lot on the community to help us fill gaps and holes we do not have the expertise to solve. So I say please do 
not restrict access to these devices and if law is to outline laws that define xyz malicious activity and so if someone is 
found in violation can be help accountable. Please do not paint with such a wide brush stroke this really will block 
creativity, innovation and education. I think this is pretty core to being human is wanting to improve on ourselves and 
move forward. 
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Comment:  I would respectfully like to ask that these rules not remove the ability of users to install the software of their 
choosing on their computing devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and 
companies to install the software of their choosing.

Personally, I have always run free and open source alternatives when available, and since I own the devices in question, 
I feel it is my right to continue to do so.
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Comment:  The open source software community has been an instrumental and innovative partner in making Part 15 
wildly successful (e.g. WiFi utilization).

Please don't lock them out; doing so would inhibit a wellspring of innovation that has been instrumental in enabling last-
mile connectivity to under-served, rural areas here and abroad.
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Comment:  I am strongly opposed to this measure as I feel it will deprive us of the liberty to run the software of our 
choice on our devices. As mobile devices become a bigger part of our everyday life, the ability to run free and open 
source operating systems may be one of our only options to preserve our privacy and freedom.
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Comment:  Hi,

Please, DO NOT implement rules that take away the ability of users to install the software of their choosing on their 
computing devices.

Please consider the following aspects:

1. Wireless networking research depends on the ability of researchers to investigate and modify their devices.

2. Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

3. Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

4. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users 
and companies to install the software of their choosing.

Thank you,

-Fabien.
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Comment:  
 Please do not implement rules that take away the ability of users to install the software of their choosing on their 
computing devices. In particular, please take the following points into account:

 - Wireless networking research depends on the ability of researchers to investigate and modify their devices.
 - People need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
 - Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.
 - Billions of dollars of commerce, such as secure wifi vendors and retail hotspot vendors, depend on the ability of users 
and companies to install the software of their choosing.

 Thank you for making the right choice.
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Comment:  I encourage the FCC to no implement rules that enable consumers to install software on computing devices 
that they have purchased. in my house, i have update my router to provide more functionality using third party software 
(WRT) to lock down inappropriate Internet sites. The proposed changes would not allow this. It also would leave me 
with a security hole, since my original router had a security bug which resulted in my installing WRT

Thanks!

John
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Comment:  As a contributior to OpenWRT, Hacker, and Municipal Wireless Administrator, I am appauled. This is not 
being done to defend anything but commercial interests. It limits the freedoms of people who "own" their hardware.
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Email Address:  packetcollision@gmail.com
Organization Name:  
Comment:  The decision to restrict the updating of firmware on devices such as routers will create a significant risk to 
consumers, since it will mean that they no longer have an option to switch to 3rd party firmware that is more secure. 1st 
party firmware is often insecure and rarely updated, and adding additional restrictions is only going to make more 
people's routers get infected with malware that steals their data or is used for attacks.

In addition, 3rd party firmware provides an important area of differentiation of for manufacturers, and allows users with 
specialized use-cases the flexibility they need. It is simple to restrict, in hardware, the power and frequencies of a 
wireless chipset, in such a way that a user cannot remove the restrictions. I am opposed to mandating even such 
hardware restrictions, because they unnecessarily limits lawful use by licensed operators, such as use by amateur radio 
operators, but at least a hardware-level restriction would not have the worst repercussions in regards to stifling 
innovation, reducing competition, and endangering users.

Please remove the restrictions on firmware from this proposal.
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Comment:  Forcing firmware to be locked down and not allowing open source firmware on routers is exposing everyone
 with a consumer internet facing appliance to be forced to rely on hardware vendors to update their firmwares for the 
lifetime of the router. I think we have seen over and over again in practice that this does not happen and will never 
happen.

Companies like Linksys and Netgear make their money from the router sale, and nothing else. They have no reason to 
continue supporting the device once it's in a household. On the other hand, open source projects like DD-WRT, 
OpenWRT, Tomato, etc. are consistently releasing new versions of their firmwares with bugs fixed, making the internet 
safer for everyone.

There are so many exploits for consumer quality (and business quality) routers that it's not even funny. Forcing 
hardware vendors to shut out the ability for the consumer to make themselves safer is a really horrific idea.
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Email Address:  nharris@openmailbox.org
Organization Name:  
Comment:  I am opposed to prohibiting consumer-installed firmware.  If passed, this would remove control of a device 
from the consumer and prohibit them from securing their devices should they choose to do so.  I use custom firmwares 
in my routers to provide the security and functionality which is left out of most routers because a company wanted to cut
 costs.  This regulation is at best poorly thought out and dangerous to America's internet security.
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Comment:  Bad. Bad. Bad. Bad. Bad. 

This law does not benefit the people of the U.S., only companies. 
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Comment:  Dear FCC, I write this comment to ask you NOT to implement rules that take away the ability of users to 
install the software of their choosing on their computing devices. 
Additional points:
-Wireless networking research depends on the ability of researchers to investigate and modify their devices.
-Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
-Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.
-Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
 companies to install the software of their choosing.

Thank you,
David Levy
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Organization Name:  
Comment:  Please do not implement these measures that will stifle innovation, and lock consumers out of the devices 
they have paid for. Wireless networking research depends on the ability of researchers to investigate and modify their 
devices.
Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.
Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and 
companies to install the software of their choosing.
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Comment:   Locking down radio equipment so that devices cannot be altered is a very backwards. This goes against all 
logic and reason for a safe vibrant electronics community. Do not in any way go forward with this.  

Let me  remind you that the United States is a nation of people; not corporate interests; please remember that when 
making rules for people.

We the people who use electronics NEED the ability to use them freely without artificial restriction.
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Comment:  Please allow for an individual or individuals to continue to manipulate the hardware and software portions 
of the WIFI devices that they own.  If this  voids the manufacturer's warranties then that is OK with me.  I have no 
problem if the FCC restricts the use of the frequencies that these devices operate at and restricts individuals from 
operating outside that spectrum without the proper licensing.  However, the FCC should also consider opening up 
additional frequencies for general purpose use buy the general population and not restrict these to the company with the 
highest bid.  Considerations for the American public should override and take precedence over corporate interests when 
limitations on a specific RF spectrum are being considered.

Please do not restrict an individuals manipulation of their own property (Routers, Modems or other RF type of 
devices)by either physical means or electronic means so long as this does not interfere with the laws of the United States
 and the frequencies that the FCC provides for public use.
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Comment:  I have worked for 11 years in the field of in-home computer service, and being able to modify devices that 
include a wireless radio has been essential to providing quality service to my clients. The proposed rule appears to 
restrict people's ability to install alternative operating systems such as Linux on PCs, or alternate firmwares such as 
DDWRT or TomatoUSB on routers. This rule would do nothing to protect me as a citizen, consumer, or service 
provider, and would only serve to strengthen the already unreasonable degree of control that manufacturers hold over 
the devices we purchase and utilize.

I beseech you to reconsider, and implore you to make rules that go the other way, that forbid manufacturers from 
PREVENTING end users from modifying their devices, rather than leaving the people you serve at the mercy of 
corporations.
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Comment:  Please do NOT restrict me from using my devices in the manner I see fit!  The idea that all my devices 
should be a "walled garden" is not something I look forward to.  
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Comment:  Please do not disable consumers ability to use the software of their choosing. Wireless networking research 
depends on the ability of researchers to investigate and modify their devices. Americans need the ability to fix security 
holes in their devices when the manufacturer chooses to not do so. Users have in the past fixed serious bugs in their wifi
 drivers, which would be banned under the NPRM. Billions of dollars of commerce, such as secure wifi vendors, retail 
hotspot vendors, depends on the ability of users and companies to install the software of their choosing. Thank you for 
listening.
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Comment:  If you want the USA to be the forefront of technology then you should not allow these restrictions. The 
ability to modify things you own, and create new and better devices should not be taken away. Someone famous once 
said, 'Injustice anywhere is a threat to justice everywhere.' 
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Comment:  This type of legislation is blatantly anti-consumer and I'm frankly surprised that such a thing would even be 
considered. 

The ability to modify and deconstruct products is a fundamental right that comes with ownership. If I own a product I 
should have the ability to make any modifications I deem appropriate (within the letter of law).

What the FCC is essentially proposing is the equivalent of banning an individual from looking under the hood of their 
own car. This is genuinely that ludicrous of a new rule. If I am a computer hardware engineer and I am trying to develop
 my skills or create a novel technologies, how am I able to do that if you are effectively banning the companies from 
making their products internals accessible?

The ability to modify the internal workings of a computer/phone/router/etc is basic. It isn't just about the consumer 
having sovereignty over the objects they purchase but also about the open-source development of novel technological 
advancements.

The computer giant - Apple Computers - started out of a garage in someone's house. Do you honestly think that locking 
down the internal workings of computer components isn't going to prevent the next "Apple" or "Microsoft" from 
coming about?

What you are effectively doing with this legislation is stifling innovation. Computer technology is recycled, dissected, 
and perfected by people who open up these products and examine them. If you block the consumer from doing this you 
aren't just stealing a basic right from the consumer, you are preventing a generation of future computer engineers from 
developing their skills. 

I implore you to please reconsider this legislation. 

Attached to this document is a list of companies which started out of the garages. These are tech giants. Do not pretend 
that you aren't going to harm innovation with this legislation.
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Comment:  Don't lock me out of my own device. I paid for it with money I earned, there's no reason I shouldn't be able 
to modify it's software ESPECIALLY when manufacturers are notoriously lax about security on Small 
Office/Residential routers. By putting firmwares that are open source and regularly audited, I can save my friends and 
family the trouble of a device that isn't secure by default. If anything you should be going after the manufacturers to 
make their devices more secure.
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Comment:  As a citizen of the U.S. I am absolutely appalled at this proposal. Not only does it infringe upon the fourth 
amendment rights of all U.S. citizens but it infringes on the rights of the companies that manufacture these products. 
Locking out citizens from open source software is a gross abuse of government power and this bill needs to be stopped. 
There is no substantial reason for this proposal other than "the government thinks it is best." Last time I checked the 
U.S. government derives its power from the people and this proposal is a spit in the face to all American citizens. U.S. 
citizens have a right to this software and taking this away is an act of tyranny. 
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Comment:  It is important for citizens to have the right to legally modify the software running on their computing 
devices.  The independent development community has used this freedom to find and fix numerous bugs, security holes,
 and even provide open source drivers for hardware and wifi devices.  Please allow that important work to continue 
legally.
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Comment:  The ability to modify software on devices that consumers control is an important aspect of consumer's 
freedom of choice when purchasing products, especially products such as laptop computers, tablet, cell phones, and 
TCP/IP routers.

The FCC brings up a good point, that the software on these routers can be modified to circumvent sections of the FCC 
code for which the devices were certified under. However, I believe at this time attempts to restrict this functionality 
will only hinder consumers.

Companies will not take steps to make it easy for consumers to implement custom software on these devices if 
regulations are put in place which require the devices always comply  to FCC rules, even when running custom 
software. Instead, they will simply implement methods to prevent custom software from running on these devices. 

I do not believe that an FCC regulation could be written at this time which sufficiently protects consumers from a 
reduction in product choices while also implementing the proposed changes. At some point in the future this might be 
possible, but at this time I believe that companies will implement the easy solution and simply lock out consumer 
changes.

I also do not believe that incidents involving devices violating FCC regulations have become severe enough to warrant 
changes to the rules which would prevent device modifications of this sort. Whilst software does exist which can turn an
 FCC compliant device into a non-compliant device, it is not widespread (or at least, non-compliant configurations are 
not widespread) enough to warrant these changes at this time.
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Comment:  This proposal suits only manufacturers and does nothing to protect people or govt from any abuse of devices
 with radio transmitters. I am an avid user of a software based on linux that I use in my routers called DDWRT. 
DDWRT was made because manufacturer could not make software stable enough on many consumer level routers and 
for that matter commercial grade either. 

Taking away the ability to upgrade/modify or otherwise change a devices function just because of abuse will not stop 
abuse. Those who wish to do harm will still do it and it will only stop the average geek from getting there hardware to 
work like they want it to work.

These modifications are not for the faint of heart or the layman those who do these types of mods are just looking for 
better performance or performance they expected when they bought the hardware.

I suspect this proposal was brought forward by Cisco systems, netgear,  belkin or dlink to secure market share they see 
shrinking do to consumers being able to modify a cheap 802.11 device to perform tasks a device that costs nearly $600 
can do. Its almost always about the money. So do the right thing here FCC. STOP BIG MONEY 1 MORE TIME FOR 
THE CONSUMER.
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Comment:  I cannot, in polite company, adequately convey how vehemently I oppose this proposed rule.  It is, aside 
from being a terrible idea, in direct conflict with the fourth amendment to the United States constitution.  I own my 
router, and the federal government is expressly forbidden by its charter from depriving me of any part of that property 
right without due process of law.  I have not used my property to break any rule of the FCC, and depriving me of the 
right to install a more secure firmware, in the absence of any conviction, is a clear violation of my fourth amendment 
right to due process.

There are a great many legitimate reasons for replacing the firmware on a home router.  I'd like to focus, though, on just 
one:  From a security engineering standpoint, time has proven the commercial providers utterly incompetent.  Every 
single major home router manufacturer has a proven track record of shipping devices with such severe vulnerabilities 
that I would NEVER even CONSIDER using one without replacing its firmware wholesale within 3 minutes of 
plugging it in.

Aside from being a violation of consumer rights and placing consumers at unnecessary risk without legal recourse, this 
ruling is completely unnecessary AND ineffective.

Unnecessary because it is already illegal for consumers to use their devices to broadcast in unauthorized bands.  Open-
source router firmwares incorporate these rules by default already - a user must willfully choose to misconfigure their 
router in order to break them.  We wouldn't accept the outlawing of water because of the potential for waterboarding or 
intentional drowning - those things are already illegal.

Ineffective because a dedicated hobbyist can ALREADY purchase an off-the shelf SDR system or create devices from 
scratch that violate these rules, and this ruling would almost certainly be the impetus to crystallize one or more projects 
around the construction of a fully-open-source home router.  Very few users who, today, run DD-WRT on hardware that
 is at least engineered for compliance on the RF side will have any qualms about running DD-WRT on unlicensed 
home-brew hardware, especially when the perception is that the only reason it's not licensed is that the FCC have made 
themselves the enemy of the American consumer.

Finally, consider the group of individuals you propose alienating.  A significant subset of DD-WRT and OpenWRT 
users  are hobbyists with an interest in cybersecurity, colloquially known as "hackers".  The majority are law-abiding 
citizens who have no interest in the criminal activities unfortunately associated with the word.  These are, however, 
people who live the majority of the lives on the internet and consider themselves citizens of the Internet AND the 
United States.  This proposed rule is very insensitive toward them, and is already being perceived by many as a direct 
assault on them personally.  It would be valuable before deciding on this rule to spend some time listening to Mudge's 



stories of culture clash between the government and hacker worlds, in particular his DEFCON 21 presentation 
"Unexpected Stories From a Hacker Inside the Government".  This is a subculture we should be encouraging, not 
alienating, because this is the core of our broader culture that is driving technological innovation and motivating our 
youth to pursue intellectual challenges and develop engineering expertise.
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Comment:  Please do not continue with the proposal that takes away the ability for users to install the software of their 
choosing on their computing devices.

*The ability to use custom software on laptops, phones, routers, and other devices actually allows users to improve 
security and better protect and control their privacy. 

*Many Manufacturers release products that have security holes which they are slow, or even outright refuse, to to fix.

*The ability to install custom software has enabled users to find and fix problems outside of just security issues.

*Businesses as well as individuals install custom software on their computers to help properly manage their 
infrastructure. Preventing this limits their ability to locate the right hardware/software combinations for their businesses 
to run efficiently.



Please Do Not Reply To This Email.

Public Comments on Equipment Authorization and Electronic Labeling for Wireless Devices:========

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402
RIN:
Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:
First Name:  Steve
Last Name:  Coffman
Mailing Address:  3455 Martin Way E #4
City:  Olympia
Country:  United States
State or Province:  WA
ZIP/Postal Code:  98506
Email Address:  kf7mjf@gmail.com
Organization Name:  
Comment:  Please do not allow this rule to pass. It would greatly hinder, if not do away with the installation of custom 
operating systems, or user modification of their personal devices. It would become impossible or nearly so to use 
custom Android ROMS, or to even install Linux on a desktop computer or server. Business and private users would be 
at the mercy of the device manufacturer to maintain software and patches, and many otherwise usable devices could 
become useless simply because the manufacturer refuses to maintain the software. This action would be bad for 
business, and consumer rights. 
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Comment:  This sort of rule would significantly limit the ability of entrepreneurs to innovate and limit the field of 
mobile devices to only labs corporate entities. That would decrease the speed of innovation, decrease product 
development, and have an overall negative impact on the industry. Building and modifying existing devices had a long 
tradition in American innovation, and if should be allowed to continue. 
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Comment:  No way! Corporate overreach in the digital realm is far, far out of bounds already. We, the public, have a 
right to own our equipment completely. It's "we the people" not "them the consumers" get a clue FCC. 
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Comment:  Please do not consider locking down firmware for wifi routers.  Vendors can't be trusted to continually patch
 a router for it's entire lifetime.  I purchased the device and I should be able to install the secure firmware of my choice.  
Please do not erode my freedom any more than it already has been.
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Comment:  If this proposal passes, it must also be required that manufacturer's support the device forever. Not for some 
period of years and then drop it, but forever. 

Releasing a device, then dropping support for it in the near future is tantamount to theft. 

In this era of surveillance, and company's showing their inability to support devices adequately, being able to flash 
devices with custom made and open source software is a near necessity to get anything useful done as a home consumer 
who is also a power user (read: technical person who wishes to do more than the average person with their devices).

This hurts far more than it helps. And it is absurd, and I would even say asinine, to consider this proposal 

Sure people won't be able to boost their WiFi signal to a damaging or interfering wattage, but then consumers would 
lose tons of features offered by the open source community. 

I'd rather have interference with those features than none without them. By a long shot (read: significantly so).
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Comment:  This is an action that should not be taken, allowing companies to lock down wireless radio devices is as anti-
consumer as can be. In order for wi-fi technology to continue to develop, it must remain open source and unlocked, or 
no innovation for the sake of innovation will be made. Locking the devices will also prevent end users with signifigant 
knowledge from making edits to software that can fix potentially catastrophic bugs, glitches, and repeatable errors that 
can sometimes slip through a company's quality assurance stage.
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Comment:  No. Devices should always be able to be easily modified.
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Comment:  Given that third party alterations on devices with wifi devices tends to result in a more secure environment, 
it would be counter productive to restrict installation of alternative systems. 
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Comment:  This is a propustorus idea, that is bad for consumer, businesses, and just a violation of buyers rights. It's 
essentual ly making it so you a a consumer are merely "leasing" the product. This will halt and slow down tech 
progression in the long run and sale in the short term. Over all a stupid idea.
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Comment:  I am Joshua Crawley, amateur radio operator KC9JEF. I sincerely urge you to to not implement rules that 
take away our ability to install the software of our choosing on our computing devices. I use predominantly Open 
Source software known as Linux to conduct my day to day computing, as well as furthering the state of the radio art. 

The proposed rules will make Linux obsolete by requiring companies to hide the way the wireless devices 
communicate, and make drivers nonexistent. And this is very bad.

I have worked extensively in Linux wireless on the LinkSys WRT54G home routers. With those, we have developed 
ways of sustaining communication links, whilst holding overall 2.4GHz bandwidth and peak emitted power lower than 
the standard firmware set. 

Locking the firmware and removing it from our observation would remove a crucial ability of us amateur radio 
operators to continue researching and advancing the state of the art. We would be at the mercy of the select few allowed.

Also, during our research, we amateurs have found bugs and errors in the code (software as well as firmware) that the 
manufacturers have refused to fix. For that, we the community have fixed their hardware. With the proposed locks, we 
would not be able to fix broken hardware.

This rule also proposes to dumb down digital radio in this country, by making hardware hard to tinker with, as well as 
putting the price for the real "open" hardware at exorbitant prices. This retards growth and advancement of the art and 
the sciences of radio.

To put it bluntly, this affects each and every one of our freedoms, starting with the freedom of speech. How I choose to 
modulate my radio is an extension of my speech. These controls seek to squelch my voice to nothing except "approved 
communications". And these laws also want to cut down on thoughts as well as speech. And that is sad, coming from 
the greatest country in the world.

I urge you to oppose all restrictions on computing devices. 
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Comment:    What next make it impossible for me to change the oil in my car.
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Comment:  I think that adding these new rules is a terribly bad idea. But consolidating existing rules is ok. The new 
rules prevent people from experimenting with advanced wireless network topography, something that is very important 
to learn more about in areas that lack high speed internet, and in areas that are not wired. I understand that this entire 
rule is to try to prevent people from doing one of two things:
1. Hacking wifi. 
2. jamming wifi. 

What you are losing is the following:
1. Mesh networking: currently being developed, and if we ever move to a fully automated highway, mesh networking is 
going to help our cars not hit each other.
2. Open source wifi firmware that is able to support better encryption and algorithms to defend from real threats like 
hackers.
3. Figure out novel methods to fix bufferbloat at a firmware level. Ever had a youtube video load a chunk, and just when
 it got to the end, it loaded the next chunk? Don't you wish it loaded the next chunk when you were halfway through 
your current chunk of video instead of at the end of your current chunk so that on slower connections, no choppiness 
would appear? That is a bufferbloat problem.
4. Figuring out how to multiplex data over multiple wireless connections effortlessly. Have you ever had a neighbor 
who had slow internet, and you had slow internet and you wished you could combine their power so that during the day 
you could use 2x as fast and at night he could use 2x as fast? That is a problem I am working on personally, and I am 
modifying firmware to do it. Banning people from modifying wireless firmware would lose the ability forever to 
combine streams of data to get better streams and network speeds. Basically peering agreements for the little guys.

I will address the hacking of wifi first.
The answer to hackers is better algorithms, encryption and better digital defenses, not attempting to outlaw them and 
thinking they will obey your laws.
If somebody wants to break into your wireless network, and they are a hacker, they are going to either make or buy 
required tools (from overseas if necessary). It is just like attempting to stop gun violence by instituting gun laws and 
then not enforcing them. Although you can certainly tell when gun violence has been committed, it is difficult to 
ascertain when someone breaks into your wifi connection. What is worse, it is a false sense of peace, seeing that people 
who really want to hack, will still hack, and simply making a law only makes people feel safer if it is not widely 
enforced in a draconian manner. Especially because setting up a wifi honeypot would still be doable.

2. Jamming. Although hacking wifi is bad, jamming is worse. Currently, if people are jamming, they are fined. Alot of 



money. However, you don't need sophisticated hardware to jam a gps signal. A spark welder attached to antenna works 
just fine, and jams in a large radius too!
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Comment:      Do not implement rules that prevent users from installing the software of their choosing on their own 
computing devices.

    Such rules and restrictions will harm American security. All too often, manufacturers choose not to repair security 
holes in their devices. Americans need the ability to repair such security holes on their own.

    Similarly, serious bugs in wireless communication drivers remain unaddressed by manufacturers. Users regularly fix 
serious bugs in their wireless drivers; an action which would be banned under this proposal.

    Restrictive rules will harm business and technological research. Commerce worth billions of dollars, such as secure 
wifi vendors and retail hotspot vendors, requires the ability for users and companies to install custom software of their 
own choice. Networking researchers need the ability to investigate and modify their devices.

    Lastly, disaster response relies upon the ability of amateur radio operators to create high powered mesh networks to 
assist emergency personnel. This proposal would sacrifice lives by crippling the capability of Americans to immediately
 respond to emergency situations.
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Comment:  This proposal is highly misguided as it suggests that an entire device must be locked down just because one 
separate component has the possibility of breaking FCC regulations, it would be a much more logical solution to just 
lock down the individual component (Wireless Network antenna/adapter).


