
Winnebago Cooperative 
Telecom Association 

704 E Main St · Lake Mills, IA 50450 I 641.592.6105 I www.wctatel.net 

January 15, 2016 

Commission's Secretary, Marlene H. Dortch 
Office of the Secretary 
Federal Communications Commission 
445 12th St. SW, Suite TW-A325 
Washington, DC 20554 

RE: Certification of CPNI Filing (December 31, 2015) 
EB-Docket No. 06-36 

Dear Ms. Dortch: 

\IAN 1 Q 2016 

FCCMaHRoom 

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on 
January 30, 2006, Winnebago Cooperative Telecom Association hereby files its most recent 
certification regarding its compliance with the rules of the Federal Communications Commission 
set forth in 47 C.F.R. Part 64, Subpart U. 

If you have any questions, ·please feel free to contact me at 641-592-6105. 

Sincerely, 

4d~-
Mark Thoma 
General Manager/Executive Vice President 

cc: Best Copy and Printing, Inc. -via FCC@BCPIWEB.COM 

No. ,<?f Copies rec'd () -1-tf. 
lla\P.,BCDE 
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Winnebago Cooperative 
Telecom Association 

704 E Main St · Lake Mills, IA 50450 I 641.592.610 5...1 ~wctatel.pet 
FHtett1Vfffi & lftspeetea 

ANNUAL 47 C.F.R. § 64.2009(E) CPNI Cerftification 
EB Docket 06-36 

,IAN 1 g !016 

FCC Matt Room 

Annual 64.2009(e) CPNI Certification for 2015 covering the prior calendar year 2015. 

January 15, 2016 

Name of Company covered by this certification: Winnebago Cooperative Telecom Association 

Form 499 Filer ID: 801903 

Name of signatory: Mark Thoma 

Title of signatory: General Manager/Executive Vice President 

I, Mark Thoma, certify that I am an officer of the company named above, and acting as an agent 
of the company, that I have personal knowledge that the company has established operating 
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47 
C.F.R. § 64.2001 et seq. 

Attached to this certification is an accompanying statement explaining how the company's 
procedures ensure that the company is in compliance with the requirements (including those 
mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory review) 
set forth in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (proceedings instituted or petitions filed by a company 
at either state commissions, the court system, or at the Commission against data brokers) 
against data brokers in the past year. 

The company has not received any customer complaints in the past year concerning the 
unauthorized release of CPNI. 

The company represents and warrants that the above certification is consistent with 47 C.F.R. 
§ 1.17 which requires truthful and accurate statements to the Commission. The company also 
acknowledges that false statements and misrepresentations to the Commission are punishable 
under Title 18 of the U.S. Code and may subject it to enforcement action. 

Mark Thoma 
General Manager/Executive Vice President 

Attachment: Accompanying Statement 
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Reeelved lli ll'lsJ'Jeeted 

JAN 1 9 2016 
Winnebago Cooperative Telecom Association 

704 East Main Street FCC Matt Room 

Lake Mills, Iowa 50450 

ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification 
EB Docket No. 06-36 

Annual 64.2009(e) CPNI Certification for 2016 covering the prior calendar year 2015. 

January 15, 2016 

This filing is being made by Winnebago Cooperative Telecom Association as required 
by 47 C.F.R. § 64.2009(e). 

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the 
"Certification") include the parent and its wholly-owned or controlled subsidiaries which 
are "carriers" (collectively, the "Company") as follows: 

Company Name Form 499 Filer ID 

Winnebago Cooperative Telecom 801903 
Association 

WCTA Wireless, Inc. NIA 

Winnebago Transport Services, Inc. 801904 

WCTA Ventures, Inc. N/A 

The board of directors and management of each of the above-listed companies are 
identical. The officer who signed the Certification signed as an authorized officer and 
agent of each of the above-listed companies. The Certification applies to and is filed on 
behalf of each of the above-listed companies. 

For purposes of the attached Accompanying Statement the above-listed companies are 
also considered "affiliates" of the Company. Where appropriate or required, the 
Company's CPNI policies apply to and may reference the Company and its affiliated 
companies. 

M:\FCC. USAC, etc\FCC CPNI 2015 fi ling(in 2016).doce.s 



Winnebago Cooperative Telecom Association 
704 East Main Street 

Lake Mills, Iowa 50450 

Accompanying Statement 

Exhibit 1 

Winnebago Cooperative Telecom Association (''Company'}maintains the following operating procedures 
to enslire compliance with the roles set forth in 47 C.P.R Part 64, Subpart U: · 

Sectio» 64.2005 Use of customer .pr oprietary network information without customer 
approval. · · 

(a) Any tdocommunications carria may use, disclose, or permit access to CPNI for 1he p\JIJ)Ose of 
providing or marketing service offerings among the categories of service (i.e., local, inta:cx.change, and 
CMRS) to which the customer alteady subscribes from the same carrieI", witb.ont custom a approval. 

(1) If a tclecomm.u:nications carri« provides different categories of service, and a customer 
snbscribes to more than ane category of service offc:red by the carrier, the carrier is permitted to share 
CPNI among the earner's affiliated entities thlrt provide a srzvice offering to the customer. 

(2) If a telecommunications carrier provides different categories of service, but a cnstamer does 
not subscnl>e to mare than one offiring by the caaia-, the carrier is not pemritted to share CPNI with its 
affiliates, except as provided in §64.2007(b). 

(b) A telecommunications caxrier may not use, disclos~ or pesm.it ace~ to CPNI to market to a 
customer service offerings that are within a category of service to which 1he subscriba does not aheady 
subscnoe from that cairi.tr, 11Illess 1hat ca.trier has customer approval to do so, eiccept as described in 
paragraph(c) of this se.ction. 

(1) A wireless provider-may use, d:isdos~ or pamit access to CPNI derived from its provision of 
CMRS, without costomer approval, for the provision of CPE and information service(s). A wireline canier 
may· use, disclose or permit access to CPNI derived from its JJTOv.ision of local exchange service or 
inta:e~change service, without customer approval, for the provision of CPE and call answering, voice mail 
or messaging, voice storage and retrieval services, fax store and forwclfd, and protocol conversion. 

(2) A telocommunications carrier may not nse, disclose, or pemilt access to CPNI to identify or 
track customers that call competing sttvice providers. For example, a local exchange carrier may not use 
local service CPNI to track all customers that call local service competitors. 

(c) A telecommunications carrier may use, disclose, or permit !lccess to CPNl, without customer 
approval, as described in this paragraph (c). 

(I ) A telecommunications carria may use, disclose, or penn.it access to CPNl, without customer 
approval, in its provision of inside wiring installation, maintenance, and repair secvices. 

(2) CMRS providers may use, disclose. or permit access to CPNI for the purpose of conducting 
research on the health effects ofCMRS. 

(3) LECs, Cl'v1RS providers, and interconnected VoIP providers may use CPNJ, without customer 
approval, to market services fonne.rly known as adjunct-10-basic services, such ·as, but not linrited to, speed 



dialing. computer-provided directory assistance, call monitoring, call tracing, call blocking, call return, 
repeat dialing, call tracking, call waiting. caller I.D., call forwarding, and certain Ccotrex features. 

( d) A telecommunications cmia may use, disclose, or permit access to CPNI to protect the rights 
or property of the carrier, or to prote.ct users of those services and other carriers from fraudulent, abusive, or 
unlawful use of, or subscription to, such services. 

The Company has adopted specific CPNJ policies to e1rsure that, fa tlze absence of customer approval, 
CPNI is only used by t!Je Co1ipany to provide or market seniice offerings among tire categories of 
service (i.e., local, interexchange, anil CMRS) to wlticlt the customer already subscribes. The 
Company's CPNI policies prohibit the shlll·big of CPNJ wiJ!t affiliated compa11ies, except as permitted 
u11d£r Rule 64.2005(4)(1) or with tUStomer approval pursuant to Rule 64.2007(b). Tire only exceptions 
to these policies a.re as permilied under 47 U.S. C. § 222(d) llJI~ Rule 64.2005. . 

Section 64.2007 . Appr~val required for ose of customei: p~pri_etary network information. 

(a) A telecommunications earner roay obtain approval through written, oral or electronic 
methods. 

( 1) A telecommmricatio.ns carrier relying on oral approval sb.ail bear the burden of dmion.strating 
1hat snch approval has been given in oompliance with 1he Commission's roles in this part. 

(2) Approval oi disapproval to 11se, disclose, or permit access to a customer's CPNI obtained by a 
telecommllllications cmier must remain in effect until 1he customer revokes or limits such approval or 
disapproval. 

(3) A telecommuni~tions carrier mnst maintain records of approval, whether oral, written or 
electronic, for at least one year. 

111 all circumstances where cuswmer approval is required to use, tlist:l.ose or permi1. access to CPNI, tl1e 
Company's CPNI policies require that the CompOJJY obtain customer approval through writ.ten, oral or 
eledron:ii methods tn complJ(OU:e witli Rule 64.2007. A cuswmer'a approval or disapproval remains in 
effect until the r:ustomer revokes or lbnits t11e approval or ilisappro'VaL 111e Comp1J1JY maintains records · 
of customer appoval (whether wriJten, oral or electronic) for a minimwn of 011e year-

(b) Use of Opt-Out and Opt-Jn Approval Processes. A telecommunications c<lrrier may, subject 
to opt-out approval or opt-in approv.il, use its customer's iudividually idrutifiable CPNl for the purpose of 
marketing communications-related services to that customer. A telecommlIDications carrier may, subject to 
opt-out approval or opt-in approval, disclose its customer's individually identifiable CPNI, for the purpose 
of marketing c.ommunicatiODS-:rclated services to 1hat custom.er, to its agents and its affiliates that :pravide 
communica1icms-telatcd services. A telecommanications carrier may also pcnnit such person or en:tit:ies to 
obtain access to such CPNl for such puxposes. Exce;it for use and disclosure of CPNI that is pennitted 
without customer approval '\!Ilda: se.ction §64.2005, or that is described in this paragraph, or as othawise 
provide.cl in section 222 of tile Communications Act of 1934, as amended, a telecommunications carrier 
may only use, disclose, 6r pmnit access tt> its Cll$lomcr's individually identifiable CPNl subject to opt-in 
approval. 

Except as otf1ermse pennil1ed under Rule M.2005, tfle Compm1y's CPNI policies require tliai tire 
Company obtain a customer's "opt out" or "opt ill" approval p11rs11a11t to Rule 64.2007(b) before tlte 
Company may use CPNJ to market communications-relaJed services or aiscluse CPNJ to its agents or 
affil.iates tl1at provide commu.nicado1is-rt4ated services fu1· markeii11g pwposes. The Company does 11ot 
use CPNJ for any otlie1· p11rposes, and does 1101 disclose oY grm1t access to CJ>Nl tlJ a11y other pmty, 
except as permitted 1111der 47 U.S. C. § 222(d) and Rule 64.2005. 
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Section 64.2008 Notice required for use of customer proprietary network information. 

(a) Notijicasion, Generally. (1) Prior to .any solicitation for customer approval, a 
telecommunications carrier must provide notification to the customer of the customer's right to restrict use 
of, disclose of, and access to that customer's CPNI. 

(2) A telecommurucations carrier must maintain reco1ds of notification, whe(ber oral, written or 
electronic, for at least one year. · 

(b) Individual notice to customers must be pro,~ded when soliciting approval to us~ disclose, or 
pe.rmit access to customers' CPNl. 

(c) Content of Notice. Customer notification ~ust provide sufficient information to enable the 
customer to make an infonned decisiOll ·as to whether to petmit ·a carrier to use, disclos~ or permit access 
to, the customer's CPNL 

. . 
(1) The notification must state that the cilstomer has a right, and tbe earner bas a duty, nnd~ 

federal law, to protect the con:fidcntiality of CPNI. 

(2) The notification must specify the types of information that constitute CPNl and the specific 
en.ti.ties that will receive 'the CPNI, describe tbe purposes for which. CPNI will be used, and inform the 
customer ofhis or hex cight to disapp1ove those uses, and deny or withdraw access t.o CPN1 at any time. 

(3) The notification must advise the customer of the precise stq>s 1he customer must take in 01da 
to· grant or deny access to CPNI. and must clearly state that a denial of approval will not affect 1he 
provision of any services to which the customer subscribes. However, carritts may provide a brief 
statement. in a clear and neutral languag~ descnoing conseqnwces directly r(Sll]ting frQill 1he lack of 
access to CPNI. 

( 4) The noti"fication must be comprehensible and mllst not be misleading. 

(5) Ifwrittm notification is provided, the notice must be clearly legibl~ use sufficiently large 
type, and be placed in an area so as to be readily apparent to a customer. 

(6) If any portion of a notification is translated into anotha language, 1heo all portions of1be 
notilicati.on must be translated into that language. 

(7) A carrier may state in 1he notification that the customer's approval to use CPNI may enhance 
the carrier's ability to offer products and services tailored to the customer's needs. A carria also may state 
in the notification thatitmay be compelled to disclose CPN1 to any person upon affirmative written request 

.. by the customer. 

(8) A carrier may not include in the notification any statement attempting to encourage a customer 
to freeze third-party access to CPNI. 

(9) The nbtification must state that any approval, or denial of approval for the use of CPNI 
011tside of the service to which the customer nlready subsaibes from that carrier is valid until the customer 
affumativcly"revolces or limits such approval or denial. 

(1 O) A telecommunications carrier's solicitation for approval must be proximate to the 
notification of a customer's CPNI rights. 

Tire Company's CPNJ policies require that a.zstomer,~ be J1otifted of tlteir rights, a11d the Company's 
obligations, wiLh respect to CPNI prior to any solicitation for customer approval All required customer 
notices (wlietlu..>r wr:itten, oral or electro11ic) comply with the requirements uf Rule 64.2008. Tlte 
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Company mai1aai1is records of nil required customer notices (whether written, oral or electronic) fo1· a 
minimum of one year. 

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide 
notification to obtain opt-out approval through electronic or written methods, but not by oral 
communication (except as provided in paragraph (f) of this section). The contents of any such noti.ficatfon 
must comply with the requiremeDls of paragraph (c) of this scc.tion. 

(1) Carriers must wait a 30-day minimum period oftime ·after giving customers notice and an 
· opportunity to opt-out before assummg customer approv'cll to use. disclose, or permit access· to CPNl A 

carrier may, in its discretion, provide for a longer period. Cmrie.rs must notify customers as to the 
applicable waiting period for a response before approval is assmned. 

(i). In the case of an electronic foi:m ofnotific.ation, the waiting pa:.iod shall begin to run from lhe 
date on which the notification was sent; and 

. (u') In the case ofrioti:ficatio.n by mail, the waiting period shall begin tO nm on the third day· 
following the datetbatthenotificntion was mailed. 

(2) Carriers using the opt-out mechanism must provide notices to their customers evrry two 
years. 

(3) Telecommunications carrias that use e-mail to provide opt-out notices must comply with the 
following requirements in addition to the re.<}uirements gene.rally applicable to notification: 

(i) Cauiers must obtain express, verifiable, prior approval from consumers to send notices via e
mail regarding their secvice .in general. or CPNI .in particular, 

(ii) Carrieis must allow customers to reply directly to e-mails containing CPNI notices in order to 
-opt-out; 

(fu) Opt-out ~ail notices that o.re returned to the caxri.a: as undeliverable must be sent to the · 
customer :in another form before carriers may consider the customer to have received no~ 

(iv) Carri.as that use e-mail to send CPNI notices IlJ\ISt ensure that the snbject line of the message 
clearly and accurately idartifirs the snbject llll\tter of the i>mail; and 

(v) Telecommunications carrias must make available to ev~y customer a method to opt-out that 
is of no additional cost to the customer and that is available 24 hours a day, seven days a week. Cairir.rs 
may satisfy this :requin:mmt tbrnngh a combination of mdhods, so long as all customcz:s have the obility to 
o:pt.-out at no cost and are able to efttctuate that choice whtneva they c:h.oose. 

bi instances wlr£re tire Company is required to obtain customer approv_al for ilre use or disclosure of 
CPNI, . the CompaJcy obtains "opt 01a" approval in accordance with the disclosures, mdliods and 
requirements contained in Rule WOB(c) and Rule 200B(tl). The CQmpanJ.'S CPNI poiides:require. that 
the Company provide "opt out" nonces to its customers every two years. All customers ha••e the ability 
to opt out at 1w cost ant11lSi11g meilwdstlrat are avallablewlseneverthe customer chooses. 

(e) Notice Requirements Specific to Opt-Jn. A telecommunications carrier may provide 
notificati.011 to obtain opt-in approval through oral, written, or electronic methods. The contents of any such 
notificati011 must comply with the requiranaits of paragraph ( c) of this section. 

The Company does 11ot currently solicit "opt in" customer opproval for t!te use or di.i:closure of CPNI. 
. The Company does 11ot 11se, disc/use or gra11t access to CPNJ for any purpose, to a11y party or ill a11y 

manner 111111 would require a c~omer's "opt iu" approval 1inder tl1e Commission's CPNI Rules. 
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(f) Notice Requirements Specific to One-Time Use of CPNJ . . (1) Carriers may use oral notice to 
obtain limited,. one-ti.me use of CPNl fOJ inbolllld and outbound customer telephone contacts for the 
dmation of the call, regardless ofwhetba carriers use opt-out or opt-in approval based on the nature of the 
contact. 

(2) Tbe contents of any such notification must comply with the requirements of paragraph (c) of 
'th.is section, except that telecomm.llD.ications carriers may om~ any of the following notice provisions if not 
relevant to fue limited use for which the carrier .seeks CPN1: 

(i) Caniers need not advise customers that if they have opted-out previously, no action is needed 
to maintain the opt-out election; 

(ji) ·Carriers need not advise customers that they may share CPNI with their affiliates or third 
parties and need not name those entities, if the limited CPNJ usage will uot result in use by, or disclosure 
to, an affiliate or 1hird party; · 

(:ill) Cauia-s need not disclose the means by which a customa cm1 deny or withdrJW future access 
to CPNI, so long as earners explain to customers that the scope of the approval 1he carrier seeks is limited 
to one-time use; and 

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or 
deny access to CPNI, as long as the carrier clearly coiµmunicates that the customer can dmy access to his 
CPNI for the call. 

In iJIStam:es where the ~mpmty seeAs one4Une customer approval for the use or ilisclosure of CPNI, 
tlte Compa1iy obtains such approval. in accordance wllh tfte dlsclt>.mres, methods and requirements 
co11tain.ed bi Rule 2008(/). · 

Section 64.2009 Safeguards required for use or c1tstomer proprietary network information. 

(a) Telecamm.w.icati:ons cmiers must implement a system by which the status of a customer's 
CPNI approval can be clearly established prior to tbe use of CPNI. 

The Company's billing ~'SI.em alJows authorized comp1111y persom1e1 to easily detennine the status of a 
customer's CPNI approval 011 the wstomer accou11t screen prior Jo the use or disclosure of CPNL 

(b) T elecommuni.cations carriers must train their pttSODnel as to when they are and are not 
authorized to use CPNI. and cmiez:s must have an ~rass disciplinary process .in place. 

The Compwiy /las established CPNI compliance policies that include employee training 011 re.9/rictio11s 
on tlte use 1md disclosure of CPNI mid required safeguard.~ to protecJ against w11IU1horized use or 
disclosure of CPNL Employees have signed tllat they understa11d tl!e CPNI poliC'les a11d a violatio11 of 
t/10.(1'! policies will result in disciplinary action. 

(c) All canieis shall maintain a record, electronically or in some o1her manner, of their own and 
1hcir affiliates' sales and marketing campaigns !hat use their customers' CPNL A1l canitts shall maintain a 
record of all instances where CPNI was disclosed or provided to third parties, or where third parties wo:e 
allowed access to CPNl The record must include a description of each campaign, the specific CPN1 that 
was used in the campaign, and what products aud services were offered as a part of the campaign. Carriers 
shall retain the record for a minimmn of one year. 

The Company's CPNI policies .require tflat all sales and marketing campaigns i1t1:1udi.J1g tltose utili'(.i11g 
· CJ>NI be recorded a11d k£pt 011 file for at lenst 011e year. Records are al.so maintai11ed for disclosure or 

access to CPNI by third parties. Tile records include the required informati.<m listed in Rule 64.2009(c). 
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(d) Telecommunications earners must establis.h a supe1visory review process regarding carrier 
compliance with the rules in this subpart for out~bound marketing situations and maintain records of carrier 
compliance for a minimum period of one year. Specifically, sales personnel must obtain supervisory 
approval of any proposed out-bound marketing re.quest for customer approYal . . 

The Compaizy's CPNJ po/i.cies require employees to obtain approval from tfte Company's CPNJ 
Compliance Officer for all marketing campaig11s, i11cl1ulfag those utilizing CPNJ, prior to initiatirzg that 
campaign. Reconl of tire m~keting ·campaigns, along willi the appropriate supervisory appoval i.s 
mainJa:i11ed fur aJ least DHe year. · 

(e) A telecommunications carrier must have an officer, as an agen1 oftbe carrier, sign and file 
with the Commission a compliance certificate on an annual ba$. The officer must state in the certification 

·that he or s.he has personal knowledge that 1he ccu:npan.y has establisl1cd operating µrocedUres that are 
adequate to ensure compliance with fhe roles in tllis subparl The carrier must provide a statement 
accompanying the certificate explaining how its operating procedures. ensure that it is or is not in 
compliance with the roles in this subpart. In addition, ihe carrier must-include ail explanation of any 
actions taken against data brokers and a SUIIlID.3IY of all cnstomer complaints received in the past year 
concerning the untrotllarized release of CPNI. This filing must be made ammally with the Enforcement 
Bureau on or before March 1 in EB Docket No. 06-36, for data pertaining to tbe previous calendar year. 

Tile required off1eer certification, actWns take11 agabist data brokers and summary of customer 
complabtt ilt>cumenls are iucb;ded wilk tlds aecompan.ying staJemrmt. The Company wiJL file these 
docum.eJ.its on mi annual basis on o-r before March 1 fo1 data pertabzing to the previo11s calendar year. 

(f) Caa:iers must ptovide written notice within fi.ve business days to the Cmmnission of my 
instance where the opt-out mechanisms do not work prop~ly, to such a degree that consmne:rs' inability to 
opt-out is more than an anomaly. 

(1) The notices.hall be in tbe form of a letter, and shall include the carrier's name, a description of 
the opt-<mt mechanism(s) used, the p[oblem.s(s) experienced, the remedy propose.d and when it will be/was 
implemente.d, w4ethet the relevant state commission(&) has been. notified and whether it has taken any 
action, a copy ~fthenotice provided to customers, and cOD!aCt information. · 

(2) Such notice must be submitted even if the carrier offers other methods by whic.h consumers 
miy opt-out. 

The Compmry's CPNI pc>Iicies i111:l1ule a precess to provide tlze required 111ritte11 notice to tile 
Commissum wiJ/iin five business days of an opt...fJut muhanism failure tftat is more tli11J1 au (l}icmaly. 
The procedllre meets the requirements listed in Rule 64.2009(J). 

Section 64.2010 Safegnuds 1>n the dlsclonre of cnstomer proprietary network information. 

(a.). Safeguarding CPNT. Telecommunications carrias mnst take reasonable measures to discover 
and protect against atte:qlpts to gam unauthorized access to CPNI. Telecammmrications carriers must 
properly authenticate a customer pnor to disclosing CPNl based on customer-initiated telephone contact, 
online account access, at ao in~store visit 

The CompaJry's CPNI policies aml employee training include reaso11able measu1·es tu discover and 
protect against nctivily tllat is iJrdicative of pretexti11g aJlil employees are iJIJtmcted tu notify the CPNJ 
Compliance Offzcer if any such actiYity is suspected. 

(b) Telephone access to CPNJ. Telecommunications carriers may only disclose call detail 
information over 1he telephone, base.d on. customer-initiated telephone contact, if the customer first 
pIOvides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by 
the carrier asking for readily available biographical information, or account infonnation. If-the cnstomer 
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does not provide o password, the telecommllllications carrier may only disclose call detail infurmation by 
sending it to the customer's address of record, or, by calling fue customer at the telephone number of 
re.cord. If the customer is able to provide call detail information to lbe telecommunications carrier during a 
customer-initiated call without the telecomm'linica1ions carrier's assistance, 1hm the telecommunications 
carrier is permitted to discuss the call detail information provided by the customer. 

The Con~pa11y's CPNI poli.ties ensure that a· citStomei is only able to access call detail information over 
the tel.eplione iu one of tlie ways lfst.ed iH Rule 64.JOlO(b). If tile customer cannot rl!membef theii' 
password,. tlae,J• are promp~ed to answer a security question. Neither the password 11or the · sec11rity 
question a1·e based on readily available biographical iliformation or account i11fonnaJfon. Customer 
service represeirtatives are instructed to autlie.uticate custDmers over tlte telephone in all {nstance..t except 
in tlie case where tlte customer provi.tles the call detail iTlformation without tlie assistance of the 
Company. 

(c) Online access to CPNI. A telecommunications carrier must authenticate a customer without 
the use of. readily avctilable biographical information, or. ac_counl information, prior to allowing 1b.e 
customer onliue access to CPNI related tO a telecommunications savice account. Once authenticated, the 
cnstomet may only obtain online access to CPNI related to a telecommmrications service ac.count through a 
password, as descnned in paragraph (e) ofthis section, that is not prompted by the cania asking for readJ1y 
available biographical .information, or acconn1 infoJIDation. 

The Company's CPNI po/ides req11ire customer authenlicatiou without tlte use of readily avaiJa])Je 
biograplltclll 1Jifonnatio1' 07 account iliformation prior to iJ1itially gmning access to ai1 account onli:ne. 
Once tlie customer is a:11then'licaJed the customer is required to u.'ie fl passwonl to obtatn 011/ine acuss to 
CPNJ. 

( d.) In-Store acces.s to CPNI. A telooommnnications can:ie.r may disclose CPNI to a .customer 
who, at a cmia"s retail location, first p[esen.ts to the telecommunications carrier or its agent a valid photo 
ID matching the customer's account infonn.ati.on. 

The Company's CPNipolides allow the Company to llisclose call detail. CPNI to tire customer at a retail 
locatio1i after preseilllng a valid photo ID #lat matclle.s the customer's account informatilJ1L 

(e) Establishment of a Passv.ord and Back,.up Authentication Methods f;r Lost or Forgotten 
Passwords. To establish a password, a telecommunications carrier ornst mthenticate 1h.e customer without 
the use ofread11y avail.able biographical information, Dr account information. Teleconummications carriers 
may create a back-up customer authentication method in the event of a lost or forgotten password, but such 
back-up customer authentication method may not prompt the customer for readily available biographical 
information, or account :information. If a customec cannot provide the correct password or 'the conect 
response for the back-up cnstomo: authentication method, the cnstomer must establish a new password as 
.d.r-s.cnned in this paragraph. 

T/le Company's CPNI policies alluw for a few ways to establish a password, all of w/rUla ensure 
compliance witli tlle above ptu•agraplr. Eacli meJ/iod also allows tile customer to establish a back-11p or 
·secl!riiy q¥S'ion in the eve!lf tl1at_tf1ey forgeJ their password. l'n >w eveirt does the Compa.11y 11se.readily 
available biographical infonnation or accormt i11fonnntifm as a back-up questiu11 or as a means to 
establish a password or mdl1e11ticate tl1e customer. 

(f) Notification of account changes. Telecommunications carriers must notify custome.rs 
immediately whenev~ a password, customer response to a back-up means of authentication for lost or 
forgotten passwords, on line account, or address of record 1s created or cb.anged. This notification is not 
required when the customer initiates service, including the selection of a password al service initiation. 
This notification may be through a carrier -Originated voictlllail or text message to the tclqlhon e number of 
record, or by mail to the address ofrt.e0rd, and rpust not reveal the changed information or be sent lo the 
new acc0untiufarniation. 
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Tile Company's biJJing system generates a 1totificatio11 letter when any of the fields listed in Rule 
64.2QJO(f) is CJ•eated or c/1ai1ged. Tlie Compauy immediaJely mails 01tt Ille notification to /lie address of 
record (uever a uew address) when req11ired by Rule 64.2010(!). The co11te11t oftlte notiju:ation complies 
wit It tlze J•equirements of R11le 64.201 O(j). 

(g) . Business Customer .Exemption. Telecommunications carriers may bind themselves 
coutra~tually to authentication regimes other tban those described in this section for services they provide 
to their business customer that have both a dedicated account representative and a contract 1hnt specifically 
addresses the carriers' protection of CPNI. 

Tfte Company has co1rtratt1ull agreeme11ts i11 plllCe wiJli various busi.J1ess customers. TIU! contracts 
specifically address the carriers' protection of tlte bustness customer's CPNI ir1 accordrmce with Rule 
64.2010(g), iucluding a d~incated accollJJt repres~11tative. · · 

Section 64.2011 Notification of customer proprie.tary network information seenrlty .. 
breaches. 

(a) A telecommunications carrier shall notify law enforcement of a breach of its customers' CPNI 
as provided. in 1his section. The canier shall not notify its customers or disclose the breach publicly, 
whethervobmtarily or mder state or local law or these rules, until it has completed the process of notifying 
law enforcement pursuant to paragraph (b ). 

{b) As soon as practicable, and in no event later than seven (7) business days. after reasonable 
deteunmation of the breach, the telecommmrications caxria shall electronically notify the United States 
Seael Se.rvi.ce (USSS) and 1he Federal Bureau of.Investigation (FBI) through a central reporting facility. 
The Commission will maintain a link to the reporting facility at http://www.fcc.gov/eb/cpni. 

(1) Notwithstanding any state law to the contrary, the canie.r shall not notify cnstamm or 
-disclose the breach to the public until 1 full bns:iness days bave passed after notification to the USSS and 
the FBI except as provided in paragraphs (2) and (3). 

· (2) If the cai:ria- believes that there is an extraordinarily urgent need 10 notify any class of affect.e.d 
customers soOll.er than. otherwise all.owoo under paragraph (1), io order 10 avoid immediate and ineparable 
harm, it shall so indicate io its notification end may proceed to immediately notify its affected customas 
only a:fter c.onsnltation with the relevant investigating ;igmcy. The carrier shall coopexate with the relevant 
investigating agency's request. to minimize any adverse effects of such customer notification. 

(3) If the relevant investigating agency dettmrincs 1hat 1he public discloSllie or notice to 
customers would impede or compromise an ongoing or potential criminal investigation or national security, 
.such agency may direct tbe cmier not to so disclose or notify for an initial paiod of up to 30 days. Such 
period may be c:xtendcd by the agency as reasonable ncccssaxy in the judgment of the agency. If such 
direction is given, the agency shall notify 1he carrier when it appears that public disclosure or notice to 
affected customers will no longer impede or compromise a criminal investigation or national security. The 
agwcy shall provide in writing its initial direction to the carritt, any snl>seque.nt extension, anq any 
notifica1ion 1hat notice will no longer impede or compromise a criminal investigation or national security 
and sucll writings sh.all be contemporaneously logged on the same reporting facility that coxrtains records of 
notifications filed by cao:ias. 

(c) Recordkeeping. All carriers shall maint;lin. arecord, electronically or in some other n1anner, of 
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b). and 
notification made to customers. Th&record must include, if available, dates of discovo:y and notllication, a 
detailed description oft11e CPNl that was the subject of the breach, and the circumstances of the breach. 
Carrie.rs shall rctam the record for a minimum of2 years. 
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The Company has policies and procedUYes irt place to ensure compliance with Rule M.2011. When it is 
reasouably detenniued that a breach has occurred, the CPNI Complia11ce Officer will 1wtify. law 
enforcement and its customer i:n the required timefram~ A record of tlie bi·each will be maiJ1tained for 
a miiiim:um of two years ani/ will include nil information required by Rule 64.2011. 
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