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February 16. 20 16 
Via US ECFS 

Marlene I f. Dortch, Secretary 
Federal Communications Commission 
445 121

h Street S.W. 
Washington. O.C. 20554 

RE: Southwest Telephone Company 
Form 499 foilcr TO: 83098 1 
Annual Customer Proprietary Network Information Compliance Certification; 
EB Docket No. 06-36 

Dear Ms. Dortch, 

Enclosed for filing is the Annual Customer Proprietary Network Information (''CPNJ") 
Compliance Certification; EB Docket No. 06-36, tiled on behalf of Southwest Telephone 
Company. 

Please do not hesitate to contact me at 407-260-1011 or mark((i1csilo11gwood.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this filing. 

Mark G. Lammert, CPA 
Tax Preparer for Southwest Telephone Company 

Cc: Southwest relephone Company 
File: Southwest Telephone Company - PUC - FCC 



~ I ATE\JE T Of POLICY I 1 TRF.. \ 'IMENT OF 
C lJSTOMER Pl~OPRIETARY ETWORI l'IFORMATIO 

I. It is Southwest r clcphnnc Company (hereafter referred to tls "Southwest Telephone 
( ompan) ") policy nut to use CPNI for an) activity other than pcrmiucd by hm,, Any 
disclosure of tPNI to other parties {such as anilimcs. \'endors, .md arcnls) occurs only if 
it is necessary to conduct a lcgitimah: business activity related to the sen ices already 
pnl\ idcd h) the comp tn) to the customer. If the Company is not required by Jaw to 
disclose the CP'\11 or if the intended use docs not fall within one of the carve outs, the 
Compan) \\-ill lirsl obtain the customer's consent prior to using CPNI. 

2. Soutlmcsl rckphonc Company follows industry-standard practices lo prC\'Cnt 
unauthor11cd J!;CCSS to CPNI by a person other that the subscriber or Southwest 
I dephone Compan). llowe\ er, Southwest I elephone Company cannot guarantee that 
these practices will prevent every unauthonzcd attempt to access, use, or disclose 
~rsonall) 1dent11iablc information. Therefore 

\ Ir ttn unauthorin:d disclosure \\Cre to occur, Southwcsl I clcphonc Company shall 
pro\idc notil1cat1on of the breach \\ithin sc\'en (7) days to the United States 
Sccrcl S..:rvicc (' USSS") and the redcrnl Bureau of rn\cstigation ("FBI"). 

n "iouth\\CSt Telephone Compan) shall \\ail an addition.ii seven (7) days from its 
gO\ernment notice prior to nottl)ing the affected customers of the breach. 

C. \!om ithstonding the provisions in subparagraph B ahm c, Southwest rctcphonc 
Compnny shall not wait the additional seven (7) <la}'S to notify its customers if 
~outhwest rctcphonc Company determines there is an immediate risk ol' 
irrcpar.1blc hann lo the customers. 

[) ~outlmesl rckphonc company shall maintain records or discovered breaches for 
a period or at le;1st two (2) >cars. 

3. \II emplo)ees will be trained as to \\hen the) arc, and are not, authori7ed lo use CPNI 
upon employment with the Company and annually thercalkr. 

A \pe1.:ilicall). Southwest rclcphonc Company shall prohibit its personnel from 
rclcusmg CPNI bused upon n customer initiated telephone cull except under the 
lollm\1ng three (3) cin:umslances· 

I . 

, 
When the customer has pre-established J password. 

When the information requested by the customer 1s lo be sent to the 
customer's address of record, or 



J. \\hen 5outh\\l!st lclcphonc Compan} calls the customcr"s tckphonc 
number of record and discusses the information with the party initially 
identified by customer ''hen sen ice wns 111itiatl!d. 

ll. Southwest Telephone C'ompan) mny use CPNI for the folio\\ Ing purposes: 

• To initiate. rend~r. mamtain. repair. bill and collect for services. 
• 1 o protect its property rights; or lo protect its subscribers or other carriers 

from fraudulent abusive . or the unlawful use of, or subscription 10, such 
Sl.!rVICe!i, 

• Io prm 1dc inbound telemarketing, referral or administrative services to 
the customer during a customer initi.ucd call and with the customcr"s 
infonncd consent. 

• Io market additional services to customers that arc within the same 
c.ttcgoncs of service to'' h1ch the customer already subscribes. 

• To market sen ices fonnerly known as adjunct-to-basic services; and 
• To market additional scr\ices to customers with the receipt of informed 

consent via the use of opt-in or opt-out. as applicublc. 

4. Prior to allowing acc.css to Customers' indi\ idual() idcnt1tiahlc CPNI 10 ~outhwest 
lelephone Company's joint venturers or independent contractors, outhwcst Telephone 
Compan) will requir1.:, 1n orJer to safoguar<l that infom1mion, their cntr) into both 
confi<lcntialit) 1.1grccrncnts that ensure compliance with this Statemcm and shall obtain 
opt-in consent rrom a customer prior to disclosing the infonnation. In addition. 
c.;outh\\Cst T de phone Com pan) requires all outside Dealers and Agents to acknO\\ ledge 
and ccnil~ Lhnt they ma) onl) use CPNI for the purpose for \\hich that in formation has 
been prm i<le<l 

5. Southwest Telephone Company requires cxpr1.:ss wrincn authorization from the customer 
prior 10 dispensing CPN I to llC\\ carriers, except us otherwise required hy law 

6. South\\Cst I ckphone Company docs not m,uket, shan.: or otherwise sell CPNT 
111fonnat1on to Jll) thi rd party 

7. Southwest relcphonc Company maintains a record of lls own and its affiliates' sales and 
marketine campaigns th.ll use South\\CSt Telephone Company's customers' CPNI 1 he 
record will include a description of each campaign, the spccilic CPN I that was used in the 
campaign. and what products and sen ices were offered as part of the campaign. 

\ 1'1 ior commencement of a sales or marketing campaign that util11es CPNI. 
Snutlmcsl Telephone Compony establishes 1hc sw1us or a customer·~ CPN I 
.1ppr0\ al The fol lowing scls fonh the procedure fol lo\\Cd b} Soutll\\cst 
I elcphone Company. 



• Prior lo uny solicitation for cuslomer approval. Soulhwcsl Telephone 
Compam will notify customers of lheir right lo restrict the uc;c of. 
disclosure of. and access lo their CP!\J I 

• Southwest Telephone Company wi ll use opt-in approval for any instuncc 
in which Southwest Telephone Company must obtain customer approval 
prior to usmg. d1sclosing, or pcnniuing access to CPNI. 

• A customer's approval or disapproval remains in ctkct until the customer 
revokes or limits such approval or disapproval 

• Records of appro\als an.: maintained for at least one year. 
• Southwest rclephone Company provides individual notice lO CllSlOmcrs 

when soliciting approval to use, disclose. or permit access to CPNI. 
• I he content or <iouth,1,.est I clephonc Company's CPNI notices comply 

with FCC rule 64.2008 (c). 

8. Southwest Telephone Compam has implemented u S)'Stem to obtain opproval and 
111formcd consent from ils customers prior to the use of CPNI for marketing purposes. 
This S) stems allows for the status of a customer's CPNr approval to be clearly 
established prior to the use of ( P\11 

9. Soutlmest Telephone Company has a supervisory rc\'iew process regarding compliance 
with the CPNI ruks for outbound marketing situations and will maintain compltancc 
records for .tt lcasl one year. Speciricall}. Sou1hwcsl rclephonc Company's sales 
personnel will ohtain express approval of' any proposed outbound murkcting request for 
customer apprmal of the use of CPNI b)' I he General Counc;cl of <iouthwest l'clcphonc 
Comp,mv 

I 0. Soutlmcst Tclcphorn: Compan) notifies customers immediatcl) of any account changes. 
including mJdress of record. authentication, onlinc uccou nt and password related changes. 

11. Sou1lmest r de phone Company ma) negotiate ahemati\.C authentication procedures for 
sen ices that ~outhwcst Telephone Company pro\ ides lo business customers that have a 
dedicated account represcntati\c and .1 contract thnt spccilkally .tddresses Southwest 
rclcphone Cum pan) 's protection of CPNI. 

12. Soutlmcsl I clcphone Company 1s prepared to provide \Hillen notice within the business 
days to the FCC of an} instance where the opt-in mechanisms do not work properl y to 
such a degn:c 1ha1 consumer's inabilll} to opt-in is more than an anomaly. 



"'l' \I ..t 7 C. F.R. ': 6-' .2009 (c) CPNI C ERTIFICATIO N Fon 201 6 
Ell Docket 06-36 

Date Filed: Janu.lr) 28, 2016 
Name of Company Southwest Telephone Company 
Form 499 Filer IO: 830981 
'fame of Signatory ~tcvcn Tafoya 
Title of S1gn,1tory: President 

I. Steven Tafoya. certify that r am an offiecrofthe company namec.I above, .111<.l acung as an 
agent of the compan1. that I have personal knowledge that the company has C<;tnblishcd 
operating procedures that arc adequate lo ensure compliance with the Commission's CPNf rules. 
Sec 47 C.F.R &64 ?.00 I ct .H'q 

Allachcd to this cendication is an nccompnnying statement cxplam111g how the company's 
procedures cnsu1 c th.11 the 1.:ompany is 111 compliance with the requirements set fonh 111 section 
64 2001 et ~cq of the Commission's rules. 

·1 he company h;Ls not taken any actions (proceedings mstituted or petitions filed by ;1 company al 
either state commissions, the coun system, or at the Comm1ss1011 agamsl data brokers) against 
data brokers in the past year. The steps the company hns taken to protect CPNT include updating 
us CPNI prnct1ccs and procedures and conducting new training designed lo ensure compliance 
with the FCC's modified CPN I mies. 

The compan~ has 1101 received any customer complaints in the past ycJr conccnung the 
unauthorized release of ('PNI 

Signed: _ )~---


