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Form 499 Fller 10: 827703
Mame of signatory: Mitch Benson
Title of signatcty: President
Cextification:

L, Mitch Benson, centify that [ am an officer of Wyoming.cam (“Company™) and, acting
as an agent of the Company, that } have personal knowledpge the Company has established
operating procedures, as summarized in the antached statement, that are adecuate to cnore

eoriplTaie e with the customes peoprietary balwairk inRemation Py mles as sct foxth in
Part §4, Subpart U of the Commission’s rules, 47 C.F.R. §§ 64.2001 & seq.

Atiached to thie cartiflcation s an accompanyng stabement explaining how the
Company's procedures ensure that it 13 in compliance wikh the requirernents (including those
mandating the adoption of CPNI procedures, training, ing, and SuUpervisory revew)
set forth in section 64.2001 & seg. of the Commission’s rules.

The Company has et received any cugtomet complaints In the past calendar year
concernlng unanthorized relesse of CPML Compatty does not hpve any material information
with respect bo the PROCESIES PrEtEXars are Using to attempt ba & CPNI that is fint already a
part of the record in the Commission™ OC Docket No. 96-115. Company has thevefore not taken
any actions in the past year against data brokers, including p ings Mmstituted or petitdons
filed by the company at either state commissions, the oot ar at the Commission.

1 heteby represent and warrant that the above coxtifi is consivtent with Soction 1.17
of the Commilssion's rules, 47 C.F.R. § 1.17, which requines
the Commission, and acknewledge that fhlse statemsetis atid
Comemission are punizheble onder Title 12 of the 1.8, Code the Codnpaty ti
enforcement actiona.
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ation Compllance

Palicy: We must propery authenticate a customer prior fo disclosing

aceount information or call detadf information

customer-initiated contact with our companies.
only to Wyophone {VolF)

Palicies and Procedures
Dofinitions
WyoFhone - The Company's voice service offered to the
sarvica consists of both basic local and long-distance calli
adjunci-lo-basic services as defermined by the customers
broadband connections.

CPMI - Customer Proprietary Network Infoermation

no matter the method of

fs specific policy applifes

nublic for 3 price or fas, The
['lg servicas and additonal
u=ing Intamet Pretocol over

Call Dafail information - Anything assoclated with telephnllre

telephone mumbers dialed, length of calls, or any other

FPrimary Fassword - The primary passward s the pa
the customer's Platypus account, and is 1o be formed durl
creation prior o acthual YWyoPhone sanvice inceplion. Pri
of amy materal portion of the WyoPhone customer's na

calling histary including
oPhone usage information.

found In the General tab of
g Inital customer account

vy Passwords do not consist
. family nameas, accourtt

number, E2lephone number, street address, zip code, social securily number, date of

birth, or other biological or account mformation. Primary
of words easlly-guessed strings of characters, such as

H‘assmﬂs will alzo not consist

va or repaated digits.

Address of Record - The primary e-mail address found in the General tab of the
customer's Platypus account or the Physlcal address found in the custormer's Platypus

account.

Accourt Information — Examples indude biogmphical Info
passaword aflva primary password, oredit card and hank i

contact Infermation, Involce and payment history, account

and WiyoFhone sarvice specs.

Emnployes Training

opece

mnabion, primary acoount
ion, addrass detai,
balance, account number,

All employees must be traned on CPNI Policy and Procedures befor any contact with

WyoPhohe custarners is alowed. Employees are inform
of CPNI or ather act or omlasion not In compliance with
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that (i) any use or disclosure
policies will result in
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disciplinary action, including the taminaton of amploym
ermployess who knowingly faciiitate the unautheorized di

cohfidential information may be subject to criminal panat
that each employea sign a staternent onca training has
amployes understands the policies amd procedures.

Lize, Disclosure and Access to CPM
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whera appropriate. And (i)
sura of a customer’s

. The Company requlras
n completed that verifies the

We may use, disclose, or permit access to CPN| only in our provision of the WyoPhone

sarvice from which such nformation ig derived; for serd
provision of such WyoPhone servica, including the publi

necessary to, or u=ed in, the
ing of dimctories; to iniliate,

render, bill and collect for WyoPhone eervices; to protect the rights or property of the

company, or bo protect users/customens or other camers
fraudulent, abusive or unlawful use of, or subscription to,

sErice providers from
senvices, o provide

irgide wiring installation, maintenance, or repalr services; as required by law, or 85

expressly authorzed by the customer.

We may not use, disclose or permit access to CPNI to de
call competing service providars.

nitify or track customers that

YWhean we racalve or cbtain propretary Information from ancther camier for purposes of

previding a telacommunicalions sarvica, we may uga such

irformation onfy for such

purpose, and may not uze such informalion for our own marketing efforts.

{CPNI) to market services to farmerty known as adjunct:

sic sarvices o YWyoPhona

Markoting Fractices
We may, without customer approval, usa customer pmpnztary natwork information

local telephone customers. Examples of these =Brvicas |
spead dialiing, call forwarding, callar id, and call blocking.
YWaPhone customers using CGPNI must ba approved by i

e, but ara not limited o,
Ary markating affort o
a Prasidant of the company

and in accoranca with Subpart U of Part &4, of Title 47 of the Code of Federal

Regulations.

Talaphona-initiated Customer Contact

At the beglnning of the call, determine i the custemeris a
customner 5 not a WyoPhone customer, please proceed a:
Sarvica customers.

If the customer is a WyoFhone customer, then please ask
password before discuseing any account Information or

VWiyoPhone customer. H the
5 with all other Interneat

for the custemer’s primarny
Il detall information. We must

use the pnmary password, we cannct use any other information. YWe mcommend the

CPNI Policy and Procedures — Jamuery 1, 2018
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appropriate phrase of "For secunly purposes, can you please fell me your primary
atcou password?”

Once the customer has given the conect password, the customer has been properly
authenticated and you may discuss tha entire account with that customer.

If tha caller cannot provids the password, then you may respond using ona of the

fallowing methods:
1. Serd the password to the primany e-mail addregs of record on the account.

We may not &l the caller which e-rall address we are sending the password

2. l:all the custamer back at the primany 'u"l-":.rcPtmniu t=laphona number. i the
customer answers, you may discuss the antire account. I the customer does
not answear, you can [#ave ihe password on the mail.

3. Ask the customar what information they are trying to obtain, and sand that
informaticn to the customer using the Address df Record, if that addrass has
been on file with tha company for at [east thirty (30) days_.. You may also
cormenunicate the information to the custamer's YWyoPhone voice mail.

Once you have authenticated the customer, the customer s frea to make changes to
their account. Some changes may generate a writhen ar I notica to the custamer
varfying that cartam fialds hava haan changed,

Any changes to a customers account information must InnLude notes or & tioket of the
custamar raquast and any action taken in responsse to racuast,

Nota: When transfering any WyoPhone customer to er deparimant, you must
advise your cowarkar [ the WyoPhone cusbmer has bear) proparly authenticated.

Noke for Business WyoPhone Customera: Authent procedures are not as
detalled herein. Employees are to treat Business WyoPhone arstomers just as they do
standard Business customers of Wioming.com Intemet on Web services,

In-Person Gontact
Detarmine i the customer Is a WyoPhone customer. |f the customer s not a WyoPhone
customer, please proceed as with all other Intemet Semvica customers.,

If the customer s 2 VWyoPhone customer, then please ask|for the customer to present a
valid, non-expired govemnment-issued photo [dentification. | Driver's license and passport
will be the most commen acceptabla forms of entfication. The address and name on
the id must match the customer's account informakbion,

CPHNI Policy end Procedures — January 1, 2015
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Any changes to a customer's account information must include notes or a tickat of the
custormer requast and any action taken in response to that request.

detailed herein. Employess are to treat Business WyoPh customens just as they do

Note for Business WyoPhona Customers: Mmﬁca}lpmmdums are not as
standard Business customers of YWyoming.com Internat on Web sarvices,

On-lins Access
Tha Company allows WyoPhone cuslomers fo accass GFNI via pnlina lools. Tha
WyaPhone customer is required to enter their Frimary Passward pricr i oblaining any
accourt irformation.  The cusiomers primany password adhere fo the definition as
detailed within these CPMI Policies and Procedures. i the customer is Lnable to
access TPNI anling, then the customer IS directed to contad the Camparry via
telephone, and all polices and procedures outliined under [Tefepftone-initiafed Customer
Cantact are o ba followed.

Notification of Account Changes

e must immadatedy notify a customer whenever a . back-up passward, or
address of record is created or changed. This (s net required at the time of service
initiation. Notification may be by voicemail {o the Wyo talesphona number of
mcord or by mail to the address of record and must not the changed information
or be zent o the new account information.

Customer Complaints or Breaches
All custamer inguirlas regarding unauthorized accass or ufauthorzed changes to an
account must be forwarded to the Department SupervisorManager. The Department
SupervisorManager must raport the specilcs of the complaint to the Director of Public
Palicy. The Dimactor of Public Policy is obligated to comply with the Notification
procedures cutlined balow.

Notiication of CPNI Sacurity Breaches
We must notify [aw enforcement of any breaches of our rs CPNI. A *breach”

has oocurred when a person, without authortzation or & ing authorization, has
mtentichally gained access to, used, or disclosed CPNI. cannot notlfy our
customen{s) or disclose the breach publicly until we have completed the process of law
anforcament notification as detaided hersin:

1. As soon as practicable, and no laker than seven husmeﬁ days, after reasonable
determination of the breach, we must electronically nolify tha US Secrat Service and

CPHI Polzty emid Procedures — Jamsary 1, 2018
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FBI through the central reporting facility. The FCC link to the reporting facility ks
hiip:fAwanw. foc. govieblepni.

Ay We cannot nolify the customers) or disclose to me&uhlln until seven full
business days (not counting & business day on which the: notice was provided)
have passed after notification to the US Secret Service and FBI except as

provide in B or C; l

B) If we belizve that there is "an extraordinarily ungent need” to notify any affecked
customer{z) zooner than allowed under A in order to aveld Immediabe and
iraparable harmmn, we must indicabe thi in our nnhﬁquhun and may procead to
immadiately nolify the affected customer(s} only a.fk:r consuliation with the
ralevant investgatng agency. We must muparatu the relevant mestigating
agency’s request o minimizé any adverae effecks of any customer notification;

C) If the relevant myestigating agency determines putlic disclosurs or notice ¥
gcustomens) would impede ar compromise an ongo{ng or potentlal criminal
investigation or national sacurity, such agancy may|direct us net to disclose or
netlfy for Inital pariod of up to thirty days. Such pe may ba extandad by the
agency in the judgment of the agency. |f auch drection s givan, the agancy shall
notify us whan it appears that the notice to customen(s) will no longar impede or
compromise 3 criminal imwestigation or national aﬂmrit:,r The agency will provide
any ingtructions or judgments in writing to us amnd su.ln:h writings zhall be Ingged
on the same repariing facility that containg mcords of nofifications filed by all
CHIMErs.

2. After we have nolified [aw anforcament, as detalled in 1 above, we must notify the
customer{s) of a breach of thalr CPNI.

3. Wa must maintain a record of any beaches of CPNI discovarad, natifications of
breachas mada to law anforcemant and customars. The records must include dates of
discovery and notifications, 8 defgiled descriplion and gircUmstances of any breach.
Records must be kept for a minimum of two years.

4. Tha FCC's rules requing camiars on an ongoing basis to “taks reazonable measuras
to discover and profect against activity that is indicative of predexting®. Accordingly, if
wa datermine that an unauthorzed person is atternpting o gain accezs o CPNI but
does not succeed at doirdg 80, or if we become awars of methods that are baing
used ar could be used by third partles ta attempt to obtain junauthorized access to
CPNI, or of possible changes to cur existing policles that id strengthen protection of
CPMNI, we will review the informadion to detarmine whetherjto take appropriate action
and/or supplemant ar reviza these policias.

Additonal CPMI Pollclas
The Comparny mainkaing a record, for a period of at laast ona year, of. those limited

circumstances in which CPNI is disclosed or pravided to third parties, or where third
partias wara allowed access to CPN(; of suparvisory cf marketing that proposes

CPHI Policy gnd Procedures — January 1, 2018
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to use CPN| or to request customer approval to usa or disclose CPNI; its sales and
marketng campaigns that uss its customers” CPNI, including a description of each
campalgn, the specific CPNI| that was used in the campalgn, and the products and
services offerad as a part of the campalgn; and reconds adsociated with custormers'
approval or non-appreval to use CPHI, and of notification fo customers prior to any
solicitation for customer approval of the customer's right 19 restrict use of, disclosure of,
and access to that customer's CPNI.

Tha Company maintalns a record of all customar complaints relatad to its handling of
CPNI, and records of Company's handling of such complaints, for at |east two years.
The Director of Public Policy will assure that all complaints are reviewed and that wa
consider any necessary changes to our policies or prauliuéa to address the concems
ralsed by such complalnts.

The Companvy will have an authorized corporate officer sign a compliance certificate on
an annual basls stating that the officer has personal knovdedge that we have
astablishad operating proceduras that are adequate to ensure our complisnce with the
FCC's CPN| rules. The cerificate for each yaar will ba Alad with the FCC Enforcement
Buraau in EB Dockat Mo, 06-36 by March 1 of the subs nt ysar, and will be
accompaniad by a summary ar copy of this policy that axplaine how the Company's
oparatng procadures ensura that it is in compllance with FCC's CPNI rules. In
addition, the filing must include an explanation of any actions taken against data brokers
and a summary of all cusiomar complaints recaived in the|past year concemning the
unauthorized release of CPNIL. Any confidential portions of thesa submissions shall be
redacted from the public version of the: filing and provided only to te FCGC,

This pelicy does not apply to the Company's practices respect to CPN| associated
with [ts broadband Intemet access services, which became subject to the requirements
af Sacton 222 of the Communications Act effactive Juna 12, 2015, but which are not
subject to the FCC's CPNI rules.  The Company is commitied to sngaging in
reasonable, good-faith steps o protect broadband CPN| fiom unauthenized use or
dizclogure,

CPNI Policy and Proacedurss — January 1, 2ME




