


 
 

 

A
T&

T O
fficer  

C
PN

I C
ertification 

January 1, 2015 through July 31, 2015 

D
ate: _10/8/15_________________ 

  
1. 

I, C
arm

en N
ava, S

enior V
ice P

resident—
C

ustom
er E

xperience and 
B

usiness P
lanning, AT&T S

ervices, Inc., certifies, based upon m
y ow

n personal 
know

ledge and/or the personal know
ledge of subject m

atter experts w
ithin m

y 
organization upon w

hom
 I have reasonably relied in m

aking this certification, that the 
statem

ents and inform
ation contained herein are accurate and com

plete.  In m
aking this 

certification, I have m
ade a reasonable and diligent inquiry into the facts, including 

discussions w
ith subject m

atter experts and a review
 of all necessary supporting 

docum
entation, either conducted by m

yself or by persons acting under m
y direction and 

control. 2. 
In accordance w

ith the requirem
ents of 47 C

.F.R
. §64.5109(e), I certify 

that from
 January 1, 2015 through July 31, 2015, A

T&T w
as a Telecom

m
unications 

R
elay S

ervices (TR
S

) provider and in that capacity established safeguards and 
operating procedures adequate to ensure com

pliance w
ith the FC

C
’s C

PN
I rules 

applicable to telecom
m

unications relay service, as set forth in Part 64, Subpart EE-
C

ustom
er P

roprietary N
etw

ork Inform
ation, of the FC

C
’s rules, 47 C

.F.R
. §64.5101 et. 

seq. (“TR
S C

PN
I R

ules”). 
 3. 

The attached explanatory statem
ent explains the m

anner in w
hich A

T&T 
has com

plied w
ith those TR

S
 C

P
N

I rules. 
  Signature: _

___ 
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EXPLAN

ATO
R

Y STA
TEM

EN
T O

F C
PN

I C
O

M
PLIAN

C
E FO

R
 2015 

O
F AT&

T 
 

This statem
ent sum

m
arizes and explains the operating procedures established and 

im
plem

ented by A
T&T to com

ply w
ith the FC

C
’s custom

er proprietary netw
ork inform

ation 

(C
P

N
I) rules applicable to telecom

m
unications relay services (TR

S), as provided in P
art 64, 

Subpart EE of the FC
C

’s rules and how
 these operating procedures ensured com

pliance w
ith 

those TR
S C

PN
I rules.   

 

A. 
C

PN
I R

estrictions.    
1. 

A
T&T established and distributed procedures w

hereby A
T&T personnel w

ere 

prohibited from
 using, disclosing or accessing a relay custom

er’s C
P

N
I for the m

arketing of 

other form
s of relay services or other AT&T services.  AT&

T did not engage in any sales or 

m
arketing cam

paigns using relay custom
ers' C

PN
I.  Further, AT&

T did not disclose to third 

parties or perm
it third party access to relay custom

ers’ C
PN

I except as authorized by the FC
C

’s 

TR
S C

PN
I rules to provide relay services.  

2. 
A

T&T used, disclosed and perm
itted access to C

PN
I only to the extent allow

ed 

by the TR
S

 C
P

N
I rules to handle and facilitate relay calls, including 911/e911 calls, as 

requested by the adm
inistrator of the TR

S Fund or the FC
C

, to protect AT&T’s property, and to 

protect against fraud and unlaw
ful use of relay services.  AT&T did not allow

 telephonic, online, 

or in-store access to TR
S C

PN
I. 

3. 
B

y follow
ing these procedures, AT&

T ensured that it did not (a) use, disclose, or 

perm
it access to a relay custom

er’s C
PN

I for the purpose of m
arketing to that custom

er any 

category of TR
S

 offerings for w
hich A

T&T w
as not already the relay custom

er’s provider, or (b) 

identify or track the C
P

N
I of any relay custom

er that m
ade relay calls using a com

peting TR
S

 

provider or use, disclose, or perm
it access to C

PN
I as it related to the use of a com

peting TR
S 

provider.   

4. 
If A

T&T personnel or contractor’s needed to use, disclose or access a relay 

custom
er’s C

PN
I for any reason other than as explained in this statem

ent, they w
ere to advise a 

supervisor or AT&T’s TR
S C

om
pliance O

fficer prior to the use, disclosure or access to ensure 

that the appropriate process w
as in place to verify the status of a custom

er’s C
P

N
I approval, 

obtain any required C
P

N
I approval, and otherw

ise com
ply w

ith the FC
C

’s TR
S C

PN
I R

ules. 

5. 
AT&T retained H

am
ilton

 R
elay Inc. (“H

am
ilton”) to provide S

panish relay service 

and C
apTel ® Telephone, Inc. (“C

TI”) to provide C
aptioned Telephone Service (“C

TS”).  AT&T’s 
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contracts w

ith H
am

ilton and C
TI contain strict privacy and confidentiality provisions that require 

third parties to m
aintain confidentiality, protect relay custom

ers’ inform
ation, com

ply w
ith all 

law
s, including the TR

S C
PN

I regulations, and conduct them
selves in an ethical m

anner. 

 B
. 

Training and D
iscipline: 

1. 
A

T&T required all AT&T personnel to com
plete general training that incorporated 

the treatm
ent of C

P
N

I and C
PN

I specific training.  U
pon request, the appropriate AT&T 

personnel w
ould also answ

er any C
PN

I specific questions by e-m
ail m

essage, one-on-one 

discussion, general em
ployee com

m
unication, refresher training, or other less form

al education 

m
ethods, though no such requests w

ere m
ade. 

2. 
AT&T m

aintained a policy of requiring com
pliance w

ith the TR
S C

PN
I R

ules and 

incorporated that policy into a C
om

pliance M
anual.  A

ll AT&T em
ployees w

ere also required to 

review
, on an annual basis, AT&T’s C

ode of B
usiness C

onduct, w
hich contains general C

P
N

I 

inform
ation. 

3. 
Any AT&T TR

S em
ployee that failed to com

ply w
ith the TR

S C
PN

I R
ules or 

AT&T’s C
ode of Business C

onduct w
as subject to disciplinary action up to and including 

term
ination of em

ploym
ent, depending on the severity of the non-com

pliance.  S
im

ilarly, any 

failure by a H
am

ilton
® and C

TI em
ployee to com

ply w
ith the TR

S
 C

P
N

I R
ules subjected the 

em
ployee to rem

oval from
 AT&T’s program

 depending on the severity of the non-com
pliance.   

H
am

ilton
 and C

TI w
ere also subject to contract term

ination if they repeatedly failed to com
ply 

w
ith the law

, including the TR
S C

PN
I R

ules. 

 

C
.        C

PN
I C

om
plaints and B

reaches: 
1. 

A
T&T retained a log of all custom

er com
plaints pertaining to relay services, 

including those pertaining to the unauthorized use, access to, disclosure or release of C
PN

I.  In 

2015, AT&T did not receive any com
plaints pertaining to the unauthorized use, access to, 

disclosure or release of C
P

N
I.  

2. 
In 2015, AT&T also experienced no incidents involving the unauthorized release 

of C
PN

I or a data breach involving C
PN

I.  If AT&T becom
es aw

are of any incidents involving the 

unauthorized release of C
P

N
I or a data breach involving C

PN
I, it w

ill com
ply w

ith the notice 

requirem
ents in FC

C
 R

ule S
ection 64.5111. AT&T also did not use data brokers and did not 

take action against any data brokers. 
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D

.    C
orrective Processes.  A

T&T had corrective processes in place to detect and cure 

potential deficiencies in the im
plem

entation and m
aintenance of its C

P
N

I procedures.  To the 

extent AT&T discovered or w
as m

ade aw
are of an error, AT&T w

ould investigate the cause of 

the error, fix the error, and, if necessary, update its procedures and provide additional training to 

prevent a reoccurrence.  


