Verizon‘/ Tamara Preiss

Vice President
Federal Regulatory and Legal Affairs

1300 | Street, NW, Suite 400 West
Washington, DC 20005

Phone 202.515.2540

Fax 202.336.7922
tamara.preiss@verizon.com

VIA ECFS
February 29, 2016

Ms. Marlene H. Dortch

Secretary

Federal Communications Commission
445 12" Street, SW

Washington, DC 20554

Re:  Annual CPNI Certification, EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to Section 64.2009(e) of the Commission’s rules, 47 C.F.R. 8 64.2009(e),
Verizon, on behalf of the identified operating entities, hereby files its annual certifications of
compliance with the Commission’s customer proprietary network information (CPNI) rules.

Please contact the undersigned should you have any questions.

Sincerely,

it

cc: Best Copy and Printing, Inc. (via e-mail)

Attachments



Annual 47 C.F.R. § 64.2000¢) CPNI Certification
EB Docket M6-346

Annual 64.2000=) CPNI Certification
Date: February 2%, 2016

Name of companies covered by this Certification (collectively “Yerizon™):

Verizon California Inc. Verizon Delaware LLC Verizon Florida L1LC
Verizon Maryland LLC Verizen New England The. Venzon New York Ine.
Verizon Penngylvania LLC | Verizon Washington, DC Ine. | Verizon New Jersey Inc.
Verizon North LLC Verizon Virginia LLC Verizon Sooth Inc.

GTE Sonthwest Incorporated | Verizon Hawaii Intemational | Verizon Select Services of
dfba Verizon Southwest Inc. Virginia Inc.

Verizon Select Services Inc. | Cellco Partpership** | WUE, Inc.

Werizon Long Distance LLC | Ventures XXV Inc.#3# Colerado 7 Sagnache LP
MCT Communications San Isabel Cellular of Badlands Cellular of North
Corporalion® Colorado LP Dakota LP

Name of signatory: Steven Tugentman
Title of signatory: Senior Vice President, Vice President, General Counsel and/or Secretury

I, Steven Tugentman, certify that 1 am an officer of each of the Verizon entities listcd above amd,
acting as an agent of these companics, | have personal knowledge thal they have established
operating procedures, a5 desctibed in (he attached statement, that, to the best of my knowledge,
information and belief, and except as noted in the attached statement, are adequate to ensurc
compliance with the Commission's CPNI les. Sce 47 C.ER. § 64.2001 & req.

Attached to this Centification is an accompanying statement explaining how these companies’
current operating procedures, as updated sinec last year's certification, arc designed Lo 2nsure
that they are in compliznce with the rquircments set forth in section 642001 #f se9. of the
Commission's rules.

Also attached are (1) an explanation of actions, if any, taken aguinst data brokers, and (2) a
summary of costomer coroplaints received in 2015 conceming the unauthorized release of CPNIL

Eigﬂﬁi—ﬁ‘:%: A

*MCI Communications Corp fikks & consohiduted 495 Tor lg2lf and all other MO Communications
Corporstion licensess not Jisked. 400 was previously filed by Yerizon Business Global LLC,

*Cellce Parmership files a consoliduted 49¢ for sl and all ather Celleo Partinership licensces nod listed.

ek Yarlzon Avapuc Corp. diva Yerizen Enhanced Commundlics is ow Yentures J00% T,
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Verlzon'
CPNI Statement of Compliance®

Section 64.2005 e of Customrer Propretary Network Informmation Withot
Customer Approval

Yerizon is & provider of mobilc wirchkess and wircline telecommunications and interconnected
ValP services 10 consumer, busingss, and government customens.  CPNIT is used, disclosed, or
accessed 1o provide of market Venzom services to customers within the categories of setvices 1o
which the customer already subscribes (known as the "total service approach™ authorized by
section 64.2005(a) of the CPNI Rules), to perfonmn activities anthorized under Section 222 of the
Commmmications Act of 1934, as amended (the “Act™), and subsections 64.2005(b)(1), () and
{d) of the CPNI Rules, and to comply with legal requirements {¢.g., lawful process). In addition,
CPNI is shared among affiliated entitics that provide service offerings lo the customer.  Vetizon
operating procedures do not permit use, disclosure of, or aceess to CPNI to identify or mack
customets that call competing service providers.

Section 64.2007 Approval Reguired for Use of Customer Proprietary Network
Information

Yerizon has procedures o seck opt-out approval from its consumer wnd some of its business
customers to use CPNI (0 markel communications-related services and to disclose CPNI to its
agents and its affiliates for the purpese of marketing communications-related services. With opt-
out approval, Verizon also penmits these agents and affiliates to access CPNI for such purposes.

Vetizon has procedures to seek opt-in approval from some of its consumer and business
costomers for the purpose of vsing and sharing CPNI with affiliates to provide relevant
marketing messages from Verizon and other companies. Verzon alg has procedures to seek
opt-in approval from some of its business customers and a portion of its government customers
to use CPNI to market productks and services and to disclose CPNI to its agents, affiliates,
contractors and partners for the purpose of marketing products and services. With this opt-in
approval, Verizon also permits these agents, affiliates, contractors and partners to access CPNI
for such purposes.

Under both the opt-in and opt-oul procedurss, customer approval or disapproval remains in cffect
until the customer revokes or limits snch approval or disapproval.

In certain circumstances, Verizon has procedures to seek one-time approval from its customers to
use CPMI during costomer serviee cdlls, chats, and online ordering and inquity processes.
Customer approval remains in effect only until the call, chat, or online ordeting or inquiry
process 18 eomplete.

! See list of Yerizon entities om the Cenification slgned by Stoven Togendman

* Verizan is filing this Coenification pursuant to rule 64.20059(e) (47 C.F.R. §64,2000e)). Rula 64 200W{2) doaa not
apply 10 Broedbund Inberned accesa sarvicas (BIAR), as defined in rwe B2 (47 C.ER. 3.2(a)). Alhoogh in many
inslances our opersting processes described 0 1has Certification ame the sumea fie BIAS CPMI, thiz Certification only
applies 10 apa-BIAS CFNILL
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Section 64.2008 Notlce Required for Use of Costomer Proprietary Netwark
Information

Verizon operating procedures require the placement of an opt-out notice on the invoice (whether
electronic or paEler] to Verizon consumer and business customers for whom Verizon relies on
opt-out consent.” The contents of the nofice provided to these customers comply with the
general equirements for notices and the specihic requirements for opé-Out nolices set Forth in
section 642008, The notice provides sufficient information to enable the customers to make
informed decisions as to whether to grant or deny the approval requesied. The notice defines
CPNI1 and advises that CPNI may be used and shared with Yerizon's affiliates and agenis to offer
a wide range of communications-related services that may be different from these they already
buy from the Verizon family of companies, The notice informs cusicimers that the customer has
a right, and Verizon has a duty to protect the confidentiality of CPNL. The notice explains that
the customer has the right to opt-out of such use and sharing at any time; and that opting out will
not affect provisioning of services o which the customer subsctibes. The notice advises
customers that they can opt out by dialing the toll free number provided in the notice. The toll
free serviee is available 24 hours a day, reven (7) days a week on a year-round basis. Some
customers are alse provided an option to opt out through the “My Yerizon” on-line platform or
by calling Customer Care during repular business hours, Customers are advised that they cm
upt-out #t any time, and that their gpl-out status Temuing in plece valess the customer contacts
Verizon to change it. Verizon operating procedures require 2 minimom 30-day waiting peciod
when providing initial opt-out notices and allows for at Jeast three additional days when mailing
the initisl opt-out notices béfore using CPNI under opt-out,

Verizon operating procedures requirs that an opt-in notice be provided to Verlzon consumer,
business, und government customers when soliciling opt-in approval to use, disclose or permit
access to the customers” CPNI to market products and services. The contents of the noticcs
provided to these customers comply with the generl requiremenis for notices and the specific
requirernents for opt-in notices sct forth in scetion 64.2008 and include the following mininmum
content, although the specific language used to convey it may vary. The notices define CPNI
and advise, to the extent applicable, that CPNL may be used and shared with Verizon's affiliates,
agents, contractors and pariners for the purpose of marketing products and services. The notices
inform customers that the customer has a right, and Verizon has a duty to protect tho
confidentiality of CPNIL. The notices inform the customers of their right to deny approval and
provide sufficient information to enable the customers to make informed decisions as to whether
o grant or deny the approval reqoested. The notices stats that the customet’s decision to consent
or refuss consent will rermain valid until the customer otherwise advises Verizon. The notices
cormrmunicale that the denial or withdrawal of conzent will not affect provizioning of s=rvices 1o
which the customer subscribes and that the customer may withdraw consent at any time.

3 Corjain Verlzon eatlides anisred into & Consend Decrse thal provides for sdditional mossures to belp ensure
compliance with the Federal Communicatioos Commussion”s opd-oid nolice piles, Yerizon has implementad those
meaqures a8 raquired by ibe Consent Decres.  Sec Consisnd Theerec, File Mo, EB-TCT- 1300007027, Account Mo.:
204321700 14, DA 14-1251 (rel. Seplember 3, 204},
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The opt-out and opt-in notices are typewritten in sufficiently larpe font, and are provided in a
manner so 45 o be radily apparent to the costomer. [ any portion of the notices is ranslated
ite anather languages, then all portions of the notices arc translated into that langoage.

Verizon operating procedures reguire that notice be provided to obtain customer approval for
limited, one-time nge of CPNI for the duration of a customer session. The notices are provided
through oral, electronic, or written methods and comply with the reguirements for opl-in and
one-time use notices set forth in section 6. 2008,

Section 64.2009 Safeguards Required for Use of Costomer Proprietary Network
Information

Verizon has implementsd systems dezigned to provide the stams of a costomer’s CPN1 approval
prior 2 the use or disclosurs of CPNI. When a costomer’s opt-in or opt-out CPN1 clection is
received, Verizon procedurss require that the election be recorded in Venzon systems. If the
customer withdraws approval (incloding by a sobseqoent opt-ount), Verizon has procedores o
update the systems to reflect such withdmwal (this docs not apply to limited onc-time approvals,
which expire amtomatically at the end of the session).

Verizon trains appropriate employees about the CPNI mles and advises that the failure to follow
them can bs grounds for disciplinary action, up to and including dismissal. Such training
provides instruction on Verzon's practices and procedures for CPNI compliance as well as
contaet information for CPNI ingquitles and conceins. The taining states that employess may be
subject to discipline for failore to comply with Verizon’s CPNI operating procedurss. The
disciplinary process may include coaching, writen reports or other actions, including
terrnination. In addifon to providing contacts for CPNI inquiries and concerns, online CPNI
resources provide standard forms as well as methods and procedures on how o properly handle
CPNIin certain sitwations.

Vetlzon has procedures po maintain records of marketing and zales campaigns that use iz
customers’ CPML and all instances in which CPNI is disclosed or access is provided to third
partics in a marketing or sales campaign. Campalgn records include a description of the
campuign, the CPN] that was osed in the campaign, and the products or services that were
offered as part of the campaign. Verizon procedures require that records be retained for al leasd
One Year.

Verizon has & supervisory review process for outhound marketing designed to comply with the
CPNI miles. Verizon procedures require that perscnnel obtain supervisory approval of any
proposed outhound marketing request for customer approval.

Verizon provides written notice to the Commission, within five business days after
deterraination, should a failure of its opt-out mechanism ocour that is more than an anomaly.
The written notice meets the content requircments identified in this subsection.

This statement of compliance is preceded by a certificate signed by an officer of Vetizon,
pusuant to scotion 64.200%c). An cxplanation of actions taken against data brokers and a
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sommary of customer complaints involving instinces of the unawthorized releuss of CPNI is
attached below,

Section 642010 Safeguards an the declasare of enstomer proprietary netwark
information

Verizon's operational procedures require that customers or their epresentulives be properly
authenticated, as required by this section, applicable law, andfor pursuant (o coniraciual terms
under the business customer exemption in section 64,20"1[3},‘ before they are given access 1o
CPNL Verizon processes and procedores do not allow disclosure of call detail CPNI on inbound
calls, except as permitted by law or under the business customer exemption. Verizon procedures
require online access to CPNI be provided in accordance with the passwotd requirsments of
section 64.201002) or putswanl (0 the busincss customer exemphion in accordance with section
64.201{Hg). In the event of a lost or forgotten password, Verizon's back-up authentication
procedures de not rely on prompis to the costomer for readily available bicgraphical or account
information. If a customer cannot provide a password or satisfy the back-up authentication
process, Verizon procedures requirs that the customer be denied online aceess, and the customer
must be re-authenticated. Verizon procedures require that representatives disclose CPNI at retail
locations only to customers who present valid government-issued phote IDs.

Verizon maintaing procedures to notify customers throuph an e-mail, letter, teat or voice
message whenever a password, customer response 1o a back-up means of authentication, online
account, or address of rocord is created or changed, except when service is initiated. Such
notices do not reveal the changed information and are sent to a customer address of record (as
defined by subsection 64.2003(h)) or to the telephone number of record {as defined in subsection
64.2003(q)). Thege notices may not be triggered for customers under the business customer
exemption.

Section 64,2011 Notiflcation of costomer proprietary network information security
breaches

In the cvent a breach reportable under section 64.2011 occurs, Verizon has established the
following nolification procedures: No later than seven business days after determination of a
CPMI1 breach, as defined in section 64.201 (g}, Verizon notifies law enforcement through the
reporting facility muintained at hitpsy/fwww.cpnireporting. gov/cpnifcontent/disclaimer. seam.
Verizon does nol notify its customers of or publicly disclose the breach until at least seven full
business days have passed after notification of law enforcement, unless Verizon belicves there is
an extraordinarily urgent need to notify any class of affected customers before that time. In that
casc, Verzon notifies and consults with the relevant investigating agency prior o notifying
affected customers, in accordance with seciion 64.2011(b)(2). If the relevant invcstigating
agency directs Verizon not to disclose the breach beyond the seven-business day period, in
accordance with scction 64.2011(b)(3), Verzon will not disclose the breach until the agency
provides notice that disclosure will no longer irmpede or compromise 4 criminal investigation or

* Yerizon occasiopally binds ilsell coniracinally io autheolicalion regimes other than those described in Section
td 2010 of the Pederal Communications Commission’s rubes for servicea provided 0 centain buginess customers that
hove bodb 3 dedicated acenunt reprasentative and a contract that epecifically addresses s prowction af CPNIL
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national security. Afler completing the process of notifying law enforcement in accordance with
section 64.2011(b), Verizon procedures require notification to its customers of the breach of
those custorners’ CPNL. Verizon maintains records of breaches, notification to law enforcement,
and customer notification for al least two years. Those reconds include, when available, dates of
discovery and notification, descriptions of the CPNI that was breached, and the circumstances of
the breach,

Information Concerning Data Brokers and ints of izesd Digclosure

Explanation of Actlons Againet Data Brokers:?
Verizon did not take any actions against data brokers in 2013

Information of Yerizop about Processes Used by Pretexters to Access CPNI and Verizon Actions
in Response to Protect CPNI-*

Many of the processes pretexters wre using are materially the same as those described in the
record of the FCC's CPNT dockes. In addition, Werizon notes the following trends: (i) prétexiers
are vsing information from a number of different sources, including confidential information
obtained from other orpanizations or companics as well as public sources; (i) pretexters arc
using mechanized processes; and (iii) pretexiers continue to use processes to obtain CPNI for
purely personal rewsons (for example, to determine who an ex-spouse is calling), but pretexters
glsg attempl o compromise accounts for other purposcs (including financial gain). The actions
Verizon is taking to protect CPNI from pretexters are described in the other parts of this
Compliance Statement.

5 of the N laints in 2005 Co ' rized Release of
CPNI

Verizon's summary of 2015 CPNI complaints by category appears below. A review of
allegations revealed 160 substmtiated complaints by customers involving unauthorized access o
the customer’s CPNI, or unauthorized disclosnre of the customer’s CPNI

Numbet of complaints involving improper sccess by employees: 18
Number of complaints involviog improper disclosure to unauthorized individuals: 52
Number of complaints involving improper online sceass by unauthonzed individuals: 100

¥ Under Commission Tuks, “aciims™ ore procoedings instiloted or petitkms filed by a carvicr st either st
commissiens, the coir aysten, or at the Commission agnin®l data brokers.

b Undcr Commission rules, carters must raport information 1bad they lve with respect to the processes preiexiers
Afe WEIng bo ablampt bo ecess CEMI, and the seps corbers are taking to protect CPNL
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Annual 47 C.F.R. § 64.2009{¢} CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification

Date: February 25, 2016

Name of companies covered by this Certification: Verizon Telematics Inc.
Name of signatory: Burton A. Smith

Title of signatory: Vice President

I, Burton A. Smith, certify that | am an officer of Verizon Telematics and, acting as an agent of
this company, T have personal knowledge that it has established operating procedures, as
described in the attached statement, that, to the best of my knowledge, information and belief,
and except as noted in the attached statement, are adequate to ensure compliance with the
Commission's CPNI rules. See 47 C.F.R. § 64.2001 et segq.

Attached to this Certification is an accompanying statement explaining how this company’s
current operating procedures, as updated since last year’s certification, are designed to ensure
that it is in compliance with the requirements set forth in section 64.2001 e/ seq. of the
Commission's rules.

Also attached is an explanation of actions, if any, taken against data brokers, and a summary of
customer complaints received in 2015 concerning the unauthorized release of CPNIL.

. Signed.:,«f-*""”";ig/{\ J%Z
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Verizon Telematics Inc. (VTI)
CPNI Statement of Compliance’

Section 64.2005 Use of Customer Proprietary Network Information Without
Customer Approval

VTI provides telecommunications services to one customer. VTT has not used and does not plan
fo use CPNI for marketing that requires consent.

Section 64.2007-8  Approval Required for Use of Customer Proprietary Network
Information; Notice Required for Use of Customer Proprietary
Network Information

VTI does not use, disclose, or permit access to CPNI to market services that are not within a
category of services to which the customer already subscribes. Thus, VTT does not send
notification or request corresponding approval from its customer. VTI does not use joint venture
partners or independent contractors to market to its customer.

Section 64.2009 Safeguards Required for Use of Customer Proprietary Network
Information

VTI trains appropriate personnel about the CPNI rules and advises that the failure to follow them
can be grounds for disciplinary action, up to and including dismissal.

This statement of compliance is preceded by a certificate signed by an officer of VTI, pursuant to
section 64.2009(e). An explanation of actions taken against data brokers and a summary of
customer complaints involving instances of the unauthorized release of CPNI is attached below.

Although VTI currently does not use, disclose, or permit access to CPNI to market services, if it
chooses to change this policy and use CPNI for marketing, it will (1} implement a system by
which the status of a customer’s CPNI approval can be clearly established, (2} maintain a record
of its and its affiliates’ sales and marketing campaigns that use its customers” CPNI for at least
one year, (3) maintain a record of all instances where CPNI was disclosed or provided to third
parties for at least one year, (4) require sales personnel to obtain supervisory approval of any
proposed outbound marketing request for customer approval, and (5) provide written notice to
the FCC within five business days of any instance where its opt-out mechanism did not work

properly.

! Verizon Telematics is filing this Ceriification pursuant to rule 64.2009(e} (47 C.FR. §64.2009(¢)). Rule
64.2009(e) does not apply to Broadband Internet access services (BIAS), as defined in rule 8.2 (47 C.F.R. §8.2(a)).
This Certification only applies to non-BIAS CPNL
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Section 64.2010 Safeguards on the disclosure of customer proprietary network
information

VTI has an assigned representative to work with the single customer receiving
telecommunications service. The dedicated VTI representative discloses CPNI to the customer
through a representative authorized by the customer contractually. VTI does not provide in-store
access or online access to CPNI. Whenever a significant account change occurs, VI
immediately notifies the customer of the change at an address of record.

Section 64.2011 Notification of customer proprietary network information security
breaches :

VTI has implemented procedures to notify law enforcement, and subsequently customers, of
CPNI breaches (defined in subsection 64.2011(e)). Internal procedures direct employees to
notify the legal department of any potential CPNI breach. When a breach is confirmed, the
appropriate personnel are prepared to make the required notifications to the United States Secret
Service, the Federal Bureau of Investigation, and the customer. Records of such breaches and
the corresponding notifications are maintained for at least two years.

Information Concerning Data Brokers and Complaints of Unauthorized Disclosure

Explanation of Actions Against Data Brokers:

Verizon did not take any actions against data brokers in 20135.

Information of Verizon about Processes Used by Pretexters to Access CPNI and Verizon Actions
in Response to Protect CPNI:

Verizon is not aware of any processes used by pretexters materially different from what is in the
record of the Federal Communications Commission’s CPNI docket, The actions Verizon is
taking to protect CPNI from pretexters are described in the other parts of this compliance
statement.

Summary of the Number of Customer Complaints in 2015 Concerning Unauthorized Release of
CPNI

Verizon’s summary of 2015 CPNI complaints by category appears below. A review of
allegations revealed no substantiated complaints by customers involving unauthorized access to
the customer’s CPNI, or unauthorized disclosure of the customer’s CPNI:

Number of complaints involving improper access by employees: 0

Number of complaints involving improper disclosure to unauthorized individuals: 0
Nugnber of complaints involving improper online access by unauthorized individuals: 0
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