March 16, 2016
The Honorable Thomas Wheeler
Chairman
Federal Communications Commission
445 12th Street, SW
Washington, DC 20554

Erika Brown Lee
Chief Privacy and Civil Liberties Officer
Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Mr. Chairman & Ms. Brown Lee:
The undersigned 34 civil rights, public policy, and public interest organizations write to express
our shared concerns about International Mobile Subscriber Identity (IMSI) catchers, also referred
to as Cell-Site Simulators or “Stingray” devices (“Stingrays”).1 Reports surfaced last month that
the New York Police Department has used Stingrays extensively–without warrants and without
policies in place guiding how police can use the devices.2 This news follows on the heels of
numerous allegations over the past several months that law enforcement agencies have
improperly used Stingrays to spy on lawful protesters; routinely deployed Stingrays without a
warrant and in violation of the Fourth Amendment; and failed to adopt adequate procedures to
protect privacy and civil liberties.3
In light of these developments, we urge you to investigate the continued and largely unregulated
use of Stingrays by law enforcement officials, to remedy the lack of data and transparency about
these devices, and to act swiftly to prevent the disproportionate harms that the use of these
devices by law enforcement officials can pose to historically disadvantaged communities.
Stingrays are powerful surveillance technologies that mimic cell towers in order to
indiscriminately intercept all cellular signals in an area, thus enabling users to gather serial
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numbers and location information, as well as to identify individual phones.4 Information about
Stingray devices’ use and functions has been routinely withheld from courts and the public,5 and
the numerous privacy and legal concerns raised by these devices have already received
significant attention in national media and other outlets.
We wish to highlight another serious concern: when used by law enforcement, Stingrays and
other surveillance technologies do not affect all Americans equally.
Stingrays Have a Disproportionate Impact on Historically Disadvantaged Communities
Law enforcement agencies have long exercised their power disproportionately in communities of
color, and this imbalance persists today. People of color are much more likely to be stopped and
searched, with 95% of police departments across the country reporting that they are likely to stop
African-Americans at a higher rate than others, even though officers are equally likely to identify
something as being of interest regardless of race.6 A USA Today study found that at least 70
police departments across the country arrested African-Americans at a rate ten times higher than
other racial groups.7 And more than 60 percent of the people in prison are now racial and ethnic
minorities. Among African-American men in their thirties, one in ten is in prison or jail.8
New technological tools that amplify police power can amplify existing biases in policing. Lack
of effective oversight and supervision by the regulatory authorities in the use of this technology
may lead to even greater invasions of privacy and subversions of rights in communities of color
that are already the targets of biased policing.9 Given these documented biases, the use of a
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powerful surveillance technology like Stingrays—particularly in secret and with little
oversight—threatens African Americans, Latinos, Asians and other persons of color with
disproportionate harm to their privacy, security, and basic civil rights as Americans.
And as grave as the privacy and civil rights concerns about the indiscriminate use of these datacollection devices are, Stingrays can pose an even more immediate threat: the devices have been
known to disrupt and disable lawful mobile communications, including the ability of bystanders
to communicate with police, fire and medical service personnel in an emergency.10
The FCC and DOJ Should Be Committed to Improving Stingray Oversight
With people’s lives and liberties at risk, the FCC established a task force in 2014 to focus on the
use of Stingray devices by “criminals” and “foreign intelligence services.”11 But an inquiry into
curbing the misuse of Stingrays must not stop there. Rather, the task force must address their
broad use by federal, state, and local law enforcement agencies, recognizing that law
enforcement use of Stingrays, like other police tactics and surveillance technologies, may well
have a disparate impact on already marginalized groups.
In addition, last year the Department of Justice released new guidance for federal agencies
wishing to deploy Stingray devices. While this guidance includes important protections like a
warrant requirement for Stingrays and minimization procedures to prevent unlawful retention of
data on innocent bystanders, it only applies to DOJ components and federal, state, and local
agencies when they partner with the DOJ.12 In addition to New York City, Stingrays have been
used in Sacramento, California; Tacoma, Washington; Baltimore, Chicago, and likely many
other localities that citizens still don’t know about.13 Therefore, the DOJ must take further steps
to ensure that all states and localities that deploy Stingrays do so in a way that is transparent,
accountable, and consistent with the constitution, and encourage other agencies to put policies in
place to minimize harm to historically disadvantaged communities. They could do this by ending
the FBI’s practice of requiring state and local law enforcement agencies to sign nondisclosure
agreements for Stingrays and could link the agency's technology funding to a mandate that state
and local agencies comply with the DOJ’s Stingray guidance.
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FCC and DOJ Stingray Inquiries Must Consider and Address Impact on Historically
Disadvantaged Communities
The use of Stingrays and similar surveillance technologies could have a disproportionate and
negative impact on communities of color. As the FCC and DOJ work to ensure the lawful and
targeted use of Stingray technology, and consistent with your agencies’ authorities and our
shared interest in ensuring that police technologies are used to promote justice without unduly
infringing on civil rights, we urge you to explore ways to ways to curb disparate impact on
historically disadvantaged communities. We also urge your agencies to follow their respective
missions in these regards, to denounce racial profiling in police technology, to restrict all law
enforcement uses of Stingrays to cases where a warrant is obtained,14 and to promote policies
that ensure Stingrays are adopted and deployed if at all in a way that is transparent and
accountable to the public.
Sincerely,
18MillionRising.org
Center for Community Change Action
Center for Democracy & Technology
Center for Digital Democracy
Center for Media Justice
Alvaro Bedoya, Center on Privacy & Technology at Georgetown Law
Black Alliance for Just Immigration
Champaign-Urbana Citizens for Peace and Justice
ColorOfChange
Courage Campaign
CREDO
Deep Dish TV
Demand Progress
Electronic Frontier Foundation
The Ella Baker Center for Human Rights
Free Press
Generation Justice
Instituto de Educacion Popular del Sur de California
Media Action Grassroots Network
Media Alliance
Media Mobilizing Project
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Although the Department of Justice now has a policy of requesting a warrant before using an IMSI catcher, this
policy has exceptions, in addition to applying only to the FBI and other Justice Department agencies. Ellen
Nakashima, Justice Department: Agencies Need Warrants to Use Cellphone Trackers, Wash. Post (Sept. 3, 2015),
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Million Hoodies Movement for Justice
Move Food
NAACP
National Council of La Raza
National Hispanic Media Coalition
New America’s Open Technology Institute
Presente.org
Public Knowledge
Restaurant Opportunity Center
St. Paul Neighborhood Network
Urbana-Champaign Independent Media Center
Voices for Racial Justice
Working Narratives

