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1 INTRODUCTION

GoogleɅInc.Ʌ(Google)ɅhereɅprovidesɅinformationɅsupportingɅitsɅrequestɅforɅcertificationɅofɅ
bothɅaɅSpectrumɅAccessɅSystemɅ(SAS)ɅandɅanɅEnvironmentalɅSensingɅCapabilityɅ(ESC)ɅtoɅenableɅ
commercialɅwirelessɅaccessɅtoɅtheɅ3550-3700ɅMHzɅbandɅ(theɅ3.5ɅGHzɅband).ɅGoogle’sɅproposalɅ
isɅconsistentɅwithɅtheɅCommission’sɅrules,ɅitsɅ Order ɅauthorizingɅtheɅCitizensɅBroadbandɅRadioɅ
ServiceɅ(CBRS), ɅandɅitsɅ Order on Reconsideration and Second Report and Order ɅclarifyingɅcertainɅ1

aspectsɅofɅtheɅrulesɅandɅadoptingɅadditionalɅrequirements. ɅTheɅrequestɅisɅalsoɅinformedɅbyɅtheɅ2

Commission’sɅ Public Notice ɅcallingɅforɅSASɅandɅESCɅoperatorɅapplications, ɅasɅwellɅasɅguidanceɅ3

providedɅbyɅCommissionɅstaffɅduringɅitsɅSAS/ESCɅcertificationɅworkshop. Ʌ4

GoogleɅhasɅlongɅsupportedɅintensiveɅandɅdynamicɅspectrumɅsharing,ɅincludingɅthroughɅ
activeɅparticipationɅinɅbothɅtheɅPresident’sɅCouncilɅofɅAdvisorsɅonɅScienceɅandɅTechnologyɅ
(PCAST)ɅandɅtheɅ3.5ɅGHzɅɅproceeding.ɅContinuingɅitsɅsupportɅofɅCommission’sɅinitiativesɅtoɅ
improveɅspectrumɅutilization,ɅGoogleɅhasɅdevelopedɅSASɅandɅESCɅcapabilitiesɅessentialɅtoɅ
enablingɅmoreɅextensiveɅuseɅofɅtheɅ3.5ɅGHzɅband.ɅGoogle’sɅSASɅmeetsɅtheɅCommission’sɅ
requirementsɅforɅSASɅcapabilities,ɅwhileɅembracingɅindustryɅstandardsɅandɅoperationalɅ
transparencyɅtoɅpromoteɅcompetitiveɅalternativesɅforɅallɅusersɅandɅsupportɅinnovationɅinɅtheɅ
band.ɅToɅtheseɅcoreɅfeaturesɅandɅprinciples,ɅGoogleɅaddsɅtheɅtechnicalɅcapabilityɅtoɅimplementɅaɅ
band-specific,Ʌclutter-awareɅpropagationɅmodelɅbasedɅonɅlargeɅvolumesɅofɅmeasuredɅdata. Ʌ5

1Ʌ See Ʌ47ɅC.F.R.ɅPartɅ96;Ʌ In the Matter of Amendment of the Commission's Rules with Regard to
Commercial Operations in the 3550-3650 MHz Band ,ɅReportɅandɅOrderɅandɅSecondɅFurtherɅ
NoticeɅofɅProposedɅRulemaking,Ʌ30ɅFCCɅRcd.Ʌ3959Ʌ(2015)Ʌ( Report and Order ɅorɅ Second FNPRM ).Ʌ
2Ʌ In the Matter of Amendment of the Commission's Rules with Regard to Commercial Operations
in the 3550-3650 MHz Band ,ɅOrderɅonɅReconsiderationɅandɅSecondɅReportɅandɅOrder,ɅGNɅDocketɅ
No.Ʌ12-354,ɅFCCɅ16-55Ʌ(rel.ɅMayɅ2,Ʌ2016)Ʌ( Second Report and Order ).Ʌ
3Ʌ Wireless Telecommunications Bureau and Office of Engineering and Technology Establish
Procedure and Deadline for Filing Spectrum Access System (SAS) Administrator(s) and
Environmental Sensing Capability (ESC) Operator(s) Applications ,ɅPublicɅNotice,Ʌ30ɅFCCɅRcd.Ʌ
14170Ʌ(2015)Ʌ( SAS/ESC Applications Public Notice ).ɅɅ
4 See Wireless Telecommunications Bureau and Office of Engineering and Technology Announce
Meeting for Prospective Spectrum Access System Administrators and Environmental Sensing
Capability Operators To Take Place February 16, 2016 ,ɅPublicɅNotice,Ʌ31ɅFCCɅRcd.Ʌ248Ʌ(2016).ɅɅ
5ɅGoogleɅrecognizesɅthatɅSASɅoperatorsɅwillɅbeɅrequiredɅtoɅuseɅaɅcommonɅpropagationɅmodelɅtoɅ
beɅcertifiedɅbyɅtheɅCommission.Ʌ See, e.g. ,Ʌ Second Report and Order Ʌ¶¶Ʌ138,Ʌ188,Ʌ190,Ʌ278.Ʌ
Nevertheless,ɅasɅdescribedɅinɅsectionɅ2.6,Ʌbelow,ɅGoogleɅcontinuesɅtoɅbelieveɅthatɅband-specific,Ʌ
clutter-awareɅmodelsɅcanɅunlockɅaccessɅtoɅsubstantialɅadditionalɅspectrumɅinɅthisɅband.ɅɅ
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InɅparticular,ɅGoogle’sɅSASɅisɅbeingɅbuiltɅtoɅtheɅapplicableɅSASɅandɅCitizensɅBroadbandɅ
RadioɅServiceɅDeviceɅ(CBSD)ɅspecificationsɅdevelopedɅbyɅtheɅSpectrumɅSharingɅCommittee Ʌ6

(SSC)ɅofɅtheɅWirelessɅInnovationɅForum Ʌ(WinnForum).ɅTheseɅstandardsɅassureɅinteroperabilityɅ7

betweenɅCBSDsɅandɅSASsɅacrossɅSASɅoperatorsɅandɅdeviceɅmanufacturers.ɅWeɅalsoɅexpectɅthatɅ
theyɅwillɅcreateɅaɅframeworkɅforɅassuringɅonlyɅauthorizedɅdevices,ɅSASɅoperators,Ʌinstallers,ɅandɅ
sensorsɅcanɅoperateɅwithinɅtheɅ3.5ɅGHzɅecosystem.ɅByɅrelyingɅonɅopenɅstandards,ɅGoogle’sɅSASɅ
willɅallowɅallɅcompliantɅdevicesɅaccessɅtoɅtheɅ3.5ɅGHzɅband,ɅtherebyɅfosteringɅdiversityɅandɅ
innovationɅinɅtheɅproductsɅandɅservicesɅofferedɅoverɅthisɅspectrum.ɅAppendixɅAɅdescribesɅtheɅ
openɅprocessɅleadingɅtoɅdevelopmentɅandɅapprovalɅofɅtheseɅstandards. ɅɅ8

GoogleɅhasɅdevelopedɅanɅend-to-endɅSASɅcapabilityɅbasedɅonɅtheɅCommission’sɅ Report
and Order ,ɅwhereɅapplicable. ɅTheɅSASɅincludesɅbaselineɅpropagationɅalgorithms,ɅaɅprocessɅforɅ9

registeringɅdevicesɅandɅgrantingɅspectrumɅrequests,ɅandɅaɅmethodologyɅforɅensuringɅfederalɅ
users,ɅFixed-SatelliteɅServiceɅ(FSS)Ʌoperators,ɅandɅPriorityɅAccessɅLicenseɅ(PAL)ɅusersɅdoɅnotɅ
experienceɅharmfulɅinterference.ɅGoogleɅhasɅdeferredɅimplementationɅofɅPartɅ90ɅprotectionɅ
awaitingɅfurtherɅCommissionɅguidanceɅonɅthisɅtopic,ɅbutɅexpectsɅtoɅbuildɅonɅexistingɅprotectionɅ
algorithmsɅinɅdevelopingɅthatɅprotection.ɅTheɅprotectionɅalgorithmsɅaddressɅone-on-oneɅ
interferenceɅlimits,ɅaggregateɅinterferenceɅlimits,ɅandɅgeographicɅexclusions.ɅConsistentɅwithɅ
ITUɅrecommendations,ɅtheɅSASɅrepresentsɅandɅprocessesɅtwo-ɅandɅthree-dimensionalɅantennaɅ
models.ɅAsɅnotedɅbelow,ɅGoogle’sɅSASɅdoesɅnotɅacceptɅleasingɅnotificationsɅatɅthisɅtime,ɅbutɅ
GoogleɅexpectsɅtoɅprovideɅthisɅcapabilityɅinɅtheɅfuture. Ʌ10

GoogleɅhasɅbeenɅtrialingɅaɅprototypeɅSASɅforɅnearlyɅtwoɅyears,ɅwithɅtheɅalgorithmsɅ
evolvingɅasɅrulesɅareɅissuedɅandɅstandardsɅareɅcreated.ɅOverɅthatɅperiodɅofɅtime,ɅGoogleɅhasɅ
demonstratedɅitsɅSASɅprototypeɅtoɅindustryɅandɅgovernmentɅ(forɅexample,ɅtoɅmajorɅwirelessɅ
carriers,ɅFCCɅstaff,ɅandɅNationalɅTelecommunicationsɅandɅInformationɅAdministrationɅ(NTIA)Ʌ
staff),ɅandɅatɅpublicɅeventsɅ(suchɅasɅtheɅ2015ɅInternationalɅSymposiumɅonɅAdvancedɅRadioɅ
TechnologiesɅconferenceɅatɅtheɅNationalɅInstituteɅofɅStandardsɅandɅTechnologyɅfacilityɅinɅ
Boulder,ɅColorado,ɅandɅaɅ2015ɅmeetingɅofɅtheɅWinnForumɅSSC).ɅGoogleɅwillɅalsoɅbeɅ
experimentingɅwithɅearlyɅSASɅoperationsɅduringɅaɅtrialɅofɅSASɅandɅCBSDɅfunctionalityɅinɅKansasɅ
City,ɅKansas,ɅbeginningɅinɅJuneɅ2016.Ʌ

GoogleɅwillɅmodifyɅtheɅprocessingɅandɅdecision-makingɅstructuresɅinɅitsɅfinalɅSASɅ
productɅandɅserviceɅtoɅreflectɅfutureɅCommissionɅorders,ɅasɅwellɅasɅadditionalɅindustryɅ
consensusɅdocumentsɅasɅappropriate.ɅBecauseɅGoogle'sɅSASɅalreadyɅperformsɅprocessingɅforɅ

6ɅTheɅSSCɅisɅaɅWinnForumɅcommitteeɅthatɅsupportsɅtheɅdevelopmentɅandɅadvancementɅofɅ
spectrumɅsharingɅtechnologiesɅbasedɅonɅtheɅthree-tierɅarchitectureɅproposedɅforɅtheɅ3.5ɅGHzɅ
band.Ʌ See ɅSpectrumɅSharingɅCommittee,Ʌhttp://www.wirelessinnovation.org/ssc.ɅɅ
7ɅWinnForumɅisɅanɅnon-profitɅmutualɅbenefitɅcorporationɅdedicatedɅtoɅadvocatingɅforɅtheɅ
innovativeɅuseɅofɅspectrum,ɅandɅadvancingɅradioɅtechnologiesɅthatɅsupportɅessentialɅorɅcriticalɅ
communicationsɅworldwide.Ʌ See ɅAboutɅtheɅWirelessɅInnovationɅForum,Ʌ
http://www.wirelessinnovation.org/about_the_forum.Ʌ
8ɅAsɅnotedɅinɅAppendixɅD,ɅallɅpublishedɅWinnForumɅstandardsɅareɅavailableɅatɅ
http://groups.winnforum.org/ReportsɅandɅhttp://groups.winnforum.org/Specifications.Ʌ
9Ʌ See generally Ʌ Report and Order ;Ʌ Second Report and Order .Ʌ
10Ʌ See Second Report and Order ,ɅAppendixɅAɅ§Ʌ96.66.Ʌ
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theɅtypesɅofɅprotectionɅgenerallyɅcontemplated,ɅupdatingɅtheɅdecisionɅalgorithmsɅtoɅreflectɅ
furtherɅFCCɅdecisionsɅandɅindustryɅstandardsɅwillɅbeɅstraightforward.Ʌ

TheɅfollowingɅsectionsɅofɅthisɅapplicationɅrespondɅtoɅtheɅspecificɅrequestsɅsetɅforthɅinɅ
sectionɅIVɅofɅtheɅCommission’sɅ SAS/ESC Applications Public Notice ɅandɅconformɅtoɅtheɅ
structureɅofɅsame.Ʌ

2 OVERVIEW OF SAS AND ESC PROPOSAL

2.1 Description of Google's SAS and ESC Functionality

ImmediatelyɅbelow,ɅGoogleɅprovidesɅaɅhigh-levelɅdescriptionɅofɅSASɅandɅESCɅfunctions.Ʌ
SubsectionsɅ2.1.1ɅthroughɅ2.1.6ɅspecificallyɅdiscussɅtheɅfunctionalɅrequirementsɅsetɅforthɅinɅ47Ʌ
C.F.R.Ʌ§§Ʌ96.55,Ʌ96.57,Ʌ96.59,Ʌ96.61,Ʌ96.63,ɅandɅ96.65.ɅGoogle’sɅabilityɅtoɅmeetɅtheɅrequirementsɅ
ofɅ47ɅC.F.R.Ʌ§Ʌ96.67,ɅwhichɅspecifiesɅtheɅfunctionsɅofɅanɅESC,ɅisɅdiscussedɅinɅdetailɅinɅsectionsɅ
2.4,Ʌ2.5,Ʌ2.7,Ʌ3.1,Ʌ3.6.3,ɅandɅ4.Ʌ

Google'sɅSAS:Ʌ

1. UsesɅalgorithmsɅthatɅimplementɅtheɅrequiredɅprotectionsɅprovidedɅbyɅPartɅ96,ɅusingɅ
validatedɅmodelsɅforɅtheɅestimationɅofɅradiofrequencyɅimpacts.ɅɅ

2. DeterminesɅpermissibleɅspectrumɅusageɅbyɅeachɅCBSDɅrequestingɅaɅspectrumɅ
grant,ɅandɅassuresɅthatɅallɅgrantsɅconformɅtoɅpermissibleɅusage,ɅbothɅinitiallyɅandɅ
overɅtime.Ʌ

3. ModelsɅtheɅimpactɅofɅeachɅCBSDɅonɅhigherɅtierɅoperations,ɅandɅdeterminesɅ
permissibilityɅofɅoperationɅandɅtheɅmaximumɅpowerɅthatɅthatɅCBSDɅcanɅemit,ɅbasedɅ
onɅconstraintsɅfromɅco-ɅandɅadjacent-channelɅPALs,ɅgrandfatheredɅPartɅ90Ʌ
operations,ɅFSSɅsites,ɅandɅfederalɅoperations.ɅTheɅSASɅalsoɅtakesɅintoɅaccountɅPALɅ
protectionɅareas,ɅincludingɅvalidatingɅoperator-suppliedɅareasɅagainstɅtheɅdefaultɅ
protectionɅcontoursɅestablishedɅinɅtheɅ Second Report and Order . Ʌ11

4. ValidatesɅCBSDɅeligibilityɅandɅregistersɅCBSDs.ɅThisɅincludesɅcollectingɅlocationɅandɅ
identificationɅinformationɅthatɅwillɅbeɅvalidatedɅusingɅindustryɅstandardɅcertificateɅ
managementɅprocesses.ɅToɅtheɅextentɅlocationɅinformationɅcannotɅbeɅprovidedɅ
automaticallyɅbyɅtheɅCBSDɅandɅisɅsuppliedɅbyɅaɅprofessionalɅinstaller,ɅGoogleɅisɅ
preparedɅtoɅprovideɅvalidationɅusingɅaɅsimilarlyɅrigorousɅprocess.Ʌ

5. MaintainsɅfederalɅexclusionɅandɅprotectionɅzonesɅandɅensuresɅthatɅallɅCBSDɅ
operationsɅareɅconsistentɅwithɅrulesɅthatɅprotectɅfederalɅincumbents.ɅGoogleɅisɅ
preparingɅitsɅSASɅtoɅretainɅfederalɅoperationsɅrecordsɅconsistentɅwithɅtheɅprinciplesɅ
establishedɅbyɅtheɅWinnForumɅESCɅTaskɅGroup,ɅinɅwhichɅtheɅDepartmentɅofɅDefenseɅ
(DoD)Ʌparticipates.Ʌ

6. CommunicatesɅwithɅGoogle'sɅESCɅnetworkɅto:Ʌ
a. ReceiveɅESCɅreportsɅofɅfederalɅshipborneɅandɅground-basedɅradarɅemissionsɅinɅ

theɅ3550-3700ɅGHzɅrange,Ʌ
b. RespondɅtoɅtheɅpresenceɅofɅprotectedɅfederalɅsystems,ɅandɅɅ

11Ʌ Second Report and Order ,ɅAppendixɅA,Ʌ§96.57(e).Ʌ
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c. EnsureɅthatɅCBSDɅoperationsɅthatɅmightɅimpactɅthoseɅfederalɅoperationsɅreduceɅ
power,ɅareɅrelocatedɅtoɅnon-interferingɅchannels,ɅorɅhaveɅtheirɅoperationsɅ
terminated.Ʌ

7. InɅadditionɅtoɅtheɅfunctionalityɅdiscussedɅinɅitemɅ6,ɅGoogle'sɅSASɅutilizesɅdeclaredɅ
exclusionɅzonesɅwhereɅnoɅESCɅisɅdeployed,ɅasɅwellɅasɅotherɅadɅhocɅexclusionɅorɅ
protectionɅzonesɅthatɅmayɅbeɅdefinedɅbyɅfederalɅauthoritiesɅinɅtheɅfuture.ɅRestrictedɅ
areasɅwhereɅoperationɅisɅnotɅpermittedɅdueɅtheɅpresenceɅofɅfederalɅincumbentɅ
activity,ɅprotectionɅzones,ɅandɅexclusionɅzonesɅareɅenforcedɅbyɅ(1)ɅrequiringɅCBSDsɅ
toɅreduceɅtransmissionsɅtoɅpowerɅlevelsɅthatɅavoidɅharmfulɅinterference,Ʌ(2)Ʌ
relocatingɅCBSDsɅtoɅotherɅchannels,ɅorɅ(3)ɅterminatingɅCBSDɅoperation. Ʌ12

8. ProtectsɅoperationsɅofɅexistingɅnon-federalɅFSSɅearthɅstations,ɅincludingɅprotectionɅ
ofɅgrandfatheredɅearthɅstationsɅoperatingɅbetweenɅ3600ɅandɅ3700ɅMHzɅandɅofɅearthɅ
stationsɅusedɅforɅtelemetry,Ʌtracking,ɅandɅcontrolɅ(TT&C)ɅinɅtheɅadjacentɅ3700-4200Ʌ
MHzɅband.ɅThisɅcapabilityɅincludesɅimportingɅtheɅappropriateɅrecordsɅfromɅtheɅ
FCC’sɅrecordsɅsystems.ɅGoogle'sɅSASɅcanɅalsoɅimplementɅsite-by-siteɅagreementsɅ
thatɅmodifyɅtheseɅprotections. Ʌ13

9. ProtectsɅPALɅusersɅfromɅharmfulɅinterferenceɅfromɅotherɅPALɅusers,ɅandɅfromɅ
GeneralɅAuthorizedɅAccessɅ(GAA)Ʌusers.ɅThisɅprotectionɅincludesɅcancellingɅanyɅ
GAAɅgrantsɅinɅtheɅPALɅchannelɅwhenɅauthorizedɅPALɅaccessɅisɅrequested,ɅandɅ
limitingɅGAAɅdevicesɅtoɅgrantsɅthatɅdoɅnotɅviolateɅtheɅprotectionɅcriteria.ɅInɅaddition,Ʌ
PALɅspectrumɅgrantsɅareɅvalidatedɅtoɅassureɅthatɅtheɅrequestingɅdeviceɅhasɅtheɅ
appropriateɅcertificateɅtoɅestablishɅitsɅlicensingɅstatus.Ʌ

10. OffersɅaɅspectrumɅinquiryɅfunctionɅthatɅallowsɅinquiringɅnodesɅtoɅobtainɅinformationɅ
regardingɅchannelɅassignmentsɅandɅuseɅinɅaɅnode’sɅspecificɅlocation.ɅThisɅ
functionalityɅfacilitatesɅnon-interferingɅoperationsɅbyɅGAAɅusers,ɅgivingɅthemɅ
maximumɅflexibilityɅandɅencouragingɅinnovationɅwhileɅprotectingɅPALɅandɅ
incumbentɅoperations.Ʌ

11. SupportsɅaɅcoexistenceɅmechanismɅbetweenɅco-channelɅGAAɅusers.ɅGoogle’sɅ
facilitationɅofɅtheseɅinteractionsɅwillɅfollowɅanyɅspecificationsɅissuedɅbyɅtheɅ
WinnForum.Ʌ

12. AssuresɅsecure,ɅconfidentialɅandɅreliableɅcommunicationsɅfromɅdevicesɅandɅ
installersɅtoɅandɅfromɅGoogle'sɅSASɅthroughɅTransportɅLayerɅSecurityɅ(TLS), ɅtheɅ14

widelyɅadoptedɅInternetɅstandardɅforɅhttpsɅtraffic.Ʌ
13. ProtectsɅgrandfatheredɅPartɅ90ɅusersɅinɅtheɅ3650-3700ɅMHzɅband.ɅGoogleɅwillɅ

implementɅspecificɅprotectionsɅforɅPartɅ90ɅusersɅthatɅareɅconsistentɅwithɅtheɅ
Commission’sɅdispositionɅofɅpendingɅquestionsɅonɅthisɅsubject. ɅɅ15

12ɅFollowingɅtheɅ Report and Order ,ɅGoogleɅusesɅtheɅtermɅ“exclusionɅzone”ɅtoɅreferɅtoɅtheɅ
predeterminedɅareasɅwhereɅCBSDsɅmustɅnotɅoperateɅinɅorderɅtoɅprotectɅaɅfederalɅoperation.Ʌ
Report and Order Ʌ¶Ʌ259.ɅOnceɅESCsɅareɅdeployed,ɅtheseɅzonesɅareɅcalledɅ“protectionɅzones.”Ʌ Id. Ʌ¶Ʌ
262.ɅWeɅreferɅtoɅanɅareaɅwithinɅaɅprotectionɅzoneɅwhereɅuseɅisɅnotɅpermittedɅbecauseɅanɅESCɅ
detectsɅfederalɅactivityɅasɅaɅ“restrictedɅarea.”ɅɅ
13Ʌ Id. Ʌ¶Ʌ291.ɅɅ
14Ʌ See  TheɅTransportɅLayerɅSecurityɅ(TLS)ɅProtocol,ɅVersionɅ1.2Ʌ(2008),Ʌ
https://tools.ietf.org/html/rfc5246.Ʌ
15Ʌ See Wireless Telecommunications Bureau Seeks Comment on an Appropriate Method for
Determining the Protected Contours for Grandfathered 3650-3700 MHz Band Licensees ,ɅPublicɅ
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14. EstablishesɅzonesɅalongɅinternationalɅbordersɅwhereɅCBSDɅoperationɅwillɅbeɅ
restricted,ɅinɅaccordanceɅwithɅguidanceɅtoɅbeɅprovidedɅbyɅtheɅFCC.ɅTheseɅborderɅ
zonesɅwillɅhonorɅexistingɅagreementsɅwithɅrespectɅtoɅinterferenceɅcriteriaɅatɅbordersɅ
withɅCanadaɅandɅMexico,Ʌincluding,ɅforɅexample,Ʌ“ArrangementɅR.” Ʌ16

TheɅSASɅwillɅacceptɅgrantsɅtoɅlesseesɅthatɅhaveɅbeenɅdulyɅregisteredɅwithɅanotherɅSAS.Ʌ
GoogleɅexpectsɅtoɅbuildɅaɅfunctionalityɅtoɅacceptɅleaseɅnotificationsɅandɅsupportɅleasingɅ
arrangementsɅinɅtheɅfuture. ɅɅ17

Google'sɅESC:ɅɅ

1. WillɅbeɅconstructed,Ʌoperated,ɅandɅmaintainedɅbyɅGoogleɅwithoutɅconnectivityɅtoɅanyɅ
militaryɅorɅotherɅsensitiveɅfederalɅdatabaseɅorɅsystem.Ʌ

2. IncludesɅaɅnetworkɅofɅsensors,ɅlocatedɅwithinɅFCC-definedɅprotectionɅzones,ɅthatɅwillɅ
detectɅtheɅpresenceɅofɅfederalɅshipborneɅandɅground-basedɅradarɅsystemsɅinɅtheɅ
3550-3700ɅMHzɅbandɅandɅadjacentɅfrequencies.ɅTheɅsensitivityɅofɅtheɅsensorsɅwillɅ
meetɅrequirementsɅbeingɅdevelopedɅwithinɅtheɅWinnForumɅinɅconjunctionɅwithɅtheɅ
DoD. Ʌ18

3. ProvidesɅredundantɅcoverageɅofɅallɅgeographicɅareasɅthatɅrequireɅmonitoring.Ʌ
4. IncorporatesɅaɅdecisionɅsystemɅthatɅwillɅreceiveɅinputɅfromɅtheɅsensorsɅandɅ

formulateɅanɅappropriateɅmessageɅtoɅtheɅSASɅinɅresponseɅtoɅtheɅinformation,Ʌ
allowingɅtheɅSASɅtoɅreconfigureɅCBSDsɅunderɅitsɅcontrolɅtoɅavoidɅharmfulɅ
interferenceɅtoɅfederalɅsystems.Ʌ

5. IncludesɅaɅcentralizedɅcontrollerɅthatɅremotelyɅmanagesɅsoftwareɅupgradesɅforɅtheɅ
ESCɅcomponentsɅandɅcanɅconfirmɅproperɅfunctioningɅofɅthoseɅESCɅcomponents.Ʌ

6. ProvidesɅsecure,Ʌconfidential,ɅandɅreliableɅcommunicationsɅbetweenɅallɅcomponentsɅ
ofɅtheɅESCɅandɅbetweenɅtheɅESCɅandɅtheɅSAS,ɅthroughɅTLS,ɅtheɅwidelyɅadoptedɅ
InternetɅstandardɅforɅhttpsɅtraffic.Ʌ

7. CanɅbeɅupgradedɅtoɅdetectɅnewlyɅdeployedɅfederalɅsystems.Ʌ
8. RetainsɅinformationɅaboutɅdetectionɅofɅfederalɅactivity,ɅandɅcommunicationsɅrelatedɅ

toɅsuchɅdetections.ɅThisɅcapabilityɅwillɅbeɅguidedɅbyɅsecurityɅrequirementsɅbeingɅ
developedɅbyɅtheɅWinnForumɅinɅconsultationɅwithɅDoD. Ʌ19

9. AllowsɅCommissionɅpersonnel,ɅthroughɅtheɅSAS,ɅtoɅaccessɅanyɅretainedɅinformationɅ
regardingɅESCɅactivations.Ʌ

Notice,Ʌ30ɅFCCɅRcd.Ʌ11557Ʌ(2015)Ʌ(askingɅquestionsɅaboutɅhowɅtoɅeffectivelyɅprotectɅtheseɅ
users).Ʌ
16Ʌ Arrangement R: Sharing Arrangement Between the Department of Industry of Canada and the
Federal Communications Commission of the United States of America Concerning the Use of the
Frequency Band 3650 to 3700 MHz By the Fixed and Mobile Services Along the Canada-United
States Border ,Ʌhttps://transition.fcc.gov/ib/sand/agree/files/can-nb/Arrangement_R.pdf.Ʌ
17ɅSeeɅ Second Report and Order Ʌ¶Ʌ220Ʌ(notingɅthatɅaɅSASɅmayɅchooseɅwhetherɅtoɅacceptɅleasingɅ
notificationsɅandɅsupportɅleasingɅarrangements).Ʌ
18Ʌ See ɅAppendixɅD.4Ʌ(referringɅtoɅspecificationɅforɅoperationalɅandɅfunctionalɅcommercialɅ
requirementsɅforɅSASɅandɅESCsɅandɅSASs).Ʌ
19ɅAɅnumberɅofɅWinnForumɅstandardsɅareɅinɅprocess,ɅincludingɅdocumentsɅthatɅcoverɅ
operationalɅsecurityɅrequirements.

5Ʌ



Google Inc. Application
GN Dkt. 15-319

TheɅCommission’sɅ SAS/ESC Applications Public Notice ɅasksɅentitiesɅseekingɅtoɅprovideɅ
bothɅSASɅandɅESCɅservicesɅtoɅ“addressɅanyɅpotentialɅconflictsɅofɅinterestɅbetweenɅtheɅtwoɅ
functions.” ɅGoogleɅperceivesɅnoɅconflictɅofɅinterestɅinɅoperatingɅbothɅaɅSASɅandɅanɅESC.Ʌ20

Google’sɅESCɅwillɅmeetɅperformanceɅobjectivesɅdeterminedɅbyɅexternal,Ʌmulti-stakeholderɅ
processesɅandɅprovideɅinformationɅthatɅinitiatesɅactionɅbyɅGoogle’sɅSAS.ɅBothɅSASɅandɅESCɅ
operatorsɅmustɅadhereɅtoɅregulatoryɅrequirementsɅthatɅmandateɅtheɅprotectionɅofɅhigherɅtierɅ
users,ɅwhileɅmakingɅspectrumɅasɅusefulɅasɅpossible.ɅTheyɅareɅsimplyɅdifferentɅsystemsɅdesignedɅ
toɅworkɅtogetherɅtoɅaccomplishɅtheɅsameɅgoal.ɅɅ

2.1.1 Information Gathering and Retention (47 C.F.R. § 96.55)

InformationɅGatheringɅ

Google’sɅSASɅmaintainsɅaɅdatabaseɅofɅallɅinformationɅrequiredɅtoɅimplementɅtheɅPartɅ96Ʌ
requirements.ɅForɅregisteredɅCBSDs,ɅtheɅcomponentsɅofɅthisɅdatabaseɅincludeɅtheɅfollowingɅ
content:Ʌ

1. LocationɅ(latitude,Ʌlongitude,ɅandɅaltitudeɅaboveɅgroundɅlevel).Ʌ
2. OperatingɅcharacteristics,ɅincludingɅmaximumɅconductedɅpowerɅandɅantennaɅ

characteristicsɅasɅapplicable:Ʌgain,ɅpointingɅazimuth,Ʌbeamwidth,Ʌdowntilt,ɅantennaɅ
patternɅ(ifɅapplicable),ɅandɅheightɅaboveɅaverageɅterrainɅ(ifɅapplicable).ɅɅ

3. ProfessionalɅinstallerɅidentificationɅandɅauthenticationɅ(“certificateɅidentification”)Ʌ(aɅ
topicɅcurrentlyɅbeingɅaddressedɅbyɅaɅWinnForumɅtaskɅgroup). ɅɅ21

4. AuthorizationɅstatusɅ(i.e.,ɅPALɅorɅGAA),ɅandɅcategoryɅofɅdeploymentɅ(i.e.,ɅPAL,ɅCBSDɅ
CategoryɅA,ɅorɅCBSDɅCategoryɅB).ɅɅ

5. ContactɅinformationɅforɅtheɅdeviceɅoperator.Ʌ
6. ConfirmationɅthatɅtheɅCBSDɅoperatorɅunderstandsɅtheɅpotentialɅinterferenceɅandɅ

pre-emptionɅrisksɅassociatedɅwithɅoperationɅinɅtheɅband.ɅɅ
7. AnyɅcallɅsignɅprovidedɅbyɅtheɅCBSD.ɅɅ
8. IndividualɅdeviceɅinformation,ɅincludingɅFCCɅID,ɅuniqueɅmanufacturer'sɅserialɅ

number,ɅauthenticationɅcertificate,ɅairɅinterfaceɅtechnology,ɅandɅchannelɅsensingɅ
capabilityɅ(ifɅapplicable).ɅɅ

9. TheɅidentityɅofɅtheɅSASɅmanagingɅaɅdeviceɅandɅprovidingɅtheɅregistrationɅorɅgrantɅ
informationɅviaɅaɅSAS-to-SASɅinterface.ɅɅ

10. GrantɅstatusɅ(dateɅandɅtimeɅissued,ɅexpirationɅdateɅandɅtime,ɅmaximumɅpowerɅ
authorized,ɅfrequenciesɅgranted,ɅandɅsuspensionɅstatus).ɅɅ

11. HeartbeatɅstatus, Ʌexpiration,ɅandɅinterval.ɅɅ22

20Ʌ SAS/ESC Applications Public Notice ɅatɅ5.Ʌ
21ɅInɅadditionɅtoɅdevelopingɅaɅcertificateɅprocess,ɅtheɅWinnForumɅhasɅalsoɅbegunɅtoɅconsiderɅ
requirementsɅforɅaɅqualificationɅprogramɅforɅprofessionalɅinstallers.ɅɅ
22ɅCBSDsɅuseɅtheɅheartbeatɅprocessɅtoɅrequestɅcontinuingɅauthorizationɅfromɅtheɅSAS,ɅatɅwhichɅ
timeɅtheɅSASɅcanɅinstructɅtheɅCBSDɅaboutɅchangesɅinɅitsɅenvironmentɅrequiringɅanyɅspectrumɅ
relocationɅdueɅtoɅincumbentɅorɅhigherɅtierɅactivity.ɅIfɅaɅCBSDɅcannotɅcontactɅtheɅSASɅwithinɅtheɅ
heartbeatɅexpirationɅperiod,ɅitɅmustɅceaseɅtransmission.ɅForɅexample,ɅexpirationɅperiodsɅforɅ
CBSDsɅoperatingɅwithinɅprotectionɅzonesɅwhereɅanɅESCɅhasɅnotɅdetectedɅfederalɅactivityɅwillɅbeɅ
lessɅthanɅ240Ʌseconds,ɅinɅorderɅtoɅensureɅthatɅdevicesɅreceiveɅtimelyɅnotificationsɅfromɅtheɅESC.Ʌ
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ItemsɅ1-9ɅareɅapplicableɅtoɅallɅCBSDsɅregisteredɅwithɅGoogle'sɅSAS.ɅItemsɅ10ɅandɅ11ɅareɅ
applicableɅonlyɅtoɅCBSDsɅthatɅhaveɅcurrentɅspectrumɅgrants.ɅTheɅSASɅwillɅalsoɅbeɅcapableɅofɅ
collectingɅsignalɅmeasurementɅdataɅasɅsupportedɅbyɅCBSDs,ɅaccordingɅtoɅsectionɅ96.39(d)ɅofɅ
theɅCommission’sɅrulesɅandɅanyɅapplicableɅWinnForumɅstandards.Ʌ

Google’sɅSASɅmaintainsɅrecordsɅofɅincumbentɅusersɅofɅtheɅband,Ʌincluding:Ʌ

1. FederalɅprotectionɅandɅexclusionɅzones,ɅandɅtheirɅcurrentɅactivityɅstatusɅifɅprovidedɅ
byɅtheɅESCɅnetwork.Ʌ

2. LocationɅofɅin-bandɅandɅadjacentɅbandɅFSSɅsites,ɅincludingɅtheɅinformationɅrequiredɅ
byɅ47ɅC.F.R.Ʌ§Ʌ96.17.Ʌ

3. GrandfatheredɅPartɅ90Ʌoperations.Ʌ

InɅorderɅtoɅensureɅthatɅinformationɅregardingɅfederalɅandɅnon-federalɅincumbentsɅisɅ
current,ɅGoogle’sɅSASɅwillɅaccessɅrelevantɅdatabasesɅandɅotherɅinformationɅfromɅtheɅFCCɅandɅ
theɅNationalɅTelecommunicationsɅandɅInformationɅAdministrationɅ(NTIA).ɅGoogleɅwillɅalsoɅ
acceptɅdirectɅincumbentɅregistrationsɅandɅupdatesɅconsistentɅwithɅFCCɅrequirements.ɅFinally,Ʌ
GoogleɅwillɅaccommodateɅanyɅadɅhocɅprotectionɅorɅexclusionɅzonesɅasɅdefinedɅbyɅfederalɅ
authorities.ɅɅ

AfterɅPALɅauctionsɅareɅconducted,ɅGoogle’sɅSASɅwillɅmaintainɅaɅdatabaseɅofɅPALɅholders.Ʌ
ThisɅdatabaseɅwillɅincludeɅtheɅnameɅofɅtheɅlicenseɅholder,ɅtheɅlicenseɅareaɅ(i.e.,ɅcensusɅtract),ɅtheɅ
licenseɅissuanceɅandɅexpirationɅdates,ɅandɅlicenseeɅpreferencesɅsuchɅasɅdefaultɅphysicalɅ
channel(s)ɅandɅpreferredɅcontiguousɅchannelɅassignments.ɅɅ

InformationɅRetentionɅandɅDisclosureɅ

GoogleɅwillɅmaintainɅtheɅdataɅsetɅforthɅinɅsubsectionɅ2.1.1ɅforɅaɅperiodɅofɅatɅleastɅ60Ʌ
monthsɅfromɅinitialɅorɅupdatedɅsubmission,ɅwithɅtheɅexceptionɅofɅtheɅESCɅnetworkɅdetectionsɅ
andɅrestrictedɅareaɅactivations,ɅwhichɅwillɅbeɅretainedɅinɅaccordanceɅwithɅinformationɅretentionɅ
policiesɅtoɅbeɅestablishedɅasɅpartɅofɅtheɅESCɅapprovalɅprocess. ɅToɅtheɅextentɅthatɅtheɅFCC,ɅinɅ23

collaborationɅwithɅNTIA,ɅestablishesɅaɅspecificɅmaximumɅ(orɅminimum)ɅretentionɅtimeɅforɅ
informationɅregardingɅfederalɅoperations,ɅGoogleɅisɅpreparedɅtoɅimplementɅsuchɅaɅrequirement.Ʌ
AbsentɅaɅspecificɅrequirement,ɅdataɅonɅfederalɅemissionsɅandɅrestrictedɅareaɅactivationsɅwillɅbeɅ
retainedɅasɅrequiredɅtoɅsupportɅimmediateɅoperationsɅofɅGoogle’sɅSAS.ɅConsistentɅwithɅ47ɅC.F.R.Ʌ
§Ʌ96.55(a)(3),ɅGoogle’sɅSASɅwillɅmakeɅCBSDɅregistrationɅinformationɅavailableɅtoɅtheɅgeneralɅ
public.ɅTheɅidentityɅofɅlicenseesɅwillɅbeɅwithheldɅfromɅtheɅpublicɅinɅaccordanceɅwithɅtheɅ
Commission’sɅrules.ɅInɅaddition,ɅfederalɅaccessɅtoɅSASɅdatabaseɅcontentɅwillɅbeɅprovidedɅbyɅaɅ
Regulators’ɅConsole.ɅThisɅaccessɅwillɅbeɅprovidedɅonlineɅtoɅauthorizedɅfederalɅusers.Ʌ

SAS-to-SASɅInformationɅExchangeɅ

Google'sɅSASɅfullyɅsupportsɅtheɅSAS-to-SASɅexchangeɅrequirementsɅestablishedɅtoɅdateɅ
byɅtheɅWinnForumɅSSC,ɅincludingɅprovisionsɅthatɅallowɅtwoɅSASɅprovidersɅtoɅtailorɅtheɅexchangeɅ
toɅtheɅneedsɅofɅeachɅsystemɅthroughɅaɅbilaterallyɅdevelopedɅ“TechnicalɅProtocol.” ɅTheɅ24

requirementsɅspecifyɅatɅaɅhighɅlevelɅbothɅtheɅelementsɅtoɅbeɅexchangedɅandɅanɅinterfaceɅforɅ

23Ʌ Report and Order Ʌ¶Ʌ326.Ʌ
24Ʌ See  AppendixɅD.1.ɅɅ
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exchangingɅthatɅinformation.ɅTheɅstandard,ɅlikeɅallɅWinnForumɅstandardsɅforɅtheɅ3.5ɅGHzɅband,Ʌ
wasɅdevelopedɅthroughɅanɅindustryɅconsensusɅprocess.ɅɅ

UnderɅtheɅTechnicalɅProtocol,ɅinformationɅexchangedɅbyɅSASɅprovidersɅincludes:ɅɅ

● RegistrationɅdataɅprovidedɅtoɅtheɅSAS;ɅɅ
● AllɅgrantsɅasɅtheyɅareɅissuedɅbyɅtheɅSAS;ɅɅ
● AllɅchangesɅinɅregistrationɅandɅgrantɅstatus;ɅandɅɅ
● RegulatoryɅinputsɅreceivedɅthroughɅtheɅregulators’Ʌconsole.Ʌ

ThisɅWinnForum-specifiedɅinterfaceɅprovidesɅforɅnearɅrealɅtimeɅsynchronizationɅofɅallɅ
SASɅtransactions.ɅGoogleɅintendsɅtoɅincorporateɅupdatesɅfromɅexternalɅSASɅoperatorsɅwithinɅ10Ʌ
secondsɅofɅreceipt.ɅItɅalsoɅintendsɅtoɅsendɅoutɅupdatesɅtoɅotherɅSASɅoperatorsɅwithinɅ10Ʌ
secondsɅofɅanɅactionɅtakenɅbyɅGoogle'sɅSAS.ɅTheɅspecificɅitemsɅofɅcommunicationsɅareɅsetɅforthɅ
inɅsectionɅ3.6ɅofɅthisɅapplication.Ʌ

UponɅreceiptɅofɅaɅregistrationɅfromɅanɅexternalɅSAS,ɅGoogle'sɅSASɅwillɅupdateɅitsɅ
computationɅofɅaggregateɅinterferenceɅtoɅallɅofɅtheɅappropriateɅprotectedɅnodesɅorɅareas,ɅusingɅ
theɅsameɅmethodsɅasɅusedɅforɅGoogleɅSASɅgrants.ɅGrantsɅfromɅotherɅSASsɅwillɅbeɅacceptedɅasɅ
valid.Ʌ

ToɅeffectuateɅdataɅexchanges,ɅGoogleɅisɅpreparedɅtoɅestablishɅbilateralɅSASɅdataɅ
exchangeɅandɅtechnicalɅprotocolɅagreements,ɅconsistentɅwithɅtheɅWinnForumɅspecification,ɅwithɅ
otherɅFCC-approvedɅSASɅAdministrators.ɅɅ

2.1.2 Registration, Authentication, and Initial Authorization of CBSDs (47 C.F.R. § 96.57)

Google’sɅSASɅwillɅsupportɅallɅtypesɅofɅCBSDsɅoperatingɅunderɅtheɅCommission’sɅPartɅ96Ʌ
rules.ɅRegistration,Ʌauthentication,ɅandɅauthorizationɅofɅCBSDsɅwillɅfollowɅWinnForumɅSSCɅ
standards,ɅwhichɅareɅbeingɅdevelopedɅcollaborativelyɅbyɅoverɅ50ɅstakeholderɅentitiesɅandɅ
organizations. Ʌ25

RegistrationɅandɅauthorizationɅareɅpredicatedɅonɅsuccessfulɅauthentication.ɅToɅ
authenticateɅaɅdevice,ɅtheɅSASɅwillɅfirstɅvalidateɅthatɅtheɅdeviceɅhasɅanɅappropriateɅcertificateɅ
indicatingɅthatɅtheɅsoftwareɅusedɅbyɅtheɅCBSDɅbehavesɅasɅcertified.ɅGoogleɅplansɅtoɅacceptɅonlyɅ
manufacturerɅcertificatesɅderivingɅfromɅaɅsetɅofɅCertificateɅAuthoritiesɅmaintainedɅbyɅtheɅ
WinnForumɅtoɅissueɅPartɅ96ɅmanufacturerɅcertificates,ɅinɅaɅprocessɅsimilarɅtoɅtheɅwayɅbrowsersɅ
validateɅSSLɅcertificatesɅandɅmanageɅcertificateɅauthorities. ɅItɅisɅGoogle’sɅunderstandingɅthatɅ26

manufacturerɅcertificatesɅwillɅbeɅissuedɅonlyɅtoɅdevicesɅcertifiedɅbyɅtheɅCommission.ɅTheɅ
presentationɅofɅtheɅcertificateɅwithɅeveryɅrequestɅwillɅvalidateɅonɅanɅongoingɅbasisɅthatɅtheɅCBSDɅ
isɅeligibleɅtoɅoperateɅunderɅPartɅ96,ɅandɅthatɅtheɅinformationɅprovidedɅbyɅtheɅCBSDɅcanɅbeɅ
trusted.ɅThisɅmechanismɅalsoɅprovidesɅaɅwayɅforɅinnovativeɅnewɅCBSDɅtechnologyɅtoɅbeɅ
introducedɅintoɅtheɅecosystemɅquickly.ɅIfɅaɅnewɅCBSDɅpassesɅtheɅFCC’sɅcertificationɅtestsɅandɅ
qualifiesɅforɅWinnForumɅmanufacturerɅcertificates,ɅthatɅCBSDɅcanɅbeɅimmediatelyɅbroughtɅintoɅ
serviceɅusingɅGoogle'sɅSAS.ɅSecond,ɅtheɅSASɅconfirmsɅthatɅtheɅdeviceɅpresentsɅaɅvalidɅFCCɅID.Ʌ

25ɅAppendixɅD.2ɅsetsɅstandardsɅforɅCBSD-SASɅcommunications.ɅAɅnumberɅofɅWinnForumɅ
standardsɅareɅinɅprocess,ɅincludingɅdocumentsɅthatɅcoverɅcertificateɅauthorityɅstandards.ɅɅ See
also  sectionɅ3.1.4.Ʌ
26Ʌ See  sectionɅ3.1.4 .
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FCCɅIDsɅwillɅbeɅobtainedɅfromɅtheɅCommission’sɅEquipmentɅAuthorizationɅdatabaseɅandɅthisɅ
informationɅwillɅbeɅupdatedɅasɅneeded—likelyɅonceɅperɅday. ɅOnceɅtheseɅtwoɅstepsɅareɅ27

completed,ɅandɅtheɅinformationɅsetɅforthɅinɅsectionɅ2.1.1ɅaboveɅisɅcollected,ɅtheɅdeviceɅisɅ
registeredɅwithɅGoogle’sɅSAS.Ʌ

SuccessfulɅregistrationɅmakesɅtheɅdeviceɅeligibleɅtoɅrequestɅfromɅGoogle'sɅSASɅaɅgrantɅ
ofɅauthorizationɅtoɅuseɅspectrum.ɅOperators,Ʌhowever,ɅmayɅdecideɅtoɅregisterɅdevicesɅwithoutɅ
immediatelyɅrequestingɅaɅgrant.ɅForɅexample,ɅaɅprofessionalɅinstallerɅmayɅdeployɅdevices,ɅbutɅ
theɅnetworkɅoperatorɅofferingɅserviceɅoverɅthoseɅdevicesɅmayɅwaitɅtoɅactivateɅthem.Ʌ

2.1.3 Frequency Assignment Process (47 C.F.R. § 96.59)

TheɅSAS’sɅprocessɅforɅauthorizingɅCBSDɅoperationsɅvalidatesɅinitialɅgrantsɅandɅmonitorsɅ
grantsɅforɅcomplianceɅwithɅtheɅCommission’sɅrulesɅoverɅtime.ɅForɅexample,ɅgrantsɅareɅmonitoredɅ
andɅrevisedɅtoɅaccommodateɅchangesɅinɅhigher-tierɅusage.ɅSomeɅaspectsɅofɅthisɅprocessɅareɅ
commonɅtoɅallɅgrants,ɅandɅothersɅareɅspecificɅtoɅtheɅtierɅ(GAAɅorɅPAL)ɅforɅwhichɅtheɅgrantɅisɅ
requested.ɅInɅparticular,ɅtheɅWinnForumɅprotocolɅallowsɅtheɅsameɅCBSDɅtoɅbeɅregisteredɅasɅ
operatingɅeitherɅasɅaɅPALɅuserɅorɅaɅGAAɅuser. ɅThisɅapproachɅallowsɅusersɅtoɅtransitionɅtheirɅ28

devicesɅasɅdesiredɅbetweenɅtiers.Ʌ

TheɅfollowingɅdiscussionɅdescribesɅtheɅlogicɅemployedɅbyɅtheɅSASɅforɅeachɅtierɅofɅuser.Ʌ
SpecificɅinterferenceɅcriteriaɅandɅmethodsɅofɅcomputationɅareɅprovidedɅinɅlaterɅsectionsɅofɅthisɅ
application.Ʌ

AspectsɅCommonɅtoɅAllɅGrantsɅ

AllɅrequestsɅareɅfirstɅexaminedɅforɅcomplianceɅwithɅrelevantɅPartɅ96Ʌrequirements.ɅTheɅ
followingɅconditionsɅareɅvalidatedɅbeforeɅaɅgrantɅcanɅbeɅissued.Ʌ

1. TheɅdeviceɅwillɅnotɅcauseɅharmfulɅinterferenceɅtoɅfederalɅincumbents.ɅThisɅconditionɅ
canɅbeɅmetɅtwoɅways:ɅɅ
a. TheɅdeviceɅisɅnotɅlocatedɅwithinɅanɅexclusionɅzoneɅorɅprotectionɅzone;ɅifɅtheɅ

deviceɅisɅlocatedɅinɅanɅexclusionɅzoneɅnotɅcoveredɅbyɅaɅfullyɅfunctionalɅESC,ɅtheɅ
deviceɅcannotɅoperate.ɅɅ

b. TheɅdeviceɅisɅlocatedɅinɅaɅprotectionɅzone,ɅbutɅtheɅSASɅhasɅdeterminedɅthatɅtheɅ
device'sɅrequestedɅspectrumɅgrantɅwillɅnotɅcauseɅharmfulɅinterferenceɅtoɅanyɅ
federalɅincumbentɅactivityɅdetectedɅbyɅtheɅESCɅinɅtheɅvicinityɅofɅtheɅdevice’sɅ
operation.Ʌ

2. GrantingɅanɅauthorizationɅdoesɅnotɅviolateɅtheɅrulesɅimplementingɅinternationalɅ
agreementsɅonɅtheɅprotectionɅofɅbordersɅwithɅMexicoɅandɅCanada.ɅɅ

3. ForɅdevicesɅlocatedɅwithinɅ150ɅkmɅofɅco-channelɅFSSɅearthɅstations,ɅorɅwithinɅ40ɅkmɅ
ofɅin-bandɅnon-co-channelɅearthɅstationsɅorɅadjacentɅbandɅTT&CɅFSSɅearthɅstations,Ʌ
theɅSASɅwillɅconfirmɅthatɅallowingɅtheɅdeviceɅtoɅoperateɅwillɅnotɅincreaseɅaggregateɅ
emissionsɅtoɅaɅlevelɅthatɅwouldɅexceedɅinterferenceɅprotectionɅofɅFSSɅearthɅstationsɅ
establishedɅinɅ47ɅC.F.R.Ʌ§Ʌ96.17,ɅunlessɅtheɅpotentiallyɅaffectedɅFSSɅsiteɅhasɅwaivedɅ

27ɅGoogleɅhopesɅtoɅworkɅwithɅtheɅCommissionɅtoɅmakeɅuseɅofɅanɅapplicationɅprogramɅinterfaceɅ
(API)ɅtoɅextractɅthisɅinformation.Ʌ
28Ʌ See ɅAppendixɅD.2.Ʌ
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suchɅprotection.ɅPotentialɅinterferenceɅisɅcalculatedɅusingɅpowerɅspectralɅdensityɅ
(PSD)Ʌmodeling.ɅGoogle'sɅSASɅwillɅuseɅtheɅminimalɅregulatoryɅstandardsɅforɅ
emissionsɅmasks,ɅunlessɅtheɅmanufacturerɅprovidesɅactualɅperformanceɅofɅtheɅ
CBSD. ɅTheɅuseɅofɅactualɅdeviceɅperformanceɅwillɅmotivateɅindustryɅtoɅachieveɅ29

performanceɅlevelsɅbeyondɅtheɅminimalɅFCCɅstandardsɅbyɅreflectingɅtheɅimprovedɅ
performanceɅinɅtheɅSASɅdecision-making.Ʌ

4. IfɅtheɅrequestɅincludesɅspectrumɅaboveɅ3650ɅMHzɅandɅtheɅrequestɅisɅmadeɅduringɅ
theɅgrandfatheringɅperiodɅforɅPartɅ90Ʌoperations,ɅtheɅSASɅconfirmsɅthatɅoperationɅ
willɅnotɅviolateɅtheɅprotectionɅcriteriaɅforɅgrandfatheredɅPartɅ90Ʌoperations.Ʌ

AɅcommonɅprocessɅforɅallɅcategoriesɅofɅaccessɅ(CategoryɅAɅorɅB)ɅprovidesɅtheɅoptionɅforɅ
devicesɅtoɅbeɅtransitionedɅbetweenɅCategoryɅAɅorɅBɅafterɅinitialɅdeviceɅregistration,ɅorɅevenɅgrantɅ
issuance.ɅThisɅapproachɅavoidsɅtheɅneedɅtoɅre-registerɅdeviceɅbasedɅonɅaɅcategoryɅchange.Ʌ

PALɅGrantsɅ

TheɅmappingɅofɅPALɅauctionɅresultsɅtoɅphysicalɅchannelsɅwillɅbeɅdeterminedɅafterɅtheɅ
auctionɅresultsɅareɅavailable.ɅPALɅphysicalɅassignmentsɅwillɅbeɅmadeɅforɅallɅactiveɅPALs,ɅandɅ
thenɅsubsequentlyɅupdatedɅafterɅeachɅPALɅauction.ɅTheɅfixedɅassignmentɅprocessɅwillɅattemptɅ
to:Ʌ

1. MaximizeɅtheɅdegreeɅofɅcontiguousɅspectrumɅforɅholdersɅofɅmultipleɅPALs;Ʌ
2. MaximizeɅtheɅconsistencyɅofɅPALɅassignmentsɅthroughoutɅcontiguousɅlicenseɅ

areas;ɅandɅɅ
3. MaximizeɅtheɅconsistencyɅofɅPALɅassignmentsɅthroughoutɅcontiguousɅindividualɅ

landɅmassesɅofɅtheɅUnitedɅStatesɅandɅitsɅpossessions.ɅɅ

TheɅWinnForumɅmulti-stakeholderɅgroupɅhasɅbegunɅtoɅbalanceɅtheseɅobjectivesɅwhereɅ
theyɅcannotɅallɅbeɅmet,ɅandɅGoogleɅexpectsɅtoɅimplementɅtheɅspecificsɅofɅchannelɅfrequencyɅ
assignmentsɅasɅnegotiatedɅinɅthatɅforum.ɅInɅaddition,ɅGoogleɅexpectsɅthat,ɅconsistentɅwithɅtheɅ
Second Report and Order ,ɅthisɅsameɅforumɅwillɅdevelopɅadditionalɅstandardsɅtoɅaddressɅtheɅ
calculationɅofɅmaximumɅPALɅprotectionɅareas,ɅincludingɅproposingɅappropriateɅpropagationɅ
modelsɅtoɅbeɅusedɅinɅsuchɅcalculations. ɅɅ30

GoogleɅalsoɅanticipatesɅthatɅsomeɅlicenseɅholdersɅmayɅholdɅmoreɅthanɅoneɅPALɅinɅaɅ
givenɅcensusɅtract.ɅInɅsuchɅcases,ɅweɅexpectɅthatɅtheɅdeviceɅwillɅnotɅonlyɅspecifyɅthatɅitɅrequestsɅ
aɅgrantɅtoɅoperateɅasɅaɅPALɅCBSD,ɅbutɅalsoɅspecifyɅwhichɅparticularɅlicenses—andɅtherefore,Ʌ
whichɅfrequencies—itɅwishesɅtoɅutilizeɅforɅtheɅgrant.ɅThatɅis,ɅinɅaɅgivenɅcensusɅtract,ɅselectionɅofɅ
anɅindividualɅPALɅwillɅimplyɅselectionɅofɅaɅparticularɅphysicalɅfrequency.Ʌ

29ɅSectionɅ3.9.1ɅcontainsɅadditionalɅdetailsɅandɅanɅexampleɅofɅhowɅPSDɅisɅmodeled.ɅWhileɅtheɅ
CommissionɅdecidedɅinɅtheɅ Second Report and Orde rɅnotɅtoɅchangeɅitsɅdeviceɅcertificationɅrulesɅ
toɅprovideɅforɅreportingɅofɅout-of-bandɅemissionsɅ(OOBE)Ʌcharacteristics,ɅitɅdidɅnotɅprecludeɅSASɅ
AdministratorsɅfromɅtakingɅaccountɅofɅappropriatelyɅdocumentedɅdeviceɅcharacteristics.Ʌ Second
Report and Order Ʌ¶¶Ʌ308-09.ɅGoogleɅisɅpreparedɅtoɅincorporateɅOOBEɅinformationɅthatɅisɅ
providedɅtoɅtheɅCommissionɅbyɅmanufacturers,ɅforɅinstanceɅinɅtestɅreportsɅfromɅcertifiedɅ
laboratories.ɅThisɅprocessɅisɅdiscussedɅinɅfurtherɅdetailɅinɅsectionɅ3.9.1ɅasɅwell.Ʌ
30Ʌ See Ʌ Second Report and Order ,ɅAppendixɅA,Ʌ§Ʌ96.25.Ʌ
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TheɅSASɅprocessesɅrequestsɅforɅPALɅspectrumɅinɅseveralɅways.ɅɅ

● InɅallɅcases,ɅifɅtheɅSASɅreceivesɅaɅrequestɅforɅPALɅspectrumɅusage,ɅitɅwillɅvalidateɅ
thatɅtheɅrequestɅisɅmadeɅbyɅaɅlicensedɅownerɅorɅlesseeɅauthorizedɅtoɅuseɅPALɅ
spectrum,ɅandɅthatɅtheɅrequestɅisɅassociatedɅwithɅaɅPALɅprotectionɅareaɅthatɅbothɅ
conformsɅtoɅtheɅlicenseɅtermsɅandɅdoesɅnotɅexceedɅtheɅdefaultɅprotectionɅcontoursɅ
establishedɅinɅtheɅ Second Report and Order . Ʌ31

● AɅCBSDɅcanɅdeclareɅitselfɅpartɅofɅaɅnetworkɅbyɅprovidingɅaɅnetworkɅIDɅinɅitsɅgrantɅorɅ
registrationɅrequest.ɅIfɅthisɅfieldɅisɅprovided,ɅtheɅenteringɅdeviceɅisɅnotɅrejectedɅevenɅ
ifɅitɅmightɅcauseɅco-channelɅinterferenceɅtoɅaɅnodeɅinɅtheɅsameɅnetworkɅID,Ʌ
regardlessɅofɅcensusɅtract.ɅThisɅmechanismɅenablesɅnetworkɅoperatorsɅtoɅmanageɅ
theɅinterferenceɅbetweenɅtheirɅdevices,ɅwithoutɅinterventionɅbyɅtheɅSAS.Ʌ

● IfɅnoɅnetworkɅIDɅisɅprovided,ɅthenɅtheɅdeviceɅrequestingɅentryɅintoɅtheɅPALɅprotectionɅ
areaɅmustɅnotɅcauseɅinterferenceɅtoɅanyɅexistingɅPALɅdevice,ɅevenɅoneɅoperatedɅbyɅ
theɅsameɅPALɅholder.Ʌ

● InɅallɅcases,ɅifɅtheɅSASɅpredictsɅthatɅaɅgrantɅwillɅresultɅinɅharmfulɅinterferenceɅtoɅ
devicesɅoperatedɅbyɅanotherɅnetworkɅ(presumably,ɅanɅadjacentɅPALɅholder),ɅthenɅtheɅ
grantɅrequestɅwillɅbeɅrejected,ɅunlessɅtheɅpotentiallyɅaffectedɅPALɅholderɅhasɅwaivedɅ
protection.Ʌ

TheɅdefaultɅchannelɅassignmentsɅforɅPALsɅmayɅbeɅtemporarilyɅsuspendedɅtoɅprotectɅfederalɅ
operations.ɅInɅthisɅcase,ɅtheɅSASɅwillɅprovideɅalternateɅchannelsɅ(ifɅavailableɅwithinɅtheɅtenɅ
channelsɅallocatedɅforɅPALɅoperation)ɅtoɅPALɅdevicesɅthatɅwereɅsuspendedɅdueɅtoɅfederalɅ
activity.ɅThereɅmayɅsomeɅcasesɅwhereɅrelocationɅisɅnotɅpossible;ɅforɅexample,ɅfederalɅactivityɅ
mayɅprecludeɅoperationɅacrossɅallɅPALɅfrequencies.ɅɅ

GAAɅGrantsɅ

Google'sɅSASɅusesɅtheɅfollowingɅlogicɅtoɅdetermineɅGAAɅfrequencies:ɅɅ

WhenɅaɅGAAɅCBSDɅrequestsɅanɅauthorization,ɅitɅmayɅeitherɅspecifyɅtheɅfrequenciesɅitɅ
seeksɅorɅseekɅassistanceɅfromɅtheɅSASɅinɅselectingɅaɅparticularɅsetɅofɅfrequencies.ɅGoogleɅ
recognizesɅthatɅdevicesɅmayɅhaveɅtheɅabilityɅtoɅsenseɅtheɅactual,ɅratherɅthanɅpredicted,ɅsignalɅ
backgroundɅinɅtheirɅvicinity,ɅwhichɅisɅwhyɅitɅallowsɅGAAɅusersɅtoɅdesignateɅaɅpreferenceɅforɅ
particularɅfrequencies.ɅɅ

InɅtheɅfirstɅcase,ɅwhereɅtheɅGAAɅuserɅrequestsɅaɅspecificɅsetɅofɅfrequencies,ɅtheɅSASɅwillɅ
authorizeɅoperationɅonɅthoseɅfrequenciesɅsoɅlongɅasɅoperationɅwillɅnotɅcauseɅinterferenceɅtoɅ
higherɅtierɅusers.ɅTheɅprocessɅforɅevaluatingɅpotentialɅinterferenceɅtoɅincumbentsɅisɅsetɅforthɅ
aboveɅunderɅ“aspectsɅcommonɅtoɅallɅgrants.”ɅThen,ɅtheɅSASɅdeterminesɅwhetherɅtheɅGAAɅuserɅisɅ
operatingɅwithinɅaɅPALɅlicenseɅareaɅthatɅisɅinɅuse,ɅandɅifɅso,ɅwhetherɅtheɅGAAɅuserɅseeksɅaccessɅ
toɅPALɅfrequenciesɅinɅuse.ɅInɅdeterminingɅPALɅprotection,ɅtheɅSASɅcalculatesɅpotentialɅ
interferenceɅusingɅPSDɅmodelsɅthatɅreflectɅtheɅactualɅperformanceɅofɅCBSDsɅandɅinterferenceɅ
requirementsɅofɅPALɅoperations.ɅIfɅtheɅrequestedɅgrantɅwillɅnotɅcauseɅharmfulɅinterferenceɅtoɅ
spectrallyɅorɅphysicallyɅproximateɅPALɅusers,ɅitɅisɅauthorizedɅandɅrecordedɅwithɅtheɅSAS.Ʌ

31 Id.  §Ʌ96.25(c)(2).Ʌ
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InɅtheɅsecondɅcase,ɅwhereɅaɅGAAɅuserɅdoesɅnotɅrequestɅaɅparticularɅsetɅofɅfrequencies,Ʌ
Google'sɅSASɅbeginsɅbyɅconsideringɅtheɅpoolɅofɅallɅpossibleɅGAAɅfrequencies.ɅItɅthenɅexcludesɅ
anyɅfrequenciesɅwhereɅoperationɅwouldɅcauseɅinterferenceɅtoɅincumbents,ɅunderɅtheɅprocessɅ
describedɅaboveɅunderɅ“aspectsɅcommonɅtoɅallɅgrants.”ɅFromɅthatɅpool,ɅtheɅSASɅeliminatesɅanyɅ
frequenciesɅwhereɅoperationɅwouldɅcauseɅharmfulɅinterferenceɅtoɅanyɅdeployedɅPALɅCBSDs.ɅTheɅ
listɅofɅremainingɅfrequenciesɅisɅthenɅprovidedɅtoɅtheɅrequestingɅGAAɅCBSD.ɅFromɅtheseɅ
frequencies,ɅaɅGAAɅuserɅmayɅchooseɅaɅdesiredɅsetɅofɅfrequencies,ɅandɅthatɅchoiceɅisɅreportedɅ
backɅtoɅtheɅSAS.Ʌ

AfterɅGrantsɅAreɅIssuedɅ

CertainɅeventsɅmayɅrequireɅmodificationɅorɅterminationɅofɅgrants.ɅTheseɅincludeɅtheɅ
following:Ʌ

1. All tiers:
a. AllɅgrantsɅwillɅbeɅre-examinedɅwhenɅnewɅFSSɅsitesɅareɅregistered,ɅorɅregistrationɅ

dataɅforɅFSSɅsitesɅareɅchanged,ɅtherebyɅensuringɅthatɅexistingɅgrantsɅdoɅnotɅ
causeɅinterferenceɅtoɅaɅmodifiedɅin-bandɅFSSɅearthɅstationɅorɅaɅnewly-registeredɅ
adjacent-bandɅTT&CɅearthɅstation.ɅɅ

b. AɅdeclarationɅorɅactivationɅofɅfederalɅexclusionɅzone,ɅprotectionɅzone,ɅorɅ
restrictedɅareaɅwithinɅaɅprotectionɅzoneɅwillɅcauseɅallɅgrantsɅtoɅbeɅre-evaluated.ɅɅ

2. PAL tier:  IfɅaɅPALɅCBSDɅdoesɅnotɅcontactɅtheɅSASɅforɅsevenɅdays ,  theɅSASɅwillɅ
discontinueɅPALɅprotectionɅforɅthatɅCBSD. ɅɅ32

3. GAA tier:  GrantsɅmadeɅtoɅPALɅCBSDsɅwillɅtriggerɅexaminationɅofɅallɅGAAɅdevicesɅ
operatingɅinɅfrequenciesɅoverlappingɅtheɅPALɅchannelɅtoɅassureɅnon-interferenceɅ
withɅtheɅenteringɅPALɅdevice.ɅɅ

TheɅWinnForum’sɅSAS-CBSDɅprotocolɅdescribesɅtheɅmechanismɅbyɅwhichɅtheɅSASɅ
communicatesɅtheɅoutcomeɅofɅtheseɅreevaluationsɅtoɅCBSDs. ɅAllɅCBSDsɅreceiveɅongoingɅ33

authorizationɅfromɅtheɅSASɅusingɅaɅheartbeatɅmechanismɅwithɅaɅrefreshɅperiodɅcontrolledɅbyɅtheɅ
SAS.ɅThus,ɅinɅareasɅwhereɅtransientɅincumbentɅactivityɅmayɅoccurɅatɅanyɅtimeɅ(suchɅasɅthoseɅ
withinɅanɅNTIAɅprotectionɅzone),ɅrefreshɅperiodsɅareɅshorter.ɅElsewhere,ɅrefreshɅperiodsɅcanɅbeɅ
extended. ɅThisɅheartbeatɅmechanismɅalsoɅprotectsɅnon-federalɅincumbentsɅfromɅharmfulɅ34

interferenceɅdueɅtoɅCBSDɅemissions.ɅIfɅpositiveɅcontinuingɅauthorizationɅcannotɅbeɅobtainedɅ
fromɅtheɅSAS,ɅaɅCBSDɅmustɅceaseɅtransmissionɅatɅtheɅendɅofɅtheɅheartbeatɅauthorizationɅ
interval.ɅTheɅprotocolɅallowsɅtheɅSASɅtoɅdynamicallyɅadjustɅtheɅrefreshɅintervalɅusedɅbyɅaɅCBSD.Ʌ
Thus,ɅaɅCBSDɅwithinɅaɅprotectionɅzoneɅcanɅbeɅprovidedɅwithɅaɅrefreshɅintervalɅsufficientlyɅshortɅ
toɅachieveɅtheɅCommission’sɅrequirementsɅonɅspectrum-vacateɅintervalsɅwhenɅtheɅSASɅenforcesɅ
anɅESC-basedɅrestrictedɅareaɅrequirement. Ʌ35

32Ʌ Id.  §Ʌ96.25(c)(1)(ii).Ʌ
33Ʌ See ɅAppendixɅD.2.
34ɅAdditionalɅdetailɅregardingɅproposedɅheartbeatɅtimesɅisɅsetɅforthɅinɅsectionɅ3.6.4,ɅwhichɅhowɅ
SASɅoperatorsɅwillɅensureɅthatɅCBSDsɅcanɅandɅareɅcommunicatingɅproperlyɅwithɅtheɅSAS.Ʌ
35Ʌ See infra ,ɅsectionɅ3.6.4.Ʌ
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2.1.4 Security (47 C.F.R. § 96.61)

47.C.F.R.Ʌ§Ʌ96.61ɅrequiresɅthat:Ʌ(1)ɅaɅSASɅmustɅensureɅitsɅcommunicationsɅandɅ
interactionsɅwithɅCBSDsɅareɅaccurateɅandɅsecure;Ʌ(2)ɅunauthorizedɅpartiesɅcannotɅaccessɅorɅ
alterɅtheɅSAS;Ʌ(3)ɅitsɅcommunicationsɅwithɅanɅESCɅareɅsecure;Ʌ(4)ɅitsɅcommunicationsɅwithɅotherɅ
SASsɅareɅsecure;ɅandɅ(5)ɅtheɅFCCɅIDɅsuppliedɅbyɅaɅCBSDɅcorrespondsɅtoɅaɅcertifiedɅdevice. Ʌ36

EachɅofɅtheseɅrequirementsɅisɅdiscussedɅinɅotherɅsectionsɅofɅthisɅapplication.Ʌ
CommunicationsɅandɅinteractionsɅbetweenɅtheɅSASɅandɅCBSDsɅareɅdiscussedɅinɅsectionɅ3.6.Ʌ
TheɅsecurityɅofɅtheɅSASɅitselfɅisɅdiscussedɅinɅsectionsɅ2.7,Ʌ3.1.2,ɅandɅ3.8.ɅCommunicationsɅ
betweenɅtheɅSASɅandɅitsɅassociatedɅESCɅareɅdiscussedɅinɅsectionɅ2.4.ɅCommunicationsɅ
betweenɅSASsɅareɅdiscussedɅinɅsectionɅ3.4.ɅVerificationɅofɅCBSDsɅisɅdiscussedɅaboveɅinɅsectionɅ
2.1.2.Ʌ

2.1.5 SAS Administrator Requirements (47 C.F.R. § 96.63)

47ɅC.F.R.Ʌ§Ʌ96.63ɅsetsɅforthɅaɅnumberɅofɅspecificɅrequirementsɅforɅSASɅAdministrators.Ʌ
Below,ɅGoogleɅhighlightsɅitsɅcapabilityɅto:Ʌ(1)ɅobtainɅinformationɅfromɅtheɅCommission’sɅ
databases;Ʌ(2)ɅrespondɅinɅaɅtimelyɅmannerɅtoɅverify,Ʌcorrect,ɅorɅremoveɅdata,ɅasɅappropriate;Ʌ(3)Ʌ
ensureɅthatɅtheɅSASɅisɅavailableɅtoɅrespondɅtoɅCommissionɅpersonnel;Ʌ(4)ɅestablishɅprotocolsɅtoɅ
respondɅtoɅinstructionsɅfromɅtheɅPresidentɅofɅtheɅUnitedɅStatesɅorɅanotherɅdesignatedɅfederalɅ
governmentɅentity;ɅandɅ(5)ɅcomplyɅwithɅenforcementɅinstructions. ɅɅ37

TheɅSASɅAdministratorɅwillɅperformɅaɅnumberɅofɅtheɅfunctionsɅsetɅforthɅabove.ɅTheseɅ
include:Ʌ

1. SchedulingɅandɅperformingɅsynchronizationɅwithɅFCCɅandɅotherɅdatabasesɅessentialɅ
toɅtheɅoperationɅofɅtheɅSASɅatɅleastɅonceɅdaily;ɅɅ

2. AssuringɅreliableɅoperationɅofɅtheɅGraphicɅUserɅInterfacesɅ(GUI)ɅsupportingɅSASɅ
services,ɅsuchɅasɅdeviceɅdescriptions,ɅtheɅRegulators’ɅConsole, ɅandɅpublicɅ38

distributionɅofɅSASɅdata;ɅandɅɅ
3. AssuringɅsoftwareɅisɅupdatedɅtoɅreflectɅanyɅchangesɅinɅregulatoryɅrequirements,ɅorɅ

toɅcorrectɅanyɅdiscrepanciesɅthatɅareɅdetected.ɅɅ

ToɅcomplyɅwithɅtheɅrequirementsɅtoɅrespondɅinɅaɅtimelyɅmannerɅtoɅnotificationsɅofɅ
discrepancies,ɅrespondɅtoɅinstructionsɅfromɅtheɅPresidentɅandɅdesignatedɅfederalɅentities,ɅandɅ
executeɅenforcementɅinstructions,ɅGoogleɅwillɅprovideɅaɅcapabilityɅforɅreceivingɅreportsɅofɅ
exceptionalɅcircumstancesɅrequiringɅtheɅattentionɅofɅtheɅSASɅAdministrator.ɅɅ

Ʌ

36Ʌ See generally Ʌ47.C.F.R.Ʌ§Ʌ96.61.Ʌ
37 See  47ɅC.F.R.Ʌ§Ʌ96.63(b),Ʌ(f),Ʌ(k),Ʌ(l),Ʌ(m).ɅOtherɅsubsectionsɅofɅthisɅrule—forɅexample,ɅtheɅ
requirementɅtoɅestablishɅprotocolsɅtoɅensureɅsecureɅcommunicationsɅbetweenɅtheɅSAS,ɅESC,Ʌ
andɅCBSDs—areɅaddressedɅinɅotherɅsectionsɅofɅthisɅapplication.ɅStillɅothers—forɅexample,ɅtheɅ
requirementɅtoɅ“establishɅandɅfollowɅprotocolsɅandɅproceduresɅtoɅensureɅcomplianceɅwithɅtheɅ
rulesɅsetɅforthɅinɅthisɅpart”—areɅtheɅsubjectɅofɅGoogle’sɅresponseɅasɅaɅwhole.ɅɅ
38ɅGoogleɅwillɅprovideɅanɅonlineɅconsoleɅwithɅrestrictedɅaccessɅtoɅauthorizedɅgovernmentɅusers,Ʌ
whichɅwillɅallowɅregulatorsɅtoɅqueryɅtheɅSASɅforɅinformation.Ʌ
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SuchɅreportsɅcanɅbeɅreceivedɅfromɅtheseɅentitiesɅand/orɅtheirɅdesignatedɅagents:Ʌ

1. FederalɅgovernmentɅentities;ɅɅ
2. OperatorsɅofɅincumbentɅFSSɅearthɅstations; Ʌ39

3. OperatorsɅofɅgrandfatheredɅPartɅ90ɅstationsɅoperatingɅinɅtheɅ3650-3700ɅMHzɅband;Ʌ
4. OperatorsɅofɅnetworksɅprotectedɅbyɅPALs;ɅɅ
5. OperatorsɅofɅnetworkɅequipmentɅlicensedɅbyɅGAAɅrules;ɅɅ
6. OtherɅSASɅAdministrators;ɅandɅ
7. ESCɅAdministrators.Ʌ

Ʌ
ReportingɅisɅsupportedɅforɅtheɅfollowingɅexceptionalɅcircumstances:Ʌ

1. AɅreportɅofɅerroneousɅdataɅinɅtheɅSASɅdatabase;ɅɅ
2. AɅreportɅofɅharmfulɅinterferenceɅexperiencedɅbyɅanɅincumbentɅstationɅorɅPriorityɅ

AccessɅlicenseeɅwhichɅisɅprohibitedɅbyɅPartɅ96Ʌrules;ɅɅ
3. AɅreportɅofɅanɅalternativeɅinterferenceɅprotectionɅrelationshipɅbetweenɅanɅincumbentɅ

stationɅ(orɅgroupɅofɅstations)ɅandɅCBSDsɅoperatingɅunderɅPartɅ96;ɅɅ
4. AɅreportɅofɅanɅalternativeɅinterferenceɅprotectionɅrelationshipɅbetweenɅaɅPriorityɅ

AccessɅnetworkɅoperatorɅandɅotherɅCBSDsɅoperatingɅunderɅPartɅ96;ɅɅ
5. AɅrequestɅforɅadditionalɅprotectionɅmadeɅbyɅanɅFSSɅoperator; ɅɅ40

6. AnyɅFCCɅenforcementɅactionɅtakenɅregardingɅaɅparticularɅCBSDɅorɅgroupɅofɅCBSDs;Ʌ
7. AnyɅFCCɅwaiverɅgrantedɅtoɅprovideɅanɅexceptionɅtoɅPartɅ96ɅrulesɅforɅCBSDsɅorɅotherɅ

CBRSɅentities;ɅandɅ
8. AnyɅFCCɅwaiverɅgrantedɅtoɅaɅnon-CBRSɅentityɅwhichɅimpactsɅCBRSɅoperations.Ʌ

WhenɅGoogleɅreceivesɅaɅreportɅofɅexceptionalɅcircumstances,ɅGoogle’sɅSASɅwillɅprovideɅtheɅfullɅ
detailsɅofɅsuchɅaɅreportɅtoɅallɅotherɅSASɅAdministratorsɅasɅsetɅforthɅbelow:ɅɅ

1. ReportsɅoriginatedɅbyɅtheɅfederalɅgovernmentɅwillɅbeɅprovidedɅtoɅotherɅSASɅ
Administrators.Ʌ

2. ReportsɅofɅalternativeɅinterferenceɅprotectionɅrelationshipsɅbetweenɅincumbentsɅ
andɅCBSDsɅorɅbetweenɅPriorityɅAccessɅandɅGAAɅusersɅwillɅbeɅprovidedɅtoɅotherɅSASɅ
Administrators.Ʌ

3. ReportsɅleadingɅtoɅcorrectionsɅinɅtheɅSASɅdatabaseɅwillɅbeɅcommunicatedɅtoɅotherɅ
SASɅAdministratorsɅtoɅtheɅextentɅthatɅtheɅcorrectionɅimpactsɅ
previously-communicatedɅinformationɅtheɅSASɅAdministratorɅhasɅcorrectedɅasɅaɅ
resultɅofɅtheɅreport.Ʌ

4. ReportsɅofɅharmfulɅinterferenceɅmayɅbeɅcommunicatedɅtoɅotherɅSASɅAdministratorsɅ
inɅtheɅprocessɅofɅrespondingɅtoɅsuchɅaɅreport.Ʌ

5. AlternativeɅprotectionɅarrangementsɅforɅFSSɅearthɅstationsɅunderɅ47ɅC.F.R.Ʌ§Ʌ
96.17(f)ɅwillɅbeɅcommunicatedɅtoɅallɅotherɅSASɅAdministrators.Ʌ

39Ʌ See Ʌ Second Report and Order ,ɅAppendixɅA,Ʌ§Ʌ96.17(f).Ʌ
40Ʌ Id.
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TheɅSASɅexpectsɅtoɅimplementɅanyɅstandardɅreportingɅproceduresɅrequestedɅbyɅ
governmentɅusersɅandɅincludedɅinɅfutureɅWinnForumɅrequirements. ɅSuchɅtoolsɅwillɅalsoɅinformɅ41

theɅsubmitter,ɅandɅanyɅimpactedɅCBSDɅuser,ɅthatɅreportsɅmayɅbeɅactedɅuponɅbyɅtheɅFCC.ɅɅ

2.1.6 SAS Administrator Fees (47 C.F.R. § 96.65)

AɅdiscussionɅofɅGoogle’sɅproposedɅbusinessɅstructureɅforɅSASɅservicesɅisɅsetɅforthɅinɅ
greaterɅdetailɅinɅsectionɅ2.3.

2.2 Google Technical Expertise

Google’sɅAccessɅgroupɅisɅfocusedɅonɅimprovingɅInternetɅaccessɅforɅeveryone.ɅAsɅaɅpartɅ
ofɅtheseɅefforts,ɅGoogleɅhasɅlongɅadvocatedɅforɅmoreɅintensiveɅspectrumɅuseɅandɅdynamicɅ
spectrumɅsharing.ɅTheɅSASɅteamɅbringsɅdeepɅbackgroundɅinɅwirelessɅnetworkɅarchitecture,ɅradioɅ
frequencyɅengineering,ɅandɅspectrumɅaccessɅsystemɅdevelopment.ɅɅ

KeyɅmembersɅofɅtheɅSASɅteamɅandɅtheirɅsubjectɅmatterɅexpertiseɅareɅshownɅbelow.Ʌ

Key Personnel SAS Role Qualifications

Mr. Milo Medin Vice President, Access
Services, and project
supervisor

Founder and CTO of M2Z Networks.
Co-founder and CTO of Excite@home.
Invited Expert, PCAST working group on
spectrum sharing. Member of the FCC’s
Technological Advisory Council.

Dr. Preston Marshall Technical lead for SAS
engineering and
development of industry
standards

Program Manager for DARPA spectrum
sharing research. Principal investigator
for DARPA spectrum sensing program.
Invited Expert, PCAST working group on
spectrum sharing. Author of two books on
cognitive radio and spectrum sharing.
Co-chair of WinnForum’s
standards-setting process for CBSD and
SAS products. Ph.D. in electrical
engineering.

Dr. Andrew Clegg Develop industry
standards for SAS and
ESC operations. Liaise
with DoD and other
incumbents regarding
protection requirements.
Architect for Google ESC.
Propagation/clutter
modeling lead.

Prior lead member of technical staff at
major cellular carrier. Spectrum manager
for the National Science Foundation and
representative to NTIA’s Interdepartment
Radio Advisory Committee. U.S. delegate
to WRC-2007 and WRC-2012. Current
chair of WinnForum SSC Working Group 1,
which derives functional and operational
standards for SAS and ESC systems.
Ph.D. in radio astronomy with a minor in
electrical engineering.

41Ʌ See ɅAppendixɅD.4.ɅɅ
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Mr. Greg Leon Propagation algorithms,
validation, and
development of new
algorithms for future
submissions.

Nine years of technical and business
experience at leading propagation
modeling software firm, including
experience supporting spectrum
regulatory efforts. MS in
telecommunications with a focus on
spectrum and interference modeling.Ʉ

Table 1: Key Personnel

TheɅSASɅteamɅworksɅwithɅsoftwareɅdevelopmentɅandɅsystemɅoperationsɅteamsɅdrawnɅ
fromɅGoogle’sɅtechnicalɅstaff,ɅbasedɅonɅtheirɅskillsɅinɅtheɅdevelopmentɅandɅoperationɅofɅcomplexɅ
systems,ɅsuchɅasɅsoftwareɅengineersɅresponsibleɅforɅtheɅdevelopmentɅandɅmaintenanceɅofɅ
applicationsɅandɅsystemsɅincludingɅGoogleɅSearch,ɅAdwords,ɅGmail,ɅandɅAndroid.ɅToɅassureɅtheɅ
smoothɅdevelopmentɅandɅoperationɅofɅitsɅSAS,ɅGoogleɅutilizesɅtheɅsameɅprogrammingɅandɅ
executionɅenvironmentɅofɅtheseɅGoogleɅproductsɅinɅtheɅdeploymentɅofɅitsɅSAS,ɅincludingɅrelyingɅ
onɅGoogle’sɅdataɅcenters,ɅinterconnectionɅfabric,ɅuserɅaccessɅnetworks,ɅandɅprogrammingɅ
resources.Ʌ

Google’sɅsystemsɅareɅeasilyɅcapableɅofɅaccommodatingɅtheɅprovisionɅofɅSASɅservices.Ʌ
GoogleɅSearchɅaloneɅhandlesɅaroundɅ three million searches of the entire Internet Ʌ(onɅaverage)Ʌ
everyɅminute, ɅwhereasɅtheɅaverageɅrateɅofɅnewɅCBSDɅregistrationsɅatɅtheɅpeakɅofɅdeploymentɅisɅ42

onlyɅexpectedɅtoɅreachɅaroundɅsixɅregistrationsɅperɅminute.ɅGoogle’sɅdevelopmentɅprocesses,Ʌ
computingɅandɅcommunicationsɅresources,ɅandɅoperationalɅcapabilityɅareɅsufficientɅtoɅoperateɅ
theɅSASɅandɅESC.Ʌ

2.3 Google Financial Capability

Alphabet,ɅGoogle’sɅparentɅcompany,ɅisɅaɅpubliclyɅtradedɅFortuneɅ50ɅcompanyɅwithɅaɅ
marketɅcapitalizationɅofɅoverɅ$500Ʌbillion.ɅInɅ2015,ɅGoogleɅhadɅnetɅincomeɅofɅapproximatelyɅ
$16.3ɅbillionɅonɅapproximatelyɅ$75ɅbillionɅtotalɅrevenue,ɅandɅitsɅassetsɅasɅofɅDecemberɅ31,Ʌ2015,Ʌ
includedɅ$73.1ɅbillionɅinɅcash,ɅcashɅequivalents,ɅandɅmarketableɅsecurities.ɅGoogleɅhasɅtheɅ
financialɅresourcesɅtoɅoperateɅaɅSASɅandɅanɅESCɅforɅaɅminimumɅofɅfiveɅyears.ɅGoogleɅhasɅnotɅyetɅ
madeɅaɅdecisionɅasɅtoɅwhetherɅandɅhowɅitɅmayɅchargeɅfeesɅtoɅCBSDɅusersɅforɅtheɅuseɅofɅitsɅSAS,Ʌ
butɅanyɅfeesɅwillɅbeɅreasonableɅandɅnon-discriminatory.ɅFeesɅmayɅbeɅindividuallyɅnegotiated.ɅɅ

2.4 Assuring Secure and Reliable SAS-to-ESC Communications

SecurityɅ

TheɅsecurityɅofɅESCɅcommunicationsɅisɅmaintainedɅthroughɅtheɅuseɅofɅaɅTLS-protectedɅ
sessionɅprotectingɅtheɅcontentsɅofɅallɅinformationɅpassedɅfromɅESCɅsensorsɅtoɅtheɅcloud-basedɅ
ESCɅdecisionɅsystemɅitself.ɅInɅaddition,ɅtheɅcommunicationsɅfromɅthisɅESCɅdecisionɅsystemɅareɅ
encryptedɅandɅcarriedɅonɅinɅaɅsecureɅnetworkɅwithinɅGoogle'sɅinternalɅinfrastructure.Ʌ

42ɅForɅactualɅsearchɅvolume,ɅseeɅGoogleɅSearchesɅinɅ1ɅSecond,Ʌ
http://www.internetlivestats.com/one-second/#google-band.Ʌ
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DataɅtravelingɅbetweenɅGoogle’sɅSASɅandɅanɅESCɅwillɅbeɅencryptedɅusingɅHTTPS/TLSɅ.Ʌ
AsɅpartɅofɅGoogle’sɅongoingɅcommitmentɅtoɅsecurity,ɅGoogleɅupgradedɅitsɅRSAɅcertificatesɅtoɅ
2048-bitɅkeysɅandɅimplementedɅperfectɅforwardɅsecrecyɅ(PFS),ɅwhichɅminimizesɅtheɅimpactɅofɅaɅ
compromisedɅkey,ɅorɅaɅcryptographicɅbreakthrough.ɅItɅprotectsɅnetworkɅdataɅbyɅusingɅaɅ
short-termɅkeyɅthatɅlastsɅaɅfewɅdaysɅandɅisɅonlyɅheldɅinɅmemory,ɅratherɅthanɅaɅkeyɅthatɅisɅusedɅforɅ
yearsɅandɅkeptɅonɅdurableɅstorage.ɅGoogleɅwasɅoneɅofɅtheɅfirstɅmajorɅwebɅserviceɅprovidersɅtoɅ
enableɅperfectɅforwardɅsecrecyɅbyɅdefault.ɅInɅaddition,ɅGoogleɅencryptsɅdataɅasɅitɅmovesɅ
betweenɅourɅdataɅcentersɅonɅourɅprivateɅnetwork,ɅinɅorderɅtoɅpreventɅattacksɅbasedɅonɅ
interceptingɅunencryptedɅinter-datacenterɅtransmissions.Ʌ

ReliabilityɅ

GoogleɅintendsɅtoɅimplementɅaɅnumberɅofɅreliabilityɅmechanismsɅtoɅensureɅseamlessɅ
communicationsɅbetweenɅitsɅESCɅandɅitsɅSAS,Ʌincluding:ɅɅ

● OverlappingɅcoverageɅofɅESCɅsensors,ɅsoɅthatɅaɅsingleɅsensorɅfailureɅorɅaɅsingleɅ
instanceɅofɅlostɅconnectivityɅdoesɅnotɅrequireɅCBSDsɅtoɅshutɅdown.Ʌ

● MultipleɅbackhaulɅpathsɅtoɅandɅfromɅESCɅdevicesɅtoɅprovideɅmultiple,ɅindependentɅ
channelsɅofɅcommunicationsɅbetweenɅtheɅESCɅandɅtheɅSAS.ɅHomingɅwillɅbeɅsiteɅ
specific,ɅandɅwillɅconsistɅofɅoneɅorɅmoreɅcellular,Ʌpoint-to-point,ɅorɅwired/fiberɅ
connections,ɅdependingɅonɅsiteɅavailability.ɅɅ

● ReplicatedɅsensorsɅinɅtheɅsameɅlocationɅtoɅprovideɅredundancy.ɅMultipleɅsensorsɅ
provideɅreliabilityɅtoɅtheɅdetectionɅprocess,ɅandɅenableɅtheɅSASɅtoɅminimizeɅreliabilityɅ
causedɅdisruptions.ɅɅ

Google’sɅcommunicationsɅandɅprocessingɅnetworkɅisɅitselfɅhighlyɅredundantɅandɅcapableɅ
ofɅswitchingɅtrafficɅandɅcommunicationsɅloadsɅinɅresponseɅtoɅlocalɅoutages.ɅAlthoughɅtheseɅ
redundanciesɅareɅdesignedɅtoɅensureɅuninterruptedɅoperation,ɅifɅtheɅSASɅdoesɅnotɅreceiveɅ
positiveɅconfirmationɅthatɅnavalɅoperationsɅareɅnotɅoccurringɅwithinɅaɅCBSD’sɅfieldɅofɅview,Ʌ
devicesɅinɅtheɅareaɅofɅuncertaintyɅwillɅbeɅrequiredɅtoɅvacateɅallɅofɅtheɅchannelsɅusedɅbyɅtheɅNavy.Ʌ
Thus,ɅnavalɅoperationsɅareɅunderɅnoɅriskɅofɅharmfulɅinterferenceɅdueɅtoɅanyɅcommunicationsɅ
failureɅbetweenɅtheɅSASɅandɅtheɅESC.Ʌ

2.5 Google’s SAS and ESC Architecture and Functional Interaction

GoogleɅhasɅdesignedɅitsɅSASɅandɅESCɅaccordingɅtoɅtheɅindustryɅconsensusɅarchitectureɅ
developedɅbyɅtheɅWinnForum. Ʌ43

TheɅlogicɅofɅourɅSASɅisɅcentrallyɅimplemented,ɅbutɅtheɅSASɅisɅphysicallyɅimplementedɅ
acrossɅGoogle’sɅdistributedɅcomputingɅfabric,ɅwithɅprocessingɅpresentɅinɅmultipleɅdataɅcentersɅ
inɅorderɅtoɅassureɅreliabilityɅandɅadequateɅcomputingɅresources,ɅevenɅinɅtheɅunlikelyɅeventɅofɅaɅ
failureɅofɅanɅentireɅdataɅcenterɅorɅcommunicationsɅnetwork.Ʌ

OurɅESCɅfunctionɅconsistsɅofɅtwoɅlogicalɅcomponents,ɅaɅdistributedɅphysicalɅsensorɅ
componentɅthatɅisɅdeployedɅinɅtheɅfieldɅwithinɅcoverageɅareasɅofɅpotentialɅnavalɅoperations,ɅandɅ
anɅESCɅdecisionɅcomponent.ɅTheɅESCɅdecisionɅcomponentɅisɅcentrallyɅimplementedɅbothɅ
logicallyɅandɅphysically.ɅTheɅsensorsɅreportɅtheɅpresenceɅorɅabsenceɅofɅfederalɅactivityɅtoɅtheɅ
ESCɅdecisionɅengine,ɅwhichɅthenɅprovidesɅtheɅ“YES/NO”ɅdeterminationɅforɅanɅareaɅofɅcoverageɅ

43Ʌ See ɅAppendixɅD.3.Ʌ
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toɅtheɅSAS.ɅThisɅarchitectureɅprovidesɅtheɅreliabilityɅofɅmulti-sensorɅcoverage,ɅbutɅminimizesɅtheɅ
amount of information that is actually provided to the SAS.

A high-level view of Google's SAS ecosystem is shown below.

Figure 1: Combined SAS and ESC Ecosystem

TheɅfollowingɅparagraphsɅdiscussɅthisɅstructureɅinɅgreaterɅdetail.Ʌ

2.5.1 SAS and ESC Integration

TheɅESCɅinformsɅtheɅSASɅofɅaɅspecificɅrestrictedɅareaɅandɅchannel(s)ɅrequiringɅ
protection. This process does not provide any additional information regarding the basis of that
decision. ɅAnɅareaɅisɅdesignatedɅforɅprotectionɅwheneverɅtheɅfollowingɅconditionsɅareɅmet:Ʌ44

● TheɅareaɅisɅnotɅcoveredɅbyɅaɅfunctioningɅESCɅsensor.ɅInɅthisɅcase,ɅtheɅentireɅ
uncovered area constitutes an exclusion zone under the Commission’s rules, and all
channelsɅonɅwhichɅnavalɅoperationsɅmayɅoccurɅareɅmarkedɅforɅprotection.Ʌ

● A sensor detection is reported, and meets the threshold criteria for reporting. In
suchɅcases:Ʌ
○ A total bandwidth of the center frequency ±5 MHz is reported as protected.
○ TheɅentireɅgeographicɅareaɅwithinɅtheɅcoverageɅofɅtheɅsensorɅisɅreportedɅforɅ

protection, unless sub-areas are reported as clear by another overlapping
sensor.Ʌ

UponɅreceiptɅofɅanɅoccupancyɅreport,ɅtheɅSASɅmarksɅallɅCBSDɅnodesɅwithinɅtheɅ
frequency range and perimeter of the restricted area for heartbeat termination. They will have

44ɅForɅexample,ɅtheɅESCɅwillɅnotɅprovideɅinformationɅregardingɅtheɅspecificɅsensor(s)ɅthatɅ
detected a federal signal, the amplitude of the signal, either initially or over time, or any other
informationɅthatɅcouldɅbeɅusedɅtoɅdetermineɅanyɅdetailsɅofɅnavalɅoperationɅthatɅcouldɅ
compromise operational security.
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theirɅoperationɅonɅtheseɅchannelsɅterminatedɅuponɅtheirɅnextɅheartbeatɅrequest.ɅIfɅtheyɅfailɅtoɅ
ask for a heartbeat in a timely fashion, software on the CBSD itself will automatically terminate
operation.ɅɅ

TheɅcommercialɅoperatingɅstandardsɅforɅESCsɅcurrentlyɅunderɅdevelopmentɅwithinɅtheɅ
WinnForum intend to accommodate the requirement that ESCs must adapt to future radar
systemsɅthatɅrequireɅprotection. ɅDoDɅhasɅparticipatedɅactivelyɅinɅtheseɅdiscussions.ɅGoogle45

anticipates that the WinnForum SSC will be the appropriate venue for periodic reviews with DoD
ofɅnewɅorɅrefinedɅprotectionɅrequirements.ɅGoogleɅexpectsɅtoɅfollowɅanyɅWinnForumɅstandardsɅ
developed to address future radar systems.

2.5.2 SAS Architecture

TheɅfunctionalɅrelationshipɅofɅtheɅmajorɅSASɅcomponentsɅisɅshownɅinɅtheɅfigureɅbelow.Ʌ
ForɅclarity,ɅotherɅfunctionsɅthatɅareɅnotɅrelatedɅtoɅinterferenceɅprotection,ɅsuchɅasɅspectrumɅ
availabilityɅinquiries,ɅareɅnotɅshownɅinɅtheɅdepictionɅofɅtheɅinterferenceɅprotectionɅfunctionality.Ʌ

Ʌ Ʌ

Figure 2: Architecture of Google’s SASɅ

45Ʌ See ɅAppendixɅD.4Ʌ(discussingɅstandardɅoperationalɅandɅfunctionalɅcommercialɅrequirementsɅ
for ESC and SAS operators).
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TheɅdottedɅlineɅindicatesɅtheɅscopeɅofɅGoogle'sɅSAS,ɅandɅitsɅcomponentsɅareɅsummarizedɅ
below:Ʌ

Component Description

CBSD Interfaces Includes interfaces for registration, authorization (including requests for grants
and grant issuances), and heartbeat requests. A common Google Front End (GFE)
is shared with other Google services. The GFE authenticates transactions into the
SAS from all sources, including authenticating message signing and identifying
the certificate authority issuing the required certificate(s).

SAS Core Performs the basic SAS operations and executes all SAS interactions with the
SAS database.

Data Import Functions Import relevant information from specific static databases used by Google’s SAS.
These databases are specified and in some cases provisioned by the FCC, and
include the International Bureau Filing System (IBFS) for FSS sites and usage,
census tract designations, protected Part 90 deployments, as well as Part 96
equipment authorizations and license information as it become available for
retrieval.

Part 96 Device Library Accepts additional, optionally-provided Part 96 device information that is not
collected through Part 96 device certification. Such information could include
actual OOBE characteristics and other information that further characterizes the
interference potential of authorized Part 96 devices.

ESC Protection
Activation

Accepts activation and inactivation messages from the ESC decision
functionality, activates protection in specific restricted areas, and restores
operation within protection zones. Ad hoc protection zones are implemented at
the SAS, not within the ESC.

SAS-to-SAS Interface Synchronizes Google's SAS with other SAS Administrators. This function includes
providing all relevant SAS persistent store changes to other SAS Administrators,
and receiving and processing changes from other SAS Administrators.

Regulators’ Console Provides regulators with web-based access to CBSD registration, frequency
usage, and interference information. Allows regulators to change the status of
one or more CBSDs.

SAS Database Holds all SAS-related information that is needed beyond the time scope of a
single registration, grant request, or heartbeat. As noted above, data will be
stored for 60 months.46

Table 2: Key Functional Components

2.5.3 ESC Architecture

TheɅgeneralɅESCɅarchitectureɅisɅshownɅinɅfigureɅ3.Ʌ

46Ʌ See  47ɅC.F.R.Ʌ§Ʌ96.55(b).Ʌ
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Ʌ

Figure 3: Google ESC Block Diagram

KeyɅcharacteristicsɅandɅoperatingɅalgorithmsɅofɅGoogle’sɅESCɅareɅshownɅbelow.Ʌ

Component Description

Reporting Threshold Google has demonstrated successful detection of the current incumbent radar
using Google-developed algorithms, deployed in an actual military operating
environment in the Norfolk/Virginia Beach, Virginia, area. WinnForum is developing
a specific threshold for radar detection in a joint working group with DoD and the
Navy. Google expects that its commercial ESC network will utilize the WinnForum47

SSC working group-established methodology with regard to the distance and
speed with which radar operations must be detected.

Coverage Area
Definition

Refers to the ocean areas that could have a radar signal detected at a level that
will achieve the reporting threshold. The determination of this area uses the SAS
propagation algorithm, as expected to be certified by the FCC, and applied with
consideration of the appropriate ground conductivity, sensor placement, antenna
pattern and orientation. Each sensor will have a coverage area determined by the
ESC decision tool, based on its coverage analysis.

Restricted Area
Determination

Restricted areas are activated as follows:

● An ambiguity region is determined based on the entire area covered by the

47Ʌ See ɅAppendixɅD.4Ʌ(discussingɅstandardɅoperationalɅandɅfunctionalɅcommercialɅrequirementsɅ
forɅESCɅandɅSASɅoperators).Ʌ
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sensor(s) reporting a detection, minus any areas covered by operational
sensors in which no detections were reported. This ambiguity region is
entirely in the ocean.

● An active restricted area is determined by identifying all points that are
within a restriction distance from any point in the ambiguity region.
Restriction distances will account for the differences between Category A
and B CBSD signal propagation. By limiting CBSD transmissions within a
restriction distance of all points within the ambiguity region, the entire
ambiguity region is protected from harmful interference. The process for
determining restriction distances is a subject of active discussion in the
WinnForum SSC ESC task group, and Google expects to implement
restriction distances consistent with the outcome of that process.

● Heartbeats are terminated for the impacted frequency range throughout
the resulting restricted area, and all transmissions will cease within one
heartbeat interval (<240 seconds), plus the allowed device shutdown
interval (<60 seconds).48

Operational Capability ESC sensors will include a capability to ensure that the sensors are performing as
designed. By way of illustration, each sensor system may periodically insert low
level reference signals of known amplitude and antenna response in front of the
sensor’s aperture to assure end-to-end detection and processing of all naval
emissions. The signal-to-noise ratio of this inserted signal establishes the
functionality and noise floor of the sensor.

This self-test will be performed at intervals no longer than the minimum required
channel clearing time. Self test results will be communicated rapidly to the ESC
decision component.

Communications
Connectivity
Assurance

The sensor will respond to status requests from the ESC decision component and
return its current condition to the ESC. As noted immediately above, this
connectivity assurance polling will occur at a frequency sufficient to assure that a
sensor or connectivity failure will not result in lack of monitoring or reporting for
an interval greater than the required channel clearing time.

Sensor Placement Sensors will be placed to ensure that there are at least two sensors covering all
required naval operating areas, as close to shore as siting constraints will allow.
An illustrative set of sites is depicted below, though precise siting is subject to
change.

Table 3: ESC Key Functional Components

AnɅillustrativeɅsensorɅdeploymentɅscenarioɅonɅtheɅAtlantic,ɅPacific,ɅandɅGulfɅcoasts,ɅasɅ
wellɅasɅassociatedɅsensorɅcoverageɅpatterns,ɅisɅshownɅbelow.ɅTheɅdiagramɅshowsɅthatɅunderɅ
reasonableɅassumptionsɅaɅnetworkɅofɅ103ɅsensorsɅplacedɅonɅexistingɅtowersɅregisteredɅwithɅtheɅ

48ɅThisɅapproachɅcompliesɅwithɅtoday’sɅPartɅ96Ʌrules,ɅbutɅseveralɅpartiesɅhaveɅproposedɅ
reconsiderationɅofɅtheseɅtimeɅframes.Ʌ See, e.g.,  WinnForumɅPetitionɅforɅReconsideration,ɅGNɅ
DocketɅNo.Ʌ12-354,ɅatɅ3-5Ʌ(filedɅJulyɅ22,Ʌ2015).ɅGoogleɅwillɅmodifyɅitsɅSASɅandɅESCɅtoɅreflectɅanyɅ
furtherɅFCCɅactionsɅinɅthisɅarea.Ʌ
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FCC’sɅAntennaɅStructureɅRegistrationɅdatabaseɅcouldɅestablishɅredundantɅcoverageɅacrossɅallɅ
coastlinesɅonɅtheɅcontinentalɅUnitedɅStates. ɅɅ49

Ʌ

Figure 4: Coverage of a Notional Deployment of 103 Dedicated ESC Sensors
DeploymentɄreflectsɄsensorsɄplacedɄalongɄtheɄAtlantic,ɄPacific,ɄandɄGulfɄcoasts,ɄutilizingɄconstructedɄtowersɄ

asɄregisteredɄinɄtheɄFCC’sɄAntennaɄStructureɄRegistrationɄdatabase.ɄEachɄnodeɄisɄassumedɄtoɄhaveɄaɄdetectionɄ
rangeɄofɄ150Ʉkm—aɄrangeɄwellɄwithinɄtheɄcapabilityɄofɄGoogle’sɄsensors,ɄandɄaɄhorizontalɄangularɄcoverageɄofɄ

180,Ʉ270,ɄorɄ360Ʉdegrees,ɄdependingɄonɄlocalɄcoastalɄgeometry.ɄTheɄlocations,ɄangularɄcoverages,ɄandɄ
pointingɄazimuthsɄforɄeachɄnodeɄareɄestablishedɄtoɄensureɄthatɄalmostɄeveryɄpointɄwithinɄapproximatelyɄ70ɄkmɄ

ofɄtheɄcoastlineɄisɄcoveredɄbyɄatɄleastɄtwoɄsensorɄnodes. Ʌ

LocationsɅforɅsensorɅsitingɅareɅcurrentlyɅunderɅconsideration.ɅCoverageɅredundancy,Ʌ
backhaulɅreliability,Ʌcost,ɅandɅvisibilityɅtoɅtheɅoceanɅwillɅallɅdriveɅsitingɅdecisions.ɅAtɅtheɅsameɅ
time,ɅminimumɅsensorɅsystemɅperformanceɅlevelsɅareɅbeingɅdevelopedɅwithɅDoDɅthroughɅtheɅ
WinnForumɅESCɅtaskɅgroup. ɅBothɅtheseɅrequirementsɅandɅtheɅconsiderationsɅinɅAppendixɅB,Ʌ50

whichɅaddressɅcoverageɅredundancy,ɅwillɅbeɅcriticalɅinɅdeterminingɅsensorɅsiteɅlocations.ɅGoogleɅ
expectsɅtoɅimplementɅsensorɅperformanceɅrequirementsɅasɅdevelopedɅinɅcollaborationɅwithɅ
DoD.Ʌ

AɅschematicɅofɅtheɅnominalɅESCɅsensorɅdesignɅisɅshownɅbelow.Ʌ

49ɅTheɅfigureɅassumesɅsensorsɅareɅplacedɅonɅtowersɅthatɅhaveɅalreadyɅbeenɅconstructedɅandɅ
registeredɅinɅtheɅFCC’sɅAntennaɅStructureɅRegistrationɅdatabase.ɅAntennaɅStructureɅRegistration,Ʌ
http://wireless.fcc.gov/antenna/index.htm?job=home.Ʌ
50Ʌ See ɅAppendixɅD.4Ʌ(discussingɅstandardɅoperationalɅandɅfunctionalɅcommercialɅrequirementsɅ
forɅESCɅandɅSASɅoperators).ɅɅ
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Figure 5: ESC Sensor Block Diagram

MajorɅcomponentsɅofɅtheɅsensorɅandɅrepresentativeɅperformanceɅspecificationsɅforɅeachɅ
componentɅareɅsetɅforthɅinɅtheɅtableɅbelow.Ʌ

Component Representative Performance Level

Antenna 17 dBi gain, 90 deg horizontal beamwidth,
7 deg vertical beamwidth, dual (H/V) polarization

Bandpass Filter 3000-4300 MHz passband, <1 dB insertion loss across 3.5 GHz band

Low Noise Amplifier 23dB gain, <1 dB noise figure

SDR Platform Instantaneous sampling bandwidth equal to the radar bandwidth or greater, across
the CBRS and adjacent bands

Compute Backend Small form-factor, low-power, general-purpose compute platform with bus interface
capabilities matched to SDR platform

Table 4: Performance Expectations for Sensor Components

AɅpictureɅofɅaɅprototypeɅsensorɅfrontɅendɅisɅsetɅforthɅbelow.ɅPackagingɅdesignɅwillɅbeɅ
informedɅbyɅinitialɅexperienceɅwithɅtheɅdeploymentɅofɅsensorɅprototypesɅinɅNorfolk,ɅVirginia,ɅandɅ
SanɅFrancisco,ɅCalifornia.Ʌ
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Figure 6: Prototype ESC RF Front-End in Weather-Proof EnclosureɅ

AsɅdesigned,ɅtheɅRFɅsystemɅprovidesɅstrongɅimmunityɅtoɅfront-endɅoverloadɅandɅdeviceɅ
burnout.ɅTheɅproprietaryɅdesignɅofɅourɅdetectionɅalgorithmsɅcontinuesɅtoɅprovideɅexcellentɅpulseɅ
detectionɅevenɅifɅtheɅlowɅnoiseɅamplifierɅ(LNA)ɅisɅdrivenɅintoɅcompression,ɅinɅpartɅbecauseɅtheɅ
sensorɅonlyɅneedsɅtoɅdetectɅpulsedɅpower,ɅratherɅthanɅtheɅcomplexɅphase/amplitude/frequencyɅ
modulationɅfactorsɅinɅaɅtypicalɅcommunicationsɅsignal.ɅToɅavoidɅdeviceɅburn-out,ɅGoogle’sɅ
sensorsɅemployɅaɅlimiterɅbeforeɅtheɅLNA,ɅwhichɅlimitsɅpowerɅintoɅtheɅLNAɅbelowɅtheɅLNA’sɅ
damageɅpoint.ɅBothɅoverloadɅperformanceɅandɅdamageɅimmunityɅhaveɅbeenɅdemonstratedɅ
throughɅtwoɅyearsɅofɅdeploymentɅinɅcloseɅvicinityɅtoɅoperatingɅincumbentɅradarsɅinɅtheɅVirginiaɅ
Beach,ɅVirginia,Ʌarea.ɅNoɅsensorɅhasɅbeenɅdamagedɅduringɅthisɅperiod.Ʌ

2.5.4 Interactions Between Functions

ɅAɅsummaryɅofɅtheɅtypesɅofɅinteractionsɅamongɅandɅbetweenɅSASɅandɅESCɅfunctionsɅisɅ
shownɅbelow,ɅasɅwellɅasɅtheɅmethodsɅusedɅtoɅimplementɅeach.ɅEachɅinterfaceɅisɅbidirectional.Ʌ
AdditionalɅdetailsɅregardingɅmessageɅandɅinformationɅflowɅareɅprovidedɅlaterɅinɅthisɅapplication.Ʌ

From To Interface Standards/Design

Sensor ESC IP Message Internal Google message, specific to Google sensors and ESC
design

ESC SAS API Internal Google message compliant with WinnForum
requirements51

51Ʌ See ɅAppendixɅD.4Ʌ(discussingɅfunctionalɅandɅoperationalɅrequirements).Ʌ
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CBSD SAS IP Message WinnForum standard message being adopted by industry52

SAS SAS IP Message WinnForum standard message being adopted by industry53

Regulator SAS HTML Google developed regulators’ console functionality

Device
Manufacturers

SAS HTML Google developed device description functionality accepting
additional information regarding CBSDs

Sources of static
data

SAS File Transfer File imports from applicable FCC and other governmental
databases, such as the IBFS and ULS, and specialized lists,
such as census tract boundaries and urban area definitions

Table 5: CBSD, SAS, ESC, and Sensor Communications

2.6 Propagation Model

ConsistentɅwithɅtheɅ Second Report and Order ,ɅGoogleɅisɅpreparedɅtoɅimplementɅaɅ
commonɅpropagationɅmodel,ɅasɅapprovedɅbyɅtheɅWirelessɅTelecommunicationsɅBureauɅandɅtheɅ
OfficeɅofɅEngineeringɅandɅTechnology. ɅBelow,ɅGoogleɅsetsɅforthɅitsɅrecommendedɅapproachɅtoɅ54

propagationɅmodeling,ɅasɅwellɅitsɅplanɅtoɅincorporateɅimprovedɅpropagationɅmodelingɅifɅ
permittedɅtoɅdoɅsoɅbyɅtheɅCommission.ɅWeɅalsoɅprovideɅbackgroundɅonɅtheɅpropagationɅ
researchɅGoogleɅhasɅconductedɅinɅconnectionɅwithɅthisɅproceeding.ɅɅ

GoogleɅunderstandsɅthatɅaɅtransitionɅtoɅanɅautomatedɅpropagationɅmodelɅthatɅtakesɅintoɅ
accountɅdetailedɅinformationɅregardingɅtheɅlocalɅenvironmentɅwouldɅbeɅaɅsignificantɅinnovation.Ʌ
Therefore,ɅGoogleɅproposesɅtoɅevolveɅitsɅSASɅpropagationɅmodelɅthroughɅthreeɅphases.ɅIfɅsuchɅ
evolutionɅisɅpermitted,ɅGoogleɅexpectsɅtoɅsubmitɅallɅmodelsɅforɅCommissionɅtestingɅandɅpublicɅ
reviewɅbeforeɅimplementingɅthem.Ʌ

● Initial SAS Operation .ɅConsistentɅwithɅtheɅ Second Report and Order ,ɅGoogleɅ
proposesɅtoɅuseɅaɅstandardɅpropagationɅmodelɅwhenɅitɅfirstɅdeploysɅitsɅSAS. ɅWeɅ55

expectɅtheɅWinnForumɅtoɅdevelopɅaɅproposedɅpropagationɅmodelɅandɅappropriateɅ
inputɅparametersɅbyɅindustryɅconsensus,ɅandɅthatɅtheseɅwillɅbeɅsubmittedɅforɅFCCɅ
approval. Ʌ56

● Site-Specific Clutter Model .ɅSomeɅpropagationɅmodelsɅincludeɅaɅrudimentaryɅ(andɅ
typicallyɅhighlyɅconservative)ɅclutterɅlossɅmodelɅthatɅtakesɅintoɅaccountɅgeneralɅ
characteristicsɅofɅtheɅsitesɅwhereɅemittersɅandɅprotectedɅreceiversɅareɅinɅoperation.Ʌ
GoogleɅfavorsɅuseɅofɅclutterɅmodels,ɅasɅtheɅimpactɅofɅclutterɅonɅpropagationɅlossɅ
hasɅbeenɅshownɅtoɅbeɅsubstantial.ɅɅ

● Path-Specific Model .ɅSubjectɅtoɅindustryɅconsensusɅandɅFCCɅapproval,ɅGoogleɅ
intendsɅultimatelyɅtoɅrefineɅpathɅlossɅpredictionsɅbyɅcalculatingɅtheɅleastɅexpectedɅ
pathɅlossɅforɅeachɅspecificɅpathɅconsideredɅbyɅtheɅSAS.ɅThisɅanalysisɅmayɅbeɅbased,Ʌ

52Ʌ See ɅAppendixɅD.2.Ʌ
53Ʌ See ɅAppendixɅD.1.Ʌ
54Ʌ See Ʌ Second Report and Order Ʌ¶¶Ʌ138,Ʌ188,Ʌ190,Ʌ278.Ʌ
55Ʌ Id.
56Ʌ See id. Ʌ¶Ʌ278.Ʌ
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forɅexample,ɅonɅaɅregressedɅdatabaseɅofɅpathɅlossɅmeasurementsɅdescribedɅinɅ
moreɅdetailɅbelow.Ʌ

TransitioningɅtoɅaɅpath-specificɅmodelɅhasɅtheɅpotentialɅtoɅdramaticallyɅincreaseɅ
spectrumɅavailability.ɅToɅdate,ɅGoogleɅhasɅcollectedɅmoreɅthanɅ1.5ɅmillionɅdataɅpointsɅofɅ
propagationɅlossɅmeasurementsɅinɅtheɅ3.5ɅGHzɅband.ɅTheseɅmeasurementsɅhaveɅbeenɅacquiredɅ
inɅaɅvarietyɅofɅenvironmentsɅinɅwhichɅCBSDɅdeploymentsɅareɅcontemplated.ɅSubstantialɅdataɅ
haveɅbeenɅcollectedɅtheɅinɅvicinityɅofɅArlington,ɅVirginia,ɅandɅMountainɅView,ɅCalifornia,ɅwithɅ
additionalɅcollectionɅactivitiesɅplannedɅforɅKansasɅCity,ɅKansas;ɅSanɅFrancisco,ɅCalifornia;ɅandɅ
otherɅareas. ɅɅ57

GoogleɅcollectsɅtheseɅmeasurementsɅtoɅcompareɅthemɅwithɅpredictionsɅmadeɅbyɅ
standardɅpropagationɅmodels,ɅandɅtoɅbetterɅcharacterizeɅhowɅclutterɅalongɅtransmissionɅpathsɅ
affectɅtheɅmeasuredɅlosses.ɅWhenɅexaminedɅtogetherɅwithɅhighɅresolutionɅgeographicɅ
informationɅfromɅGoogleɅEarth,ɅStreetɅView,ɅsatelliteɅimagery,ɅandɅotherɅGoogleɅresources,ɅtheseɅ
measurementsɅenableɅhigh-confidenceɅestimatesɅofɅeachɅofɅtheɅcontributorsɅtoɅpathɅlossɅ
beyondɅtheɅmodelɅpredictions.ɅɅ

TheɅdataɅcollectedɅbyɅGoogleɅdemonstrateɅthatɅclutterɅaddsɅtremendousɅadditionalɅpathɅ
lossɅbeyondɅtheɅlossesɅpredictedɅbyɅstandardɅmodels.ɅTheɅaverageɅdifferenceɅisɅtypicallyɅ20-30Ʌ
dBɅforɅmanyɅenvironmentsɅ(aɅfactorɅofɅ100-1000).ɅTheɅaverageɅdifferenceɅcanɅbeɅevenɅhigherɅ
(50ɅdB,ɅorɅaɅfactorɅofɅ100,000)ɅinɅsomeɅenvironments,ɅespeciallyɅwhenɅbothɅtheɅtransmitterɅandɅ
receiverɅareɅlocatedɅwellɅbelowɅtheɅtypicalɅclutterɅheight,Ʌand/orɅareɅlocatedɅindoors—scenariosɅ
thatɅweɅexpectɅtoɅbeɅcommonɅforɅsmall-cellɅdeployments.Ʌ

TwoɅexamplesɅofɅtheɅimpactɅofɅclutterɅonɅpropagationɅlossɅareɅshownɅbelow.ɅTheɅfirstɅ
exampleɅ(figureɅ7)ɅshowsɅdataɅcollectedɅinɅtheɅMountainɅView,ɅCalifornia,Ʌarea.ɅInɅthisɅcase,ɅtheɅ
transmitterɅandɅreceiverɅwereɅbothɅlocatedɅatɅheightsɅconsistentɅwithɅfirst-floorɅdeployments,Ʌ
andɅtestedɅinɅbothɅindoorɅandɅoutdoorɅenvironments.ɅIndoorɅdeploymentsɅconstituteɅroughlyɅ
one-thirdɅofɅtheɅmeasurements,ɅandɅoutdoorɅdeploymentsɅconstituteɅtheɅremainingɅtwo-thirds.Ʌ
AlthoughɅMountainɅViewɅisɅaɅlight-to-moderateɅclutterɅenvironment,ɅfeaturingɅmostlyɅone-ɅandɅ
two-storyɅindustrialɅandɅresidentialɅbuildings,ɅwithɅsomeɅtreesɅandɅrelativelyɅlittleɅterrainɅ
variation,ɅembeddingɅtheɅreceiverɅandɅtransmitterɅinɅclutterɅcontributedɅtoɅaɅsizableɅdepartureɅ
fromɅpredictedɅpropagationɅloss.ɅTheɅaverageɅdifferenceɅbetweenɅmeasuredɅlossɅandɅlossɅ
predictedɅbyɅLongley-RiceɅwasɅ46.1ɅdBɅoverɅdistancesɅofɅonlyɅ1ɅkmɅorɅless.ɅɅ

AɅsimilarɅcomparisonɅisɅshownɅinɅfigureɅ8ɅforɅtheɅArlington,ɅVirginia,Ʌarea,ɅwithɅtheɅ
transmitterɅlocatedɅindoorsɅandɅoutdoorsɅatɅtheɅsecond-floorɅlevel.ɅAsɅinɅMountainɅView,ɅaboutɅ
one-thirdɅofɅtheɅArlingtonɅdataɅpointsɅrepresentɅindoorɅdeployments,ɅandɅtwo-thirdsɅrepresentɅ
outdoorɅdeployments.ɅTheɅaverageɅdifferenceɅbetweenɅmeasuredɅlossesɅandɅLongley-RiceɅ
predictionsɅisɅ43.9ɅdB.ɅɅ

57ɅGoogleɅhasɅpresentedɅtheɅresultsɅofɅthisɅtestingɅtoɅtheɅDoDɅSpectrumɅSharingɅTestɅ&Ʌ
DemonstrationɅProgramɅPropagationɅWorkingɅGroup.ɅTheɅpresentationɅsharedɅwithɅDoDɅappearsɅ
asɅAppendixɅE.Ʌ
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Figure 7: Comparison of Measured Propagation Loss (Blue Points) to Propagation Loss
Predicted by Longley-Rice (Green Points) in the Mountain View, California, Area

TheɄdifferenceɄbetweenɄmeasuredɄandɄpredictedɄisɄshownɄinɄred,ɄwhereɄpositiveɄredɄvaluesɄshowɄthatɄ
Longley-RiceɄunder-predictedɄtheɄloss,ɄbyɄanɄaverageɄofɄ46.1ɄdBɄforɄtheɄdataɄshown.ɄTheseɄdataɄwereɄobtainedɄ

forɄaɄmixɄofɄindoorɄandɄoutdoorɄplacementɄofɄtheɄtransmitterɄ(approximatelyɄone-thirdɄandɄtwo-thirdsɄofɄtheɄ
dataɄpoints,Ʉrespectively),ɄwithɄbothɄtheɄtransmitterɄandɄreceiverɄatɄtheɄfirst-floorɄlevel.Ʉ

Ʌ
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Figure 8: Comparison of Measured Propagation Loss (Blue Points) to Propagation Loss
Predicted by Longley-Rice (Green Points) in the Arlington, Virginia, Area

TheɄdifferenceɄbetweenɄmeasuredɄandɄpredictedɄisɄshownɄinɄred,ɄwhereɄpositiveɄredɄvaluesɄshowɄthatɄ
Longley-RiceɄunder-predictedɄtheɄloss,ɄbyɄanɄaverageɄofɄ43.9ɄdBɄforɄtheɄdataɄshown.ɄTheseɄdataɄwereɄobtainedɄ

forɄaɄmixɄofɄindoorɄandɄoutdoorɄplacementɄofɄtheɄtransmitterɄ(approximatelyɄone-thirdɄandɄtwo-thirdsɄofɄtheɄ
dataɄpoints,Ʉrespectively),ɄwithɄtheɄtransmitterɄatɄtheɄsecond-floorɄlevelɄandɄtheɄreceiverɄatɄtheɄfirst-floorɄlevel.

InɅbothɅcases,ɅtheɅconclusionɅisɅclear:ɅmeasuredɅlossɅisɅsubstantiallyɅgreaterɅthanɅ
predictedɅlossɅforɅtheɅvastɅmajorityɅofɅtestɅpoints.ɅWeɅattributeɅmostɅofɅtheɅdifferenceɅtoɅtheɅ
impactɅofɅclutter.ɅɅ

2.7 SAS and ESC Software and Firmware Security Management

AcrossɅGoogle,ɅoverɅ500ɅstaffɅensureɅthatɅitsɅglobalɅproductionɅinfrastructure,ɅwhichɅisɅ
theɅinfrastructureɅusedɅtoɅprovideɅGoogle'sɅSAS,ɅremainsɅsecureɅfromɅattacks,ɅcanɅassureɅ
privacy,ɅandɅpreservesɅdataɅintegrity. ɅGoogleɅmakesɅfrequentɅsecurityɅenhancements,ɅwhichɅ58

automaticallyɅprotectɅtheɅSASɅandɅESCɅfunctionalities,ɅtoɅitsɅinfrastructure.ɅɅ

GoogleɅhasɅextensiveɅinternalɅsoftwareɅtestɅandɅreleaseɅmanagementɅprocessesɅthatɅ
currentlyɅmanageɅsoftwareɅforɅapplicationsɅsuchɅasɅGoogleɅSearch,ɅGMail,ɅYouTube,ɅCalendar,Ʌ
andɅGoogleɅPlay,ɅasɅwellɅAndroidɅandɅNestɅdevices,ɅdriverlessɅcars,ɅProjectɅLoonɅballoons,ɅandɅ
theɅnetworkɅandɅcomputingɅinfrastructureɅnecessaryɅtoɅhostɅitsɅservices.ɅGoogleɅsoftwareɅ

58Ʌ See ɅSecurityɅTeam,Ʌhttps://privacy.google.com/google-security.html.ɅɅ
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handlesɅoverɅfortyɅthousandɅsearchesɅaloneɅeveryɅsecond, ɅwhereasɅtheɅanticipatedɅrateɅofɅPartɅ59

96ɅregistrationsɅisɅestimatedɅtoɅbeɅonɅtheɅorderɅofɅoneɅregistrationɅeveryɅtenɅseconds.Ʌ

AdditionalɅinformationɅregardingɅtheɅsecurityɅandɅresiliencyɅofɅGoogle’sɅsystemsɅisɅ
providedɅinɅsectionɅ3.8.ɅɅ

2.8 Affirmation of Compliance

GoogleɅaffirmsɅthatɅitɅwillɅcomplyɅwithɅallɅapplicableɅrulesɅregardingɅSASɅandɅESCɅ
operation,ɅasɅwellɅasɅapplicableɅenforcementɅmechanismsɅandɅprocedures.ɅɅ

3 SAS OPERATION

3.1 Processing of CBSD, ESC, and SAS Information

3.1.1 Data Retention

AsɅdescribedɅinɅsectionɅ2.1.1,ɅGoogle’sɅSASɅwillɅcomplyɅwithɅtheɅdataɅretentionɅ
requirementsɅofɅ47ɅC.F.R.Ʌ§Ʌ96.55.ɅDataɅreceivedɅfromɅotherɅSASsɅwillɅbeɅretainedɅinɅtheɅsameɅ
wayɅthatɅdataɅofɅaɅsimilarɅtypeɅreceivedɅdirectlyɅfromɅCBSDs,ɅFSSɅoperators,ɅtheɅCommission,ɅorɅ
otherɅfederalɅentitiesɅareɅretained.ɅɅ

3.1.2 Data Security

ThisɅsectionɅaddressesɅtheɅsecurityɅofɅdataɅinɅtransit.ɅSecurityɅmeasuresɅprotectingɅtheɅ
SASɅasɅaɅwholeɅareɅaddressedɅinɅsectionsɅ2.7ɅandɅ3.8.Ʌ

Google’sɅSASɅwillɅprovideɅanɅintegratedɅdataɅsecurityɅandɅauthorityɅverificationɅ
framework.ɅInɅfinalizingɅthisɅframework,ɅGoogleɅexpectsɅtoɅfollowɅtheɅinterfaceɅdesignɅsetɅforthɅ
inɅtheɅWinnForum’sɅcommunicationsɅsecurityɅrequirements. ɅTheɅdesignɅusesɅTLSɅ(aɅfollowɅonɅ60

toɅSecureɅSocketsɅLayerɅ(SSL)),ɅanɅindustryɅstandardɅforɅsecuringɅremoteɅcommunications, ɅforɅ61

twoɅpurposes:ɅɅ

● AssuringɅsecure,Ʌconfidential,ɅandɅtamper-proofɅcommunicationsɅbetweenɅtheɅSAS,Ʌ
CBSDs,ɅESCɅsensors,ɅtheɅESCɅitself,ɅandɅotherɅSASɅoperations;ɅandɅ

● AssuringɅthatɅCBSDɅdevicesɅareɅvalidɅusersɅofɅtheɅSAS,ɅthatɅonlyɅinputsɅfromɅ
Google’sɅESCɅsensorsɅareɅrecognized,ɅandɅthatɅSAS-to-SASɅsynchronizationɅisɅ
performedɅonlyɅwithɅcertifiedɅSASɅoperators.Ʌ

TLSɅprovidesɅaɅsecurityɅfeatureɅthatɅimmediatelyɅdetectsɅattemptsɅatɅaɅ“manɅinɅtheɅ
middle”Ʌattack,ɅwhichɅcouldɅallowɅunauthorizedɅpartiesɅtoɅaccessɅorɅalterɅinformationɅsentɅtoɅorɅ
fromɅtheɅSAS.ɅTLSɅcreatesɅaɅuniqueɅkeyɅforɅeachɅSASɅcommunicationsɅsession—whetherɅwithɅaɅ
CBSD,ɅESC,ɅorɅanotherɅSAS—andɅeitherɅendɅofɅtheɅsessionɅcanɅdetectɅanyɅchanges,ɅorɅerrorsɅinɅ
theɅinformationɅitɅreceives.ɅThisɅkeyɅisɅnotɅknownɅtoɅanyɅentityɅotherɅthanɅtheɅtwoɅparties,ɅsoɅ
communicationsɅcannotɅbeɅdecryptedɅbyɅaɅthirdɅparty.ɅGoogleɅwillɅemployɅTLSɅonɅitsɅESCɅ

59ɅGoogleɅSearchɅStatistics,Ʌhttp://www.internetlivestats.com/google-search-statistics/.Ʌ
60ɅAɅnumberɅofɅWinnForumɅstandardsɅareɅinɅprocess,ɅincludingɅdocumentsɅthatɅcoverɅ
communicationsɅsecurityɅrequirements.Ʌ
61ɅMoreɅdetailɅonɅtheɅspecificsɅofɅtheɅTLSɅmechanismɅcanɅbeɅfoundɅatɅTransportɅLayerɅSecurity,Ʌ
https://en.wikipedia.org/wiki/Transport_Layer_Security.Ʌ
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sensorsɅandɅESC,ɅandɅSAS-to-SASɅlinksɅareɅsimilarlyɅprotectedɅinɅaccordanceɅwithɅtheɅ
WinnForumɅstandards. ɅInɅorderɅtoɅprovideɅsecureɅservices,ɅTLSɅshouldɅbeɅusedɅonɅtheɅdeviceɅ62

sideɅasɅwell. Ʌ63

3.1.3 Location and Device Verification

AsɅsetɅforthɅinɅsectionɅ2.1.2,ɅGoogleɅexpectsɅtoɅrelyɅonɅcertificatesɅissuedɅtoɅdeviceɅ
manufacturersɅtoɅauthenticateɅdevices.ɅAsɅpartɅofɅinitialɅdeviceɅregistration,ɅtheɅFCCɅIDɅprovidedɅ
byɅtheɅauthenticatedɅregistrationɅmessageɅwillɅbeɅverifiedɅagainstɅtheɅlistɅofɅapprovedɅPartɅ96Ʌ
devicesɅprovidedɅbyɅtheɅFCC.Ʌ

LocationɅinformationɅwillɅbeɅacceptedɅonlyɅfromɅFCC-certifiedɅPartɅ96ɅdevicesɅthatɅ
provideɅaɅcertificateɅobtainedɅbyɅtheɅmanufacturer.ɅLocationɅinformationɅforɅprofessionallyɅ
installedɅCBSDsɅcanɅbeɅprovidedɅbyɅanɅinstallerɅconsistentɅwithɅCommissionɅrequirements. Ʌ64

Google’sɅSASɅwillɅretainɅinformationɅregardingɅtheɅsourceɅofɅCBSDɅlocationɅdata—i.e.,ɅwhetherɅitɅ
wasɅprovidedɅautomaticallyɅorɅbyɅaɅprofessionalɅinstaller.ɅIfɅlocationɅinformationɅwasɅreportedɅbyɅ
aɅprofessionalɅinstaller,ɅGoogleɅwillɅalsoɅretainɅtheɅidentityɅofɅthatɅinstaller.ɅAsɅdescribedɅinɅ
sectionɅ2.1.5,ɅGoogleɅwillɅalsoɅmaintainɅaɅcapabilityɅtoɅrespondɅpromptlyɅtoɅanyɅreportsɅofɅerrorsɅ
inɅitsɅSASɅdatabase,ɅincludingɅlocationɅinformation,ɅandɅcorrectɅsuchɅerrors.Ʌ

3.1.4 Authority (Installer, PAL, SAS, ESC, and Federal User) Verification

TheɅWinnForumɅisɅestablishingɅaɅprocessɅtoɅapproveɅCertificateɅAuthorityɅ(CA)Ʌ
organizationsɅgrantingɅcertificatesɅthatɅwillɅbeɅrecognizedɅbyɅtheɅSASɅandɅbyɅCBSDs. ɅTheɅ65

WinnForumɅhasɅobtainedɅaɅuniqueɅSSLɅcodeɅfromɅtheɅInternetɅAssignedɅNumbersɅAuthorityɅ
(IANA)ɅforɅtheɅtypesɅofɅcertificateɅextensionsɅnecessaryɅtoɅauthenticateɅSASɅecosystemɅentitiesɅ
andɅwillɅmaintainɅtheɅlistɅofɅapprovedɅCAɅentities.ɅCertificatesɅforɅinternalɅinterfacesɅ(e.g.,Ʌ
betweenɅGoogle’sɅSASɅandɅitsɅESC)ɅwillɅbeɅissuedɅinternally,ɅasɅtheseɅauthorizationsɅwillɅnotɅbeɅ
usedɅbyɅanyɅexternalɅparty.Ʌ

CertificatesɅwillɅbeɅvalidatedɅforɅtheɅfollowingɅentitiesɅorɅdevicesɅthatɅcommunicateɅwithɅ
Google’sɅSASɅorɅitsɅESC.ɅGoogle’sɅSASɅexpectsɅtoɅrelyɅonɅtheɅcertificateɅissuanceɅprocessɅtoɅ
provideɅassuranceɅthatɅaɅcounterpartyɅholdsɅanyɅnecessaryɅauthorizationsɅ(e.g.,ɅPartɅ96ɅdeviceɅ
authorization,ɅprofessionalɅinstallerɅcertification).Ʌ

Entity or Device Criteria for Certificate Issuance Role in SAS/ESC operation

Part 96 Device Issued to entities that manufacture at
least one FCC-certified Part 96 device.

Required for most CBSD
interactions with Google’s SAS,
including registration and grant
request.

62Ʌ See ɅAppendixɅD.1.Ʌ
63ɅIndeed,ɅWinnForumɅrequirementsɅmakeɅuseɅofɅTLSɅonɅtheɅdeviceɅside.ɅAɅnumberɅofɅ
WinnForumɅstandardsɅareɅinɅprocess,ɅincludingɅdocumentsɅthatɅcoverɅcommunicationsɅsecurityɅ
requirements.Ʌ
64Ʌ See ɅsectionɅ3.1.4Ʌ infra .Ʌ
65ɅAɅnumberɅofɅWinnForumɅstandardsɅareɅinɅprocess,ɅincludingɅdocumentsɅthatɅcoverɅcertificateɅ
authorityɅrequirements.Ʌ
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SAS Operator Issued to organizations operating an
FCC-certified SAS system.

Required to provide or receive SAS
registrations and grants, as well as
other SAS-to-SAS exchanged
information.

PAL Owner Issued to organizations holding at least
one active PAL license from the FCC.

Required to validate operator
identity for any grant requesting PAL
protection status. Further validated
against specific PAL holdings at the
CBSD location.

Certified Professional
Installer

Google expects that certificates will be
issued only to individuals who have
successfully completed a certified
installer program. Certified installer
qualification is currently being
developed within the WinnForum.

Mandatory for Category B devices
and all device registrations where
location is not determined through
automated mechanisms.

Google Sensor Device Issued internally by Google to the
Google-owned and deployed ESC
systems. These certificates will be
authorized on a whitelisted per-device
basis.

Required for all sensor-to-ESC
interactions to prevent spoofing of
ESC detections or non-detections.

ESC No certificate required for
communications from Google’s ESC to
its SAS, as activation is performed via
an internal API protected by equivalent
machine-to-machine interface security,
as well as access controls on the
internal Google network.

Internal interfaces are protected by
broader Google security measures,
and can only be accessed by the
internal processes authorized to
utilize the interface. Authorization
restricted to the ESC application.

Table 6: SAS and ESC Ecosystem Certificates

FederalɅusersɅofɅGoogle’sɅSASɅwillɅbeɅprovidedɅaɅGoogleɅaccountɅtoɅauthorizeɅtheirɅ
secureɅaccessɅtoɅSASɅinformationɅandɅdirection.ɅTwo-factorɅuserɅauthenticationɅ(forɅexample,Ʌ
passwordɅandɅYubiKeyɅtoken)ɅwillɅbeɅusedɅtoɅsecureɅthisɅinterface.Ʌ

Finally,ɅtheɅWinnForumɅisɅconsideringɅstandardsɅforɅproxyɅmanagementɅofɅmultipleɅ
CBSDs.ɅGoogleɅexpectsɅtoɅsupportɅtheseɅinterfacesɅonceɅestablished,ɅifɅtheyɅareɅsupportedɅbyɅ
FCCɅactionɅtoɅcertifyɅproxyɅlevelɅPartɅ96Ʌdevices.Ʌ

3.2 Interference Mitigation and Resolution

PoliciesɅandɅprocessesɅtoɅresolveɅclaimsɅofɅharmfulɅinterferenceɅareɅdescribedɅinɅgreaterɅ
detailɅinɅsectionɅ2.1.5.ɅInitially,ɅGoogleɅwillɅprovideɅtheɅfunctionsɅsetɅforthɅinɅsectionɅ2.1.5Ʌ
throughɅhumanɅsupport.ɅClaimsɅofɅharmfulɅinterferenceɅcanɅbeɅsubmittedɅtoɅaɅHelpɅDeskɅbyɅ
eitherɅphoneɅorɅe-mail,ɅandɅGoogleɅwillɅrespondɅpromptlyɅtoɅsuchɅinquiries.Ʌ
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3.3 Protection of FSS Earth Stations and Grandfathered 3650-3700 MHz Licensees

Google'sɅSASɅcurrentlyɅprovidesɅprotectionɅforɅFSSɅsitesɅconsistentɅwithɅtheɅ
Commission’sɅrulesɅandɅwithɅpriorɅfilingsɅbyɅGoogleɅaddressingɅthisɅissue. ɅGoogleɅplansɅtoɅ66

protectɅincumbentɅFSSɅearthɅstationsɅusingɅtheɅfollowingɅgeneralɅmethod:Ʌ

● Step 1:  CalculateɅFSSɅantennaɅgainɅinɅtheɅdirectionɅofɅtheɅCBSDɅrequestingɅ
authorizationɅtoɅoperate,ɅinɅaccordanceɅwithɅantennaɅpatternsɅreferencedɅinɅ
AppendixɅAɅofɅtheɅ Second Report and Order . Ʌ67

● Step 2:  CalculateɅtheɅCBSD’sɅpowerɅspectralɅdensityɅinɅtheɅdirectionɅofɅtheɅFSSɅ
antenna.Ʌ

● Step 3:  CalculateɅpathɅlossɅbetweenɅtheɅCBSDɅandɅtheɅFSSɅantennaɅusingɅanɅ
appropriateɅpropagationɅmodel.Ʌ

● Step 4:  AccountɅforɅreceiverɅfilteringɅasɅspecifiedɅinɅtheɅ Second Report and Order . Ʌ68

● Step 5:  CalculateɅtheɅreceivedɅinterferenceɅpowerɅatɅtheɅFSSɅantennaɅfromɅtheɅCBSDɅ
usingɅtheɅresultsɅofɅStepsɅ1-4.Ʌ

● Step 6:  AggregateɅtheɅreceivedɅinterferenceɅpowerɅfromɅallɅCBSDsɅwithinɅ150ɅkmɅofɅ
co-channelɅFSSɅearthɅstations,ɅorɅwithinɅ40ɅkmɅofɅin-bandɅnon-co-channelɅearthɅ
stationsɅandɅadjacent-bandɅTT&CɅearthɅstations,ɅincludingɅtheɅemissionsɅfromɅ
CBSDsɅseekingɅauthorization.ɅɅ

● Step 7:  CompareɅtheɅaggregateɅpowerɅcalculatedɅinɅStepɅ6ɅtoɅtheɅinterferenceɅ
thresholdsɅestablishedɅinɅtheɅ Second Report and Order Ʌ(includingɅtheɅeffectsɅofɅbothɅ
noiseɅfloorɅdegradationɅandɅreceiverɅblocking)ɅandɅallowɅoperationɅifɅtheɅaggregateɅ
powerɅfallsɅbelowɅtheɅrequiredɅinterferenceɅthresholds. ɅɅ69

ThisɅmethodɅisɅfurtherɅdescribedɅinɅGoogle’sɅReplyɅComments, ɅandɅanɅexampleɅisɅprovidedɅinɅ70

sectionɅ3.9.Ʌ

AbsentɅfurtherɅCommissionɅaction,ɅGoogle'sɅSASɅwillɅprotectɅgrandfatheredɅPartɅ90Ʌ
operationsɅconsistentɅwithɅtheɅWinnForumɅfilingɅonɅthisɅsubject, ɅbutɅGoogleɅisɅpreparedɅtoɅ71

implementɅmethodsɅspecifiedɅbyɅanyɅsubsequentɅCommissionɅactionɅaddressingɅthisɅissue.Ʌ

3.4 Coordination Among SAS Operators

AsɅnotedɅinɅsectionɅ2.1.1,ɅGoogle'sɅSASɅimplementsɅtheɅWinnForumɅstandardɅforɅ
SAS-to-SASɅsynchronization. ɅFurtherɅdetailsɅregardingɅthisɅprocessɅareɅsetɅforthɅinɅthatɅ72

section.ɅɅ

66ɅReplyɅCommentsɅofɅGoogleɅInc.,ɅGNɅDocketɅNo.Ʌ12-354,ɅatɅ6-13Ʌ(filedɅAug.Ʌ14,Ʌ2015)Ʌ(Google’sɅ
ReplyɅComments).Ʌ
67Ʌ Second Report and Order ,ɅAppendixɅA,Ʌ§Ʌ96.17.Ʌ
68Ʌ Id.
69Ʌ Id.
70ɅGoogle’sɅReplyɅCommentsɅatɅ6-18 .
71ɅCommentsɅofɅtheɅWinnForumɅonɅtheɅFCCɅPublicɅNoticeɅonɅanɅAppropriateɅMethodɅforɅ
DeterminingɅtheɅProtectedɅContoursɅforɅGrandfatheredɅ3650-3700ɅMHzɅBandɅLicensees,ɅGNɅ
DocketɅNo.Ʌ12-354Ʌ(filedɅDec.Ʌ24,Ʌ2015).ɅɅ
72Ʌ See  AppendixɅD.1.Ʌ
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3.5 Completeness of SAS Operations

Google'sɅSASɅprovidesɅallɅofɅtheɅfunctionalɅrequirementsɅoutlinedɅinɅPartɅ96,ɅsubpartɅF.ɅItɅ
doesɅnotɅdependɅonɅanyɅotherɅSASɅorɅexternalɅfunction,ɅotherɅthanɅinformationɅgatheredɅfromɅ
CommissionɅsourcesɅorɅvoluntarilyɅprovidedɅbyɅentitiesɅwithɅtheɅ3.5ɅGHzɅecosystem.ɅThereɅareɅ
noɅgovernment-suppliedɅinputsɅthatɅaugmentɅorɅdetermineɅtheɅcapabilitiesɅofɅtheɅESCɅinɅ
detectingɅfederalɅincumbentɅactivity.ɅɅ

3.6 SAS Communications Methods

3.6.1 CBSD-to-SAS and SAS-to-CBSD Interface

Google'sɅSASɅappliesɅtheɅindustryɅconsensusɅWinnForumɅprotocolɅforɅSAS-to-CBSDɅ
interfaces. ɅThisɅstandardɅaddressesɅallɅcommunicationsɅbetweenɅtheseɅtwoɅsystemsɅinɅaɅ73

mannerɅthatɅprioritizesɅprotectionɅofɅhigherɅtierɅusers. ɅTheɅcriticalɅfunctionalɅcapabilitiesɅofɅthisɅ74

interfaceɅare:Ʌ

● CommunicatingɅdeviceɅregistrationɅinformationɅ(including,ɅforɅexample,Ʌtype,Ʌvendor,Ʌ
locations,Ʌpointing,ɅandɅantennaɅtype)ɅprovidedɅdirectlyɅfromɅtheɅdeviceɅorɅthroughɅaɅ
certifiedɅinstaller;Ʌ

● CommunicatingɅandɅrespondingɅtoɅspectrumɅgrantɅrequestsɅtoɅobtainɅauthorizationɅ
toɅoperateɅandɅclearanceɅusingɅtheɅheartbeatɅprocess;Ʌ

● CommunicatingɅandɅrespondingɅtoɅheartbeatɅrequestsɅforɅcontinuedɅoperationɅonɅaɅ
grantedɅchannel;ɅandɅ

● CommunicatingɅheartbeatɅauthorizationsɅforɅcontinuedɅoperation,ɅorɅnegativeɅ
heartbeatɅresponsesɅandɅrationale.ɅɅ

Google'sɅSASɅensuresɅprotectionɅofɅhigher-tierɅdevicesɅbyɅterminatingɅtheɅperiodicɅ
heartbeats,ɅinɅaccordanceɅwithɅWinnForumɅstandards. Ʌ75

3.6.2 SAS-to-SAS Interface

AsɅsetɅforthɅinɅsectionɅ2.1.1,ɅGoogle'sɅSASɅhasɅalsoɅadoptedɅtheɅindustryɅconsensusɅ
WinnForumɅprotocolɅforɅSAS-to-SASɅinterfaceɅstandard. ɅAsɅnotedɅinɅthatɅsection,ɅtheɅfunctionalɅ76

capabilitiesɅofɅthisɅinterfaceɅareɅasɅfollows:Ʌ

● ExchangeɅregistrationɅdataɅasɅitɅentersɅtheɅSAS;ɅɅ
● ExchangeɅallɅgrantsɅasɅtheyɅareɅissuedɅbyɅtheɅSAS;ɅɅ
● ExchangeɅallɅchangesɅinɅregistrationɅandɅgrantɅstatus;ɅandɅɅ
● ExchangeɅregulatoryɅinputsɅreceivedɅbyɅtheɅregulators’Ʌconsole.Ʌ

3.6.3 Sensor-to-ESC and ESC-to-SAS Interface

Google’sɅsensor-to-ESCɅandɅESC-to-SASɅinterfacesɅareɅproprietary.ɅSensorsɅwillɅreportɅ
theɅminimumɅdetectionɅinformationɅrequiredɅtoɅtheɅESCɅdecisionɅmodule.ɅMinimumɅdetectionɅ
informationɅincludesɅ(1)ɅwhichɅsensorɅperformedɅaɅdetection,Ʌ(2)ɅtheɅtimeɅofɅdetectionɅusingɅ

73Ʌ See ɅAppendixɅD.2.Ʌ
74ɅForɅadditionalɅdetailsɅregardingɅthisɅspecification,ɅseeɅ id.
75Ʌ See Ʌ id .Ʌ
76ɅAppendixɅD.1.ɅɅ
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precisionɅthatɅdoesɅnotɅpermitɅgeolocationɅofɅdetectedɅradarsɅ(e.g.,ɅtoɅtheɅnearestɅsecond),ɅandɅ
(3)ɅtheɅfrequencyɅrangeɅofɅsensedɅactivity.ɅDetectionɅinformationɅalsoɅmayɅincludeɅaɅpowerɅlevelɅ
atɅwhichɅactivityɅwasɅdetectedɅ(e.g.,Ʌ-80ɅdBmɅorɅ-90ɅdBm).ɅTheɅESCɅmoduleɅutilizesɅtheɅdetectionɅ
history,ɅandɅtheɅspecificɅsensorsɅthatɅareɅactivated,ɅtoɅidentifyɅtheɅappropriateɅrestrictedɅareasɅ
andɅchannelsɅforɅSASɅprotection.Ʌ

TheɅinformationɅpassedɅfromɅtheɅESCɅtoɅtheɅSASɅinɅresponseɅtoɅtheɅdetectionɅofɅanɅ
incumbentɅactivityɅeventɅisɅlimitedɅtoɅaɅgeographicalɅdescriptionɅ(orɅreference)ɅthatɅdefinesɅtheɅ
extentɅofɅthatɅactivity,ɅaɅrangeɅofɅfrequenciesɅtoɅbeɅprotected,ɅactivationɅandɅde-activationɅtimesɅ
forɅtheɅprotectionɅtoɅbeɅappliedɅ(ifɅknown),ɅspecifiersɅindicatingɅtheɅtypeɅofɅprotectionɅtoɅbeɅ
appliedɅforɅtheɅnotifiedɅgeography,ɅandɅaɅretentionɅtimeɅgoverningɅmaintenanceɅofɅtheɅactivationɅ
recordɅwithinɅtheɅSAS.Ʌ

3.6.4 CBSD-to-SAS Communications Verification

CBSD-to-SASɅcommunicationsɅverificationɅandɅauthenticationɅareɅdiscussedɅinɅgreaterɅ
detailɅinɅsectionsɅ3.1.2ɅthroughɅ3.1.4.ɅɅ

AsɅnotedɅinɅ2.1.3,ɅtheɅuseɅofɅheartbeatɅintervalsɅrequiresɅCBSDsɅtoɅdiscontinueɅ
transmissionsɅifɅtheyɅdoɅnotɅreceiveɅaɅpositiveɅauthorizationɅtoɅcontinueɅoperationɅonɅanɅ
ongoingɅbasis.ɅIfɅthisɅauthorizationɅcannotɅbeɅobtained,ɅtheɅdeviceɅmustɅterminateɅoperation.Ʌ
ThisɅ“ pull mode ”ɅinterfaceɅisɅtheɅbasisɅofɅtheɅWinnForumɅSAS-to-CBSDɅinterfaceɅspecification. Ʌ77

ItɅprotectsɅhigherɅtierɅusersɅfromɅanyɅfailureɅinɅtheɅcommunicationsɅbetweenɅtheɅSASɅandɅtheɅ
device,ɅasɅwellɅasɅanyɅfailureɅofɅtheɅSASɅitself,ɅbecauseɅifɅtheɅSASɅfails,ɅtheɅdevicesɅwillɅnotɅ
receiveɅreauthorizationɅandɅmustɅterminateɅoperations.Ʌ

TheɅSASɅwillɅestablishɅtimeɅintervalsɅforɅreauthorizationɅrequestsɅbasedɅonɅtheɅlocationɅ
ofɅtheɅdevice,ɅwhetherɅtheɅchannelɅoccupiedɅbyɅtheɅdeviceɅcanɅaccommodateɅPALs,ɅandɅtheɅ
worst-caseɅPartɅ96ɅshutdownɅrequirements.ɅForɅdevicesɅinɅaɅprotectionɅzoneɅforɅnavalɅradars,Ʌ
thisɅintervalɅwillɅbeɅlessɅthanɅtheɅcurrentɅ240ɅsecondɅmaximum, ɅallowingɅdevicesɅtoɅrequestɅ78

reauthorizationɅsufficientlyɅearlyɅtoɅassureɅuninterruptedɅoperation.ɅForɅdevicesɅoutsideɅofɅtheseɅ
protectionɅzones,ɅtheɅintervalɅwillɅbeɅsetɅbasedɅonɅtheɅmostɅconstrainingɅexitɅtime,ɅdrivenɅbyɅPALɅ
deploymentɅ(ifɅinɅaɅGAAɅinɅaɅPALɅchannel)ɅorɅbyɅnoticeɅofɅanɅFSSɅsiteɅdeploymentɅorɅantennaɅ
repositioning.ɅɅ

BasedɅonɅtheɅrequirementsɅofɅPartɅ96ɅandɅindustryɅconsensusɅstandardsɅforɅprotectionɅ
ofɅnewlyɅdeployedɅPALsɅandɅFSSɅactions,ɅGoogleɅexpectsɅtoɅfollowɅmaximumɅheartbeatɅtimes,Ʌ
whichɅmayɅbeɅadjustedɅorɅclarifiedɅbyɅsubsequentɅCommissionɅaction.ɅTheɅSASɅcanɅdynamicallyɅ
adjustɅheartbeatɅtimes.Ʌ

Ʌ

Ʌ

Ʌ

77Ʌ See  AppendixɅD.2.Ʌ
78Ʌ See Ʌ47ɅC.F.R.Ʌ§Ʌ96.15(a)(4).ɅɅ
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Spectrum Outside of Protection Zone Inside of Protection Zone

GAA device operating in either
GAA spectrum or PAL spectrum
that has not been auctioned

< FSS-requested clearance time79 < 240 Seconds80

GAA device operating in PAL
spectrum that has been auctioned
but is not in use

< Lesser of PAL-requested
clearance time and81

FSS-requested clearance time

< 240 Seconds

PAL device operating in PAL
spectrum

< FSS-requested clearance time82 < 240 Seconds

Table 7: Maximum Heartbeat Times

3.7 Non-Retention of Federal Emissions Records

ConsistentɅwithɅsectionɅ96.55ɅofɅtheɅCommission’sɅrules,ɅGoogle’sɅSASɅwillɅretainɅ
recordsɅandɅinformationɅorɅinstructionsɅreceivedɅfromɅanɅESCɅregardingɅfederalɅtransmissionsɅinɅ
accordanceɅwithɅinformationɅretentionɅpoliciesɅestablishedɅasɅpartɅofɅtheɅESCɅapprovalɅprocess.Ʌ
ThisɅretentionɅtimeɅlimitɅisɅconveyedɅtoɅGoogle’sɅSASɅbyɅitsɅESCɅ(seeɅsectionɅ3.6.3).Ʌ

3.8 SAS Security

AsɅsetɅforthɅabove,ɅGoogle’sɅSASɅwillɅrelyɅonɅGoogle’sɅmultipurposeɅinfrastructure,ɅwhichɅ
isɅprotectedɅbyɅrigorousɅmeasuresɅtoɅmaintainɅsecurityɅandɅresiliency.ɅBelow,ɅweɅhighlightɅ
measuresɅprotectingɅseveralɅdiscreteɅelementsɅofɅourɅsystem.ɅɅ

DataɅCentersɅ

GoogleɅdataɅcentersɅuseɅaɅlayeredɅsecurityɅmodelɅforɅphysicalɅsecurity,ɅincludingɅ
safeguardsɅlikeɅcustom-designedɅelectronicɅaccessɅcards,Ʌalarms,ɅvehicleɅaccessɅbarriers,Ʌ
perimeterɅfencing,ɅmetalɅdetectors,ɅandɅbiometrics,ɅandɅtheɅdataɅcenterɅfloorɅfeaturesɅlaserɅ
beamɅintrusionɅdetection.ɅOurɅdataɅcentersɅareɅmonitoredɅ24ɅhoursɅaɅday,ɅsevenɅdaysɅaɅweekɅbyɅ
high-resolutionɅinteriorɅandɅexteriorɅcamerasɅthatɅcanɅdetectɅandɅtrackɅintruders.ɅAccessɅlogs,Ʌ
activityɅrecords,ɅandɅcameraɅfootageɅareɅavailableɅinɅcaseɅanɅincidentɅoccurs.ɅDataɅcentersɅareɅ
alsoɅroutinelyɅpatrolledɅbyɅexperiencedɅsecurityɅguardsɅwhoɅhaveɅundergoneɅrigorousɅ
backgroundɅchecksɅandɅtraining.ɅɅ

AllɅofɅGoogle’sɅdataɅcentersɅfeatureɅredundantɅpowerɅsystemsɅandɅenvironmentalɅ
controls.ɅEveryɅcriticalɅcomponentɅhasɅaɅprimaryɅandɅalternateɅpowerɅsource,ɅeachɅwithɅequalɅ
power.ɅDieselɅengineɅbackupɅgeneratorsɅcanɅprovideɅenoughɅemergencyɅelectricalɅpowerɅtoɅrunɅ
eachɅdataɅcenterɅatɅfullɅcapacity.ɅCoolingɅsystemsɅmaintainɅaɅconstantɅoperatingɅtemperatureɅ

79ɅGoogleɅanticipatesɅthatɅthisɅclearanceɅtimeɅwillɅbeɅspecifiedɅthroughɅfurtherɅCommissionɅ
action.ɅɅ
80Ʌ See  47ɅC.F.R.Ʌ§Ʌ96.15(a)(4) .
81ɅGoogleɅanticipatesɅthatɅthisɅclearanceɅtimeɅwillɅbeɅspecifiedɅthroughɅfurtherɅCommissionɅ
action.ɅɅ
82ɅThisɅtimeɅwillɅnotɅexceedɅ7Ʌdays.Ʌ See Ʌ Second Report and Order ,ɅAppendixɅA,   §Ʌ96.25(c)(1)(ii).Ʌ
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forɅserversɅandɅotherɅhardware,ɅreducingɅtheɅriskɅofɅserviceɅoutages.ɅFireɅdetectionɅandɅ
suppressionɅequipmentɅhelpsɅpreventɅdamageɅtoɅhardware.ɅɅ

ServerɅEquipmentɅ

GoogleɅusesɅpurpose-builtɅserversɅandɅnetworkɅequipmentɅdesignedɅandɅmanufacturedɅ
in-house,ɅutilizingɅaɅcustom-designedɅoperatingɅsystemɅ(OS)ɅbasedɅonɅaɅstripped-downɅandɅ
hardenedɅversionɅofɅLinux.ɅGoogle’sɅserversɅandɅtheirɅOSɅareɅdesignedɅforɅtheɅsoleɅpurposeɅofɅ
providingɅGoogleɅservices.ɅServerɅresourcesɅareɅdynamicallyɅallocated,ɅallowingɅforɅflexibilityɅinɅ
growthɅandɅtheɅabilityɅtoɅadaptɅquicklyɅandɅefficiently,ɅaddingɅorɅreallocatingɅresourcesɅbasedɅonɅ
demand.ɅThisɅhomogeneousɅenvironmentɅisɅmaintainedɅbyɅproprietaryɅsoftwareɅthatɅcontinuallyɅ
monitorsɅsystemsɅforɅbinaryɅmodifications.ɅɅ

TheɅlocationɅandɅstatusɅofɅallɅequipmentɅwithinɅGoogle’sɅdataɅcentersɅisɅtrackedɅfromɅ
acquisitionɅtoɅinstallationɅtoɅretirementɅtoɅdestruction,ɅviaɅbarɅcodesɅandɅassetɅtags.ɅGoogleɅ
hardɅdrivesɅleverageɅtechnologiesɅlikeɅfullɅdiskɅencryptionɅ(FDE)ɅandɅdriveɅlocking,ɅtoɅprotectɅ
dataɅatɅrest.ɅWhenɅaɅhardɅdriveɅisɅretired,ɅauthorizedɅindividualsɅverifyɅthatɅtheɅdiskɅisɅerasedɅbyɅ
writingɅzerosɅtoɅtheɅdriveɅandɅperformingɅaɅmultiple-stepɅverificationɅprocessɅtoɅensureɅtheɅdriveɅ
containsɅnoɅdata.ɅIfɅtheɅdriveɅcannotɅbeɅerasedɅforɅanyɅreason,ɅitɅisɅstoredɅsecurelyɅuntilɅitɅcanɅbeɅ
physicallyɅdestroyed.ɅPhysicalɅdestructionɅofɅdisksɅisɅaɅmultistageɅprocessɅbeginningɅwithɅaɅ
crusherɅthatɅdeformsɅtheɅdrive,ɅfollowedɅbyɅaɅshredderɅthatɅbreaksɅtheɅdriveɅintoɅsmallɅpieces,Ʌ
whichɅareɅthenɅrecycledɅatɅaɅsecureɅfacility.ɅɅ

Google’sɅNetworkɅ

Google’sɅIPɅdataɅnetworkɅconsistsɅofɅGoogle-ownedɅfiber,ɅpublicɅfiber,ɅandɅunderseaɅ
cables.ɅThisɅallowsɅusɅtoɅdeliverɅhighlyɅavailableɅandɅlowɅlatencyɅservices.ɅIndustry-standardɅ
firewallsɅandɅaccessɅcontrolɅlistsɅ(ACLs)ɅareɅusedɅtoɅenforceɅnetworkɅsegregation.ɅAllɅtrafficɅisɅ
routedɅthroughɅcustomɅGoogleɅFrontɅEndɅ(GFE)ɅserversɅtoɅdetectɅandɅstopɅmaliciousɅrequestsɅ
andɅDistributedɅDenialɅofɅServiceɅ(DDoS)Ʌattacks.ɅAdditionally,ɅGFEɅserversɅareɅonlyɅallowedɅtoɅ
communicateɅwithɅaɅcontrolledɅlistɅofɅserversɅinternally;ɅthisɅ“defaultɅdeny”ɅconfigurationɅ
preventsɅGFEɅserversɅfromɅaccessingɅunintendedɅresources.ɅLogsɅareɅroutinelyɅexaminedɅtoɅ
revealɅanyɅexploitationɅofɅprogrammingɅerrors,ɅandɅaccessɅtoɅnetworkedɅdevicesɅisɅrestrictedɅtoɅ
authorizedɅpersonnel.Ʌ

EffortsɅtoɅLimitɅLatencyɅandɅMaximizeɅAvailabilityɅ

Google’sɅnetworkɅasɅaɅwhole,ɅasɅwellɅitsɅindividualɅcomponents,ɅisɅhighlyɅredundant:Ʌ
serverɅdesign,ɅdataɅstorage,ɅnetworkɅandɅInternetɅconnectivity,ɅandɅsoftwareɅservicesɅareɅallɅbuiltɅ
forɅredundancy.ɅThisɅ“redundancyɅofɅeverything”ɅincludesɅtheɅhandlingɅofɅerrorsɅbyɅdesignɅandɅ
createsɅaɅsolutionɅthatɅisɅnotɅdependentɅonɅaɅsingleɅserver,ɅdataɅcenter,ɅorɅnetworkɅconnection.Ʌ
Google’sɅdataɅcentersɅareɅgeographicallyɅdistributedɅtoɅminimizeɅtheɅeffectsɅofɅregionalɅ
disruptionsɅonɅglobalɅproductsɅsuchɅasɅnaturalɅdisastersɅandɅlocalɅoutages.ɅInɅtheɅeventɅofɅ
hardware,Ʌsoftware,ɅorɅnetworkɅfailure,ɅplatformɅservicesɅandɅcontrolɅplanesɅareɅautomaticallyɅ
andɅinstantlyɅshiftedɅfromɅoneɅfacilityɅtoɅanotherɅsoɅthatɅplatformɅservicesɅcanɅcontinueɅwithoutɅ
interruption.ɅGoogle’sɅhighlyɅredundantɅinfrastructureɅalsoɅhelpsɅcustomersɅprotectɅthemselvesɅ
fromɅdataɅloss.ɅByɅwayɅofɅexample,ɅGoogle’sɅhighlyɅredundantɅdesignɅallowsɅGoogleɅtoɅachieveɅaɅ
GmailɅuptimeɅofɅapproximatelyɅ99.99%,ɅwithɅnoɅscheduledɅdowntime.Ʌ

37Ʌ



Google Inc. Application
GN Dkt. 15-319

3.9 Typical Interference Avoidance Use-Case Scenarios

TheɅfollowingɅdiscussionɅprovidesɅexamplesɅofɅhowɅGoogle’sɅSASɅprocessesɅrequestsɅ
forɅauthorization.ɅItɅincludesɅaɅdetailedɅdiscussionɅofɅtheɅSAS’sɅmethodɅforɅcomputingɅ
interferenceɅpotential.ɅShouldɅtheɅCommissionɅfurtherɅclarifyɅspecificɅprotectionɅcriteriaɅforɅ
certainɅkindsɅofɅservicesɅ(e.g.,ɅPartɅ90Ʌusers),ɅGoogleɅwillɅupdateɅitsɅsubmissionɅtoɅaccountɅforɅ
anyɅadditionalɅguidance.ɅWeɅfirstɅdiscussɅaspectsɅofɅtheɅprocessingɅmethodologyɅcommonɅtoɅallɅ
casesɅandɅthenɅaddressɅhowɅtheɅmethodologyɅaccommodatesɅcommunicationsɅtoɅandɅfromɅ
otherɅSASs.ɅɅ

3.9.1 Aspects of Interference Protection Common to All Use Cases

Google's SAS predicts potential interference by calculating the aggregate power spectral
densityɅofɅallɅemissionsɅinɅtheɅ3.5ɅGHzɅbandɅatɅtheɅlocationɅofɅaɅprotectedɅreceiver.ɅItɅalsoɅ
considers the propagation of emissions in the 50 MHz above and below the band to determine
theɅeffectɅofɅanyɅadjacentɅchannelɅblocking.ɅPSDɅisɅmeasuredɅinɅtermsɅofɅpowerɅperɅ”spectrumɅ
bin,” or as the ratio of gain or loss through one of the components or paths.83

In order to characterize PSD at the receiver, Google’s SAS follows these steps:

1. Characterizes the energy being emitted by the transmitter.
2. AppliesɅaɅpathɅlossɅmodelɅtoɅthoseɅtransmissions,ɅtherebyɅcalculatingɅtheɅstrengthɅ

and pattern of the emission at the receiver.
3. UsesɅinformationɅaboutɅtheɅreceiverɅtoɅcalculateɅtheɅimpactɅonɅtheɅreceiver,Ʌ

assuming there is no filter on the receiver.
4. TakesɅintoɅaccountɅtheɅimpactɅofɅreceiverɅfiltering.ɅɅ

ThisɅresultsɅinɅaɅvalueɅrepresentingɅreceivedɅPSDɅatɅtheɅreceiver’sɅlow-noiseɅamplifier.ɅTheɅ
flowchart provides a graphical depiction of these steps.

Figure 9: Flowchart Depiction of PSD Calculation

Below,ɅGoogleɅprovidesɅanɅexampleɅhighlightingɅtheseɅstepsɅinɅdetail.ɅInɅthisɅexample,ɅweɅuseɅaɅ
10ɅMHzɅbandwidthɅLTEɅtransmitterɅasɅtheɅpotentialɅinterferorɅandɅanɅFSSɅearthɅstationɅasɅtheɅ
potentiallyɅaffectedɅreceiver.Ʌ

3.9.1.1 Characterizing the Transmitter

InɅtheɅfirstɅstep,ɅGoogleɅreliesɅonɅaɅnumberɅofɅinputsɅtoɅcharacterizeɅCBSDɅtransmissions.ɅɅ

83ɅTheɅtermɅ“spectrumɅbin”ɅrefersɅtoɅaɅsetɅofɅfrequenciesɅ(e.g.,ɅtheɅ10ɅMHzɅbetweenɅ3550ɅandɅ
3560 MHz).
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MaskɅcharacteristicsɅɅ

InɅcalculatingɅaggregateɅinterference,ɅGoogle’sɅSASɅcharacterizesɅemittersɅbyɅtheirɅ
in-channelɅandɅOOBEɅmasks.ɅAɅmaskɅconsistsɅofɅaɅrangeɅofɅfrequencies,ɅmeasuredɅfromɅtheɅ
signalɅcenter,ɅandɅtheɅmaximumɅpowerɅdensityɅlevelsɅatɅspecifiedɅdeviationsɅfromɅtheɅcenterɅ
frequency.ɅɅ

Google'sɅSASɅcanɅaccommodateɅtwoɅtypesɅofɅmasks—measuredɅandɅregulatoryɅ
threshold.ɅGoogle'sɅSASɅwillɅuseɅtheɅmeasuredɅmaskɅifɅavailable;ɅthisɅoptionɅofɅusingɅactualɅ
performanceɅlevelsɅwillɅincentivizeɅtheɅindustryɅtoɅachieveɅperformanceɅlevelsɅbeyondɅtheɅ
minimum.ɅIfɅnoɅmeasuredɅmaskɅisɅavailable,ɅitɅwillɅuseɅtheɅminimumɅperformanceɅstandardsɅ
adoptedɅinɅCommissionɅregulations,ɅwithɅwhichɅallɅPartɅ96ɅequipmentɅmustɅcomply.Ʌ
ManufacturersɅcanɅchooseɅtoɅprovideɅinformationɅregardingɅmeasuredɅdeviceɅemissionsɅorɅ
complianceɅwithɅindustryɅstandardsɅdirectlyɅtoɅGoogle,ɅviaɅtheɅPartɅ96ɅDeviceɅLibraryɅinterface. Ʌ84

IfɅmanufacturersɅprovideɅmeasuredɅemissions,ɅsuchɅmeasurementsɅshouldɅbeɅsubstantiatedɅbyɅ
aɅtestɅreportɅsubmittedɅtoɅtheɅCommissionɅbyɅanɅFCC-approvedɅtestɅlaboratory.ɅTheɅ
manufacturerɅshouldɅretainɅcopiesɅofɅrelevantɅtestɅreportsɅandɅbeɅableɅtoɅfurnishɅthemɅonɅ
request.ɅɅ

Mask Type Description

Measured Because the manufactured device must equal or exceed regulatory requirements
and is likely to meet or exceed industry specifications, measured data typically
should reflect higher levels of performance.

Regulatory Thresholds These standards are used as a default value used in the absence of vendor or
certification data on the device.

Ʌ

Table 8: Types of Masks Accepted by Google’s SAS

ForɅallɅexamplesɅinɅthisɅsection,ɅweɅuseɅtheɅCBRSɅOOBEɅlimitsɅestablishedɅinɅ47ɅC.F.R.Ʌ§Ʌ
96.41(e):

Frequency Offset from CBRS Channel Edge (MHz) OOBE Limits (dBm/MHz)

0 - 10 -13

> 10 -25

Below 3530 or above 3720 -40
ɅɅ

Table 9: Part 96 OOBE Limits

TheɅfollowingɅplotɅshowsɅtheɅconductedɅemissionɅlevelsɅforɅaɅCBSDɅtransmittingɅwithɅaɅ
centerɅfrequencyɅofɅ3650ɅMHzɅusingɅaɅ10ɅMHzɅemissionɅbandwidth,ɅtransmittingɅwithɅ30ɅdBmɅ
EIRPɅusingɅaɅ6ɅdBiɅgainɅantenna.ɅTheɅmeasurementɅbandwidthɅisɅ1ɅkHzɅ(aɅvalueɅchosenɅtoɅ
improveɅtheɅcomputationalɅaccuracyɅofɅtheɅsubsequentɅanalysis).ɅInɅthisɅcase,ɅtheɅvaluesɅinɅ
tableɅ9ɅareɅreducedɅbyɅ30ɅdBɅtoɅaccountɅforɅtheɅdifferenceɅinɅmeasurementɅbandwidth—i.e.,Ʌ1Ʌ

84Ʌ See ɅsectionɅ2.5.2,Ʌ supra .ɅɅ
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kHzɅratherɅthanɅ1ɅMHz.ɅTheɅin-channelɅconductedɅemissionɅisɅlimitedɅtoɅ24ɅdBm/10ɅMHzɅ(=30Ʌ
dBm/10ɅMHzɅradiatedɅPSD),ɅreducedɅbyɅ40ɅdBɅ(=10log[10ɅMHz/1ɅkHz])toɅaccountɅforɅtheɅ1ɅkHzɅ
measurementɅbandwidth,ɅthereforeɅtheɅin-channelɅpowerɅspectralɅdensityɅisɅ24ɅdBm/10ɅMHzɅ-Ʌ
40ɅdBɅ=Ʌ-16ɅdBm/kHz.ɅɅ

Ʌ

Figure 10: Graphical Representation of CBSD Emission MaskɅ

FilterɅCharacteristicsɅ

Google’sɅSASɅappliesɅtheɅeffectɅofɅanyɅapplicableɅtransmitɅfiltersɅtoɅtheɅOOBEɅmask.Ʌ
TransmitɅfilters,Ʌhowever,ɅmayɅnotɅbeɅpresentɅinɅallɅCBSDs,ɅorɅvendorsɅmayɅnotɅbreakɅoutɅtheirɅ
performanceɅindividually.ɅGoogle’sɅSASɅthusɅconsidersɅfourɅgeneralɅcases:Ʌ

Filter Type Treatment

No Separate Filter Identified No adjustment is made to the PSD implied by mask.

Fixed Filter The filter PSD is independent of f c (i.e., the center frequency). A single
PSD will be used regardless of the frequency.

Selectable Filter A number of individual filters are provided, each with a unique PSD.
Google’s SAS assumes that the lowest-loss filter is used.

Tunable Filter A tunable filter will have its PSD passband centered on f c . If separately
provided, Google’s SAS takes shaping information provided by the
filter bandpass specification into account.

Table 10: Treatment of Various Filter TypesɅ
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InɅsum,ɅwhenɅaɅselectableɅfilterɅorɅaɅtunableɅfilterɅisɅused,ɅGoogle’sɅSASɅtakesɅtheɅeffectɅ
ofɅthoseɅfiltersɅintoɅaccountɅwhenɅcalculatingɅtheɅPSDɅofɅtheɅtransmittingɅsignal.ɅAnɅexampleɅofɅ
aɅtransmitɅfilterɅisɅshownɅinɅfigureɅ11.Ʌ

Ʌ

Figure 11: Example Transmit Filter Response

TransmitɅantennaɅcharacteristicsɅ

TransmitɅantennaɅgainɅorɅlossɅvariesɅinɅbothɅfrequencyɅandɅangleɅtoɅtheɅboresightɅ(orɅ
otherɅreferenceɅpoint)ɅofɅtheɅantenna.ɅGoogle’sɅSASɅaddressesɅpatternɅandɅfrequencyɅseparately.Ʌ
AɅspatialɅmodelɅshowsɅtheɅazimuthalɅpattern,ɅandɅaɅfrequencyɅPSDɅmodel,ɅorɅspectralɅmodel,Ʌ
showsɅtheɅimpactɅacrossɅtheɅoperatingɅband.

SpatialɅModelɅ

AnɅantenna’sɅspatialɅmodelɅmayɅbeɅdescribedɅusingɅanɅequationɅorɅasɅaɅsetɅofɅpiecewiseɅ
points.ɅHowever,ɅunlessɅtheɅantennaɅisɅeitherɅfixed,ɅorɅhasɅaɅlimitedɅrangeɅofɅpointingɅangles,ɅtheɅ
SASɅassumesɅthatɅtheɅantennaɅwillɅbeɅpointedɅatɅaɅpotentialɅvictimɅofɅinterferenceɅwithɅitsɅ
maximumɅgain.ɅInɅsuchɅsimpleɅcases,ɅnoɅspatialɅpatternɅisɅrelevant.ɅTheɅCBSDɅantennaɅusedɅinɅ
thisɅexampleɅisɅassumedɅtoɅbeɅomnidirectional.Ʌ

AɅsampleɅofɅantennaɅtypesɅandɅhowɅtheyɅareɅtreatedɅbyɅtheɅSASɅisɅshownɅbelow.ɅForɅ
completeness,ɅthisɅtableɅincludesɅantennaɅtypesɅthatɅmayɅbeɅpresentɅonlyɅinɅreceivers,ɅasɅtheɅ
analysisɅofɅantennaɅgainɅforɅtransmittersɅandɅreceiversɅisɅveryɅsimilar.Ʌ

Ʌ
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Antenna Type Model Gain Assumption

Generally
Omnidirectional

Assume constant gain in all directions, in the absence
of any fixed pointing information.

= max( GɄ spatial Ʉ(ϴ))

Rotating or Agile Assume antenna will sweep to any possible
angle, therefore, assume maximum gain in
any direction.

= max( GɄ spatial Ʉ(ϴ))

Fixed Directional Displace the axis to reflect the actual physical
direction, if known. If not known, treat as rotating.

=ɄGɄ spatial Ʉ(ϴ),Ʉ
or Ʉ max( GɄ spatial Ʉ(ϴ))

Limited Field of
View

The antenna can only slew through a set of angles ϐ
from reference angle. Assume the pattern is
symmetric around the boresight direction. The
antenna is treated as having two regions, with the
gain used being the highest in each region.

ifɄϴɄ≤Ʉ ϐ, then
= max( GɄ spatial Ʉ(0... ϐ ))

else
= max( GɄ spatial Ʉ( ϐ...  ))

Elevated Directional Reinterpret the antenna gain equation to reflect off
axis operation, and then process according to this
table. The term ( sum 3D Ʉ (ϴ + )) reflects the 3D
angular sum of the pointing angle (ϴ) and the
elevation angle ( ).

=ɄGɄ spatial Ʉ(sum 3D (ϴ + ) )

Ʌ

Table 11: Treatment of Various Antenna Types

TransmitɅAntennaɅSpectralɅModelɅ

AnɅantenna’sɅspectralɅmodelɅexhibitsɅtheɅantenna’sɅgainɅacrossɅaɅrangeɅofɅfrequencies.Ʌ
ThisɅinformationɅwillɅgenerallyɅbeɅavailableɅasɅpiecewiseɅpointsɅacrossɅtheɅlimitedɅrangeɅofɅ
frequenciesɅforɅwhichɅitɅwasɅoriginallyɅintendedɅforɅoperation.ɅIfɅnoɅsuchɅinformationɅisɅavailable,Ʌ
Google’sɅSASɅassumesɅtheɅantennaɅhasɅaɅ0ɅdBɅimpactɅacrossɅallɅfrequencies.ɅTheɅSASɅwillɅ
computeɅtheɅenergyɅlossɅfromɅtheɅtransmitterɅtoɅeachɅreceiverɅacrossɅtheɅentireɅsetɅofɅ
frequenciesɅbeingɅmanagedɅbyɅtheɅSAS,ɅorɅadjacentɅtoɅthoseɅfrequencies.ɅTheɅgainɅofɅanɅ
exampleɅCBSDɅantennaɅasɅaɅfunctionɅofɅfrequencyɅisɅshownɅbelow.Ʌ
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Figure 12: Antenna Gain v. Frequency of Example CBSD AntennaɅ

TheɅcombinedɅimpactɅofɅallɅofɅtheseɅfeaturesɅofɅtheɅtransmittingɅdevice—maskɅ
characteristics,ɅfilterɅcharacteristics,ɅandɅantennaɅcharacteristics—isɅshownɅbelowɅforɅtheɅ
precedingɅillustrativeɅvalues.Ʌ
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Ʌ

Figure 13: Net Power Spectral Density of CBSD after taking into Account Frequency-Dependent
Conducted Emissions, Transmit Filter, and Antenna Gain

3.9.1.2 Applying Path Loss

InɅtheɅsecondɅstepɅofɅdeterminingɅPSDɅatɅtheɅreceiver,ɅtheɅSASɅappliesɅaɅpathɅlossɅmodelɅ
toɅtheɅtransmissions,ɅtherebyɅcalculatingɅtheɅstrengthɅandɅpatternɅofɅtheɅemissionɅatɅtheɅ
receiver.ɅTheɅapproachɅtakenɅtoɅpropagationɅmodelingɅisɅsetɅforthɅaboveɅinɅsectionɅ2.6.ɅApplyingɅ
pathɅlossɅgeneratesɅaɅPSDɅinɅtheɅvicinityɅofɅtheɅreceiver.ɅAɅsimpleɅcaseɅusingɅfreeɅspaceɅpathɅ
lossɅisɅshownɅbelow;ɅGoogle'sɅSASɅwillɅemployɅaɅmoreɅaccurateɅandɅrefinedɅmodel,ɅsubjectɅtoɅ
industryɅconsensusɅandɅregulatoryɅapproval.ɅActualɅpropagationɅlossɅisɅgenerallyɅobservedɅtoɅbeɅ
muchɅgreaterɅthanɅfreeɅspaceɅloss,ɅevenɅoverɅshortɅdistances.
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Figure 14: Free Space Path Loss over 1 km in the 3.5 GHz Band

3.9.1.3 Characterizing Impact at the Receiver
InɅtheɅthirdɅstepɅofɅcharacterizingɅPSDɅatɅtheɅreceiver,ɅtheɅSASɅusesɅinformationɅaboutɅ

theɅreceivingɅantennaɅgainɅpatternɅtoɅcalculateɅtheɅreceivedɅpowerɅatɅtheɅantennaɅoutput.

AntennaɅGainɅ

TheɅSASɅfirstɅtakesɅintoɅaccountɅtheɅimpactɅofɅtheɅreceiveɅantenna.ɅHere,Ʌagain,ɅimpactsɅ
areɅseparatedɅintoɅspatialɅgainɅeffectsɅandɅfrequencyɅeffects.ɅTypesɅofɅgainɅincludeɅthoseɅshownɅ
inɅconnectionɅwithɅtransmitɅantennaɅcharacteristics.ɅBelow,ɅweɅillustrateɅtheɅtreatmentɅofɅaɅ
C-BandɅFSSɅdish.Ʌ

ReceiveɅSpatialɅGainɅ

InɅtheɅexampleɅbelow,ɅweɅdepictɅaɅworstɅcaseɅofɅaɅC-bandɅdishɅthatɅisɅpointedɅatɅtheɅ
lowestɅelevationɅangleɅfoundɅinɅtheɅUnitedɅStates,Ʌ5.1ɅdegreesɅaboveɅtheɅhorizon.ɅEvenɅthisɅlowɅ
elevationɅkeepsɅtheɅsecondaryɅusersɅsomewhatɅoutɅofɅtheɅmainɅbeam,ɅwhichɅitselfɅisɅmuchɅ
smallerɅthanɅ5Ʌdegrees.ɅWeɅassumeɅforɅtheɅpurposeɅofɅthisɅexampleɅthatɅtheɅdishɅisɅinɅtheɅfarɅ
northeastɅ(Maine,ɅnearɅ46°NɅ69°W)ɅandɅlookingɅatɅtheɅAMC-8Ʌsatellite,ɅwhichɅisɅatɅ139ɅdegreesɅ
westɅlongitude.ɅTheɅSASɅusesɅthisɅinformationɅtoɅcomputeɅtheɅazimuthɅofɅtheɅantennaɅ255.3Ʌ
degreesɅtrue.ɅForɅtheɅpurposeɅofɅthisɅexample,ɅweɅwillɅuseɅtheɅoff-axisɅgainɅofɅtheɅantennaɅinɅtheɅ
directionɅofɅtheɅhorizonɅasɅspecifiedɅinɅAppendixɅAɅofɅtheɅ Second Report and Order . ɅHowever,Ʌ85

47ɅC.F.RɅ§Ʌ96.17(d)(1)(iii)ɅrequiresɅsatelliteɅoperatorsɅtoɅregisterɅtheirɅactualɅazimuthɅandɅ

85Ʌ See Ʌ Second Report and Order ,ɅAppendixɅA,Ʌ§Ʌ96.17Ʌ(referringɅtoɅ47ɅC.F.R.Ʌ§Ʌ25.209(a)(4)).Ʌ
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elevationɅgainɅpatterns,ɅandɅGoogle’sɅSASɅwillɅuseɅtheseɅactualɅpatternsɅforɅitsɅcalculations,Ʌ
providedɅtheyɅconformɅtoɅ(orɅimproveɅupon)ɅCommission’ɅdefaultɅpattern. ɅNoteɅthatɅtheɅ86

maximumɅgainɅofɅtheɅFSSɅdishɅ(overɅ30ɅdB)ɅisɅneverɅachievedɅtowardɅaɅterrestrialɅemitter,ɅasɅ
evenɅanɅemitterɅdirectlyɅalongɅtheɅantenna’sɅpointingɅazimuthɅisɅstillɅmoreɅthanɅ5ɅdegreesɅoffɅofɅ
theɅmainɅlobeɅdueɅtoɅtheɅantenna’sɅupward-pointingɅelevation.Ʌ

Ʌ

Figure 15: Horizon Gain of FSS Dish with Low (5.1 degree) Elevation Angle
PatternɄisɄbasedɄonɄantennaɄpatternɄformulaɄspecifiedɄinɄtheɄCommission’sɄSecondɄReportɄandɄOrder.

TheɅsameɅinformationɅisɅdepictedɅinɅaɅpolarɅplotɅformatɅbelow.Ʌ

86Ʌ See id .Ʌ
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Ʌ

Figure 16: Polar Plot of Figure 15

TheɅlow-elevationɅantennaɅpointingɅconditionsɅinɅtheɅfiguresɅimmediatelyɅaboveɅareɅrareɅ
inɅtheɅUnitedɅStates.ɅAɅmoreɅtypicalɅpattern,ɅlookingɅatɅtheɅsameɅAMC-8ɅsatelliteɅfromɅaɅcentralɅ
locationɅ(inɅTennessee,ɅnearɅ35°NɅ90°N)ɅisɅshownɅbelow.ɅTheɅhigherɅelevationɅangleɅofɅ
approximatelyɅ25ɅdegreesɅresultsɅinɅalmostɅ20ɅdBɅlessɅsignalɅreceived,ɅlimitingɅCBSD/C-bandɅ
coexistenceɅconcerns.ɅɅ
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Figure 17: Horizon Gain of an FSS Dish with a Higher Pointing Elevation
ThisɄpatternɄisɄmoreɄtypicalɄofɄdishesɄwithinɄtheɄcentralɄUnitedɄStates,ɄasɄcomparedɄwithɄFiguresɄ15Ʉ

andɄ16.Ʉ

ReceiveɅFrequencyɅModelɅ

TheɅSASɅhandlesɅreceiveɅfrequencyɅresponseɅinɅtheɅsameɅwayɅitɅhandlesɅtransmitɅ
frequencyɅresponse. ɅɅ87

3.9.1.4 Incorporating the Effect of a Receive Filter
InɅtheɅfinalɅstepɅofɅdeterminingɅPSDɅatɅtheɅreceiver,ɅtheɅSASɅtakesɅintoɅaccountɅtheɅ

impactɅofɅanyɅreceiverɅfiltering.ɅGoingɅforward,ɅGoogleɅwillɅassumeɅtheɅreceiveɅfilterɅ
characteristicsɅspecifiedɅinɅFCCɅRuleɅ96.17ɅasɅtheɅdefault.ɅThisɅfilterɅisɅplottedɅbelowɅforɅanɅFSSɅ
earthɅstationɅoperatingɅinɅtheɅadjacentɅbandɅ(3700ɅMHzɅandɅabove).ɅForɅin-bandɅearthɅstations,Ʌ
theɅfilterɅfall-offɅfromɅtheɅpassbandɅisɅtheɅsame,ɅbutɅtheɅpassbandɅwillɅbeɅbelowɅ3700ɅMHzɅandɅ
mustɅbeɅregisteredɅwithɅtheɅFCCɅbyɅtheɅFSSɅearthɅstationɅoperator.Ʌ

87Ʌ See ɅsectionɅ3.9.1.1,Ʌsupra.Ʌ
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Figure 18: FSS Receive Filter Response for an Adjacent-Band FSS ReceiverɅ

Finally,ɅtoɅcalculateɅtheɅimpactɅofɅsingleɅCBSDɅonɅanɅFSSɅearthɅstation,ɅtheɅSASɅ
combinesɅallɅofɅtheɅfrequency-dependentɅandɅgeometricalɅtermsɅdescribedɅaboveɅtoɅcomputeɅ
theɅnetɅCBSDɅpowerɅspectralɅdensityɅasɅreceivedɅbyɅtheɅFSSɅsystem:Ʌ

TotalɅReceivedɅSignalɅPSD(f)Ʌ=ɅTxɅPSD(f)Ʌ-ɅTxɅFilter(f)Ʌ+ɅTxɅAntɅGain(f,θ)Ʌ-ɅPathɅLoss(f,d)Ʌ
+ɅRxɅAntɅGain(ø)Ʌ-ɅRxɅFilter(f)Ʌ

whereɅfɅisɅfrequency,ɅθɅisɅtheɅangleɅoffɅtheɅtransmitterɅantennaɅboresightɅtowardɅtheɅFSSɅearthɅ
stationɅfromɅtheɅCBSD,ɅdɅisɅtheɅdistanceɅfromɅtheɅCBSDɅtoɅtheɅearthɅstation,ɅandɅøɅisɅtheɅangleɅ
offɅtheɅFSSɅdishɅboresightɅtowardɅtheɅCBSD.ɅThisɅnetɅPSDɅisɅshownɅinɅtheɅfigureɅbelowɅforɅtheɅ
exampleɅofɅtheɅCBSDɅbeingɅlocatedɅwithinɅtheɅ0ɅdBiɅbacklobeɅofɅtheɅFSSɅdish:Ʌ

Ʌ
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Figure 19: Net Signal PSD at Receiver, Including All Transmitter, Receiver, and
Propagation EffectsɅ

3.9.1.5 Calculating Passband and Blocking Interference Impact
PassbandɅInterferenceɅɅ

TheɅpassbandɅRFɅPSDɅisɅtheɅPSDɅasɅreceivedɅwithinɅtheɅpassbandɅofɅtheɅFSSɅsystem.ɅInɅ
theɅexampleɅofɅfigureɅ19,ɅthatɅcorrespondsɅtoɅtheɅPSDɅaboveɅ3700ɅMHz,ɅbecauseɅthisɅFSSɅ
systemɅisɅanɅadjacent-bandɅsystemɅthatɅutilizesɅfrequenciesɅaboveɅ3700ɅMHz.ɅTheɅFCCɅrulesɅ
(47ɅC.F.R.Ʌ§Ʌ96.17)ɅlimitɅtheɅpassbandɅemissionsɅtoɅ-129ɅdBmɅwhenɅmeasuredɅinɅaɅ1ɅMHzɅ
bandwidth.ɅByɅintegrationɅofɅtheɅPSDɅinɅfigureɅ19ɅoverɅtheɅrangeɅ3700-3701ɅMHzɅ(whereɅtheɅ
passbandɅinterferenceɅisɅaɅmaximum),ɅweɅfindɅthatɅtheɅworst-caseɅpassbandɅinterferenceɅlevelɅ
isɅ-132ɅdBm/MHz.ɅThereforeɅaɅsingleɅCBSDɅlocatedɅwithinɅdirectɅline-of-sightɅofɅtheɅsatelliteɅ
dish,ɅatɅaɅdistanceɅofɅ1Ʌkm,ɅmeetsɅtheɅFSSɅinterferenceɅobjectiveɅforɅpassbandɅinterferenceɅatɅ
theɅveryɅedgeɅofɅtheɅband,ɅbyɅmoreɅthanɅ3ɅdB.ɅMovingɅfartherɅawayɅinɅfrequencyɅfromɅtheɅbandɅ
edge,ɅtheɅintegratedɅpassbandɅpowerɅspectralɅdensity,ɅintegratedɅonɅaɅperɅMHzɅbasis,ɅdecreasesɅ
rapidly,ɅasɅshownɅinɅfigureɅ20.Ʌ
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Figure 20: Passband RF Power Spectral Density in Units of dBm/MHz for the Example
Presented in this Section

BlockingɅInterferenceɅɅ

TheɅblockingɅinterferenceɅlevelɅisɅtheɅtotalɅRFɅenergyɅasɅreceivedɅbyɅtheɅFSSɅdish,ɅafterɅ
filtering.ɅItɅis,Ʌessentially,ɅtheɅintegralɅoverɅallɅfrequenciesɅofɅtheɅpowerɅspectralɅdensityɅshownɅinɅ
figureɅ19.ɅInɅreality,ɅtheɅintegralɅcanɅbeɅtakenɅoverɅtheɅrangeɅ3500-3750ɅMHzɅthatɅisɅshownɅhere,Ʌ
becauseɅoutsideɅthisɅrange,ɅtheɅsignalɅisɅextremelyɅweakɅ(nearɅorɅbelowɅ-220ɅdBm/kHz,ɅwhichɅisɅ
someɅ76ɅdBɅorɅmoreɅbelowɅambientɅthermalɅnoise).ɅGoogle'sɅSASɅintegratesɅtheɅPSDɅshownɅinɅ
figureɅ19ɅtoɅcalculateɅaɅblockingɅsignalɅlevelɅofɅ-105.1ɅdBm,ɅwhichɅisɅmoreɅthanɅ45ɅdBɅbelowɅtheɅ
maximumɅblockingɅlevelɅofɅ-60ɅdBmɅallowedɅunderɅFCCɅRuleɅ96.17.

3.9.1.6 Accounting for Aggregation
TheɅfour-stepɅprocessɅsetɅforthɅaboveɅisɅrepeatedɅforɅallɅCBSDsɅthatɅcouldɅimpactɅaɅ

victimɅreceiver,ɅandɅthoseɅcalculationsɅareɅadjustedɅasɅCBSDɅnodesɅareɅgrantedɅauthorizationɅorɅ
asɅauthorizationsɅareɅcancelled.Ʌ

3.9.1.7 Admission Control

AtɅtheɅcompletionɅofɅthisɅprocess,ɅtheɅSASɅhasɅtheɅinformationɅneededɅtoɅdetermineɅifɅ
entryɅofɅaɅdeviceɅwillɅinterfereɅwithɅanyɅprotectedɅentity.ɅTheɅtableɅlistsɅtheɅtypesɅofɅprotectedɅ
users,ɅhowɅaggregationɅisɅtreated,ɅandɅtheɅcriteriaɅusedɅtoɅdetermineɅwhetherɅharmfulɅ
interferenceɅisɅpredictedɅtoɅoccur.Ʌ

Ʌ
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Protected User Treatment of Aggregation Protection Criteria

In-Band FSS Protection criteria applied
after aggregation is
calculated

Aggregate passband RF power and blocking
power are determined using the methodology set
forth in section 3.3.

Out-of-Band TT&C FSS
(impact of CBSD
emissions above 3.7 GHz)

Protection criteria applied
after aggregation is
calculated

Aggregate passband RF power and blocking
power are determined using the methodology set
forth in section 3.3.

Part 90 Operations Protection criteria applied
after aggregation is
calculated

TBD based on further Commission action.

Exclusion Zone N/A SAS asks whether a node is within an exclusion
zone. If yes, the node is not granted an
authorization.

Protection Zone N/A SAS asks whether a node is within a restricted
area activated due to the presence of federal
activity. If yes, the node is not granted an
authorization.

GAA entering on a channel
that may have PAL activity

Aggregation is taken into
account only in the second
step of the process

Step 1: SAS asks whether node seeks to operate
on a PAL channel within the service area of an
active PAL grant. If so, the node is not granted
authorization.

Step 2: Authorization is permitted only if the
average power level does not exceed an average
(rms) power level of -80 dBm in any direction
when integrated over a 10 megahertz reference
bandwidth, with the measurement antenna
placed at a height of 1.5 meters above ground
level, unless the affected PAL licensee(s) agree
to an alternative limit and communicate that to
the SAS.88

Table 12: Protection Criteria and Methodology of Google’s SAS

3.9.1.8 Coexistence Among GAA Users

TheɅWinnForumɅisɅdevelopingɅaɅcommunity-acceptedɅstandardɅforɅmaximizingɅ
coexistenceɅamongɅGAAɅusers.ɅInɅtheɅinterim,ɅGoogle'sɅSASɅwillɅprovideɅoptionalɅcoexistenceɅ
supportɅthroughɅanɅinquiryɅfunctionɅthatɅprovidesɅworst-caseɅestimatesɅofɅcoexistenceɅ
challengesɅbetweenɅGAAɅusers.ɅDevicesɅcanɅuseɅtheɅdataɅtoɅselectɅfrequencies,ɅorɅcanɅ
supplementɅtheɅSAS-providedɅdataɅwithɅlocalɅsensingɅinɅselectingɅaɅchannelɅforɅuse.ɅThisɅhybridɅ

88Ʌ47ɅC.F.R.Ʌ§Ʌ96.41(d).Ʌ
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approachɅcombinesɅtheɅflexibilityɅandɅdensityɅoptimizationɅassociatedɅwithɅsensingɅwithɅtheɅ
globalɅawarenessɅofɅtheɅdatabaseɅapproach.Ʌ

Google’sɅSASɅwillɅnotɅmandateɅcoexistenceɅforɅGAAɅusers.ɅManyɅGAAɅdeploymentsɅwillɅ
beɅindoors,ɅandɅtraditionalɅpropagationɅmodelsɅdoɅnotɅeffectivelyɅaddressɅinteriorɅlossesɅ
becauseɅdetailedɅinteriorɅplanɅinformationɅisɅnotɅwidelyɅavailable,ɅandɅbecauseɅscatteringɅlossɅ
dataɅisɅrarelyɅincorporatedɅintoɅpropagationɅmodels.ɅAbsentɅaɅmoreɅdefinedɅstandardɅforɅ
coexistence,ɅandɅbetterɅdataɅtoɅcalculateɅinterferenceɅpotential,ɅSAS-mandatedɅcoexistenceɅisɅ
unlikelyɅtoɅbeɅusefulɅtoɅGAAɅusers.ɅɅ

3.9.2 Assignments Made By Multiple SASs

TheɅWinnForumɅhasɅestablishedɅaɅSAS-to-SASɅinterfaceɅthatɅenablesɅnear-real-timeɅ
coordinationɅamongɅSASɅoperators. ɅGoogleɅwillɅuseɅthatɅinterfaceɅtoɅcommunicateɅwithɅotherɅ89

SASs.ɅNear-real-timeɅcommunicationɅshouldɅbeɅsufficientɅtoɅensureɅprotectionɅagainstɅharmfulɅ
interference.ɅAssumeɅforɅtheɅpurposesɅofɅthisɅexampleɅthatɅoneɅdeviceɅisɅregisteredɅeveryɅ10Ʌ
seconds.ɅThisɅrateɅcorrespondsɅtoɅaɅnationwideɅdeploymentɅofɅ10ɅmillionɅdevicesɅoverɅ3Ʌ
years—makingɅexpandedɅuseɅofɅtheɅ3.5ɅGHzɅbandɅaɅresoundingɅsuccess.ɅTheɅlandɅmassɅofɅtheɅ
UnitedɅStatesɅisɅapproximatelyɅ9.1ɅmillionɅsquareɅkilometers.ɅAssumingɅaɅtypicalɅdeviceɅhasɅanɅ
impactɅareaɅofɅ1Ʌkm 2 ,ɅtheɅprobabilityɅofɅanyɅoneɅdeviceɅimpactingɅanyɅotherɅspecificɅdeviceɅisɅ
extremelyɅlow.ɅTheɅprobabilityɅthatɅtwoɅinterferingɅdevicesɅwillɅregister  withinɅsecondsɅofɅeachɅ
other  isɅvastlyɅlowerɅstill.ɅThus,ɅasynchronousɅcoordinationɅisɅextremelyɅunlikelyɅtoɅcauseɅ
interferenceɅevents.ɅAtɅtheɅsameɅtime,ɅasynchronousɅcoordinationɅhasɅsignificantɅbenefits:ɅitɅ
allowsɅtheɅtheɅSASɅecosystemɅtoɅsupportɅmultipleɅcompetitorsɅandɅwithstandɅtheɅfailureɅofɅoneɅ
orɅmoreɅofɅtheɅoperators,ɅandɅthusɅreducesɅtheɅneedɅforɅgovernmentɅoversight.

EffectiveɅSAS-SASɅcoordinationɅnotɅonlyɅmustɅbeɅtimely,ɅbutɅalsoɅmustɅtakeɅintoɅaccountɅ
allɅrelevantɅinformation.ɅAsɅsuch,ɅsuccessɅofɅtheɅSASɅecosystemɅdependsɅonɅagreementɅ
betweenɅSASɅoperatorsɅtoɅdiscloseɅallɅinformationɅelementsɅaffectingɅaggregationɅandɅ
interferenceɅprotection,ɅincludingɅallɅemission-relatedɅinformation,ɅsuchɅasɅlocationɅcoordinatesɅ
andɅotherɅcriticalɅoperatingɅcharacteristics.Ʌ

Google’sɅSASɅtreatsɅregistrationsɅbyɅotherɅSASɅoperatorsɅidenticallyɅtoɅregistrationsɅ
madeɅviaɅdirectɅrequestɅtoɅGoogle'sɅSAS.ɅTheɅrecordsɅareɅimportedɅandɅtheɅanalysisɅdescribedɅ
previouslyɅisɅexecutedɅinɅorderɅtoɅupdateɅtheɅaggregateɅemissionsɅforɅprotectedɅnodesɅthatɅ
mightɅbeɅimpacted.ɅThatɅis,ɅonceɅaɅnewɅnodeɅhasɅbeenɅacceptedɅfromɅanotherɅSAS,ɅitɅmayɅ
impactɅfutureɅdecisionsɅbyɅGoogle'sɅSASɅthroughɅelevationɅofɅtheɅaggregateɅinterferenceɅlevel.ɅɅ

3.10 Commission Access to Information Retained by the SAS

Google’sɅSASɅprovidesɅaɅRegulators’ɅConsoleɅthatɅenablesɅauthorizedɅgovernmentɅ
personnelɅtoɅinquireɅintoɅcontentɅavailableɅwithinɅtheɅSAS,ɅdefineɅzonesɅofɅinterestɅforɅinitiatingɅ
queryɅactionsɅorɅprotectionɅexclusionsɅ(onɅaɅfrequencyɅorɅbandɅbasis),ɅandɅviewɅtheɅstatusɅofɅ
anyɅdeviceɅregisteredɅwithɅtheɅSAS.ɅQueriesɅcanɅbeɅbasedɅonɅregistrationɅdata,ɅgrantɅdata,ɅorɅ
physicalɅlocation.ɅInɅaddition,ɅsuspensionɅpoliciesɅcanɅbeɅcreatedɅforɅspecificɅzonesɅorɅforɅ
specificɅCBSDs.ɅTheɅRegulators’ɅConsoleɅalsoɅprovidesɅmultipleɅuserɅprivilegeɅlevels:ɅforɅ

89Ʌ See ɅAppendixɅD.1.Ʌ

53Ʌ



Google Inc. Application
GN Dkt. 15-319

example,ɅitɅcanɅlimitɅsomeɅusersɅtoɅread-onlyɅaccessɅwhileɅpermittingɅotherɅusersɅmoreɅ
advancedɅfunctionality.Ʌ

ThisɅgraphicalɅuserɅinterfaceɅprovidesɅtheɅminimumɅfunctionalityɅrequiredɅbyɅPartɅ96,ɅasɅ
wellɅasɅadditionalɅfunctionalityɅtoɅincreaseɅregulators’ɅvisibilityɅintoɅSASɅcontentɅandɅmaximizeɅ
theɅeffectivenessɅofɅgovernmentɅinteractions.Ʌ

4 ESC OPERATION

GoogleɅplansɅtoɅconstructɅandɅoperateɅanɅESCɅsystemɅasɅaɅcomponentɅofɅitsɅSAS.ɅTheɅ
primaryɅpurposeɅofɅtheɅESCɅisɅtoɅfacilitateɅcoexistenceɅofɅCBSDsɅwithɅfederalɅincumbentɅusers. Ʌ90

TheɅESCɅsystemɅwillɅachieveɅthisɅobjectiveɅbyɅsensingɅtheɅpresenceɅofɅanɅincumbentɅradarɅandɅ
alertingɅtheɅSASɅthatɅaɅdetectionɅhasɅbeenɅmade.ɅɅ

4.1 ESC-to-SAS Communications Methods

4.1.1 ESC-to-SAS Interface Design

InɅtheɅabsenceɅofɅanɅindustry-standardɅESC-to-SASɅinterface,ɅGoogleɅwillɅemployɅaɅ
proprietaryɅinterfaceɅtoɅconnectɅitsɅESCɅsystemɅtoɅitsɅSAS.ɅHowever,ɅGoogleɅexpectsɅthatɅtheɅ
interfaceɅwillɅfollowɅrequirementsɅtoɅbeɅagreedɅinɅtheɅjointɅWinnForumɅESCɅworkingɅgroup. ɅThisɅ91

functionalityɅisɅdescribedɅinɅmoreɅdetailɅinɅsectionɅ3.6.3.Ʌ

4.1.2 ESC and ESC-to-SAS Interface Protection

AsɅsetɅforthɅinɅsectionɅ3.1.2,ɅtheɅcommunicationɅfromɅESCɅsensorsɅtoɅtheɅcloud-basedɅ
ESCɅdecisionɅsystemɅisɅsecuredɅbyɅuseɅofɅTLS,ɅtheɅstandardɅformɅofɅsecuringɅsuchɅ
Internet-basedɅcommunications.ɅTheɅclosedɅnatureɅofɅtheɅESCɅsensorɅnetworkɅallowsɅtheɅ
cloud-basedɅcomponentɅtoɅrelyɅonɅaɅfixedɅsetɅofɅknownɅcertificatesɅidentifyingɅallɅvalidɅESCɅ
sensors.ɅTheseɅcertificatesɅareɅcheckedɅforɅeachɅcommunicationɅtoɅensureɅthatɅallɅ
communicationsɅareɅauthenticatedɅandɅsecuredɅbidirectionally.Ʌ

ForɅtheɅcommunicationsɅfromɅtheɅESCɅtoɅtheɅSAS,ɅtheɅGoogleɅsystemɅwillɅuseɅproprietaryɅ
andɅsecuredɅcommunicationsɅprotocolsɅonɅinternalɅnetworks.ɅNotɅonlyɅareɅsuchɅ
communicationsɅsecuredɅfromɅotherɅgroupsɅandɅindividualsɅmakingɅuseɅofɅtheseɅinternalɅprivateɅ
networks,ɅbutɅaɅwideɅarrayɅofɅcountermeasuresɅareɅdeployedɅtoɅprotectɅtheɅprivateɅnetworkɅitselfɅ
fromɅintrusionɅfromɅanyɅthirdɅparties.ɅAdditionalɅinformationɅregardingɅmethodsɅusedɅtoɅsecureɅ
GoogleɅinfrastructure,ɅincludingɅbothɅtheɅSASɅandɅtheɅESC,ɅisɅsetɅforthɅinɅsectionɅ3.8.ɅɅ

4.2 Sensing Methodology

4.2.1 Description of Previous ESC Development and Testing Outcomes

AsɅnotedɅinɅsectionɅ2.5.3,ɅGoogleɅhasɅbeenɅmonitoringɅincumbentɅfederalɅactivityɅinɅtheɅ
3.5ɅGHzɅbandɅforɅtheɅlastɅtwoɅyearsɅinɅtheɅNorfolk/VirginiaɅBeach,ɅVirginia,Ʌarea.ɅThisɅareaɅhasɅ
theɅhighestɅconcentrationɅofɅU.S.ɅNavyɅshipsɅwithɅincumbentɅradarsɅofɅanyɅlocationɅinɅtheɅ

90Ʌ47ɅCFRɅ§Ʌ96.67(a).Ʌ
91ɅAɅnumberɅofɅWinnForumɅstandardsɅareɅinɅprocess,ɅincludingɅdocumentsɅthatɅcoverɅ
communicationsɅsecurityɅrequirements.
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country,ɅwithɅnineɅofɅ19ɅshipsɅwithɅincumbentɅradarsɅhomeportedɅinɅNorfolk.ɅThisɅmonitoringɅ
hasɅallowedɅGoogleɅtoɅtestɅandɅrefineɅvariousɅhardwareɅconfigurationsɅandɅsoftwareɅalgorithmsɅ
forɅdetectingɅradarɅactivity,ɅallɅwithinɅaɅbusyɅoperationsɅarea.ɅOurɅradarɅdetectionɅsystemɅinɅ
NorfolkɅisɅaɅcustomɅsoftwareɅimplementationɅonɅaɅsoftware-definedɅradioɅboardɅwithɅ
commercialɅoff-the-shelfɅRFɅhardware.ɅOurɅdetectionɅalgorithmsɅwereɅtrainedɅusingɅoff-the-airɅ
recordingsɅofɅincumbentɅradarɅactivityɅobtainedɅatɅtheɅNavy’sɅSt.ɅInigoes,ɅMaryland,ɅresearchɅandɅ
developmentɅsite.ɅLong-termɅmonitoringɅunderwayɅatɅtheɅNorfolkɅESCɅsiteɅhasɅemployedɅ
simultaneousɅESCɅandɅspectrumɅanalyzerɅdataɅcollectionɅforɅconsistencyɅchecks.Ʌ

4.2.2 ESC Architecture and Sensor Hardware Design

AɅdiscussionɅofɅESCɅarchitectureɅandɅsensorɅhardwareɅdesignɅisɅprovidedɅinɅsectionɅ
2.5.3.ɅReportingɅthresholds,ɅsensorɅsensitivity,ɅandɅsensorɅresiliencyɅareɅalsoɅdiscussedɅinɅthatɅ
section.Ʌ

4.2.3 Signal Processing and Detection Algorithms

GoogleɅusesɅproprietaryɅsignalɅprocessingɅalgorithmsɅtoɅdetectɅfederalɅincumbentɅ
activity,ɅandɅisɅpreparedɅtoɅsubmitɅaɅredactedɅdescriptionɅofɅtheseɅalgorithmsɅtoɅtheɅFCCɅuponɅ
request.Ʌ

AllɅofɅourɅalgorithmsɅareɅimplementedɅinɅsoftwareɅandɅcanɅbeɅupgradedɅatɅanyɅtimeɅ
throughɅtheɅESCɅcontroller,ɅeitherɅtoɅimproveɅperformanceɅorɅtoɅadaptɅtoɅchangesɅinɅincumbentɅ
systems.Ʌ

4.2.4 Sensor and SAS Data Retention Protections

TheɅESCɅsensorsɅareɅstateless;ɅtheyɅdoɅnotɅretainɅsessionɅinformationɅacrossɅmultipleɅ
requests.ɅTheyɅmerelyɅinformɅtheɅESCɅdecisionɅelementɅwhenɅaɅsignalɅisɅdetected.ɅDataɅ
retentionɅisɅimplementedɅinɅtheɅdecisionɅelement.ɅGoogleɅexpectsɅthatɅitsɅESCɅandɅSASɅwillɅ
complyɅwithɅallɅdataɅretentionɅprotectionɅrequirementsɅthatɅareɅcurrentlyɅbeingɅderivedɅwithinɅtheɅ
WinnForum,ɅinɅconsultationɅwithɅDoD.ɅMoreover,ɅasɅspecifiedɅinɅ3.6.3,ɅsensorsɅprovideɅonlyɅ
minimalɅinformationɅtoɅtheɅESCɅdecisionɅengine,ɅandɅthereforeɅtoɅtheɅSAS.ɅSectionɅ3.8ɅdescribesɅ
methodsɅtoɅensureɅtheɅsecurityɅofɅstoredɅdata.Ʌ

4.3 Sensor-to-ESC Communications

IndividualɅsensorsɅwillɅcommunicateɅwithɅtheɅESCɅusingɅTLS.ɅTheɅsensorsɅwillɅ
communicateɅdataɅelementsɅconsistentɅwithɅoperationalɅsecurityɅstandardsɅbeingɅdevelopedɅinɅ
theɅWinnForum,ɅinɅconjunctionɅwithɅtheɅDoD.ɅTheɅsensorsɅwillɅmaintainɅregularɅheartbeatɅ
communicationsɅwithɅtheɅESCɅdecisionɅengineɅtoɅconfirmɅtheirɅabilityɅtoɅinformɅtheɅdecisionɅ
engineɅofɅincumbentɅactivityɅinɅaɅtimelyɅmanner.ɅTheɅheartbeatɅrateɅcanɅbeɅvariedɅtoɅmatchɅanyɅ
maximumɅnotificationɅtimescaleɅadoptedɅnowɅorɅinɅtheɅfuture.ɅToɅmaximizeɅphysicalɅsecurity,Ʌ
sensorsɅandɅantennasɅwillɅbeɅmountedɅinɅareasɅnotɅreadilyɅaccessibleɅbyɅtheɅgeneralɅpublic,Ʌ
usingɅsitingɅconsiderationsɅsimilarɅtoɅthoseɅemployedɅbyɅcellularɅcarriersɅandɅotherɅcommercialɅ
wirelessɅoperators.ɅTheɅcoreɅsensorɅcomponentsɅ(SDRɅboard,Ʌmicroprocessor,ɅandɅbackhaulɅ
hardware)ɅwillɅbeɅmountedɅinsideɅlockedɅweatherproofɅenclosures.
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