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The Information Technology and Innovation Foundation (ITIF) 1 appreciates chis opportunity co comment 

on a challenging and important undertaking by che Federal Communications Commission's (FCC or the 

Commission): the proposed a-eacion of sector-specific privacy rules affecting virtually all aspects of broadband 

Internet access service (BIAS) providers' collection and use of customer information.2 

INTRODUCTION AND SUMMARY 

Because chis proceeding rests on a number of faulty assumptions about existing limicacions on BIAS providers' 

ability and incentives to collect information, the nature and direction of competition in BIAS and related 

markets, consumers' wiUingness to make tradeoffs anund privacy and other values, existing privacy 

safeguards, and che potential implications for international privacy discussions, chis proceeding is fraught with 

unintended consequences.3 However, che intended consequences are problematic as well, as the proposal 

seems less like a well-designed attempt 10 empower consumers to protect their privacy and more like a 

concerted effort to fence-in BIAS providers' business practices. 

1 Founded in 2006, The Information Technology and Innovation Foundation, or ITIF, is a 501 (c)(3) nonproftc, 

nonpartisan research and educational instirure-a chink rank-focusing on a hosr of critical issues ar rhe inrersecrion of 

rechnological innovation and public policy. !rs mission is ro formulate and promote policy solutions rhar accelerate 

innovation and boost productivity ro spW' growth, opporrw1iry, and progress. 
2 Protecting the Privacy of Customers of Broadband and Other Telecommunications Services, No rice of Proposed 

Rulemaking, WC Docket No. 16-106, 31 FCC Red 2500 (2016) (Privacy NPRM). 
3 See Doug Brake, Daniel Castro, & Alan McQuinn, Information Technology and Innovation Foundation, Broadband 

Privacy: The Folly of Seccor-Spccific Regulation, (2016), hrtp://www2.icif.org/20 J 6-broadband-privacy-folly.pclf. 
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The Federal T rade Commission (FTC) offers a categorically superior model for overseeing privacy. A uniform 

application oflight-touch privacy oversight under the FTC's deep experience with enforcement of unfair or 

deceptive trade practices would preserve an open field for competition and innovation. For all of these 

reasons, the Commission should abandon this proceeding and leave broadband privacy ro the FTC. 

If the Commission unwisely follows through on its proposal, it should take steps to ensure any regulations 

balance privacy protections with the beneficial uses of data and a uniform application of rules. The 

Commission should make its rules narrow, clear, and as consistent with c1e established FTC framework as 

possible. 
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THE COMMISSION SHOULD NOT REGULATE BROADBAND PRIVACY 

The Commission's proposal does not present adequate justifica tion fo r deviating from the successful FTC 

oversight of broadband privacy. 

The Proposal Rests on a Number of Faulty Premises 

The Commission's proposal rests on a number of faulty assumptions to support some of rhe most extensive 

privacy regulations ro date. First, BIAS provider's access to customer information does not rise to the level 

justifying sector-specific regulation. Second, the Commission assumes a particular industry structure and lines 

of competition. 

BIAS Access to Information Does Not Justify Sector-Specific Regu lation 

As a threshold matter, the FCC should show unique risk of harm in the use of customer information cy BIAS 

providers that justifies the greatly enhanced levels of protection proposed by the NPRM. The FCC has not 

and cannot show this risk because it does not exist. In addition to the rise of encryption and tools privacy

sensitive customers have at their disposal, every major BIAS provider already offers customers the ability to 

opt-out of practices they feel are intrusive. 

Peter Swire in his report, Online Privacy and ISPs: ISP Access to Consumer Data is limited and Often Less than 
Access by Others, lays out a number of ways in which BIAS providers generally have less visibiLty into users ' 

online activity compared to other actors in the Internet ecosystem.4 The report corrects a number of common 

factual misperceptions: There is a popular, but mistaken, belief that because BIAS providers operate the 

network connecting users re the rest of the Internet, these providers have a uniquely comprehensive view inro 

consumers' online activities. While the paper itself does not make specific policy recommendations, the clear 

conclusion is that BIAS providers do not have anything near comprehensive access to consumer data. 

Especially after considering his examination of BIAS access compared to other Internet firms and advertisers, 

an eminently reasonable conclusion is that the risk of harm from BIAS use of data is no greater than others 

that continue operating under FTC oversight and does not justify a heightened level of regulation. 

One of the most prominent ways in which BIAS providers are limited in their access to consumer data is the 

growing use of encryption. \V'hen subscribers use encrypted protocols with their browsers, such as the Secwe 

Sockets Layer (SSL) or Hypertext Transfer Protocol Secure (HTTPS), the broadband provider is unable to 

access the content or information about the detailed links that the user visits. The only information the ISP is 

4 Perer Swire, et al, Online Privacy and ISPs: ISP Access to Consumer Data is limited and Often Less than Access by Others, 

The lnstirute for Information Security & Privacy, Georgia Tech, Feb 2016, lmp://pecerswire.ner/wp

conrentfuploads/011line-Privacy-and-ISPs.pdf. 
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able to see is a limited set of metadata--data that describes information about the connection (e.g., the name 

of the website domain and the total volume of data transferred). As the cost of encrypting data has fallen, 

more websites have started to encrypt all traffic so that a third party cannot intercept exchanged information. 

As of April 20 L 5, 29 percent of all Internet traffic in North America was encrypted, and that number is 

sreadUy rising.5 

The rate of adoption has been augmented by prominent players in the web ecosystem supporting encryption. 

In 2014, Google started giving secure websites a small benefit in its search ranking algorithm and it has 

suggested it will weight this factor more in the future.6 Similarly, the "Let's Encrypt" program is a free, 

automated encryption service designed to encourage more websites to adopt secure Internet protocols.7 The 

on-demand media provider Netflix-which by AprU 2015 accounted for 35.7 percent of all bandwidth 

consumed by North American web users daily-has also promised to adopt HTTPS.8 The Electronic Froncier 

Foundation has long worked to expand encryption online with its "HTTPS Everywhere" project.9 All 

Wikimedia sites, including Wikipedia, use encryption by default.10 A number of news websites, with third

party adverrising dependencies that historically made encryption more difficult, have recently announced they 

will encrypt by defaulr.11 Virtually all websites that hold sensitive user data enable enc1yption be default or on 

user login. 

The trend is clear and strong in the direction of a reduction in BIAS access to constuner data. This is nor to 

say encrypcion resolves all privacy quescions. There are still plenty of websites :hat do not encrypt their traffic 

and metadata can still be revealing; there is still a need for oversight. Bur the question is not should BIAS 

providers have a total free-for-all with consumers' data. Instead the question is between now-mature industry 

5 "Global Inrernet Phenomena Spotlight Enciypred Inrernet Traffic," Sandvine, April 8, 2015, 

h ttps://www.sandvine.com/ downloads/ general I global-in tern et-phenomena/2015 I encryp red-in tern et-traffic. pdf. 
6 "HTTPS as a ranking signal," Google, August 6, 2014, lmps://googleonlinesecuriry.blogspot.com/2014/08/https-as

ranl<lng-signal_6.hunl. 
7 "Aboul" let's Encrypt, February 12, 2016, lmps://lersencrypt.org/about/. 
8 "Global Inrernet Phenomena Spotlight Enciypred Inrerner Traffic," Sandvine; Chris Welch, "Netflix will make 

browsing movies more secure within the next year," jhe Verge, April 15, 2015, 

lmp://www.theverge.com/20 l5/4/15/8422889 I nerflix-hrtps-coming-within-one-year. 
9 "HTTPS Everywhere," Electronic Frontier Foundation, accessed May 2016, htrps://www.eff.org/HTIPS-tveiywhere. 
10 Yana \Y/elinder er al., "Securing access to Wikimedia sites with HTTPS," \Vikimedia Foundation, June 2015, 

Imps:! /blog. wikimed ia.org/2015/06/ l 2/securing-wikirnedia-sites-vich-https/. 
11 See, for example, Jason Reich er al. "Buzzfeed And HTIPS" (May 2016), 

hrrps://www.buzzfeed.com/jasonreich/buzzfeed-and-hrtps. 
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best practices combined with the FTC's ex post oversight, on one hand, and on the other the FCC's expansive 

and restrictive regulatory scheme as proposed. 

Beyond encryption, privacy-sensitive consumers have additional options to obfuscate their data from BIAS 

collection. They can use Virtual Private Networks (VPNs) to encrypt the Internet traffic a BIAS provider 

would otherwise see. If a broadband subscriber is using a VPN, the ISP can see only that the subscriber 

accessed that VPN, not traffic information. If consumers feel there is value in using VPNs to obfuscate their 

online habits from ISPs, they certainly can rake that option. As of the second quarter of 2015, there were 45 
million users rnnning ad blocking software in the Uni red States. 12 The fact that there is not a similar 

movement for adopting VPNs suggests that subscribers are not as concerned about the privacy of their data as 

some suggest. 

To be sure, broadband providers could, and should, LSe their subscribers' information to create personalized 

services. Even considering the growing use of encryption, where users forego a VPN, broadband providers will 

be able to identify certain characteristics of their users based on metadaca and other online tracking 

technologies, just as other actors in the Internet ecosystem can. However, this data is far less complete than 

advocates describe. Many do not take into account that many consumers subscribe to multiple ISPs for 

service. As of]uly 2015, 55 percent of U.S. adults report having both a smartphone and a home broadband 

subscription.13 These adults may also connect periodically to the over 9 million Wi-Fi hotspots spread 

throughout the United States, and also spread their use over both work and come connections. 4 

Furthermore, many households have multiple devices and ISPs do not always have the ability to link across 

devices. Therefore, each individual broadband provider sees only a portion of a user's online activity. And 

most of these customers use the same browser, search engines, social media platforms, and e-commerce sites 

across devices and service providers. 

The Commission Ignores Existing Protections Offered by BIAS Providers 

Furthermore, all major BIAS providers already offer consumer's the ability to opt-out of existing targeted 

advertising programs.15 In line with the FTC's guidance, broadband providers all offer notice of the data that 

is collected and the option for conswners to opt out of practices they feel are inm1sive. The truth is users will 

12 "The 2015 Ad Blocking Reporc," J!ageFair, 2015, hrcps://blog.pagefair.com/2015/ad-blocking-reporc/. 
13 john Horrigan and Maeve Duggan, "Home broadband adoption: Modest decline from 2013 to 2015," Pew Research 

Center, December 21, 2015, hrcp://www.pewinternet.org/2015/l 2/21/ l-home-broadband-adoption-modest-decline

from-20l3-co-2015/. 
14 Wi-Fi Growth Map, iPass, lmp://www.ipass.com/wLfi-growrh-map/. 
15 See Doug Brake, Daniel Castro, & Alan McQuinn, Information Technology and Innovation Foundation, Broadband 

Privacy: The Folly of Sector-Specific Regulation, (2016), http://www2.icif.org/20J 6-broadband-privacy-folly.pdf. 
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have no more and no less "control" over how companies use their broadband data under the proposed rules, 

as the FCC has asserted. What will change, however, is the ability ofISPs to responsibly experiment with new 

ways of supporting the expensive deployment and maintenance of broadband networks. Jn essence, the FCC 

is making the choice for consumers by mandating a largely opt-in regime, a regime that will reduce, not 

enhance consumer welfare, productivity, and innovation. 

Given the advent of tools for users co protect their privacy and the fact ISPs provide consumers with 

meaningful control over the use of their data, thee is no specific consumer harm in the broadband 

marketplace that the FCC needs to correct. Broadband providers already give users privacy controls by 

offering the explicit ability to opt out of data use. 

The Commission Mistakenly Assumes Future Competitive Dynamics 

A fundamental error of this undertaking is the asswnption about business models and the nature of 

competition in and across a number of platforms touched by the proposed regulations. There are a number of 

competitive dynamics that undermine any justification for sector-specific privacy rules. More troubling than 

the FCC overlooking these issues is the possibility that the proposed rules stem from a desire co lock BIAS 

providers out of data-driven business model innovation, consigning them to mere transport providers. Many 

of the problems with this rulemaking, and rommon carrier classification generally, stem from the 

Commission attempting co St a square broadband peg into a round Title JI hole. 

The FCC proposes a three tier consent scheme consisting of implied consent for use of data in providing 

BIAS services, opt-out consent for marketing rommunications-related services, and opt-in consent for any 

other LSes of data. This entire regulatory scheme is explicitly structured around the FCC controlling what 

business BIAS providers can be in. Granted, this is how common carriage worked in the 19'h and 20'" centULy, 

but if the FCC is honest about wanting a "Title 11 for the 21 sr century," this proposal is deeply misguided. 

The fact of the matter is broadband providers exist within a broader system of modular platforms competing 

along different fronts. The FCC tries to single out BIAS providers for special regulation without regard for 

how that could negatively i:npact dynamic competition across platforms. 

A number of technology trends, particularly shifts toward sofrware defined networking (SDN) in carrier 

networks and greater virrualization of network functionalities, are driving dramatic change throughout 

operators and vendors alike. Not only do these technologies make spinning up a network much cheaper and 

more flexible, but they will likely change traditional lines of competition and cooperation the Commission is 

assuming a.re static. 

These advances in networking fit within a number of other technological developments that many think will 
see a growing diversity in nerwork ownership and operation. Wireless analyst Dean Bubley, for example, 

points to a number of factors in addition to SON, including the diversity of Internet of Things (Io T) 
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verticals, WiFi normalizing privatization of wireless connectivity, cheaper infrastructure, skilled network 

engineers employed by non-relecom companies, chip manufactures growing flexibility in co1rnection modes, 

loss of ability to cross subsidize data connectivity with traditional telecom services such as voice or text, among 

others, that lead him to predict more "heterogeneity in network ownership.''16 As he puts it, the "growing 

virtualization of technology will mean the number of 'layers' at which 3rd-parties can enter the market will 

grow."17 

A joint report from Arthur Little and BeU Labs explored the "double-edge sword" nature of cloud networking, 

explaining that rhere is real opportunity for carriers to build value through these shifts in technology, bur it 

"could also result in a significant outflow of value across both consumer and business market segments, in 

favor of new competitors. Powerful new players could seek (and have the muscle) to drive a wedge between 

carriers and their customers in the long term," pointing to high-value verticals, over-the-top providers, and 

web-scale companies.18 

Even more intriguing are the ways in which edge providers could use their deep experience with advanced 

networking to support new broadband infrastructure deploymenr. This is not a wild hypothetical: Google 

Fiber is a clear example.'? Facebook as well has been very active in the SDN space, and a major driver 

consolidating open-source hardware solutions under the Open Compute Project, which it has to expanded 

from rhe data center :o carrier networks through the Telecom Infrastructure Project.2'> Last month, Facebook 

unveiled Terragraph and Project ARIES, a multiple input, multiple output (MIMO) wireless access system 

running on high-band unlicensed spectrum, that the company describes as "one of the lowest cost solutions to 

achieve 100 percent meet-level coverage of gigabit Wi-Fi."21 Earlier this month, Facebook unveiled a 

16 Dean Bubley, "Telecoms is mo imponam to leave ro rhe telcos," Disruptive Analysis, (May 2016) 

h rep:// disrup civewi reless.blogspoc.com /20 l 6/0 5/celecoms-is-coo-im po rcan Ho-l~ave-co. hr ml. 
17 Jd. 
18 Jesus Porcal, et al, "Reshaping rhe future with NFV and SON: The impact of new technologies on carriers and their 

networks," Arthur D Little & Bell Labs Alcatel Lucem, 

http:/ Jwww .ad! i eel e.com/ down! oads/ a _adl reports/ AD L_Bell Labs_201 5 _Reshap i ngchefu cure. pdf. 
19 See Dan Pi cc, "SON Broadband Fast & Furious," ONF Blog (May 2016), 

lmps://www.opennecworking.org/?p=2 l 94&opcion=com_ wordpress&Icemid=3 l 6. 
20 See ; ason Taylor, "Adopcing an open approach co global networks wicl1 cl1e Telecom Infra Project, Iacebook ifeb, 

2016) Imps:// code.facebook.com/ poscs/973406756030104/adopcing-an-open-approach-co-global-networks-vicl1-che

celecom-infra-projecc/. 
21 Neeraj Choubey & Ali Yazdan Panal1, "Incroducing Facebook's new terrestrial connectivirysysrerns-Terragraph and 

Pro jeer ARIES," Iacebook (April 2016) hrcps://code.facebook.corn/poscs/l 072680049445290/incroducing-facebook-s

new-terrescrial-connecciviry-~scems-cerragraph-and-projecc-aries/. 
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software-defined routing system to link these proro-SG antenna arrays, leading one analyst to claim 

"Facebook is getting ever closer co being a full-blown mobile service provider. "22 

This is what cross-platform, dynamic competition could look like, and it should be encouraged. Yet, while 

much has been made of rhe potential impact of the Commission's proposal on the targeted advertising 

marker, the way in which heightened privacy restrictions would discourage potential new entry in network 

provision by historically data-center-focused companies seems little considered. 

Chairman Wheeler acknowledged the importance of the "evolution from hardware-based networks to ones 

chat are software-based" in a speech at The Brookings Insrirurion.23 Ar his most expansive, Wheeler asserted 

that that carrier SDN is nor just about reducing costs and improving functionality for incumbent networks, 

but also "enable[s] LECs to become more fulsome competitors to cable operarors' dominant position in high

speed broadband."24 A view of broadband "competition, competition, competition" that is limited ro telcos 

competing against cable companies is rroublingly narrow. 

An even, uniform enforcement of Ughr-touch privacy guidelines across the broadband ecosystem is not so 

much about preserving relecom companies' ability to compete in targeted advertising, although char is 

important. Ir is more about having some humility about rhe direction char innovation will rake the industry 

and nor instituting what may before long become outdated silos of disparate regulations. 

The Commission Under-appreciates the Benefits of Information Sharing and Use 

The Commission appears co focus almost exclusively on hypothetical harms from information sharing and use 

by BIAS providers, and fails to adequately recognize the significant upside to an additional source of data that 

can be put co innovative use. Any new regulations have co recognize there is a balance between rhe benefits 

additional sharing and use of data and rhe risk of privacy harms. 25 By helping individuals and organizations 

make better decisions, data has the potential to spur economic growth and improve quality of life in a broad 

array of fields-the Commission appears to under-appreciate this fact. 

22 Dan Jones, "Facebook Likes Software Roucing for lcs Gigabic Radios," Lightmtding 1:May 2016), 

h rep:/ /www.lighcreading.com/ mob ii e/ 5g/ facebook-likes-sofrware-rou ring-for-ics-gigabi c -radios/ d/ d-d/723 29 3. 
23 Prepared Remarks of FCC Chairman Tom Wheeler, The Brookings lnscitucion, June 26, 2015, 

lmp://cransition.fcc.gov/Daily _Releases/Daily_Business/20 l 5/db0626/DOC-334 l 41Al .pdf. 
24 /dar 2. 
25 On chis balance, see Avi Goldfarb & Catherine Tucker, "Privacy and lnnovacion," in Jrmovation Policy and the 

Economy, Volume 12 U. of Chicago Press (2012), 65-89. 
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The general point has been well recognized by a number of institutions. The President's Council of Advisors 

on Science and Technology outlined a number of benefits in ics recent report on privacy and big data, 
ultimately stating their strong belief that "the positive benefits of big-data technology are (or can be) greater 

than any new harms."26 As noted by the \'V'hite House, "properly implemented, big data will become an 

historic driver of progress."27 And as the White House noted more recently, "big data provides opportunities 

for innovations that reduce discrimination and promote fairness and oppomLI1ity, including expanding access 
to credit in low-income communities, removing subconscious human bias from hiring decisions and 

classrooms, and providing extra resources to at-risk students."28 In our increasingly connected world, access to 

information is becoming more and more important, not just for businesses that solely operate on the Internet, 

but for traditional companies as well.29 McKinsey estimates that about 75 percent of the value added by data 
sharing on the Internet accrues to "traditional" industries, especially via increases in global growth, 

productivity, and employment.30 

But even those that recognize the benefics of data innovation often over-estimate what are speculative or 

hypothetical harms. For example, closely examining the harms listed in the White House's 2014 report, "Big 

Data: Seizing Opportunities, Preserving Values," only two cases of harm were concrete.31 The proposal does 

not seem to anywhere recognize the benefit of BIAS providers as an important source of useful data, and 

instead only seeks comment on how that data source should be restricted. Conswners generally benefit from 

the ability of BIAS providers to more effectively use data, both directly from, for example, enjoyi:lg more 

relevant, less intrusive advertising, and indirectly from having advertisers pay more of the network costs. As 
long as consumers can opt out of these practices, which, as we note above, they already can, this is win-win, 

not a violation of a supposed fundamental right of privacy. By not exploring the current and potential 

26 President's Council of Advisors on Science and Technology, "Big Data and Privacy: AT echnological Pers?ective" 

(May 2014), at 14, 

lmps://www.whirehouse.gov/sites/ default/files/ microsites/ostp/PCAST I pcasr_big_dara_and_privacy _ -_may _20 I 4. pdf 
27 Execmive Office of rhe Presidenr, "Big Data: Seizing Opportunities, Preserving Values" (May 2014), 

Imps://www.wbitehouse.gov/sites/ default/files/ docs/big_dara_privacy _reporr_may _1_2014 .pdf 
28 Execmive Office of rhe Presidenr, "Big Dara: A Reporr on Algoricl1mic Sysrems, Opporruniry, and Civil Rights" (May 

2016), hrrps://www.whitehouse.gov/sires/defaulc/files/ m icrosites/ osrp/20 J 6_0504_dara_discriminarion . pdf. 
29 See Daniel Castro & Alan Mcquinn, "Cross-Border Dara Flows Enable Growrh in All Indusrries," ITIF (Feb 2015), 

lmp://www2.icif.org/2015-cross-border-dara-flows.pd( 
30 Matthieu Pelissie du Rausas er al., "lnrernec matcers: The Nec's sweeping impacc on growth, jobs, and prosperity," 

McKinsey Global lnstirure, May 2011, 

hrcp://www.mckinsey.com/insighcs/high_rech_telecoms_internec/internec_marrers. 
31 See Daniel Castro & Travis Kone, "A Catalog of Every 'Harm' in cl1e Whice House Big Dara Reporr," Quly, 2014), 

h rcps://www.dacainnovarion.org/20 14/07 /a-ca calog-of-every-harm-in -the-whire-house-big-data-report/. 

9 



benefits of using data from BIAS providers before issuing new regulations, the Commission risks creating 

unintended consequences for consumers and the economy. 

The FTC Approach Better Promotes Innovation 

The FTC model is a superior model to support innovation. The FTC has broad authori ty under Section 5 of 

the Fair Trade Act to oversee competition, and can take enforcement actions against unfair or deceptive trade 

pracrices.32 If a broadband provider stares that it will allow consumers to opt our of these data-driven services, 

and chat provider does nor follow that practice, then it would be sLbjecr to the FTC unfair and deceptive acts 

enforcement. 33 The FTC has also offered more specific guidance when it comes to privacy, putting forth a 

single, comprehensive, framework guided by three overarching principles: privacy by design, consumer choice, 

and transparency.34 

By allowing flexibility for industry to develop best practices within these guidelines, and stepping in ex post 

where problems develop, the FTC does nor have to predict the direction technological advancements or 

changes in business practices will rake us. This allows firms to internalize or outsoUice different functions in 

fast-paced industries with a focus on efficiency rather than compliance. Privacy oversight, with rules char 

apply an equal, light-touch approach, to different actors, would allow better allow for dynamic competition to 

occur across platforms. A uniform approach, with low regulatory barriers to entry, would not only allow 

carriers to explore further entry into areas like advertising, bur would avoid discouraging new entrants in 

providing BIAS services. 

Beyond the basic protections against unfair or deceptive practices, the FTC has articulated a number of 

"recommendations for businesses and policy makers."35 There rhe FTC directly and effectively addressed 

many of rhe concerns animating the instant rulemaking: BIAS providers are a major gateway to using the 

Internet, there are switching costs associated with changing BIAS providers, and some areas offer a limited 

number of choices. Many of these issues are less concerning than when the FTC's report was written. For 

example, BIAS switching costs are considerably lower, especially in mobile broadband where providers will 

pay users to switch to their network. [n any event, an ope-out practices like those in use coday allay any 

concerns. 

32 15 USC§ 45. 
33 Jd. 
34 Federal Trade Commission, "Protecting ConsLUner Privacy in an Era of Rapid Change: Recommendacions for 

Businesses and Policymakers," March 2012, lmps://www.frc.gov/sices/defaulr/files/documenrs/repons/federal -trade

com mission-report -pro ceccing-consumer-pri vacy-era-ra pid-chan ge-recommendarions/ 1203 26privacyrepo re. pdf. 
35 Jd. 
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But, imponandy, the ITC went on ro recognize that "[a] t the same time, the Commission agrees that any 

privacy framework should be technology neutral. lSPs are just one type of large platform provider" that have 

access co consumer data.36 This is a widely agreed-upon point: privacy rules in particular, and rules governing 

technology-enabled practices and business models generally, should be technology-neutral and evenly 

applicable across different entities. Indeed, this was an animating motivation for the broad Consumer Privacy 

Bill of Rights proposed by President Obama. 

The ITC model has other advantages beyond consistency. It generally attempts to focus narrowly on practices 

that are actually harming or likely to harm consumers, thus largely avoiding the all too common speculative 

predictions about how potential privacy risks will weigh against benefits. This gives new technology some 

space to grow, even where privacy advocates over-react.37 Compare this to the FCC proposal, which is focused 

almost entirely on preventing hypothetical harms. 

Regulation, and the concomitant focus on compliance, can slow the product development process. Second 

guessing each decision, running basic business choices through regLtlatory compliance, and analyzing the risk 

of running afoul of an unpredictable enforcement bureau, rapidly grinds innovation to a halt. Best practices, 

with effective oversight, better allows firms to focus on pri"•acy practices that have an actual impact on 

consumers, instead of mere compliance. 

Furthermore, splintering off sector-specific rules would create a u-oubling problem of inconsistent regulation 

as a wide variety of government agencies attempt to control neir historical regulatory jurisdiction in an age of 

technological convergence. This problem is likely to be exacerbated as information technology is :nore tightly 

integrated with additional verticals, each of which have their own specialized regulator. 

The FTC Approach Likely Better Protects Privacy 

T he ITC has long been the primary agency for developing and enforcing privacy policy, and has done 

considerable work evaluating the competing values and coses and benefits to various privacy proposals. 

Empirical evidence indicates chat induscries that operate under sector-specific regulations, like healthcare and 

banking, have less robust privacy practices than industries subject only to the FTC's oversight. On average, 

firms without specific regulations invest more in internal privacy controls, and have a greater number of 

professional personnel focused on meaningful protections for consumers instead of lawyers focused on 

compliance. 

36 Id at 56. 
37 See Daniel Castro & Alan Mcquinn, "The Privacy Panic Cycle: A Guide ro Public Fears Abom New Technologies," 

!TIF (Serpember, 2015), hrrp://www2.irif.org/2015-privacy-panic.pdf. 
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A survey conducted by the Inrernarional Association of Privacy Professionals (lAPP) found that rhe median 

budget for privacy in unregulated fu·ms ($300,000) is more rhan double thar of government ($130,000) and 

20 percent higher than that of regulated businesses ($250,000).33 Unregulated firms reported an average 17 

employees working on privacy, compared to I 0 employees for firms facing sector-specific regularion.39 

This may seem counterintuitive, bur companies that do not face sector-specific regulations are still face many 

incentives to devise effective privacy practices. As rhe JAPP explains "unregulated businesses report a greater 

focus than regulated businesses or government entities on enhancing the company's brand and public trust, 

meeting consumer expectations and ful£Uing the needs of business clients and partners. "4•) Regulated 

industries tend to focus narrowly on compliance and reducing the risk of a data breach, rarher than focusing 

on how to design products and create internal policies that meer the privacy expectations of rheir consumers.41 

Also note, interpreting this dara as indicating FCC regulations should be preferred as being less costly than 

continued FTC oversight would be a mistake. Investment in delineating the acceptable data collection and 

use in new areas, positioning privacy as a comperirive differentiator, and skilled privacy professionals working 

closely witl1 marketing and product teams are all incredibly valuable services for a society tasked with the 

difficult challenge of balancing privacy and other values in the face of rapidly changing technology. On me 

other hand, compliance lawyers looking to reduce the risk of FCC fines are almost entirely a dead weight loss 

to the economy. 

The Section 706 "Virtuous Cycle" Supports Light-Touch Oversight 

If the FCC regulates BLAS privacy it can be assured that ir will do nothing to spLLr broadband ceployment or 

use, and more likely will limit adoption because broadband revenues from advertising will fall, limiting BIAS 
providers' ability to lower prices. 

Section 706 of the Telecommunications Act requires the Commission ro "encourage the deployment on a 

reasonable and timely basis cf advanced telecommunications capability to all Arnericans."41 The Commission 

has previously framed irs Section 706 authority in terms of me so-called "virtuous cycle," whereby new 

38 lmernacional Association of Privacy Professionals, lAPP-EY Annual Privacy Governance Report 2015 (20 15) at 12, 

lmps://iapp.org/media/pdf/resource_cenrer/lAPP-EY_Privacy_Governance_Reporr_2015.pdf. 
39 Jd. 
40 /d.atl5 . 
41 Jd. 
42 47 U.S.C. 1302(a) . 
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Internet applications and services, end-user demand for broadband, and network investment and innovation 

muruaUy reinforce one another to drive improvements throughout the broadband ecosystem.43 

The Commission relies primarily on Section 222 of the Communications Act as legal authoricy for the 

proposed privacy regulations, but the it also argues that "rules governing the privacy and security practices of 

BIAS providers ... would be independently supported by Section 706" because privacy regulations would 

increase end-user "confidence" in using the Internet.4~ If the "virtuous cycle" theory is to hold any credence, 

policies the FCC adopts should have a reasonable connection to where limitations are actually restricting 

growth in Internet use. Simply noting that regulating will impact consumer confidence should not be 

sufficient for an independent grant of authoricy, especially given the lack of evidence that BIAS privacy 

practices have any impact on Internet adoption or use. 

In making similar arguments, the FCC has previously pointed to the NTIA's 2014 Digital Nation report, yet 

that report plainly states "only I percent of household expressed privacy concerns ... as their primary reason 

for not using d1e Internet at home."45 The Pew Internet and American Sociecy surveys of Americans' use of 

broadband yielded similar results. When non-adopters were asked why they don' t own a smart phone, less 

than I percent of those surveyed listed "worried about privacy/tracking" as a reason. When non-adopters were 

asked why they don't subscribe to broadband, privacy did not even make the cut of possible reasons.46 

Moreover, considering most privacy concerns are connected to the broader information ecosystem and the 

FCC's professed attempt to keep a relatively narrow jurisdiction with this rulemaking, it is unlikely the FCC 

can concoct regulations that can allay the concerns of the 1 percent most privacy-sensitive Americans. 

Advocates pushing the FCC to act on broadband privacy generally have far higher sensitivicy to privacy than 

the consumers they claim to represent. In realicy, most consumers are quite willing to disclose personal 

43 The 2010 Open lmernet Order firsc framed the cycle: "The lmernet's openness ... enables a virmous circle of 

innovation in which new uses of the network-including new content, applications, services, and devices-lead to 

increased end-user demand for broadband, which drives network improvements, which in rurn lead co further i11110vative 

network uses." Preserving the Open Internet, Broadband Jndusny Practices, Report and Order, 25 FCC Red 17905, 

17910-11, para. 14 (20 10) 
44 Privacy NPRi\131 FCC Red 2597, para 309. 
45 Protecting ru1d Promoting rhe Open Internet, Repon ru1d Order on Remand, Declaratory Ruling, and Order, 30 FCC 

Red 5601 para. 464 (2015), citing the 2015 Broadband Progress Report at paragraph 104, <iting, NTIA, Exploring the 

Digital Nacion: Embracing the Mobile lncemer {Oct. 2014), 

h rep:/ /wv.'W. n tia.doc.gov /fJes/ n rial pu bl ica tions/ exploring_ the_digi ral_narion_ em bracing_ che_mobile_in tern er_ I 016 

2014.pdf. 
46 John B. Horrigan & Maeve Duggan, "Home Broadband 2015," Pew Research Center, Dec. 21, 2015, 

lmp://www.pewincemer.org/files/2015/12/Broadband-adopcion-fltll.pclf p. 15 
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information in exchange for something of value.47 Mose of us are willing to give up location data for more 

accurate weather predictions or to hail a ride-share. We are willing to give up biometric data ro better track 

our health and fitness. We give up fingerprint data to more easily unlock our phone. The FCC should not be 

driven to overly-broad regulation by advocates who may well be in that most privacy-sensitive category. 

The FCC should especially avoid this outcome when a much more substantial impediment to croadband 

adoption r:1an privacy concerns is broadband cost-which could potentially be addressed through ad

supported broadband. Instead of raking business models off the table under dubious pretexts, we should be 

nudging consumers towards allowing innovative uses of broadband data that could help make service cheaper. 

There is a real possibility that advertising-supported broadband could make for a cheaper alternative to one 

that is supported by monthly bills alone. As well-covered in the press, AT&T has experimented with one of 

its "GigaPower" products in Austin, TX that offers a lower monthly fee if users agree ro allow tracking of 

online activiry.48 

Others have shown data collection and targeting advertising can allow for broad deployments of free, public 

WiFi . Beyond WiFi deployments in cafes and coffee shops (which collect user data) that the FCC explicitly 

excluded from its definition of "BIAS provider," Both New York City and Kansas City have deployed kiosks 

that provide free Internet connection. 49 These services are offered conditional to accepting the sharing of 

data, so the FCC's proposal, if adopted, would make them unlawful. 

An automatic presumption against these new kinds of pricing practices is remarkably anti-consumer. To the 

extent broadband user data can be monetized, there is a significant opportunity to reduce the cost of 

broadband service and thus expand broadband adoption. Recent research indicates that the cost of service 

may play more of a role in broadband non-adoption than initially thought (as compared to questions of 

relevance or digital literacy).5') The opportunity to offer variable pricing based on data collection policies is 

47 Lee Rainie & Maeve Duggan, "Privacy and Information Sharing: Many Americans Say chey mighc provide personal 

information, dependi11g on che deal being offered and how much risk they face," Pew Re5earch Center i] an 2016), 

lmp://www.pewincernet.org/2016/0 l /14/privacy-and-informarion-sharing/. 
48 See e.g., Elizabeth Dwoskin & Thomas Gryra, "AT&T Offers Dara Privacy-for a Price: Wall Srreec Journal, 

Imp:/ /biogs. wsj.com/ digics/2015/02/ J 8/acc-offers-daca-privacy-for-a-price/. 
49 SeeScacey Higginbodum, "In Kansas Cicy you trade your dara for Wi-Fi," Medium (May 2016) 

h reps:/ I medium. com/@gigascacey/in-kansas-ci cy-yo u-trade-your-caca-for-wi-fi-5 ef26e8bed 54#.8ddl m3 pvs; Kaveh 

Waddell, "Will New York City's Free Wi-Fi Help Police Waccb Your" The Atlantic (Apr. 2016), 

b rep:/ Jwww. rhea clan tic.com/ cechn ology/ arch i ve/20 l 6104 /I inknyc-new-york-wifi-privacy-securi cy/ 4 77 69 61. 
so See, e.g. Amina Fazlulla11, "Research Shows Cose is Biggest Barrier to Broadband Adoption," Benton Foundation, Jan. 

11 , 2016, hrcps://www.bemon.org/Clog/research-shows-cosc-biggesc-barrier-broadband-adopcion. 
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potenrially a boon for those looking for a lower-cost option to either get onLne c.r move towards a faster speed 

connection. Advertising supported broadband or other platforms will drive further broadband adoption and 

use. 

The Proposal is Inconsistent with U.S. Approach to Privacy Abroad 

The FCC's proposal undermines the position of rhe United Stares in i:s advocacy around the world for 

privacy regimes that more closely mirror our own. Privacy concerns can vary considerably from culture to 

culture, and not eve1yone shares U.S. values. Some countries are eager to promote their own information 

technology companies, and privacy offers a convenient lever to ratchet up oose protections. 

The FCC, in singling out a single class of market participants for heightened regulations, emboldens and 

legitimizes similar effons around the world. A consistent, uniform privacy regime would be much easier to 

promote to countries. Of course, the FTC already enforces a wide variety of privacy laws much narrower than 

its Section 5 authority, bur the Commission's proposal represents a significant splintering of an important 

portion of the broadband ecosystem, significantly complicating what can already be a confusing area of the 
law and undermining the cohesiveness of FTC oversight. 

The Commission Can Lawfully Leave Privacy to the FTC 

Generally speaking, the FTC Act precludes the FTC from addressing common carrier practices, leaving these 

to the specialized regulator-the so-called "common carrier exemption."51 The FCC asserts that "FTC lacks 

statutory authority to prevent common carriers from using such unfair or deceptive acts or practices."52 Some 

have argued that chis exemption creates a vacuum obligating che FCC co ace on broadband privacy.53 Bur the 

FCC need not regulate privacy, and can lawfully leave broadband privacy to the FTC. 

The FCC has broad authority to interpret ics statute, and is clearly within its power co forebear from Section 

222 as applied to BIAS providers. The Commission can acknowledge che face that BIAS privacy practices are 

non-common carrier activities, and chus the FTC is not precluded from acting wich regard to broadband 

51 15 U.S.C. § 45(a)(2). 
52 Privacy NPRM, 31 FCC Red a[ 2596, para 306. 
53 See e.g., Harold Feld eL Al, "Protecting Privacy, Promoting Competition: A Framework for Updating [he Federal 

Communications Commission Privacy Rules for the Digital World," Public Knowledge, Feb. 2016, 

h [[ps: //www .pu bl icknowl edge. org/ assers/ uploads/blog/ anicle-cpn i-whi [epa per( I). pdf 
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privacy.5~ In addition to forbearing from 222 as applied to BIAS, the Commission should clarify the existing 

memorandum of understanding between the rwo agencies chat broadband privacy is the province of the FTC. 

IF THE COMMISSION MUST REGULATE, IT SHOULD DO SO IN A WAY THAT 
PROMOTES INNOVATION 

If the Commission feels it is obligated to regulate broadband privacy, it should attempt to do so in a way that 

best promotes innovation. It can do this most expediently by adopting an approach consistent with the FTC 

and avoiding an overly-broad opt-in requirement. The Commission should keep its regulations clear and 

narrow, and relax its requirements for sharing aggregate or otherwise de-identified data. 

If the Commission Believes It Must Regulate, It Should Adopt an Approach Consistent 
with the FTC 

As discussed above, an application of FTC sryle enforcement evenly across the Internet ecosystem will best 

allow for innovation and dynamic competition across traditional industry boundaries. For this reason, if the 

FCC feels it must continue with this rulemaking, it should seek to harmonize its framework with the FTC's 

practices to the greatest extent possible. The FTC's privacy regime has worked well to fnd the balance of 

necessary privacy protections and innovation-enhancing information sharing over time. 

The hallmarks of the FTC's method, transparency, notice, and choice, do much of the heavy lifting in this 

area, informing customers of their options and allowing BIAS providers flexibility :o find beneficial uses of 

data whiJe retaining consumers' cruse. The FTC model can also guide the Commission in deciding when co 

take enforcement action: when there is actual consumer harm.55 BIAS providers already foUow FTC 

guidelines, offering consumers the ability to opt-out of data sharing, so the FCC can, and should, take the 

option to institute protections while doing little disruption to current practice. 

The Commission sh0tJd also encourage the continued formation of enforceable industry best practices. The 

case ofVerizon's so-called "super-cookie" shows how best practices, concern for preserving reputation and 

respect for consumer trust, can guide privacy policies without specific regttlatory constraints. In October 

2014, news stories described a practice by Verizon Wireless of modifying some of its cellular web traffic co 

54 At least one court has ruled the common carrier exemption of Section 5 should be narrowly read as "activity based," 

uiggering only when ISPs are engaged in common carrier acciviries, rather than a simple question of scarus. See ?ederal 

Trade Commission v. AT&T Mobility, Order Denying Defendam's Morion co Dismiss, No. C-14-4785 EMC, March 

31, 2015, https://www.frc.gov/system/files/documenrs/cases/ 15033 l arrmobiliryorder .pdf. 
55 See Daniel Castro & Alan Mcquinn, "How and When Regularors Should Intervene," !TI? {Feb 2015), 

http://www2.irif.org/20 l 5-how-when-regularors-incervene. pdf. 
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insert a Unique Idenrifier Header (UIDH), dubbed a "super-cookie," that helped create profiles for targeted 

ads.56 Listening to rhe concerns of the privacy community, Verizon voluntarily changed its policy in March 

2015, and began allowing users to opt out of the tracking program.57 

This dearly shows rhar BIAS providers are indeed informed and guided by public reaction to these practices. 

Some advocates attempt to painr this as an area where BIAS providers are unconstrained, which simply is not 

true. By promoting a dynamic process whereby consumers can inform the particular shape of privacy consent 

processes, in combination with existing "opt out" possibilities, concerns around BIAS data collection 

disappear. Consumers that object to a broadband provider's CPNI policy would nor have to switch carriers if 

they can simply opt out. 

An Opt-In Regime Stifles Innovation 

Ar a minimum, the FCC should do away with its broad opt-in requirement for use and sharing of data by 

BIAS providers. The United States has generally gone with opt-out privacy frameworks, and only applies opt

in requirements for especially sensitive information. As the research of Catherine Tucker at MIT has shown, 

the more lightly regulated and flexible privacy regime in the United States is a key factor in why we lead the 

world in the Internet economy.58 The FCC proposes a wildly over-broad opt-in regime 6at is clearly designed 

to lock BIAS providers out of building business practices around sharing data to market non-communications 

products and services. This is a severe departure from the FTC's established practices that cannot be 

reasonably grounded in any possible risk of harm or affording consumers additional control. 

An opt-out regime would adequate give consumers control over how their data is treated, even though the 

percentage of those who care to exercise it is small. An opt-out approach would be consistent with a 

technology-neutral approach, preserves carriers' and third-parties' ability to innovate with this data, and could 

ultimately lower cost for consumers. At most, obtaining consumers' affirmative express consent should be 

required only for sensitive information. 

56 Roberr McMillan, "Veriwn's 'Penna-Cookie' is a Privacy-Killing Machine," \Vired, Ocrober 27, 20 14, 

lmp://www.wired.com/2014/ l O/verizons-perma-cookie/. 
57 Brian Chen, "Verizon Wireless Cusromers Can Now Opt Ouc of 'Supercookies'," New York Times, March 31 , 2015, 

Imp:! /bi ts . biogs. nytimes.com/2015/03/31 /verizon-wireless-cuscomers-can-now-opc-out-of-supercookies. 
58 ::::arberine Tucker, "Empirical Research on the Economic Effects of Privacy Regulation," 10 J on Tel.ecomm. & High 

Tech. L 265 (2012) available ttt hrrp://jrhcl.org/conrenr/arriclesNl 0121JTHTLvl0i2_ Tucker.PDF 
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De-identification Techniques Can Sufficiently Protect Privacy 

The proposal, in considerably broadening of the CPNI statute and even other sector-specific privacy rules, 

aims to require BIAS providers "ensure rhe aggregated customer PI is not reasonably linkable to a specific 

individual or device. " 59 

Several scholars have argued that we should not over-react to the risks of re-identification, and, furchermore, 

common sense tells us that we can get a great deal of utili ty out of anonymized data with reasonable privacy 

safeguards. In justifying this broad requirement, the Commission cites Latanya Sweeny's famous study 

showing that 87% of the U.S. population could be uniquely identified by gender, ZIP code, and dare of 

binh.60 This research, and other similar studies, provides a good grounding for understanding the balance 

between re-identification risk and utility of data sets. Researchers at Palo Alto Research Center have since 

replicated this study using 2010 census data, finding that only 63% of rhe population is uniquely identifiable 

given those data categories.61 More importantly, the risk of unique identification drops off sharply when given 

slightly more abstract data. For instance, if the data is limited to gender, ZIP code, and the month and year of 

birth (instead of the full bird1day), the percentage of mose uniquely identifiable drops to 4.2%.62 Similarly, if 

one replaces the ZIP code with the county in which a man or woman with a particular birthday lives, only 

0.2% of the population is unique.63 

This simple example illustrates that there is a balance berween the util ity of data and the privacy risk. The 

more granular data is, the more useful it may be co researchers, bur the greater rhe risk of re- identification. 

Some types of data can have remarkably long tails-for example, the oldest living person can easily be picked 

our of the world's population given only a dataset of birth year. There will always be a risk of targeted re

identification against statistical outliers. 

The goal of me Commission should not be eliminating the risk of identification, but instead balancing me 

risk of harm from re-identification with the tJemendous benefits that would flow from innovative uses of 

anonymized and/or aggregate data. For, as explored by Jane Yakowitz, the risk of privacy harm from re

identificacion is significantly lower than many risks we all take without concern, such as throwing out our 

59 Privacy NPRM, 31 FCC Red 2554, para 157. 
60 Privacy NPRM, 31 FCC Red 2554, note 263, citing Latanya Sweeney, Abstract, Uniqueness of Simple Demographics 

in che U.S. Population (Carnegie Mellon Univ., Lab. for lm'I Dara Privacy 2000), 

http:/ /da caprivacylab. org/ projecrs/idemi flab ii iry/index. hem I. 
61 Phillippe Galle, Revisiting the Uniqueness of Simple Demographics in cl1e US PopLJacion , Palo Alco Research Center, 

available ar htcp://crypro.scanford.edu/-pgolle/papers/census.pdf. 
62 Id. ac 2. 
63 Jd. 
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trash.64 Felix Wu, a professor at Benjamin N. Cardozo School of Law, claims that there is not much support 

for the "strongly pessimistic view" that no useful data can be anonymous.6> He explains that "[a] closer look at 

the computer science ... reveals that several aspects of that literature have been either misinterpreted, or at 

least overread, by legal scholars."66 Despite the misleading headlines and assertions made by some of those 

reporting on this topic, de-identification continues to be a valuable and effective mechanism for protecting 

personal information.67 

The ITC framework generally allows flexible use of de-identified data that cannot be reasonably linked to an 

individual. The FCC proposal goes considerably further, putting the burden on BIAS providers to prove that 

aggregate data cannot be re-identified, contractually prohibit third parries from attempting to re-identify data, 

and even monitor those third parties to ensure that those contracts are not violated.68 The FCC should relax 

these requirements to facilitate the use of aggregate or otherwise de-identified data. Instead of aff'u-matively 

requiring BIAS providers to prove data cannot be re-identified, and tailor those practices to each particular 

dataset, the FCC should follow the FTC approach. 

The Commission Should Clarify, Narrow the Scope of its Jurisdiction 

The FCC has defined BIAS provider as "[a] mass-market retail service by wire or radio that provides the 

capability to transmit data to and receive data from all or substantially all Internet endpoints, including any 

capabilities that are incidental to and enable the operation of the communications service .... "69 This is 

potentially a broad set of services, especially if this Commission or a future Commission decides to read the 

term "capability" broadly. The potential for the Commission's regulations to creep into other areas of the 

broadband ecosystem will create confusion and discourage innovators from offering products that integrate 

with the open Internet. Again, it would be far and away best for the Commission to refrain from regulating 

broadband privacy, absent that, it should regulate in a way that is consistent with FTC practices. Bur if the 

FCC must regulate BIAS providers differently, it should be done as narrowly and clearly as possible to avoid 

unnecessary confusion. 

64 Jane Yakowitz, Tragedy ofrhe Dara Commons, 25 HARVARD]. OF L. & T. l, 40, 2011. 
65 Felix T. Wu, Defining Privacy and Ucil iry in Dara Secs 84 U. OF COLO. L. REV. 1118, 1124. 
66 Jd. 
67 Ann Cavoukian & Daniel Castro, "Big Dara and Innovation, Setting rhe Record Straight: De-dentificacion Does 

Work" Information and Privacy Commissioner of Ontario iJ u11e 2014), lmp://www2.i rif.org/2014-big-daca

deidencificarion .pdf. 
68 Privacy NPRM 31 FCC Red 2553-4, para 154. 
69 47 CFR § 8.1 l(a). 
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CONCLUSION 

The proposed regulations would reduce the efficiency of the broadband industry, with resultant loss of 

broadband network investment and higher prices for broadband consumers. The basic structure of the 

Commission's proposal is fw1damenrally flawed. It attempts to constrain specific companies from innovating 

with new advertising-supported broadband offerings, reifies a static industry structme, under-appreciates the 

value of data innovation. 

The best option is for the Commission to leave broadband privacy with the FTC's enforcement of established 

framework and guidelines, but co the extent it feels it must act, it should do so in a way that best promotes 

innovation. 
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