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AMENDMENT OF PART 15 OF THE COMMISSION'S

RULES REGARDING SPREAD SPECTRUM DEVICES

In the Matter of

DOCKET RlE copy ORIGINAL
COMMENTS OF 3COM CORPORATION

In this proceeding, the Commission is proposing rule changes that would both

crush a nascent industry and degrade more than a billion of dollars of communications

infrastructure. 3Com Corporation ("3Com") strongly opposes such changes.

The Commission has proposed amending its rules to allow wider operational

bandwidths for unlicensed spread spectrum communications devices in the 2.4 GHz

band. t While such changes sound benign, they are anything but

The problem is that the proposed rule changes would permit harmful interference

to virtually all the spread spectrum systems that comply with the existing rules. This

interference will effectively degrade to the point of commercial ruin a bil1ion dollars of

wireless communications infrastructure already deployed across the country. At the same

time it would severely undermine the high-speed wireless LAN industry, which has just

reached the stage where widespread deployment is around the corner. Yet, for all their

destructive potential, the wider-band systems envisioned under the proposed rules would

Amendment ofPart 15 ofthe Commission's Rules Regarding Spread Spectrum Devices, FCC 99
149 (released June 24, 1999) ("Notice").
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have no better performance capabilities than systems currently available under a newly-

adopted industry standard that complies with the existing rules. The public interest would

be grievously injured were the proposed rules to be adopted. They should not be.

BACKGROUND

3Com is a leading manufacturer of networking and other systems designed to

provide connectivity to customers in the home or business, including unlicensed spread

spectrum communications equipment that provides high speed, short-range transmission

capabilities. For example, 3Com AirConnect™ II Mbps Wireless LAN solutions

provide fast, reliable, and secure network access to extend local area network

connectivity to any conference room, campus building, or remote office, delivering

"wired-like" performance when and where needed. 3Com continues to develop

additional products that will put unlicensed spectrum to productive use by connecting the

American public.

By letter dated November II, 1998, the HomeRF Working Group ("HomeRF")

requested that the Commission either interpret Section 15.247 of its rules to allow

frequency hopping systems in the 2.4 GHz band to operate with 3 MHz and 5 MHz

bandwidths (instead of the current I MHz bandwidth), or waive the rule altogether. 2

Although the Commission declined to authorize such wider-band frequency hopping

("WBFH") systems through a rule interpretation or waiver, it has proposed in the Notice

to alter Section 15.247 to accommodate the WBFH systems proposed by HomeRF.

Recognizing that such systems could cause interference to existing users of the band,

Letter from Ben Manny, Chairman of HomeRF, to Dale Hatfield, dated November II, 1998
("HomeRF Letter"). Although the letter includes as an attachment a list of "supporters," at least
one of the listed companies has actively opposed HomeRF's proposal. Accordingly, the extent to
which HomeRF's members actually support its proposal is far from clear.
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both HomeRF and the Commission propose to mitigate this effect by requiring reduced

power levels and shorter occupancy times for WBFH systems. Contrary to the tentative

conclusion expressed in the Notice, however, the overwhelming technical evidence

indicates that these mitigation efforts will not prevent WBFH devices from causing

harmful interference to other users of the band.

HomeRF asserts that the wider-band systems are needed to meet business and

consumer demand for high-speed data applications, such as access to the Internet, and

that if its proposal is adopted "consumers can expect electronics that will offer wireless

connectivity up to 6 Mb/s in the 3 MHz channel or 10 Mb/s in the 5 Mhz channel.") Yet

manufacturers, working under the auspices ofthe Institute of Electrical and Electronics

Engineers, Inc. ("IEEE"), have already developed a standard for high speed wireless

networking that complies with the existing Part 15 rules and meets or exceeds the

capabilities ofthe proposed WBFH equipment. There is no reason for the Commission

to amend its rules to accommodate a new technology that offers no technical

improvements but would jeopardize comparable existing systems and undermine a newly

adopted standard that promises a smooth and efficient roll-out of high-speed unlicensed

systems.

HomeRF Letter at p. 4.
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ARGUMENT

A. Spread Spectrum Equipment That Complies With the Existing Rules Is
Already Deployed and Poised to Explode into the Market With High-Speed
Capabilities.

The Commission first authorized unlicensed spread spectrum systems to operate

in the 2.4 GHz band under Part 15 of its rules in 1989.4 Over the last decade,

manufacturers have designed equipment under these rules that is capable of providing

wireless connectivity in a wide variety of applications, including wireless local area

networks, cordless phones, high speed Internet access for schools, libraries, hospitals, and

government offices, and energy utility applications. Because they must operate on a non-

interference basis, such spread spectrum devices are also very spectrally efficient, able to

meet many ofthe public's needs for short-range services while allowing the Commission

to conserve other spectrum for longer-range communications.

At present, there is over one billion dollars in unlicensed spread spectrum

equipment using frequencies in the 2.4 GHz range deployed in the United States. Yet

as impressive as this figure is, it pales in comparison to what the industry is poised to

achieve due to three important developments.

First, the price of the equipment is half what it was just a few years ago, and it

continues to fall quickly.5 Second, the throughput rate of these systems has increased

over fivefold in the last few years, going from 2 Mbps or less to 11 Mbps - comparable

to the throughput of a wireline Ethernet system's speed of 10 Mbps. Third, just last

Revision ofPart 15 ofthe Rules Regarding the Operation ofRadio Frequency Devices Without an
Individual License, 4 FCC Red. 3493, 3502 (1989). A year later, the Commission clarified the
rules for spread spectrum systems in this band. Amendment ofParts 2 and 15 ofthe Rules With
Regard to the Operation ofSpread Spectrum Systems, 5 FCC Red. 4123 (1990).

For example, the price ofWLAN PC cards for laptop computers has gone from over $500 just last
year to less than $250 today.
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month, the industry adopted a standard for high capacity spread spectrum systems in this

band that will ensure that equipment from different manufacturers will be interoperable.6

As a result of these recent developments, unlicensed spread spectrum systems in the 2.4

GHz band are now able to achieve the high speeds demanded by the market at an

increasingly lower price and with standardized specifications. In short, the promise of

widely deployed, blazingly fast spread spectrum systems is about to be realized - unless

the Commission unwisely changes it rules and undermines the utility and reliability of the

systems. It makes no sense for the Commission, after all these years, to snatch defeat

from the jaws of victory.

Just over three years ago, the Commission was presented a similarly ill-

considered proposal. It rejected a proposal that would have increased the signal

bandwidth of unlicensed spread spectrum systems up to 5 MHz by decreasing the number

of hopping channels. At that time, the IEEE was still working on its standards for

wireless LANs. The Commission was then properly "reluctant to propose any changes to

the existing spread spectrum standards regarding the transmission of wideband digital

systems prior to the release of [the IEEErs recommendations.,,7 It correctly was

concerned about interfering with the development of high-speed spread spectrum systems

by changing the rules in mid-stream. Now that the IEEE has actually adopted a standard

for high-speed wireless LANs - and thus put in place the last piece of the high-speed

WLAN puzzle -- the Commission is proposing to permit WBFH equipment that will

SeelEEE Standard 802.llb-1999 (approved Sept. 16, 1999). The standard provides for speeds of
up to II Mbps for direct sequence systems and up to 2 Mbps for frequency hopping systems.

Amendment ofParts 2 and 15 ofthe Commission 's Rules Regarding Spread Spectrum
Transmitters, II FCC Red. 3068, 3073 (1996).
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degrade the performance of equipment built to the new standard. This in spite of the fact

that even the proponents of this WBFH equipment do not suggest that it can provide

better performance capabilities. If it is in the public interest to have high speed wireless

LANs widely and inexpensively available, it is in the public interest for the Commission

to reject the proposed changes to its rules.

B. The Proposed Rules Would Result in Harmful Interference to Equipment
That Complies With the Existing Rules Without Achieving any Improved
Capabilities.

In requesting a change in Section 15.247, HomeRF recognized the "fundamental

principle" that Part 15 devices should not cause harmful interference to other users of the

band, including other Part 15 devices."g Obviously, few customers would be willing to

invest in a wireless LAN or other spread spectrum system whose performance is

unreliable or only covers a very short distance due to interfering signals. HomeRF claims

that its proposal will not cause additional interference to existing users ofthe 2.4 GHz

band; however, the record in this proceeding contains not a single study submitted by

HomeRF in support ofthis claim.

In fact, the evidence is clearly to the contrary. Technical studies submitted to

IEEE Standards Working Group 802 in September 1999 demonstrate that the proposed

WBFH systems would cause harmful interference to existing spread spectrum systems.

Attached hereto are two such studies:

I. J. Zyren and P. Gandolfo, Effects ofWBFH Power Reduction and Hop
Rate (Sept. 13, 1999), attached hereto as Exhibit 1. This study concludes
that the power reductions proposed in the Notice offer little or no
protection to existing users of the band while increasing the hop rate will
actually result in an increase in interference to existing spread spectrum
systems.

HomeRF Letter at p. 2 (citing 47 C.F.R. § 15.5(b).
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2. D. Johnson, Inteiference Potential ofWideBand Frequency Hopping
Systems on Packet Data Systems (Sept. 13, 1999), attached hereto as
Exhibit 2. This study concludes that both increasing the bandwidth of
frequency hopping systems and increasing the frequency hopping rate as
proposed in the Notice would increase the probability of interference to
conventional packet data systems9

The record already includes other studies showing that WBFH systems will interfere with

other users ofthe band - and even with themselves. 10

Recognizing the inherent potential for interference, both HomeRF and the Notice

propose to decrease the impact of WBFH systems by reducing the output power and time

of occupancy for WBFH systems as compared to systems that are currently allowed

under Section 15.247. These mitigation techniques are insufficient to prevent harmful

interference. As explained by IEEE 802.11, the higher hopping rates will actually

increase the probability of interference to more channels of existing spread spectrum

systems. II And the reduction in power is not adequate to protect existing users of the

band because, in fact, the vast majority ofIEEE 802.11 devices on the market today

transmit at 100 mW (20 dBm) or less ~ at least 10 dBm below the permitted maximum. 12

These power levels are sufficient to operate at the normal inside ranges and propagation

conditions as they currently exist in the band. And by operating at power levels far

below the permitted maximum, these devices conserve battery life - a crucial

These and other relevant materials are available at the Standards Working Group 802 section of
IEEE's web site, http;lI~rouper.ieee.or~/~roups/802/1 I.

10

"

"

See. e.g., 1. Zyren and P. Gandolfo, Effects of WBFH Interference on Bluetooth Receiver
Reliability (Sept. 24, 1999); J. Zyren and P. Gandolfo, Analysis and Simulation ofOverlapped
Frequency Hopping Channels (Aug. 30, 1999).

See Letter from Standards Working Group IEEE 802.11 to Magalie R. Salas at pp. 2-3, dated July
19. 1999.

Most Bluetooth devices operate at only I mW (0 dBm).
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requirement for wireless mobile computing devices. If the Commission adopts the

proposed rules, systems will either have to be redesigned to operate at the maximum

allowable power to overcome interference or have to accept reduced performance at

current power levels. Those who already have unlicensed spread spectrum systems could

face degraded performance from their equipment with a concomitant loss of productivity.

In none of these scenarios will the public interest in efficient use of spectrum for the

provision of high-speed wireless systems be served.

The Notice suggests that conventional direct sequence systems could protect

against interference from WBFH systems by increasing their processing gain. 1J

However, this is not a viable solution. First, it does nothing to address the interference

that would be experienced by the large number of deployed direct sequence systems.

Those who have already invested in direct sequence equipment should not be forced to

either suffer interference or bear the cost of modifYing their equipment in order to

accommodate HomeRF's technology. Second, increases in processing gain can only be

achieved through a decrease in throughput. Manufacturers that have worked for years to

design and produce equipment capable of achieving the high data rates demanded by the

public would have to redesign equipment with diminished capabilities in order to

accommodate HomeRF's technology - which does not achieve the data rates already

available under current rules. There is no justification for mandating the "dumbing

down" of available spread spectrum technology.

" Notice at 119.
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CONCLUSION

Unlicensed spread spectrum devices in the 2.4 GHz band are poised to provide the

American public with a superior wireless connectivity option offering attractive price,

speed, and standardization qualities. In fact, conventional systems that comply with

existing rules are already capable ofmeeting the needs that prompted HomeRF to

propose WBFH-related rule changes. There is no public interest justification for

adopting rules that will crush a promising industry in its infancy and strand a billion

dollars in deployed equipment in order to accommodate an interfering technology of no

greater capability.

For the foregoing reasons, the Commission should decline to adopt the rule

changes proposed in the Notice.

Respectfully submitted,

3COM CORPORAnON

By:Scm- \k~;',s
Scott Blake Harris
William M. Wiltshire

HARRIS, WILTSHIRE & GRANNIS LLP

1200 Eighteenth Street, N.W.
Washington, D.C. 20036
202-730-1300

Dated: October 4, 1999
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Abstract

In a recent NPRM (ET Docket 99-231), the FCC proposed to amend the rules for Frequency Hopping Spread
Spectrum (FHSS) radios operating in the 2.45 GHz ISM band. Proposed rule changes include reduced transmit
power levels and faster hop rates for Wide Band Frequency Hopping (WBFH) radios operating on 3 MHz or 5
MHz wide channels. The impact of proposed power reductions is discussed. An analysis demonstrating that
increasing the required minimum hop rate for WBFH radios actual1y increases interference to other users is
presented.

1.0 Summary

Intersil opposes changes in the operating rules governing operation of FHSS radios in the 2.45 GHz band
as proposed by the HomeRF Working Group in a November. 1998 petition for rule making. In that petition,
HomeRF sought an increase in the FHSS occupied channel width. This increase would allow FHSS radios to
operate with channel widths of 1. 3, or 5 MHz. Systems emplOying 3 MHz wide channels or 5 MHz wide channels
are collectively referred to as Wide Band Frequency Hopping (WBFH) radios.

HomeRF asserted that the interference resulting from the wider channel widths could be offset by a
combination of power reduction in proportion with the expansion in channel width, and an increase in the hop rate.
The rules for the three variations ofFHSS channel width are summarized in Table 1.0-1.

Channel Width Max Power Max Dwell Time Minimum II HODS
1 MHz 30dBm 400 msec 75
3 MHz 25dBm 50 msec 75
5 MHz 23dBm 20 msec 75

Table 1.0-1 Proposed FHSS Channel Parameters

In the subsequent NPRM (ET Docket 99-231), the Office of Engineering and Technology (OET) indicated
that it was of the opinion that the proposed rule changes would not result in increased interference to Direct
Sequence Spread Spectrum (DSSS) systems. However, OET specifically sought comment on whether the reduction
in power and increase in hop rate as described above would, in fact, preclude any increase in interference to DSSS
systems.

Due to the fact that nearly all portable FHSS and DSSS radios operating in accordance with Part 15, Section
247 of the Commission's Rules transmit at 20 dBm (100 mW) or less, the power reductions suggested by HomeRF
appear to offer little or no protection to existing users of the 2.45 GHz ISM band. In addition, it is shown by simple
analysis that increasing the hop rate as suggested by HomeRF will actually result in an increase in interference to
existing DSSS and FHSS systems.

Submission page 1 Jim Zyren and Pierre Gandolfo, Intersil
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2.0 Power Reduction

The reduction in power as proposed hy HomeRF is not adequate to ensure that existing users of the band.
including both FHSS and DSSS radios. will not suffer adverse effects. The reason is simple. The reduced power
levels shown in Table 1.0-1 are above the transmit power levels of nearly all portahle devices on the market today.
The vast majority of IEEE 802.11 WLAN devices transmit at 100 mw (+20 dBm) or less. Most Bluetooth devices
will radiate at only I mW (0 dBm).

These systems use transmit power levels far helow the limit permitted under Section 15.247 of the
Commission's Rules in order to maximize battery life in portable computing devices. Technologies such as
Bluetooth and IEEE 802.11 WLANs are intended to facilitate wireless mobile computing. Battery life is therefore a
paramount consideration in these types of devices.

Based on HomeRF's presentation to the FCC on Feb. 25. 1999 [I] it is clear that the intended modulation
scheme is 4FSK. Delivery of 10 Mbps data rates using this form of modulation in a 5 MHz wide channel will
require a very low index of modulation index (h) of about 0.15. This is an extremely inefficient modulation
technique as demonstrated by the Eb/No curves shown in Figure 2.0-1.

- - ~ - - 4FSK (h=0.15)

- - - Do - - 2FSK (h=0.32)

- --tr- - DBFSK

--o--DQFSK

0>
N

....
N"'N'"N

>.. ' ," , ,

~. '
\ '

~ , ,
-T,-r-r-"-,-

I \ I , 1

.'

''9.
, "
, ~ , , , , , , :
~ - , ;, - , - r - r ~ r - r- - ... -

:Q.

, ,'1
:Q.

l;:l : , ,
-, ', ... - , - .., -

'q:

,,,, ,

-, -

", , 1 I ,-" ,
- -, - -, - -, -',-, - i - i - T - - - .-" .. - r - ,- - ,- -

, \' ,
: ~ :

'- i ~; - ; - - - - - ~ - ~\- ~ -.- -:- -

: ~

"

:6,
, \ '-. -. -~

I , : \ :

\'
.;. : , ,
-,-\-0- ,--,--,-

, \,

:~
-,- -:1_:_

, \ ,
\'

L-,--,--,- -,--,r-,-
'\ ': \:
, \'

"' ....

1.0E-02

1.0E-03

S.. 1.0E-04

'"~0
~
~

UJ
1.0E-05

liS

1.0E-06

Eb/No (dB)

Figure 2.0-1 EblNo vs. BER for FSK and PSK Waveforms

In addition. the 4FSK waveform is also highly susceptible to multipath. Due to the inefficiency of the 4
FSK waveform and susceptihility to multipath. WBFH radios will be required to operate at or near the maximum
allowable transmit power (+23 dBm). Even at this power level. it is doubtful that a WBFH system as proposed by
HomeRF could provide a Quality of Service (QoS) adequate to support the types of multimedia applications
described in their letter to the Commission of November 11. 1998.

2. 1 Previous Rulings

The power reductions proposed by HomeRF are linear in relation to the increase in channel width. In a
previous ruling on a similar proposal by Symbol (FCC 96-36). the Commission commented on the potential
interference to both authorized services and other Part 15 devices:

"While this increase in interference potential could be partial1y offset by a reduction in the output power of
the frequency hopping Iransmitters. we are not convinced that a linear power reduction alone is sufflcient to offset
this inlerference pOlenliaJ. ..

The Symbol proposal differed from the HomeRF proposal in that it called for a decrease in the number of
FHSS hopping channels in proportion to the increase in channel width. In this sense. the Symbol proposal was
technically superior to the HomeRF proposal. The use of overlapping channels will actually increase the collision
rate among WBFH systems. and in no way reduces interference to other Part 15 devices.

Submission page 2 Jim Zyren and Pierre Gandolfo. Intersil
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In a proceeding relating to the reduction of the numher of channels in the 915 MHz band (FCC 97-147), the
Commission granted the request to reduce the number of hopping channels to allow FHSS systems operating in that
band to avoid interfering with other services. However, the Commission recognized that such a reduction hopping
channels would result in an increase in collisions among FHSS systems in the 915 MHz band.

In order to offset the potential for increased interference, the Commission adopted rules which required
systems using fewer hopping channels to reduce power in proportion to the square ofthe reduction in the number of
hopping channels. This conclusion was based on comments submitted by TIA Wireless[2]. In the 915 MHz ISM
band. systems using 50 hopping channels are permitted to transmit at up to I Watt, while systems using fewer
channels (but not fewer than 25) are limited to 250 mW.

The use of overlapping channels obscures this issue to some extent. However. in a previous submission to
GET in this proceeding [3J. the adverse impact of allowing overlapping FHSS channels has been demonstrated. The
number of overlapping FHSS channels is largely irrelevant. Collision rates among FHSS systems can be reduced
only by increasing the number of orthogonal (non-overlapping) channels. In this sense, the HomeRF proposal
contains the same number of orthogonal channels as the earlier proposal by Symbol. It should therefore become
more apparent that the linear power reduction proposed by HomeRF is inadequate to offset the increased potential
for interference to other users of the 2.45 GHz band.

3.0 Hop Rate

In its letter to the Commission of Nov. II. 1999. HomeRF indicated that the reduction in time of occupancy
is an effective means of reducing interference between WBFH and other users of the spectrum. It must be pointed
out that a reduction in occupancy time requires a corresponding increase in hop rate. However, even neglecting the
expansion in bandwidth, when averaged over a 30 second period the time of occupancy on any single channel is
unchanged. The net result of the proposed increase in hop rate is therefore more frequent collisions of a shorter
duration.

Increasing the hop rate of an FHSS system is NOT a means of reducing interference with either DSSS or
other FHSS systems. In fact, increasing the hop rate for an FHSS system increases the risk of interference to other
USers. A model for predicting the collision rate with an FHSS system has been proposed [4]. The model can be used
to determine the rate of collision between a DSSS system and an FHSS system, or between two FHSS systems.

In the event of a collision, any bit error will cause the Cyclic Redundancy Code (CRC) of a packet
transmission to fail, and the packet will he lost. The model estimates the probability of collision based on:

1.) Hop rate of the interfering signal (HR)
2.) Probability that FHSS interfering signal hops into passband of desired signal (Ph',,)
3.) Probability that FHSS system actively transmits while on any given hop (P.,J
4.) Packet length (in time) of desired signal transmission (1.,,,,,,)

The effect of hop rate can be shown by studying the example of a DSSS system operating at I Mbps in the
presence of a nearby FHSS system. The bandwidth of a DS signal is roughly 20 MHz. Therefore the probability
that the FHSS system will hop into the DSSS passband is 20179, or about 25%. In this example, all parameters are
held constant with the exception of hop rate. In the fIrst case, the FHSS system is 128 hops per sec, which results in
an FHSS dwell period (l.!w,") on any given channel of 7812 usee.

Case 1:

Submission

HR
Phop

PIX
Lp"",

128 hops/sec
25%
100%
8370 usee
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FHSS System Hops inside DSSS passband

(collision occurs)

"'1 1_
-----I,..-·-----'-·O-7-d-w-e-I---'1p~

1000 byte DSSS Packet @ 1 Mbps
_______ (8370 l1sec)

Figure 3.0-1 Probability ofColJision Depends on Hop Rate
(FHSS System @ 128 hopslsecJ

The number of dwell periods overlapped is a function of packet length and the Start-of-Transmission (SOT)
time. SOT is a uniform random variable with a range of 0 to !"w'll' Based on these considerations and the FHSS
system load factor (P,J. the probability of collision for the single DSSS packet under consideration can be computed:

Probability FHSS system hops into DSSS passband (Poo,):
Probability of overlapping 2 FHSS dwells (P,.",J:
Probability of overlapping 3 FHSS dwells (P""J:
Probability of FHSS transmission (P,J:

25%
92.9%
7.1%
100%

Probability of collision with n slot overlap (Pwll(n)) 1 ( 1 - (Ph',· P,J)'
1 (0.75)'

(1)

Overall Probability of collision (P"J = (P""ot * Pwu(2)) + (P""ot * Pwu(3))

«(0.929 * 0.4375) + (0.071 * 0.5781))

44.7%

Consider the same situation. with the exception that hop rate is increased to 512 hops/sec:

Gase2:

(2)

512 hops/sec
25%
100%
8370 usee

collision collision

.001 IJ - U lI)IJ I . . .

I· 4.28 dwell periods

1000 byte DSSS Packet @ 1 Mbps
_______ (8370 J,lsec)
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Figure 3.0-2 Increasing Hop Rate Increases Probability ofColJision
(FHSS System @512 hops/sec)

Note that the higher hop rate increases the number of dwell periods overlapped by the DSSS packet. In this
situation, the DSSS packet overlaps either five dwell periods or six dwell periods, depending on the start-of
transmission time. The probability of collision for the single DSSS packet under consideration can be computed:

Probability FHSS system hops into DSSS passband (Ph',):
Probability of overlapping 5 FHSS dwells (P'.,I,J:
Probability of overlapping 6 FHSS dwells (Ps.•,J:
Probability of FHSS transmission (Ptxl:

25%
72%
28%
100%

Overall Probability of collision (PtoJ (PS.,lot * Pwll(5)) + (P'.'lot * Pwu (6» (3)

((0.72 * 0.684) + (0.28 * 0.76))

77.9 %

All parameters in Cases I and 2 are held constant, except for hop rate. As hop rate is increased, the
collision rate increases as well. Therefore, increasing hop rate does not mitigate interference to DSSS users in the
2.45 GHz ISM band. The Probability of Collision is plotted as a function of hop rate for the stated conditions in
Figure 3.0-3. Note that as hope rate is increased, the collision rate increases monotonically. There is no point on the
curve at which the Probability of Collision decreases as hop rate increases. This result also holds true when both the
victim and the jammer are FHSS systems.
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Figure 3.0-3 DSSS ProbabiJjty ofCollision as a Function ofFHSS Hop Rate
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3.1 Impact ofHigher Hop Rate on Throughput

In general, in FHSS systems which deal with packet data can deliver higher throughput with a slower hop
rate. Increasing hop rate reduces throughput mainly via two mechanisms: more down time due to channel Switching,
and lost time at the end of a dwell period.

Current FHSS systems require about 200 - 300 usec to switch channels. Therefore, hopping faster results in
more time spent switching between channels. Assuming a 250 usec channel switching time, a system hopping at IO
Hz would lose 0.025% throughput due to channel switching (2500 usec / sec). By comparison, the same FHSS
system hopping at 1000 Hz would lose 25% throughput due to time lost in channel switching (250,000 usee / sec).
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There is another effect which can he of significance for systems which employ Carrier Sense Multiple

Access / Collision Avoidance (CSMA/CA) medium access methods. This is one form of a "listen hefore talk"
medium sharing method. IEEE 802.11, HomeRF, and Open Air radios are among those employing this mechanism.
Because the timing of traffic is somewhat random, time can be lost at the end of a dwell time if there is insufficient
time remaining to transmit a packet of some arbitrary length before switching channels.

In either case, increasing hop rate actually decreases throughput for FHSS networks. Bluetooth radios hop
at 1600 hops/sec. However, they can increase throughput by using multiple lime slot packets. In this mode, a
Bluetooth radio can dwell on one channel for up to 5 time slots. As a result of using longer dwell periods, the hop
rate in this mode is lower. In other words, Bluetooth radios actually reduce hop rate in order to increase throughput.

3.2 So Why Do Some FHSS Radios Use Higher Hop Rates?

Channel distortion and interference are the two main mechanisms by which communications in FHSS
systems are disrupted. Regardless of which mechanism is at work. increasing the hop rate increases the number of
disruptions, but reduces the duration of each disruption by a corresponding amount. This characteristic can be
exploited where Quality of Service (QoS) is more important than peak throughput.

Recall from the previous section that increasing the hop rate decreases throughput for an FHSS system.
However, for many services such as toll grade voice. throughput requirements are relatively modest (full duplex @ s
64 kbps). When supporting telephony. timing of delivery of the digitized voice and reliability of reception are
paramount.

Consider the case of a Bluetooth piconet which is supporting a two way voice conversation. Bluetooth
features packet structures which support both data and isochronous voice services. In order to deliver robust voice
services, Bluetooth uses three different types of voice packets. The most robust packet format uses 1/3 rate Forward
Error Correction (FEe) to support Continuous Variable Slope Delta (CVSD) voice encoding. When using this level
ofFEC, upstream and downstream traffic are sent on alternating lime slots as shown in Figure 3.2.1.

1+ 625 usec-.j
• • • Uplink DOWnlink Uplink DownHnk Uplink Downlink Uplink • • •

HV1 Packet Payload = 80 bits @ 1/3 FEe

Figure 3.2.1 Bluetooth Piconet TDMA Scheme for Delivery ofVoice
via 1/3 Rate FEe

When delivering voice services. Bluetooth radios change channels at 1600 hops/sec. If a single voice
packet is corrupted in this mode, only 1.25 msec of voice is lost. This is imperceptible to the listener. Assuming that
the radio hops to a subsequent channel which is not distorted or jammed. the user will perceive no disruption or
degradation of voice quality. If Bluetooth hopped at a slower rate. the amount of voice lost due to a corrupted

packet would be correspondingly longer. At some point. a single lost voice packet could become perceptible 10 tbe
listener. This example is illustrative because Bluetooth trades throughput in this mode to provide extremely robust
voice transmission capable of maintaining very high QoS.

4.0 Conclusions

The power reductions proposed by HomeRF are inadequate to ensure that other users of the band will not
encounter increased levels of interference. Expansion in the occupied channel width reduces the number of
orthogonal (non-overlapping) channels in the band. In a ruling regarding operation of FHSS radios in the 915 MHz
band, the Commission concluded that linear power reduction in proportion to the reduction in the number of
channels was inadequate to protect other users. In addition, the proposed limits for WBFH radios would allow
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transmission at power levels which are higher than those used by the vast majority of radios currently operating in
the band.

The analysis presented in this paper demonstrates that increasing hop rate does not reduce interference to
other Part 15 users. In fact, increasing hop rate actually increases the rate of collision with other users. It is
reasonable to conclude that authorized users will suffer a similar impact. It has further been shown that increasing
hop rate reduces throughput for FHSS systems. Due to the higher hop rate, periods of interference with other users
such as DSSS radios or conventional FHSS radios are more frequent, but of a shorter duration. In applications
where QoS is of greater importance than peak throughput, this property can be exploited to provide services such as
telephony.

Under current regulations, manufacturers of FHSS equipment have the latitude to select a hop rate suited to
their particular application. If maximum throughput is desired, the hop rate can be set as low as 2.5 Hz. If TDMA
support of isochronous services is sought, a higher hop rate can be selected. Therefore, there should be no
regulatory prohibition against use of faster hopping, nor should the FCC require faster hop rates due to tbe fact that
this will increase interference to other users of tbe spectrum.

The proposal put forward by HomeRF is similar to an earlier proposal to widen FHSS channel widths which
was rejected by the Commission (ET Docket 96-8). Tbe only salient differences are that the HomeRF scheme calls
for the use of overlapping channels and a higher hop rate. Both measures have been shown to increase interference
to other users in the band. In addition, due to susceptibility to multipath, WBFH systems will not be able to provide
sufficient throughput to deliver the benefits to consumers claimed by its proponents. The HomeRF proposal should
therefore be rejected.
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1.0 Abstract
The effect of modifying the 47 CFR Part 15.247 frequency hopping spread spectrum rules to permit a wider
bandwidth is investigated relative to the interference potential on packet data transmission systems that conform to
the current rules. The rules modification would permit WideBand Frequency Hopping (WBFH) systems with
bandwidths of 3 MHz and 5 MHz in addition to systems operating under the current rules that limit the bandwidth to
1 MHz.

The probability of a WBFH transmission mutilating a wireless data packet is investigated in terms of the WBFH and
victim power levels, the WBFH bandwidth, the duration of the victim packet interval and WBFH hop interval and
potential victim receiver parameters. A WBFH system operating in accordance with the proposed revised rules and a
potential victim wireless packet data system conforming to the current rules are considered to operate in the same
area. The configuration analyzed consists of a victim packet data system operating in a centralized mode and an
interfering WBFH system with transmitters evenly distributed within and around the victim system communication
cell. The proportion of WBFH transmitters that create packet errors in the victim receiver is analyzed.

It is shown that increasing the frequency hopping rate increases the probability of interference to packet data
systems. The wider bandWidth would, of itself, increase the interference probability, but it would also permit a
higher hoping rate. The proposed rules modification would place a lower limit on the hopping rate, but would not
impose an upper limit. The potentially higher hopping rate would further increase the interference probability.

It is shown that increasing the bandwidth of frequency hopping systems to 3 or 5 MHz greatly increases the
interference to 1 MHz bandwidth frequency hopping packet data systems. The increase would require the WBFH
system to use a power level as much as 20 dB below the 1 MHz system to offset the effect of the wider bandwidth
alone. The potential increase in frequency hopping rate also produces a like factor.

The effect on direct sequence packet data systems is less, but is nevertheless significant. It is shown that the change
would cause a 13 to 15 dB effect on a packet data system such as one conforming to IEEE p802.11. That is, the
WBFH power level would have to be decreased by 13 to 16 dB to have the same interference effect on this system
as does a 1 MHz bandwidth frequency hopping system.
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2.0 Packet Overlap Dependence on Bandwidth and Hop Time

The relative overlap probability will be investigated independently of the relative power level of the interfering and
victim systems. That is. it will be assumed that there are a fIxed number of WBFH transmitters oear enough to the
packet receiver to interfere and that this number does not vary with bandwidth. This will later be expanded to
investigate the effect of the relative power levels of the two systems. including the bandwidth effects on the
interference power level.

DefIne the following parameters:
B; ~ Bandwidth of the interfered Signal.
Bh= Bandwidth of the widehand frequency hopping (WBFH) system (1, 3 or 5 MHz)
B;h ~ The interference bandwidth, the difference frequency range over which the WBFH signal interferes with

the victim receiver. B;h >~ B; + Bh '
B, ~ Total bandwidth of the WBFH system (75 to 85 MHz.)
H, ~ WBFH hop time
P, ~ Packet transmission time.

Refer to fIgure 2-1 and consider a single active wideband WBFH transmitter within range of a LAN packet receiver.
If one or more on-frequency hops start in the interval", + P" then overlap occurs.

B'h B; + BhProbability hop is on the packet frequency ~ -' z -'---"-

B, B,

H,B,
Mean time between start of on-frequency hops ~ -=--'--:':

B;+Bh

Packet

~
( Pt >

r ll(
Ht

~n-<:hannelhOpper/

(
H t + P t >

Figure 2-1. Illustration ofWBFH Overlap with LAN Packet.

The mean number of hops that start in the interval H, + P, equals the duration of this interval divided by the mean
duration between hops. Let this mean number be m" then

If there is one active WBFH system in range of the packet LAN receiver, then m, is the probability of overlap. If
there are more than one active WBFH system in range, then the overlap probability can be modeled as a binomial
probability function with m, equal to the probability of "success" on each try (one try per frequency hop system).
With N such systems in range, the overall probability of overlap is

Pr(overlap) ~ 1-(1- mJN

I Reference 1 shows some measurements of the interference bandwidth for two frequency hoppers using the
modulation technique employed in the IEEE p802.II frequency hopping wireless LAN. In the case of both the 1
MHz and 5 MHz bandwidth frequency hoppers the 3 dB interference bandwidth is approximately equal to the sum
of the 20 dB bandwidths. The frequency hopping systems with a 20 dB bandwidth of 1 MHz had a 3 dB
interference bandwidth of 2 MHz and that with the 5 MHz bandwidth had a 3 dB interference bandwidth of 9.5
MHz.

Submission page 2 Don Johnson, WLAN Consulting



September, 1999 doc.: IEEE 802.11-99/205
The process can be modeled as a Poisson process if the mean number of overlaps is very low relative to the possible
number. With N active WBFH transmitters, the maximum number of hop signals that can start within the overlap

interval is [ 2 + In{ ~t ) IN where Int(x) means the largest integer less than or equal to x. The mean number is

m,N, thus, if m, «[2+ In{ ~t ) Jthe Poisson process should be a good approximation.

In the more general case there is a larger population of WBFH transmitters, each with a relatively low probability of
being active. Thus, the mean number of overlaps is very low compared to the possible number and the Poisson
process applies.

If there are M frequency hopping transmitters in range and the mean probability that a transmitter is active is p, then
N is a random variable with mean Mp and the Poisson distribution is appropriate.

Let Abe the mean number of on-frequency hops starting in the overlap interval. In the former case A, ~ Nm, and in
the second case A, ~ Mpm" thus, in the more general case

(2- I)

Using the Poisson approximation, the probability of at least one overlap is

Pr(overlap) = 1-£-1

Since

Il' 113
1_£-1 = Il--+-----

2 6

if 10« I then I-e"=Aand

Pr(overlap) = AirA« 1.

Normally the packet error rate must be less than 0.1 for a good quality packet LAN.

The information throughput demand tends to track the capability, thus the factor Mp will be relatively independent
of the frequency hopping bandwidth.

Two facts are obvious from the expression for A.

First, the overlap probability, and thus interference probability is increased with short hop times. The fIrst bracketed
expression approaches the value P,/H, as the hop time approaches zero. This would imply that a minimum hop time
would be a better requirement than would be a maximum hop time. Otherwise, a contest is likely to develop to
optimize interference robustness by shortening the packet times. Wireless packet data systems are ineffIcient with
very short packet times, thus a contest to match packet times to hop times would lead to ineffIciency.

Second, increasing the frequency hopping bandwidth increases the interference potential. This is particularly severe
when the victim bandwidth is low, as is the case for packet data frequency hopping systems conforming to the
present bandwidth rules (such as those operating in accordance with the IEEE pp802. I1 standard). The current rules
require a 1 MHz maximum 20 dB bandwidth. Two frequency hopping systems complying with these rules have an
interference bandwidth of less than 2 MHz even if the frequencies do not match. Widening the frequency hopping
bandwidth to 5MHz would increase the number of interferers by a factor of at least 3.
Some examples of the overall effect are presented in section 5.

3.0 The Effect of the Interference Power Level

The number of transmitters in interference range of a victim packet transmission system operating in a common area
depends upon the power level difference between the potential interferer and the potential victim. Lowering the
WBFH power level is proposed as a means of equalizing the increased interference effect of a wider frequency
hopping bandwidth. The relative power level effect on interference will be investigated here.

A transmitter will interfere with another system receiver if it is within the range in which the interference power it
produces in the receiver exceeds the required carrier to interference power margin. This interference level depends
in turn on the power level and transmission distance of the potentially interfered system. If the deployment area of
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the interferer and victim system is smaller than the median interference area, then the majority of the transmissions
will create interference. A reduced power level only helps to the extent that the reduced level reduces the
interference area relative to the deployment area.

The dependence of the interference range on power level will he established.

Define tbe following additional parameters:

PI = the transmit power of system 1 (the interferer system)
P21 = the transmit power of system 1 within the bandwidth of system 2 (the victim system)
P2 = the transmit power of system 2
'Ii = the required Signal power to interference power ratio of system 2
c = the system 2 transmission range (the communication range)
r, = the system 1 transmission range (the interference range)
a22 = the transmit to receive power ratio at distance c (the system 2 range)
a2l = the transmit to receive power ratio at distance ri (lhe system 2 to system 1 range)
a = the attenuation exponent.
~ = the proportion of interferer power within the bandwidth of the victim receiver.

f3 =lOLO{~) Bh > B;

f3 =0 otherwise.

In the folloWing, upper case letters will represent decibel quantities and lower case letters will represent ratios. That
is,

f, = IOLog"'(, ,
Ax = IOLogax and
Px = IOLogpx.

. .....
...............

.•...........

:' P 1

.... .....
.......... .....

.............. . .......................

.......
....................

..'
/ .....

Figure 3-1. Illustration of the Interference Range Compared to the Communication Range

The dotted circle in figure 3-1 represents the interference range ofa transmitter of power level PI to a receiver
centered in a LAN cell when the transmission distance is c. The ratio of the interference range r, to the
communication range c will be examined.

The necessary condition for creating interference is
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The attenuation exponent is commonly modeled as having a value of 2 up to a range of 5 to 10 meters and a larger
value a beyond this range. In this model, with the a ~ 2 range at 10 meters, the attenuation in deciBels can be
expressed as

A(r) = Af -lOa +lOaLogr+ A" (3-1).

(3-3) .

in which Ar is the attenuation at 10 meters and Av is an approximately normally distributed random component with
mean zero.

The condition for avoiding interference can be expressed in decibel quantities and reduced to

lOaLogIj =lOaLogc+ P'l - P, +r; + (.4,,2 - .4"J. (3-2)

On further reduction

Pzl-Pz+r, A,,1-A,,2
Ij =10----w,:;- *10~
c

The fIrst exponential is the median interference range to communication range ratio and the last factor (including the
variable attenuation) is a random multiplier.

As an example, assume a = 3 and r, = 13 dB and equal power levels in each system. The median interference range
is then 2.7 times the communication range. The mean transmission distance to the center of a centralized LAN cell is
0.75 times the cell radius. Thus, the median interference distance is approximately 2.7xO.75 = 2.0 times the cell
radius and the median interference area is approximately 4 times the communication coverage area.

The effect of power level can better be illustrated by computing the proportion of WBFH devices in a typical
deployment area that create interference to a victim transmitter-receiver combination. The victim system might be a
wireless LAN system, but it may also be another type of packet based digital communication system.

Consider the region outlined in fIgure 3-2. Here potential victim devices and potentially interfering WBFH devices
are evenly distributed over the area of radius rIo The victim devices operate in a centralized mode in which all
transmissions involve a centralized access point (a in the diagram) and a mobile device (m in the diagram). The
inner concentric circle of radius 1 is the boundary of the victim system cell, that is, the victim devices within this
circle communicate through the access point shown. A rectangular deployment area is more typical, but a circular
deployment area and cell shape lends itself to a convenient evaluation and will serve to show the power level effect.

Building or office area size normally establishes the deployment area dimensions. Usually, a single cell will be
sufficient to cover an area; a power level of 50 mW is suffIcient to reliably cover a communication radius of up to
50 meters. The single cell deployment area case is represented by r, = I.

Figure 3-2 illustrates the following development.

Establish the proportion of interfering devices at a distance r, from the mobile receiver (those within a small
differential of the dotted line in fIgure 3-2). The receiver is a distance c from the desired transmitter. To do this
rearrange equation 3-2 as follows.

A'l -.4,,2 = A", =P'l - P, + r; -lOaLO{~ )

This gives the necessary deviation from the mean of the two distance attenuation values to make the interference
distance equal r, when the communication distance is C.

AV1 and AV2 are the fading and shadowing variation in attenuation. AV1 and AV2 are each approximately normally
distributed with mean zero. The variance difference is the sum of the variances of each and the standard deviation is
the square root of the variance.

Let the standard deviation of Avt • AV1 - AV2 be A,. Then AvtlA, is a random variable of mean zero and standard
deviation 1.
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Figure 3-2. Configuration for Analyzing the Relative Number ofWBFH Interferers.
The mobile device (m) is receiving from the access point (a). The inner concentric circle is a
centralized LAN cell for which the radius is normalized to I. The deployment area is defined by
the outer circle of normalized radius rt. The normalized communication distance is c. The dntted
line is a circular arc of radius r, on which all WBFH devices are equidistant from the mobile
receiver. Interfering and victim devices are evenly distributed within the area.

If the interferer bandwidth is greater than the victim bandwidth. the interferer power received by the victim is
reduced by the bandwidth ratio factor ~.

f3 =lOLO{~ J Bh > B;

f3 =0 otherwise.

Then P21 = P,-~ and

P, ~ PI ~ "'P.

Using the above definitions. equation 3-2 can be rearranged to

lOa L01Ij)
As bl c

The random variable A.,,1A, has a mean of zero and a standard deviation of 1 and approximately obeys the normal
probability distribution.

Define X as the right hand side of the equation

lOa L01 Ii)
As 5l c

(3-4)

Let P,(X) be the value of the normal distribution function for a variable of mean zero and standard deviation 1. then

equals the prohahility that a WBFH device at distance r, will interfere when the victim communication distance is c.
In other words. P,(X) is the proportion of devices at distance r, which will have sufficient power level to interfere
with the victim device when the communication distance is c.
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If Nh is the total number of WBFH devices within the deployment area (the area bounded by r, in figure 3-2), then

the density of WBFH devices is Nhl , . If these devices are evenly distributed, the number of devices within 8r; of
11fr,

the dotted arc in figure 3-2 is Nhl ,(¢r,.8Ij).
11fr,

Further, the number which interfere with the mobile receiver (8N..) is

(3-5)

(3-6)

The augle of the arc in figure 3-2 (<1» can be established to he

'" =2COS-'(r,' - r,' + r! J'r Ij~I;-c
2r,c

¢=21f r,<r,-c

Tbus, the integral of equation 3-5 from 0 to r,+c is the total number of WBFH devices that interfere with the mobile
receiver when the communication distance is c.

Wben the LAN receiver is at the access point the number of devices that interfere is defined as N,. In this case, <I> is
always 21t and the number of devices that interfere with the access point receiver is the integral of equation 3-5 from
oto r, with <I> always equal to 21t.

The communication distance within the cell (c) is also a random variable and the number of interferers must be
weighted by the probability density of c. This probability density is

pi:) =pr(x- 8;Vz < c< x+ 8;Vz)= 3x'

The overall proportion of devices that interfere is determined by the double integral

Nx = 3f c' f IJ.Nx (Ij , c, etc)
c "

(3-7)

where x is either a or m.

Annex I gives the full equations and description of the numerical integration used.

In a typical centralized wireless LAN, such as an IEEE 802.11 standard LAN operating through an access point, the
information flow is balanced to and from the access point. Some packets must flow in the opposite direction to the
information flow, but these are supervisory packets and are of shorter duration than the information packet. The
overall proportion of WBFH transmitters that interfere will be slightly higher because of the supervisory packet
flow, however this increase will be small and it will be assumed here that the overall proportion is (N, + N..)/2Nh•

A graph of this quantity versus the power level related parameters is given in figure 3-3.

The parameters of the graph are typical values that can be expected in a relatively open office type environment. The
propagation exponent a is typically about 3 in such an environment and this is used in the graph.

The attenuation variation about the regression value predicted by the exponent a is comprised of avariation due to
shadowing and another due to multi-path fading. The typical variation due to shadowing is 3 to 4 dB and that due to
fading is about the same. The fading component can be made negligible in the desired communication path by
equalization and diversity techniques. So, a reasonable value of the overall standard deviation of the difference
attenuation A, can be derived by assuming three 4 dB components which add in an RMS manner. The value of 6.93
dB used in the graph is 4 times the square root of 3.

Submission page 7 Don Johnson, WLAN Consulting



September, 1999

80

Cl 70
c:

~ 60

~ 50

C
'" 40
~
a. 30

20

10

ex = 3.0
A,. = 6.93 dB

doc.: IEEE 802.11-99/205

IEEE 1 MHz Frequency Hopping
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Figure 3-3.
This shows the quantity (N, + N"J/2Nh for various ratios of deployment radius to cell radius. Typical
values of the parameters a and A, are used. The vertical dotted line at 16 dB corresponds to the case
where an IEEE p802.1l standard frequency hopping wireless LAN victim system has the same power
level as the interfering WBFH system.

The curves of figure 3-3 tend to become nat as the CII requirement of the victim receiver increases. High CII
requirements are characteristic of systems with high modulation efficiency. Thus, the interference effect due to
power level difference is relatively insensitive to redUcing the interferer power level in high modulation efficiency
devices.

4.0 Composite Interference Effect

The probability of packet overlap of a wide bandwidth frequency hopping system on a packet data system was
developed in section 2 on the assumption of a fixed population of interfering transmitters all of which had sufficient
power level to create interference. Section 3 then shows the effect of power level and bandwidth on the size of this
population.

The overall packet interference probability can be considered to be the product of three factors

1. A factor dependent on the hopping frequency or period.
This is the (H,+P,)IH, term of equation 2-1.

2. A factor dependent on the relative bandwidths.
This is the BihlBt =(Bh+Bi)/Bt term of equatinn 2-1.

3. A factor dependent on the interference to victim power level ratio.

Equation 2-1 of section 2 gives the packet overlap probability (Ie) dependence on the WBFH frequency hopping rate
and bandwidth.

, -_ ",jH,H+
,
p,][ BBih

l

]/l. IVIJ-'l and section 3 added the effect of power level.

The Hopping Frequency Factor

H+P
This is the factor I I of equation 2-1. This term increases with the hopping rate (11H,) of the interfering

HI
frequency hopper. Increasing the bandwidth as proposed for the WBFH permits the hop time (H,) to be lowered and
thus permits a higher interference factor.
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k/S =k/k/S S
ri n =1+ ---!2- . Sf' and SN are the signaling rate of the interferer and victim systems
k/ Sri S"

The fastest hopping time is likely to be the amount of time necessary to transfer one packet of information. This will
usually include an exchange of a long information packet and one or more short supervisory packets. The victim will
be susceptible to interference on each packet transferred; if either packet is mutilated the information packet will
need to be retransmitted.

Consider the time for the complete packet exchange associated with one information packet to be the packet time. It
is reasonable to assume that the frequency hopper will hop as fast as practical and this is after each of its information
packet exchanges'. In this case, the hop time is the packet time of the frequency hopper. It is also reasonable to
consider that both the hop time and the packet time is inversely proportional to the signaling speed. If each system
uses packets containing the same amount of information (the same number of bits), then each would have a packet
time bearing the same inverse proportionality to signaling rate.

Thus,

Hf+p'
HI

respectively.

The IEEE p802. I I frequency hoping LAN has an upper signaling speed of 2 MB/s. This is two times the 20 dB
bandwidth, thus it will be assumed that the signaling speed of a frequency hopper is 2Bh where Bh is the 20 dB
bandwidth as in section 2.

The ratio of this factor with a hopping bandwidth of Bh to that when the bandwidth is I MHz is then

S +2BhHopping rate factor ~ ---""'----- -"-
S,,+2

Tabie 4·[ gives values of this factor for the current signaling speeds of the IEEE p802. II standard.

'The IEEE p802.11 frequency hopping hop time is 100 milliseconds. This makes the hopping rate factor negligible
and makes the standard frequency hopper friendlier to both other frequency hoppers and to direct sequence systems.
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Frequency
Victim hopper

signaling speed handwidth (Bh Hopping rate
Sv (Mb/s) in MHz) factor

any I

I 3 2.33
2 3 2

5.5 3 1.53
11 3 1.42

I 5 3.67
2 5 3.00

5.5 5 2.07
11 5 1.75

Table 4-1: Values ofthe Hopping Rate Factor in Interference Probability
The interference probability of a frequency hopping system is increased by this factor if
the frequency hopping bandwidth is increased from I MHz to Bh, the frequency-hopping
period is equal to an information packet transmission time and all packets contain the
same amount of information.

Even at the highest signaling speeds now used, the hopping rate factor is very significant.

The Hopping Bandwidth Factor

Bh B.+BhThis is the factor -'=' of equation 2-1, The current frequency hopping bandwidth is I MHz and the total
B, B,

hopping band (BJ is proposed to stay the same for the WBFH. Thus, the ratio of the value of this term with a
wideband frequency hopping system to the value with a I MHz handwidth frequency hopping system is

B+BhBandwidth factor = ' .
Bj+l

Table 4-2 compares this factor for the two bandwidtbs used in the IEEE p802.11 standard. The frequency hopping
PHYsicallayer (PHY), 20 MHz bandwidth is I MHz and the direct sequence PHY bandwidth is approximately 17
MHz.

Victim
bandwidth (BJ

any
any

Frequency
hopping

bandwidth (B,J Bandwidth factor

I I
I I

I 3 2.00
I 5 3.00

17 3 1.11
17 5 1.22

Table 4-2: Values of the Bandwidth Factor in Interference Probability
The interference probability of a frequency hopping system is increased by this factor
if the frequency hopping bandwidth is increased from I MHz to Bh.

5.0 WBFH Interference tn IEEE p802.11 Standard LANs

Wireless packet data systems conforming to the IEEE p802.11 standard for wireless LANs will be used as example
systems to demonstrate the relative interference potential of wide bandwidth frequency hopping systems. The IEEE
p802.11 standard specifies both a frequency hopping and a direct sequence spread spectrum wireless LAN PHYsical
layer (PHY) using the 2.4 GHz band. Most systems now in operation follow this standard.

The IEEE direct sequence PHY uses a chip rate of II Mchips/second. The 20 dB bandwidth is not specified but is
usually about 17 MHz. The direct sequence Signaling speeds are I, 2, 5.5 and 11 Mb/s. The frequency hopping PHY
uses a 20 dB bandwidth of I MHz and signaling speeds of I and 2 Mb/s.
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The IEEE p802.I1 wireless LAN products now typically use a power level of about 16 to 20 dBm even though the
permissible level is 30 dBm. The lower power level is easier to generate and is sufficient for the inside
communication distances for which the LANs are used. The petitioners seeking to increase the frequency hopping
bandwidth propose to limit the WBFH power level to 23 and 25 dBm. Since this is above the levels now used. it will
have likely have little effect on the WBFH power level. It can be expected that WBFH LANs will have about the
same power level as current LANs if the power level limit is lowered.

This section evaluates the overall interference effect caused by increasing the frequency hopping bandwidth. taking
into account the two factors of section 4 and the power level effect of section 3.

It can be expected that tbe most severe effect will be on I MHz bandwidth frequency hopping systems as opposed to
that on the direct sequence systems. This is because the direct sequence systems have higher bandwidth and
signaling speed and are more resistant to interference. that is. the interference distance of section 3 is lower.

Direct sequence spread spectrum systems are necessary. within the current rules. if signaling speeds above about 2
Mb/s are required.

Direct sequence systems are very sensitive to fast frequency bopping systems. Tbe IEEE p802.I1 standard uses slow
frequency hopping which neutralizes the hopping rate factor between the IEEE p802.I1 systems and thus makes the
standard systems more compatible.

The hopping rate factor of table 4- I is compared to a I MHz bandwidth system that also uses fast frequency
hopping. The ratio would be much higher if a fast frequency hopping WBFH system was compared to the slow
hopping system of IEEE p802. I I.

IEEE p802. I I Frequency Hopping System

Widening the bandwidth without changing the interferer power level reduces the interference power level within a I
MHz bandwidth frequency hopping receiver. thus ~ of section 3 is greater than I for a I MHz bandwidth frequency
hopping victim. This power reduction factor (~) for the proposed interfering system bandwidths is

~ = 0 dB for the I MHz bandwidth.

~ = 4.8 dB for the 3 MHz bandwidth and

~ = 7 dB for 5 MHz bandwidth.

The IEEE standard frequency hopping LAN CIN requirement is 23 dB for 2 Mb/s and 20 dB for 1 Mb/s and the
wide bandwidth signals intercepted by a narrow bandwidth receiver can be treated as gaussian noise. Thus. the CIl
(r, of the equations) requirement is approximately the same as the CIN requirement.

The probability of packet overlap is directly proportional to the bandwidth factor of table 4-2 times the hopping rate
factor of table 4-1. The approximate value of the bandwidth factor for 3 and 5 MHz bandwidth systems compared to
1 MHz bandwidth systems is 2 and 3 respectively (table 4-2). The factor due to the potentially higher hopping rate
can also be 2 or 3 respectively (table 4-1).

As an example. assume that the WBFH bandwidth is 5 MHz and the product of these factors is 3. This is the
minimum value of the factor and would apply if the WBFH hop time effect was negligible due to a low hopping
rate.

Refer to figure 3-3 to assess the power level effect.

For a total area equal to one communication cell (r, = 1).85.6 percent of the 1 MHz frequency hoppers will have
high enough power level to interfere with the 2 Mb/s IEEE LAN (VP = O. ~ = 0 and CIl = 23 dB). 82.5 percent of
the 5 MHz frequency hoppers will interfere (VP = O. ~ = 7 dB and ell ~ 23 dB). Thus. the reduction in the
proportion that interfere due to the reduced level of intercepted power is 82.5/85.6 = 0.96. provided the systems use
the same power level.

However. three times as many devices of equal power level generate overlapping transmissions when the bandwidth
is increased to 5 MHz. The proportion of devices with sufficient power level to interfere would need to be reduced
to 1/3 to compensate. That is. the proportion interfering would need to be no more than 85.6%/3 = 28.5%. This
would require a 21.0 dB power reduction in the 5 MHz frequency hopper transntitter relative to the 1 MHz system
power level.

If the power level difference is 7 dB (as required by the proposed rules if all systems operate at maximum
permissible power). the proportion of interferers becomes 72.6%. Thus. an increase of the bandwidth to 5 MHz
accompanied by a 7 dB power reduction increases the number of interferers by at least a factor of 72.6x3/85.6 = 2.5.
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Table 5-1 sbows tbe sbows tbe result of tbe above computation for a range of bandwidth and interference factors.
The table shows the amount the WBFH power would have to be reduced relative to the I MHz bandwidth system
power in order to maintain the same interference probability for the 3 and 5 MHz bandwidth systems as for a I MHz
bandwidth system. The bandwidth-hopping rate factor applies to a I MHz bandwidth device with a CIl value of 23
dB. The bandwidth - hopping rate factor (column 3) is shown at an intermediate and a maximum value for each
WBFH bandwidth.

Necessary
WBFHpower

reduction

2 19.0 dB
4 > 26 dB
3 21.0 dB
9 > 26 dB

2 14.5 dB
4 21.5 dB
3 13.5 dB
9 > 24 dB

2 11.5 dB
4 18.0 dB
3 13.5 dB
9 22.0 dB

7 dB (5 MHz)

4.8 dB (3 MHz)

7 dB (5 MHz)

4.8 dB (3 MHz)

7 dB (5 MHz)

Bandwidth ratio power
reduction factor ~

(WBFH bandwidth)

4.8 dB (3 MHz)1.0
1.0
1.0
1.0

1.5
1.5
1.5
1.5

2.0
2.0
2.0
2.0

Total radius to cell
radius ratio (r,)

The proportion of devices with sufficient power level to interfere decreases with larger deployment areas. However,
even at very large deployment areas the increased bandwidth causes increased interference unless the power level of
the WBFH systems is drastically lower than that of the I MHz bandwidth systems.

Product of
bandwidth

and hopping
rate factors

Table 5-1: Necessary Power Level Difference to Equalize Interference Probability to a I
MHz Bandwidth 2 Mb/s System.

The interference probability of a frequency hopping system of 3 and 5 MHz bandwidth is
compared to that of a I MHz bandwidth system. The wider bandwidth system power level would
need to be less than that of a I MHz bandwidth frequency hopping system by the amounts of the
table if the interference potential is to be equalized. The victim system has a I MHz bandwidth
and a 23 dB CIl requirement._These parameters approximately match the IEEE p802.11 2 Mb/s
frequency hopping PHY.

Direct Sequence System

The IEEE p802.11 direct sequence PHY uses an II Mchip/second Signaling rate and has a 20 dB bandwidth of
approximately 17 MHz. Thus, the bandwidth factor affecting the number of overlapping transmissions is 1.11 and
1.22 for the 3 MHz and 5 MHz WBFH systems respectively (table 4-2) and the hopping rate factor is potentially
1.42 and 1.75 respectively. Thus, the potential bandwidth - hopping rate factor product is 1.6 for the 3 MHz
bandwidth and 2.1 for the 5 MHz bandwidth.

A typical II Mb/s IEEE p802.11 direct sequence implementation has a CIN requirement of 12.5 dB and a CIl
requirement for a single frequency tone of about 7 dB. When a constant amplitude interfering signal has a bandwidth
in excess of that of the unspread direct sequence Signal, the CIl requirement is higher than for a narrower bandwidth
signal. Thus, the CIl requirement for a I, 3 and 5 MHz bandwidth constant amplitude modulated signal is between 7
dB and 12.5 dB if the interfering signal is of constant amplitude. The requirement increases with increasing
bandwidth.

There is no assurance that the WBFH system will use a constant amplitude signal. If the signal is not constant
amplitude, the CIl requirement could be as high as the CIN requirement of 12.5 dB.

AelI requirement of 10 dB will be assumed for comparison purposes. Tbe interference effect would be worse if the
WBFH signal is not of constant amplitude.

Table 5-2 shows the shows the amount the WBFH power would have to be reduced relative to that of a direct
sequence system power in order to maintain the same interference probability for the 3 and 5 MHz bandwidth
systems as for a I MHz bandwidth system. The bandWidth-hopping rate factor applies to device such as an IEEE
p802.l1 standard direct sequence PHYsicallayer (PHY) with a bandwidth of 17 MHz, a Signaling speed of II Mb/s
and a CIl requirement of 10 dB.
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Total radius to cell
radius ratio (rJ

1.0
1.0

1.5
1.5

2.0
2.0

Product of
bandwidth and
hopping rate

factors

1.6
2.1

1.6
2.1

1.6
2.1
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Necessary
WBFHpower

reduction

10
13

7.0
10

9.0
8.5

Table 5-2: Necessary Power Level Difference to Equalize Interference Probability
to a Direct Sequence Spread System.

The interference probability of a frequency hopping system of 3 and 5 MHz bandwidth is
compared to that of a I MHz bandwidth system in which the victim system is a direct sequence
spread spectrum system of 17 MHz bandwidth and II Mb/s Signaling speed. The wide bandwidth
frequency hopping system power level would need to be less than that of a I MHz bandwidth
frequency hopping system by the amounts of the table if the interference potential is to be
equalized. The victim system has a 10 dB CII requirement. These parameters approximately match
the IEEE p802.11 11 Mb/s direct sequence PHY.

The table does not take into account the effect of the higher CII needed for wider bandwidth interferers. This effect
is likely on the order of I to 3 dB. Thus, the overall effect is 14 to 16 dB on a direct sequence packet data system
with the parameters used in the table. Other direct sequence systems may use lower bandwidth and higher CII. The
effect would be worse on such systems.

An increased bandwidth for a direct sequence system would harm the interference susceptibility from all frequency
hopping systems; increasing the direct sequence bandwidth with higher spreading would not be of benefit. this
would aid in the relative performance but worsen the overall performance.

Conclusions of Section 5

The specific systems evaluated serve to illustrate the effect of a wider frequency hopping bandwidth on a range of
current packet data systems. The effect of increasing the frequency hopping bandwidth is most severe on the I MHz
bandwidth frequency hopping packed data system because of the low bandwidth and the high CII ratio. It is less on
the direct sequence system because the bandwidth is higher and the CII is lower for this system.

These specific systems are critical however. IEEE p802.11 has spent 8 years establishing these standards based on
the current spread spectrum rules.

6.0 Summary and Conclusions

The effect of the frequency hopping spread spectrum bandwidth and hopping rate on interference generation was
first analyzed separately form power level, then the effect of power level was investigated.

A particular physical configuration including a WBFH system and a potential victim system in a common area was
analyzed for the influence of power level on interference. The necessary reduction in power level of a wide
bandwidth frequency hopping system compared to a system following the current rule in order to maintain equal
interference probability was evaluated.

Lowering the regulation limits by 5 to 7 dB for wider bandwidth frequency hopping, as proposed, will not ensure
any relative power level reduction on current systems. Current spread spectrum wireless LANs utilize power levels
10 to 13 dB below the allowable limits. This is all that is necessary to operate at the normal inside ranges and
propagation conditions now encountered. The regulations would need to lower the limits by at least 10 dB in
addition to the values determined here in order to assure the interference potential of the wide bandwidth systems is
not higher than that of the current rules.

It was shown that the interference potential increases with the frequency hopping rate as well as bandwidth; and a
higher bandWidth permits a faster hopping rate. An upper limit on the frequency hopping rate would be better than a
lower limit. The proper upper limit would lower the interference potential of 1 MHz bandwidth systems as well as
that of higher bandwidth systems.

Lowering power has little effect on systems with high modulation efficiency. Such systems have a high CII
requirement and the median interference range exceeds most deployment area sizes.
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Increasing the frequency hopping bandwidth to 3 or 5 MHz. as proposed. was shown to have a very severe effect on
low handwidth systems with a high CII requirement such as systems conforming to the current frequency hoping
rules. A packet data system conforming to the IEEE p802.1 I frequency hopping standard was used as the example
of such a system. The necessary power level reduction for this system with slow frequency hopping is on the order
of 20 dB compared to a I MHz frequency hopping system. It is in excess of 26 dB for fast frequency hopping.

The effect on a typical direct sequence system was also evaluated. This was shown to be about 13 to 16 dB. Most of
this effect is due to the potential effect of fast frequency hopping. There is a severe effect on direct sequence systems
from any fast frequency hopping system. IEEE p802.1I alleviates this effect by requiring slow frequency hopping in
the standard frequency hopping PHY.

Interference from any frequency hopping system to a direct sequence system increases with increasing direct
sequence bandwidth. even though relative interference of wide bandwidth systems and I MHz bandwidth systems
decreases with frequency hopping bandwidth. Thus. increasing the spreading gain is not a reasonable option for
lowering the interference effect.
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Annex 1 : Evaluation ofthe Relative Numbers oflnterferers

This section shows the detailed equations used to evaluate the proportion of WBFH devices that interfere as a
function of the power level. bandwidth and victim receiver parameters. The parameters below are defIned in the
main text.

The quantity P,(Xl is common to the equations for both the mobile and the access point victim devices in a
centralized LAN cell. In each case

lOa L ~1i)a - and
As c

P,(X) is the normal probability distribution function for a mean ofzero and standard deviation of 1.

The proportion of WBFH devices that interfere with the mobile device was evaluated using the following
summation.

(AI)

in which

m-.5(
Ij=--- 1;+C).

Mmx

n-.5
c=-- and

Nmx

4> =2Cos·1
( r;' -1;' + c:l J Ij 2 Ii - C

2Ijc
cfi=2n r;<1;-c

Nml' and Mrnx determine the number of steps used in the numerical integration. Computations compared within 1%
with Nmx• Mmx = IO and 25. Nmx• Mmx = 25 was used in the evaluation.

The proportion of WBFH devices that interfere with the access point was evaluated using the summation.

in which
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n-.5
c=--

N=
Equation A2 differs from equation Al in the definition of rj and the fact that", is a constant equal to 21t radians for
the access point.

The table below was used to determine P,(X). Linear interpolation was used between the points of the table.

P,(-X) ~ I-P,(X)

P,(X) = I for X >= 3.5.

x
o
.2
.4
.6
.8
I

1.2
1.4
1.6
1.8
2

2.5
3

3.5

P,(X)
.500
.579
.655
.726
.788
.841
.885
.919
.945
.964
.977
.994
.999
1.000

x 0

.,

.,

·3

0.001 0,010 0,100 0.300 0.500 0.700 0.900 0.990 0.999

Pn(X)
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